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Abstract
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Checklist for Datacenter Support Certification
	Section
	Requirement

	1
	Round-the-clock availability

	1.1
	Independent software vendors (ISVs) must offer support services 24 hours a day, 7 days a week, for software support of all severity levels of issues and escalations.

	1.2
	Customers, original equipment manufacturers (OEMs), and Microsoft personnel should be able to open an incident report at any time and receive priority-level support, including escalation to ISV developers if necessary.

	1.3
	The support center must have contingency plans in place in case of interruptions to the service (for example, power outages or equipment failure).

	2
	Personnel qualifications

	2.1
	An ISV must have defined technical requirements for its support personnel, and support personnel must meet those requirements.

	2.2
	ISV support personnel must be fully trained in the use of an ISV’s products and have an ongoing education plan.

	3
	Support access, severity levels, and response commitments

	3.1


	Within a maximum of two hours, a customer or OEM should be able to access subject matter experts and support infrastructure in case of mission-critical issues.

	3.3
	ISVs must define their severity levels and how the severity level of a particular incident is determined.

	3.4
	ISVs must have a process to describe how severity levels can be raised.

	3.5
	ISVs must define and follow internal elevation processes up to and including use of development resources.

	4
	ISV obsolescence policy

	4.1
	ISVs must provide full support for current and previously certified product versions for a minimum of six months after a new version is released.

	4.2
	ISVs must provide customers with a three-month notice regarding the expiration of support of a certified product.

	4.3
	ISVs must maintain and provide a list of obsolete products.

	5
	On-site capabilities

	5.1
	ISVs must have on-site dispatch capabilities in any location in which its product is sold.

	5.2
	Dispatched personnel must be knowledgeable about the company’s products.

	5.3
	ISVs must be able to provide on-site installation services if requested.
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Introduction

This specification contains the details for the support requirements identified in the Microsoft® Certified for Windows Server™ 2003 Application Specification (Chapter 5 ) and the Application Specification for Microsoft Windows® 2000 Server, Advanced Server and Datacenter Server (Chapter 7.6). This guide outlines the minimum requirements and specifications to which technical support centers must adhere for a supported application to qualify for the Certified for Windows Server 2003 Datacenter Edition logo or the Certified for Windows 2000 Datacenter Server logo.

ISVs who want to qualify for the Datacenter certification logo must have a support center in place that provides support 24 hours a day, 7 days a week. The following sections describe this requirement in more detail.

The pass criteria for some sections of this specification request that an ISV provide documentation regarding the provided services. In some cases, existing documentation may be available in either hardcopy or on-line format and contain information about one or more of the requirements in this specification. In these cases, it will be sufficient to provide a copy of the existing documentation in conjunction with a detailed description about where this information resides. For example:

If the documentation is on a public Web site, you can provide a snapshot of the page containing the specific information required, the URL for that page, and any other information about how to find the page with this information. 

If the documentation is in a Readme file, you must ensure that the testing lab has a copy of the correct version and provide information about where to find the required information—for example, by identifying the page and paragraph.

If your support center has other information related to its support capability that clearly proves compliance, you can submit that information to Veritest to be reconciled against these requirements.

1 Round-the-clock Availability
Summary of Requirements
	Rationale

	Passing these requirements ensures that the ISV can provide a level of support capability, capacity, and processes on par with other qualified vendors in the datacenter market.

	Customer Benefits

	Customers know that certified vendors have a minimum support capability that is on par with other Datacenter–branded vendors and have agreed to processes for collaborating with other vendors to resolve mutual customer issues. 

	Requirements

	1. ISV must offer support services 24 hours a day, 7 days a week, for software or hardware support for all severity levels of issues and escalations.
2. Customers, OEMs, and Microsoft personnel should be able to open an incident at any time, whether a contract exists or not, and receive priority-level support, including escalation to ISV developers if necessary.
3. Support centers must have contingency plans in place in case of interruptions to the service (for example, interruptions caused by power outages or equipment failure).


How to Comply with Round-the-clock Availability Requirements
1.1 ISV must offer support services 24 hours a day, 7 days a week, for software support for all severity levels of issues and escalations.

An ISV must provide technical support services 24 hours a day, 7 days a week, either through its own technical support centers or by outsourcing to a dedicated technical support services supplier. 

To pass:

An ISV must provide detailed information that demonstrates live, round-the-clock coverage for all severity levels and provide access information through service level agreements (if available), technical support documentation, and the ISV Web site.

An ISV must provide technical support and escalation process flow charts or descriptions.

An ISV must define its own severity levels. General criteria for severity levels is defined in Section 3.3 later in this document.

For more information about escalation procedure requirements, see Section 3.5 later in this document.

Note If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described here.

1.2 ISV must have support offerings such that customers, OEMs, and Microsoft personnel can open an incident report at any time and receive priority-level support, including escalation to subject matter experts or ISV developers if necessary.

Customers, OEMs, and Microsoft staff must be able to open incident reports 24 hours a day, 7 days a week, and receive priority-level support. This support should include access to subject matter experts or developers for resolution of issues if necessary.

To pass:

An ISV must provide detailed information about how customers with and without contracts can receive priority-level support 24 hours a day, 7 days a week, including the ability to escalate issues to subject matter experts or ISV developers if required. This information must be available publicly from the ISV either in the product documentation or on-line. This information should also include any fee structures if applicable.

For more information about procedures for escalating customer issues to ISV developers, see Section 3.5 later in this document.

1.3 A support center must have contingency plans in place in case of interruptions to the service.

An ISV must have contingency plans in place that describe how to handle interruptions in the service, for example, as a result of power outages or equipment failure.

To pass:

An ISV must provide documentation outlining disaster recovery plans.
2 Personnel Qualifications
Summary of Requirements
	Rationale

	Passing these requirements ensures that technical support personnel are qualified to resolve any kind of problems or requests a customer or OEM may have.

	Customer Benefits

	Technical support personnel can provide customers with quality service.

	Requirements

	1. ISV must have defined technical requirements for its support personnel, and support personnel must meet those requirements. 

2. ISV support personnel must be fully trained in the use of an ISV’s products and have an ongoing education plan.


How to Comply with Personnel Qualifications Requirements
2.1 An ISV must have defined technical requirements for its support personnel, and support personnel must meet those requirements.

The ISV must define technical requirements for its support personnel and must also ensure that its personnel meet those requirements. The technical support personnel must be knowledgeable of these requirements.

To pass:

The ISV must provide a skills inventory that details the position competency requirements and any applicable certifications. 

The ISV must provide a process/procedures manual that is used by technical support personnel for reference. 

Note If the ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described.

2.2 ISV support personnel must be fully trained in the use of an ISV’s products and have an ongoing education plan.

An ISV must ensure that technical support personnel are fully trained in the use of supported products and provide an ongoing education plan to ensure that personnel keep up-to-date with the latest versions of products and developments, including updates and patches.

To pass:

The ISV must provide documented training and career development plans that include details about how support personnel will receive training in the use of patches, enhancements and minor updates.

Note If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described.

3 Support Access, Severity Levels, and Response Commitments
Summary of Requirements
	Rationale

	Passing these requirements ensures that customers have full access to the required technical support, and that a reported problem is given the appropriate response and priority.

	Customer Benefits

	Customers receive the appropriate level of service for any issues at all times.

	Requirements

	1. ISVs must define their incident acknowledgement commitments and demonstrate how these occur.

2. Subject matter experts must be able to respond within a maximum of two hours and access the support infrastructure in case of mission-critical issues. For recommended guidelines, see Section 3.2 later in this document.

3. ISVs must define their severity levels and how the severity level of a particular incident is determined.

4. An ISV must have a process to describe how customers can escalate severity levels.

5. An ISV must define and follow internal escalation processes up to and including how to escalate issues to development resources.


How to Comply with Support Access, Severity Level, and Response Commitment Requirements
3.1 ISVs must define their incident acknowledgement commitments and demonstrate how these occur.

ISVs must define their commitments to respond to all calls.

To pass:

An ISV must provide documentation that includes the service acknowledgement commitments for all incidents. These commitments must be sufficient to ensure that virtually all calls are answered in a reasonable time. 

Notes: 

This level of support must be available for every location in which a product is sold. If procedures vary for certain locales, these differences should be documented. 

If an ISV is unable to demonstrate past performance—either because a support center has not been in existence for at least one year, or because tracking systems have not been in place—an on-site visit may be required to verify that the ISV is able to comply with this requirement prior to certification.

If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described.

3.2 Subject matter experts must be able to respond within a reasonable period of time for mission-critical issues.

For a mission-critical (severity 1) issue, a subject matter expert must be able to respond within a reasonable period of time after notification from a front-line support center. This person may be on call but must be able to respond to a customer and access the support infrastructure.

To pass:

An ISV must provide remote access with security, such as through a virtual private network (VPN), to tools and information.

Subject matter experts must have access to reproduction facilities and code.

For a definition of severity levels, see the following section.

Note The level of support defined here must be available for every location in which a product is sold. If procedures vary for certain locales, these differences should be documented. 

3.3 ISVs must define their severity levels and indicate how the severity level of a particular incident is determined.

An ISV must define severity levels for problems and provide customers and OEMs with information about how the severity levels are determined in calls.

To pass:

An ISV must provide documentation that describes the service and performance commitments by severity levels.

An ISV must provide a description of the process that is followed to establish the severity level for an incident.

Note Compliance with this requirement is defined as responding to all calls within the committed time.

The following table provides examples and possible response commitments.

Example Severity Level Commitments

	Severity
	Description
	Response time

	1
	Any kind of down situation—including but not limited to application crash, hardware product failure, or system crash—that will impact revenue or profitability immediately or within a very short time.
	1 hour

	2
	Loss of primary functionality (meaning no workaround or only a short-term workaround is available) that will impair productivity in the longer term.
	2 hours

	3
	Loss of secondary functionality (meaning a workaround is available) that has no immediate, significant impact on the productivity.
	4 hours

	4
	Cosmetic problems, feature requests, other issues that do not require immediate action.
	As negotiated


Note Response time is defined as the amount of elapsed time it takes for a representative from an ISV’s support staff to contact a customer. In this context, the ISV representative is not necessarily the technical resource.

3.4 An ISV must have a process to describe how severity levels can be escalated. 

As part of the technical support service, an ISV must have a process whereby customers can escalate the severity level if a call is not answered to their satisfaction or within the committed timeframe. This option must be clear to the customer, and the process must be defined in the publicized documentation.

To pass:

An ISV must provide the ability to escalate an incident and a process for doing so for OEMs and customers.

Note This level of support must be available for every location in which a product is sold. If procedures vary for certain locales, these differences should be documented. 

3.5 An ISV must define and follow internal escalation processes up to and including how to escalate issues to development resources.

An ISV must ensure that a process is in place to escalate problems to the right people within the required timeframe to ensure timely and satisfactory resolution of problems. This process must identify the situations that should trigger an alert and the exception handling for technical issues based on their severity and the length of time open. Management escalation processes must also be defined, documented, and followed.

To pass:

An ISV must outline the process that is followed when elevation of a problem is required. This process must include a management escalation procedure and may be in the form of a flow chart or process description.

4 Obsolescence Policy
Summary of Requirements
	Rationale

	Passing these requirements ensures that support for a certified product remains available for a reasonable time and that customers are aware of expiration of product support.

	Customer Benefits

	Customers are fully informed on availability of support.

	Requirements

	1. An ISV must provide full support for current and previously certified product versions for a minimum of six months after a new version is released.

2. An ISV must provide customers with a three-month notice regarding expiration of support of a product.

3. An ISV must maintain and provide a list of obsolete products.


How to Comply with Obsolescence Requirements
4.1 An ISV must provide full support for current and previously certified product versions for a minimum of six months after a new version is released.

ISVs must have a policy in place regarding support of previously certified product versions, and they must continue to support these versions for a minimum of six months after the release of new versions.

To pass:

ISVs must provide documentation explaining their support plan for current and previously certified product releases that includes a commitment to support previous versions for a minimum of six months.

Version is defined as a major product revision, such as would cause a version number change, and not a service pack or patch upgrade release. Releasing a minor revision or service pack should not affect support of the previous version. For example, if a version 4.0 product is released, and a little while later a minor revision 4.1 is released, support for 4.0 should continue as before, and not be discontinued due to the 4.1 release. Although this example and common convention identify releases by using decimal points, there is no intention here to define how an ISV should label their product releases or how they should distinguish between major and minor revisions to their products.

Full support is defined as being able to resolve any customer issues without the customer having to purchase a product upgrade.

4.2 An ISV must provide customers with notification of support expiration of a certified product.

An ISV must notify customers, OEMs, and Microsoft within three months of the expiration of support of a certified product.

To pass:

An ISV must commit to notifying customers, the certification testing facility, and also winlogo@microsoft.com of their intention to cease support of a certified product.

4.3 An ISV must maintain and provide a list of obsolete products. 

An ISV must provide a list of currently supported and obsolete (unsupported) products so that personnel, customers, and OEMs are informed of the support status of products.

To pass:

An ISV must provide documentation of the communication process that keeps customers and support personnel abreast of all currently supported and obsolete products.

5 On-site Capabilities
Summary of Requirements
	Rationale

	Passing these requirements ensures that support personnel are available to be dispatched to a customer site to provide on-site support.

	Customer Benefits

	Customers can benefit from full support within their own environment.

	Requirements

	1. ISV must have on-site dispatch capabilities in any location in which its product is sold.

2. Dispatched personnel must be knowledgeable about the company’s products.

3. An ISV must be able to provide on-site installation services if requested.


How to Comply with On-site Support Capability Requirements
5.1 An ISV must have on-site dispatch capabilities in any location in which its product is sold.

An ISV must be able to provide on-site support if required. Resources must be on-site within a reasonable time frame, based on severity of an issue, that is generally acceptable to customers and industry standards for mission-critical services.

To pass:

An ISV must provide documentation of the dispatch process, including service level commitments, responsibilities, and timeframes by location and product. 

Note If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described.

5.2 Dispatched personnel must be knowledgeable about the company’s products.

Technical support personnel who are dispatched to a customer site must be knowledgeable about the supported products.

To pass:

An ISV must provide documentation outlining minimum qualifications of personnel that are dispatched to a customer site.

An ISV must provide documentation outlining remote access procedures for dispatched personnel tto ensure they have access to a support center’s tools and systems 24 hours a day, 7 days a week.

Note If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, then documentation of the certification will be accepted in lieu of the documentation described.

5.3 An ISV must be able to provide on-site installation services if requested.

If requested, an ISV must be able to provide on-site support for installation services.

To pass:

ISVs must provide documentation—for example, a service level agreement (SLA) or reference on the Web-site—indicating the availability of this service.

Note: If an ISV has already received a recognized support certification with public and accountable requirements that include all of these requirements, documentation of the certification will be accepted in lieu of the documentation described.

6 Related Links

See the following resources for further information:

Certified for Windows Program on the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003/partners/isvs/cfw.mspx
VeriTest Certified for Windows Program Overview on the VeriTest Web site at http://www.veritest.com/certification/ms/cfw/default.asp
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003.


