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   Managing Active Directory at Microsoft
	Enterprise Scenario: Operational Efficiency

This card describes how Microsoft Information Technology (Microsoft IT) uses and manages the Active Directory® directory service to centrally identify and manage network resources and users. Active Directory provides an enterprise-ready, scalable, distributed directory service. It is at the heart of distributed network security in a Microsoft Windows Server-based enterprise.

	




Executive Overview

Microsoft IT has developed integrated end-to-end processes and automated solutions to help ensure that Active Directory is stable and complies with security guidelines. This approach has streamlined the running of IT and reduced overhead costs, especially for life cycle, Group Policy, schemas, and access management. 

Automated solutions and prescriptive change management processes are critical. Microsoft IT spent six months developing automated solutions for life cycle and access management, and one month developing change management processes for Group Policy and schemas. Today, Microsoft IT needs only six staff members to operate all aspects of these areas for the entire enterprise.

Microsoft IT's management approach for Active Directory has realized the following benefits:

· Automation increases security and regulatory compliance.
· Centralized management reduces administrator headcount requirements.

· Collaboration with cross-functional teams reduces application development redundancy.  
· Automated removal of stale objects, consistently enforced business policy, and appropriately managed access optimize stability and security.
· A flexible structure meets unique business requirements and consistently applies required policies.  

· A structured change management process reduces the risk of productivity loss.
· Roles-based access helps protect key resources.
Life cycle Management

Situation

Microsoft has a large, multiple-forest Active Directory environment with hundreds of thousands of accounts, groups, computers, printers, and other objects. Active Directory must be managed consistently to accomplish several goals. First, the directory must comply with security and regulatory policies. Second, stale objects must be removed to reduce security risks. Finally, maintaining a lean Active Directory environment optimizes replication efficiency.  

Microsoft IT needed a systematic and scalable directory life cycle management solution that would keep support costs low. 

Solution
Microsoft IT turned to the Microsoft Identity Integration Server (MIIS) 2003 platform to build an automated, flexible solution based on existing security and business rules. The solution alerts, automatically corrects and quarantines accounts that fail to comply with security and business requirements. 

Lessons Learned
Early in the use of Active Directory, Microsoft IT learned that insufficient life cycle management processes resulted in Active Directory bloat and increased security risks.

Microsoft IT found that it was critical to thoroughly understand security, human resources, legal, and regulatory policies because these types of policies help define the requirements for successful life cycle management processes. A virtual team, including representatives from non-IT functional areas, helped determine the requirements and interdependencies for business process automation. Collectively, the virtual team defined exception processes and approval mechanisms to help ensure a seamless workflow. Through the virtual team's requirements gathering process, Microsoft IT found that multiple applications for different types of objects, such as groups or computer accounts, were not necessary. Instead, only a single Web user interface was required to provide workflow and approval. The interface integrates with MIIS 2003, which manages and processes Active Directory changes based on business rules. This approach significantly streamlined development. It allowed Microsoft IT to integrate several applications and optimize business processes prior to development, saving Microsoft IT time and money.  

Group Policy Management
Situation

Microsoft IT centrally manages over 900 Group Policy objects (GPOs) throughout its multiple-forest environment. Because Group Policy defines access parameters for accounts, computers, and other network resources, it is the primary method for centrally administering and enforcing security policy.

At Microsoft, GPOs function in a wide variety of ways:

· Certain Group policy settings are mandated by security policy and must be consistently applied in all forests. They cannot be overwritten, superseded, or blocked.

· Certain Group policy settings meet unique requirements in a single forest.  

· Some Group Policy settings are set to explicitly allow certain actions 

· Some Group Policy settings are set to explicitly deny certain actions 

Because of the complexity in managing large number of GPOs and their possible interdependencies, Microsoft IT needed a structured management solution. 

Solution
Microsoft IT centralized GPO management and developed a consistent process for design, review, test, communication, and deployment. 

Microsoft IT’s GPO change management process uses a standard Office InfoPath® 2003 form to capture the requested GPO deployment time frame, GPO characteristics, and documented testing. The request goes through triage and approval. If the request is approved, the GPO goes through various levels of testing and change notification. Microsoft IT requires involvement from two people, an administrator and an approver, to deploy a GPO to reduce human error.  Microsoft IT maintains authoritative copies and histories of all GPOs for disaster recovery purposes.

The following testing and deployment steps occur for GPOs:

· Requesters perform initial GPO testing on their local computers by using the secpol.msc tool. This tool imports the policy, where local computer access is allowed.
· Microsoft IT tests in an Active Directory lab environment to observe the applied GPO setting's behavior. 

· Microsoft IT conducts production deployments in phases, generally by domain, thereby reducing the scope in case a GPO change needs to be reverted or modified.

· Microsoft IT sometimes creates a security group populated with a small but representative quantity of domain users, workstations, and servers. This practice limits the impact in a production environment, in case the GPO setting does not achieve the expected behavior. This practice is useful in situations that require a custom .adm file or script.

· Microsoft IT uses Group Policy Management Console (GPMC), a free download from http://www.microsoft.com, which provides a Microsoft Management Console (MMC) snap-in to support Group Policy review, modification (through GPEdit.msc), and assessment (through RSoP.msc). The GPMC installation folder provides various script-based tools for GPO management.
Some examples of Microsoft IT Group Policy settings include the following:
· Default Domain and Default Domain Controllers. These settings are used for compliance, domain account definition, and passwords. 

· Network Segmentation. This setting helps enforce Internet Protocol security (IPsec) policies.
· Prompt for Password. This setting requires a password for a computer when emerging from standby/hibernate.
· Managed Desktop. This setting defines a limited set of Microsoft Windows® components, such as Microsoft Outlook® configuration and use of remote procedure call (RPC) encryption (for privacy/HIPAA enforcement).
· Remote Assistance. This setting allows Helpdesk to initiate conversations for support.
· Application Publishing. This setting is available for Microsoft IT and users: Microsoft IT typically uses Microsoft Systems Management Server (SMS) for application deployment.
· SMS Client Installation. This startup-script-based setting helps ensure that the SMS client software is installed on all domain-joined systems.

· AV Check. This logon-script-based setting ensures that an antivirus client is installed and is kept up to date with the latest signature file.
Lessons Learned
The Microsoft IT GPO process contains clear deployment expectations and approval requirements, and allows for both standard and emergency requests. By using InfoPath 2003 form technology, GPO request data points can be easily defined and routed through e-mail. This technology helps ensure that Microsoft IT has the proper data to complete request reviews and deployments.
Downloads

Group Policy Management Console (www.microsoft.com/grouppolicy)
Active Directory Schema Management

Situation

Because the Active Directory schema operates at a forest level, changing the schema requires great care to ensure Active Directory stability. Poorly designed schema extensions can have a negative impact on user productivity and may not be reversible.  

As a software development company, Microsoft performs many schema extensions throughout its Active Directory environment. As such, Microsoft IT needed to centralize schema management ownership and develop a structured change management process.

Solution
Microsoft IT drives all schema extensions through a structured process, requiring engineering analysis, review, and thorough testing before a staged deployment. 

The request process uses a standard form to capture details for the proposed schema extension. A schema request should include:

· A specific business justification and required approvals.
· A detailed description of the proposed schema extension; for instance, whether it is a modification of an existing element or is a new addition to support a new application.
· A categorized risk level for the proposed schema extension. By definition, adding a new attribute to an object class is of lower risk than modifying or deactivating existing attributes for an object class, which represents higher risk.
· One or more attached or embedded Lightweight Directory Interchange Format (LDIF) files that describe the schema changes. Microsoft IT uses the LDIF files to compare the existing schema and proposed changes, archive the specifics of the proposed changes, and manually deploy the proposed changes.
· Proposed procedures for schema modifications. These procedures usually take the form of an LDIF script, program executable files, an installation wrapper, or other methods. 

· Proposed schema extension deployment details; timeline requirements, affected forests, and contacts.

· Evidence of the level of testing that a proposed schema extension has undergone. 

The structured schema request process requires time for the analysis of a schema request, review of the LDIF file or provided executable file, delivery of feedback to requesters, a test deployment in a test forest, and then staged production deployment.

Lessons Learned
· Allow a minimum of several weeks to properly design, test, and deploy schema extensions, especially for multiple-forest deployments. 

· Do not casually modify the schema. Modifying the schema is an advanced and complex operation best handled by experienced administrators. Developers, administrators, or an application itself (by using an elevated access account context) can incorrectly modify the schema, which may not be reversible. 

· Test schema modifications in a test forest. Develop and test schema updates on an isolated Active Directory forest before moving them to production, to help ensure that applications and/or developers can populate and use the new attributes.

· Refer to the Active Directory Platform SDK, at http://msdn.microsoft.com/ , which is a comprehensive source of information for schema modification.

· Remove all users from the Schema Admins group, and add a user to the group only when schema changes are required. After the change has been made, remove the user from the group. 

· Document the Active Directory schema by using the Schema Documentation Program for Servers Running Windows 2000 or Windows 2003 Server (see the following download). 
Downloads

Schema Documentation Program for Servers Running Windows 2000 or Windows 2003 Server (http://www.microsoft.com/downloads/details.aspx?FamilyId=BEF87B1D-D2F1-4795-88C5-CA66CFC3AB29&displaylang=en)

Access Management

Situation

At Microsoft, access is a privilege, not a right. Microsoft IT embodies the principles of least privileged access, whereby an account is delegated the minimum amount of access required to perform a business function. Roles-based access helps protect key Microsoft resources, such as source code and Active Directory administrator access. 

Additionally, Microsoft, like all U.S. publicly traded companies, must comply with new Sarbanes-Oxley (SOX) regulations. To remain SOX compliant, Microsoft IT must provide detailed documentation that proves adherence to company access policies. This documentation includes evidence of justifications, approvals, and delegated access granted within process and policy for all accounts with elevated access.
Microsoft needed to meet both stringent internal security policies and ensure SOX compliance, while not incurring additional support costs.
Solution

Microsoft IT developed and automated an administrative access process. The interface is a Web-based workflow and approval solution with standardized roles and justifications for administrative access. On the server end, Microsoft IT used MIIS 2003 to help ensure the consistency of delegated access and to manage account life cycle based on security and business rules. Together, this provides the complete solution for operations to manage access day to day and for unique requirements, such as for auditors when performing assessments. 

Microsoft IT's administrator access request process requires:

· Director-level approval.
· A detailed business justification.
· Routine rejustification and reapproval throughout the year.
· Annual specialized administrator training, including policy and regulatory review.
· Annual user pledge/agreement to comply with policies.
Lessons Learned
· Accurately defining the administrator roles and required business justification streamlines the approval process, leaving less margin for error in granting administrative access.

· Intelligently segmenting functional processes for providing access results in less duplication of effort, reduces turnaround time, and aids the management of appropriate access to sensitive business systems. 

· Automating data capture into a storage database reduces manual entry inefficiencies and data replication inaccuracies and optimizes reporting for audit purposes. 

Global Microsoft IT Environment

The Microsoft enterprise is large, complex, and constantly changing. The mission of the Microsoft IT group is fairly unique. In addition to running a world-class utility that keeps the business productive, its primary mission is to be Microsoft’s first and best customer. This mission involves testing all enterprise software in the early stages of beta development by deploying it throughout the company, providing valuable feedback to product groups to ensure predictable and trustworthy services for customers and partners. The following data gives some idea of the environment in which this all occurs (numbers are approximate):

· Nearly 90,000 IT-managed user accounts
· More than 300,000 domain-joined computers and devices

· More than 400 sites supported worldwide

· Global line-of-business applications (such as Siebel, Clarify, MS Sales, and World-Wide Sales and Marketing Database)

· Global virtual Helpdesk

· Seven sites running Microsoft Exchange Server globally

· 110 servers running Exchange Server

· 38 mailbox servers

· More than 3 million internal e-mail messages per day

· More than 8.8 million external e-mail messages per day

· More than 6.8 million e-mail messages blocked per day

· More than 7.5 million remote connections per month

For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information through the World Wide Web, go to:

http://www.microsoft.com/worldwide or visit http://www.microsoft.com/technet/itshowcase
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