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	  IT Value Card Published April, 2006
  Messaging Hygiene at Microsoft
	Enterprise Scenario: Operational Efficiency and Productivity: Connected Productivity Infrastructure

This card details how Microsoft Information Technology (Microsoft IT) uses Microsoft® Exchange Server 2003 SP2 technologies, Microsoft Office Outlook® 2003, and third-party products to manage the large quantities of unwanted e-mail (spam) and malicious software (malware)–infected messages in its incoming Internet e-mail traffic. This solution reduces the quantity of spam routed through the corporate messaging infrastructure by filtering at the gateway layer. Then, in the remaining messages, the solution removes the threats posed by viruses, worms, and their common distribution vectors, such as file attachments.
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Benefits Summary

Microsoft IT uses the term messaging hygiene to refer collectively to all of its defensive mechanisms to combat spam, viruses, e-mail attacks, and other security threats to its infrastructure. The current messaging hygiene solution that Microsoft IT has implemented provides the following benefits:

· Reduces total cost of ownership (TCO) by eliminating one set of dedicated servers from its previous messaging topology 

· Reduces TCO by preventing the bulk of spam and malicious messages from entering the network 

· Employs a broad array of filtering processes at the network gateway
· Increases employee productivity by reducing total incoming Internet e-mail volume by up to 95 percent

Threats from Spam and Malware

The increasing threat of unwanted e-mail (spam), viruses, phishing and malicious software (malware) on the Internet is as much a concern for Microsoft as it is for any company. The problem has steadily grown in the past several years to the point where every enterprise connecting to the Internet must take precautions against such attacks. Threats are no longer limited to e-mail messages themselves—they include other e-mail–related threats, such as denial of service (DoS) attacks at the Simple Mail Transfer Protocol (SMTP) layer, targeted mailbombing (designed to take down a messaging system by sheer volume of e-mail), and directory harvest attacks (attempts to acquire large volumes of valid e-mail addresses). 
The effect of spam, viruses, and e-mail attacks on businesses is significant; it can be devastating for companies that are caught unprepared to address such threats. Spam is no longer just an annoyance; it is costly to companies, not just financially, but in terms of processing time, bandwidth usage, management, and resource consumption. Likewise, viruses and e-mail attacks, at best, contribute to downtime and, at worst, pose a threat to a company’s vital resources and intellectual property. 

Microsoft IT believes it is essential to employ not one, but many mechanisms for defending against these threats. This approach includes a combination of Microsoft products, third-party block lists, and Sybari virus scanning software, which are deployed at multiple layers throughout the messaging environment—from gateway to client..

Recent improvements to the architecture of antivirus and antispam systems have enabled Microsoft IT to consolidate nearly 50 percent of the servers required to perform those functions in the environment. In addition to architectural changes, Microsoft IT has chosen to increase defenses at both the Internet mail gateway and client layers. Microsoft IT has thus been able to reduce operational costs while increasing the level of protection against malicious and unwanted e-mail.
At the time of this writing, the average volume of messages submitted from the Internet to Microsoft IT e-mail gateways ranges between 10 million and 12 million a day. The multilayered approach to e-mail filtering means that multiple mechanisms analyze incoming e-mail, and each of these mechanisms subsequently reduces the amount of spam permitted to pass. The following filtering stages illustrate the effectiveness of e-mail filtering layers in Microsoft IT as of this writing.  Figure 1 illustrates the effectiveness of e-mail filtering layers in Microsoft IT as of this writing.

Figure 1. Spam filtering process used by Microsoft IT

The following numbers are based on average daily volumes:

· Connection filtering blocks approximately 80 percent of all incoming SMTP messages. These connections come from known spam sources listed in third-party, real-time block lists. 

· Sender and recipient filtering deletes 70 percent of the messages received after connection filtering.

· After connection filtering, sender filtering and recipient filtering remove almost 95 percent of messages as spam. Intelligent Message Filter rejects 6 percent of the remaining incoming messages as spam.

After going through the preceding layers of filtering, the remaining e-mail undergoes virus scanning. E-mail that passes this stage is delivered to the mailbox servers, where users can access it. E-mail clients also run filtering software that further reduces the amount of spam that reaches users. On average, only about 5 percent of the total daily volume of incoming Internet e-mail remains after all filters have done their work.

For more detailed information about the topics covered in this IT Value Card, see the IT Showcase white paper Messaging Hygiene at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/
security/messaginghygienewp.mspx. 

Messaging Hygiene Technologies Employed

At present, Microsoft IT has realized its goals in messaging hygiene through its current infrastructure design for Internet e-mail and for e-mail scanning. By choosing Exchange Server 2003 SP2 as the platform (later upgraded to Exchange Server 2003 SP2) for gateway-layer antivirus functions, Microsoft IT was immediately able to reduce TCO by eliminating the dedicated set of virus scanning servers. The Exchange Server 2003 SP2 platform enabled Microsoft IT to choose a new third-party antivirus solution that follows the integrated approach and uses the native SMTP stack of Exchange.

In comparison with previous configurations of messaging hygiene systems, the current design uses more Exchange out-of-the-box features. At this time, in addition to Intelligent Message Filter, all incoming e-mail messages are subject to the following additional security controls that Exchange Server 2003 SP2 software provides: 

· Connection filtering with real-time block list

· Sender and recipient filtering, including blank sender filtering

· Recipient lookup 

· Sender ID lookup

· Suppression of sender display-name resolution 

· Bi-week updates of the Intelligent Mail Filter antispam and anti-phishing heuristics

These controls offer protection beyond what traditional spam filtering software provides. Microsoft IT implements these controls at the outermost Exchange gateway servers to help eliminate the highest possible volume of malicious messages at that point. The remaining messages are forwarded to the Exchange Server 2003 SP2 SMTP routing servers for virus scanning before being passed to the mailbox servers. 

In addition to enhancing antispam and antivirus protection, Microsoft IT’s current gateway configuration provides increased load balancing and availability for Internet e-mail. By eliminating the dependency on third-party SMTP servers and instead using Exchange Server 2003 SP2 native transport features across the entire gateway infrastructure, Microsoft IT has established a meshed topology between its Exchange Server 2003 SP2 gateway servers and its Exchange Server 2003 SP2 SMTP routing servers. To provide protection against network-layer and environmental disasters, Microsoft IT distributes the Internet gateway and messaging hygiene infrastructure across multiple data centers. This distribution prevents a single point of failure and establishes multiple physical and logical paths by which Internet e-mail can be routed and scanned.

Connection Filtering with Real-Time Block List

Connection filtering compares the Internet Protocol (IP) address of the connecting server with a list of denied IP addresses (also known as a real-time block list). The comparison of IP addresses occurs immediately when the SMTP session is initiated, enabling an organization to block connections to its gateways at the earliest stages of message submission. Before a server in the real-time block list is able to submit messages, the connection is dropped. This approach results in performance savings at both messaging layers and networking layers. 

Sender and Recipient Filtering (Exchange)

Sender filtering examines the From address of each incoming e-mail message and compares it with a list of administrator-configured blocked senders. This list includes e-mail addresses and domains from which Microsoft IT does not accept e-mail. Typically, this list includes addresses that send a high volume of unwanted e-mail, such as e-mail from sites not related to business. Microsoft IT does not consider these senders spammers, just domains or individuals from which the organization does not want to receive e-mail. Sender filtering can be useful in mitigating the risks of mailbombing attacks that come from a specific source or e-mail domain. In the Microsoft IT environment, the sender filtering feature alone blocks hundreds of thousands of messages a day.
Recipient filtering rejects messages at the gateway layer based on criteria such as to whom a message is sent. Although recipient filtering is not as effective in fighting real-time spam threats as real-time antispam solutions, recipient filtering can be extremely helpful in diminishing the risks of mailbombing attacks. Recently, the use of recipient filtering enabled Microsoft IT to block millions of messages addressed to just a few recipients in a single day. 
Blank Sender Filtering (Exchange)

Messages that have blank From addresses are usually not legitimate. Microsoft IT relies on Exchange Server 2003 to block these messages at its gateways, which further minimizes the amount of spam that the environment accepts.

Recipient Lookup (Exchange)

Recipient lookup checks the validity of the recipient at the protocol level before accepting responsibility for delivering a message; it rejects messages that are sent to nonexistent users. This feature reduces the amount of e-mail for which the system would otherwise have used resources to attempt to deliver and then return. 

Administrators should implement recipient lookup with care. It can potentially make the messaging environment vulnerable to directory harvest attacks. To diminish the risk of such attacks, the common approach is to delay the response for requests going to invalid recipients. This approach prevents attempts to rapidly collect e-mail addresses while still blocking messages addressed to invalid recipients. 

Intelligent Message Filter (Exchange)

The initial filter through which incoming Internet e-mail must pass is Intelligent Message Filter, which runs on the Exchange Server 2003 SP2 gateway servers at the outermost edge of the messaging environment. Internet Message Filter categorizes certain message parts, performs heuristics-based message analysis, and assigns an SCL rating to each scanned message. The SCL rating scale runs from 0 through 9. The higher the rating a message receives, the greater the likelihood that the message is spam. 

Antivirus Solutions (Third-Party Server and Client)

Microsoft IT chose to focus its e-mail antivirus systems at the SMTP gateway layer and at the client layer. Messages received from the Internet are first scanned for spam and then are forwarded to the Exchange Server 2003 SP2–based SMTP routing servers, where all e-mail is scanned for viruses before it can be delivered to the mailbox servers. Despite the gateway-layer antivirus protection, Microsoft IT consistently enforces its multilayered defense approach by establishing antivirus protection again at the client layer on users' desktop computers. All client computers in Microsoft IT's managed environment are required to have third-party antivirus software installed, configured, running, and kept up to date. 

An organization can reduce much of the overhead costs involved in virus filtering by first eliminating spam from the messaging environment. In any given day, Microsoft IT typically processes more than 12 million e-mail submissions from the Internet. Because 95 percent or more of those messages are identified as spam and eliminated from the mail flow, filtering out spam before scanning for viruses at the gateway layer results in significant savings in terms of processing cycles, bandwidth, and storage space for messages.  
Attachment Stripping (Exchange and Outlook)

As part of its antivirus strategy, Microsoft IT automatically removes some types of attachments from incoming e-mail messages based on the attachment's file name extension and type. The gateway-layer antivirus software automatically strips attachments of certain file types (for example, .exe, .cmd, and .com), whether they are infected by viruses or not. Those attachments pose a higher risk of virus infections, and stripping them at the outermost edge of the network helps protect the environment from unknown or new malware, for which antivirus signatures might not yet have been developed or deployed. If an attachment is stripped, the message itself is still delivered, and the internal recipient receives an appropriate notification. Consistent with the idea of attachment stripping at the gateway layer, the Outlook 2003 user has the ability to block a wide variety of potentially malicious file types from being received.

Restricted Distribution Groups (Exchange)

A successful submission of a malicious e-mail message to a large distribution group has a much more severe effect than the same message submitted to a specific, individual recipient. Microsoft IT uses features in Exchange Server 2003 SP2 that enable an administrator to restrict e-mail distribution groups in two ways. First, an administrator can configure a distribution group to accept messages from only a list of specified senders. Second, an administrator can configure a distribution group to accept messages from only authenticated users. If the sender is not authenticated, the message to a protected distribution group is blocked. Microsoft IT goes one step further by restricting all distribution groups that do not need to send or accept e-mail from the Internet—that is, external users are prevented from sending e-mail to these distribution groups. 
Junk E-Mail Filter (Outlook)

Users can customize the action of the Outlook 2003 Junk E-mail Filter, which analyzes messages upon their arrival to the client and determines whether such messages should be treated as spam. Users can choose the level of protection they want, ranging from no protection to allowing messages from safe senders only. Messages that Junk E-mail Filter catches are moved directly to a user’s Junk E-mail folder in Outlook, where the user can either view the messages or delete them. Users cannot override gateway-layer filter actions at the client layer. If a message exceeds the gateway threshold, it is not delivered to the user's Inbox, regardless of the client-layer settings.

Suppression of Sender Display Name Resolution (Exchange)

Typically, when a sender’s address matches a proxy address found in the Active Directory® directory service, the Outlook 2003 client automatically resolves the sender address to the appropriate display name. In Exchange Server 2003 SP2, an administrator has the ability to suppress the automatic display name resolution of the sender. When display name resolution is suppressed, the message is marked so that Outlook 2003 will not resolve the display name, and the recipient sees the Internet e-mail address (such as someone@example.com) in the Outlook message header instead of the display name from the Global Address List. This feature provides a visual indication that the message originated outside the organization and therefore might be spoofed.

Best Practices

· Use a multilayered defense for the most effective results. 

· Scan for spam and domain spoofing at the messaging gateway. 

· Scan messages for spam before scanning for viruses. 

· Delete rather than clean infected messages.

· Strip attachments of certain file types. 

· Disable security notifications to Internet senders. 

· Scan both incoming and outgoing e-mail for viruses. 

· Generate security notifications for infected outgoing Internet e-mail.

· Use restricted distribution groups. 

· Consistently enforce antivirus policies on client systems. 

· Control the outermost edge of the network and routing. 

· Block blank senders. 

· Block e-mail from certain IP addresses and domain names.

Global Microsoft IT Exchange Environment

The Microsoft corporate network is among the largest computer networks in the world. The network consists of many regional subnetworks around the world and encompasses:

· Three enterprise data centers.

· Nineteen regional data centers worldwide.

· More than 300 sites in approximately 230 cities in 77 countries.

· More than 3,300 IP subnets.

· More than 2,000 routers.

· More than 10,000 worldwide servers.

· More than 350,000 local area network (LAN) ports.

Taking full advantage of this vast network infrastructure is a complex messaging environment that consists of 80 Exchange Server 2003 SP2 servers in seven locations worldwide. 
For More Information

Contact your local Microsoft office at http://www.microsoft.com/worldwide or visit http://www.microsoft.com/technet/itshowcase
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