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General Information & Overview
This document attempts to collect, organize, encapsulate and document a procedure of best practices for baselining, installing and configuring IIS 4.0 in a secure fashion. This document is part of two-part IIS secure implementations series for IIS engineers, the first of which is focused on IIS 4.0 and the other on IIS 5.0.

This document draws from numerous and disparate data freely available on the Internet, in technical white papers and security documents, which are referenced and credited at the end of this document. The author and editors of this paper wish to dully recognize each of these documents and their authors and publishers for their invaluable work.

This document was born out of an attempt to configure a 'Secure' IIS 4.0 Web server. Unable to do so easily, the author set out on a two-year task collecting, organizing, encapsulating and documenting disparate data relevant to securing IIS available on the Internet into a simplified procedural format. Taking from his own growing experience as an LAN/WAN engineer, Network Architect & Administrator and Web Services engineer, Lawler steadily refined a baseline procedure for building a secure IIS Web server, with an increasing focus on security. 
The intention of this document was originally to provide a concise document that could be easily followed that stated a simple, logical procedure for configuring an IIS Web server in an efficient, effective and, most importantly, a secure manner. As the document developed, the secondary goal of constructing the document in such a manner that any individual with a small degree of NT experience could configure the secure IIS build with ease came about. 

With the assistance of numerous colleagues and references, the baseline procedure began to evolve into a more complete document and now is extant in its current version, and is planned to evolve as security improves. Contributions and suggestions for improvement to this document are welcome and encouraged, as collective efforts often yield superior results. 
This document is to be freely available to IIS engineers and system administrators. Internet facing IIS Web servers and Windows NT/2000 servers in general may be further secured utilizing these procedures and new server builds may be implemented in a more secure manner by adhering to the steps detailed in this document. In times of national and international focus on security, the procedures may help enable more secure Web server deployments and may assist both government and businesses prevent the potential attacks that threaten them and our nation's digital infrastructure.

Please visit www.netdeveloping.com for more details and for information on how to contribute or make suggestions for improvement to this document. The official copy of this document will be maintained and made available for download through the Microsoft Internet Information Services Community Center at www.microsoft.com/windows2000/community/centers/iis and will be mirrored at www.netdeveloping.com.

Disclaimer
No parties related to this document are, in any form, responsible for the implications of its content or the impact of the procedures contained herein on servers or other computer hardware or software. 
All efforts have been made to ensure accuracy and avoid unwanted interference with server function throughout the procedures detailed in this document. However, no two servers are identical and one can not predict the exact outcome of the configurations listed in this document universally. No parties accept responsibility for any items or execution of any information contained in this or other related documents. Individuals who utilize this information do so of their own accord and responsibility. All individuals reading, implementing and following these procedures accept full liability for their own actions in doing so. By executing any of these procedures, individuals and firms relieve all other parties of any liability related thereto and hold themselves liable for these actions.

That said, this is to date, by far, the most accurate and technically correct, easy-to-follow IIS security document freely available on the Internet. With it, a relatively non-technical person should be able to configure a Web server to be relatively secure and a technical professional will be able to significantly fortify Internet-facing IIS Web servers using the steps detailed in this document.


Windows NT 4.0 Initial Configuration

1. Set power-on password 

Set the power-on password for your computer by following the vendor's instructions. Normally, this involves going into the computer's BIOS setup (and perhaps a special utility, like Compaq's SmartStart).

NOTE An intruder who can physically open your computer's central processing unit (CPU) can adjust hardware switches to disable the power-on password. Access to the internal components of the CPU would also permit temporary installation of a drive from which a less secure OS, or a version of Windows NT that lacks your security settings, can be used to start the computer. Options for preventing unauthorized access to internal components include locking the case (if the model permits it) or locking away the entire CPU in a well-ventilated area, possibly with a controlled or locked opening to allow use of the floppy drive or drives. 

2. Enable hardware boot protection 

Configure each Windows NT Workstation to boot only with a BIOS setup password and only from the fixed disk. For Windows NT Server, this configuration is not available; instead you should physically protect each Server machine as described under "Restricting the Boot Process" in Chapter 2 of C2 Administrator's and User's Security Guide at http://www.microsoft.com/technet/security/exe/C2SecGuide.exe

3. Install Windows NT 

If you install systems by disk duplication (e.g., by using the xcopy command), do not use "after-GUI replication," where the copy is made after the graphical user interface (GUI) appears. Microsoft supports disk duplication for Windows NT 4.0 only if the disk is duplicated at the point in the setup process after the second reboot and before the GUI portion of Windows NT 4.0 setup. 

Duplicating the system in the wrong part of the setup process will copy the entire tree structure of Windows NT, affecting security, hardware, and other areas of the product. Security is impossible because the two installations have the same primary SID, and thus users on one system can access accounts on the other. (Windows NT 3.51 CPS and Windows NT 4.0 Deployment Tools are not simple copies, and they do configure the OS correctly.) 

· Choose the Custom Setup option. 

· As you proceed through the steps of Setup, use the default settings except for the following: 
· All hard-disk partitions must be formatted with NTFS
· Do not install any other operating systems on the computer
· When the Administrator Account Setup dialog box appears, provide a strong password. Select a password that is at least nine characters long. This makes it much harder to guess than eight characters or less owing to the way Windows NT creates the hash of the password. Also, use punctuation and other non-alphabetic characters in the first 7 characters. -- Never leave the password field blank
· When the Local Account Setup dialog box appears, you can create a user account for routine computer use. If you choose to create a local account, keep in mind that this account is placed by default in the Administrators group, which gives the user the ability to create user accounts
· Create an emergency repair disk. This makes it easier to recover your system if the operating-system configuration databases become corrupt. Secure the ERD, as it contains security-critical information
· During the network portion of the installation process, make the following selections: 
· For installations of Windows NT Server, do not install Internet Information Server (IIS)
· When the Network Protocol dialog appears, select only TCP/IP
· Do not use DHCP. Instead, use a static IP address appropriate for your network
· Workstations and member servers may or may not be part of a domain; either option is appropriate 

· Reboot Windows NT and log on as Administrator 

· Log on to the Administrator account. This account has sufficient capability for you to perform the remainder of the configuration steps.
4. Install printer and tape drivers 

If any printers or tape devices are to be installed, install those devices and their drivers before installing Service Pack 6a. If a tape or printer device is added later, re-install Service Pack 6a after the drivers have been installed. 

5. Install Service Pack 6a
Windows NT 4.0 Service Pack 6a incorporates all improvements that were made in Service Packs 1 through 5, and it is a prerequisite for achieving C2 compliance. www.microsoft.com/ntserver/nts/downloads/recommended/SP6/allSP6.asp
6. Install C2 Update Hotfix 

Install the post-service pack 6a C2 update Hotfix to ensure that: 

· NetBT disallows unprivileged user mode applications from sharing TCP and UDP ports that are opened by NetBT. This feature is described in Microsoft Knowledge Base article Q241041, "Enabling NetBT to Open TCP and UDP Ports Exclusively." 


· Device drivers create their corresponding DeviceObject with FILE_DEVICE_SECURE_OPEN DeviceCharacteristics. This feature is described in Microsoft Knowledge Base article Q243405, "Device Drivers Create Their Corresponding DeviceObject with FILE_DEVICE_SECURE_OPEN DeviceCharacteristics." 


· Jet500 creates events and semaphores objects with non-NULL ACLs. This feature is described in Microsoft Knowledge Base article Q243404, "Winobj.exe May Permit You to View Securable Objects Created or Opened by the Jet500.dll File". 


· The C2 Update also includes the binary files required in the spooler-fix described in Microsoft Knowledge Base article Q243649, "Unchecked Print Spooler Buffer May Expose System Vulnerability." 


· The C2 update is available at the Microsoft Download Center: 
· Intel version: http://www.microsoft.com/downloads/release.asp?

· ReleaseID=15927 

· Alpha version: http://www.microsoft.com/downloads/release.asp?

· ReleaseID=15928. 

7. Disable Unnecessary Devices 

All devices must be disabled except those listed in Table 1 (and the NetBIOS Interface, because the associated service was disabled in the previous step). The devices in Table 1 have been evaluated, and it is acceptable to enable all of them (or a subset of them) to remain in the evaluated configuration. Do not install any devices or drivers not explicitly listed in the table. 

	PRIVATE
Service name 
	Service driver name 

	AFD Networking Support Environment 
	afd.sys 

	atapi 
	atapi.sys 

	Beep 
	beep.sys 

	Cdfs 
	cdfs.sys 

	Cdrom 
	cdrom.sys 

	Compaq NetFlex-3 Driver 
	netflx3.sys 

	cpqarray 
	cpqarray.sys 

	Disk 
	disk.sys 

	Fastfat 
	fastfat.sys 

	Floppy 
	floppy.sys 

	HP 4mm DAT tape device 
	hpt4qic.sys 

	i8042 Keyboard and PS/2 Mouse Port 
	i8042prt.sys 

	keyboard class driver 
	kbdclass.sys 

	KSecDD 
	ksecdd.sys 

	Microsoft NDIS System Driver 
	ndis.sys 

	Mouse Class Driver 
	mouclass.sys 

	Msfs 
	msfs.sys 

	Mup 
	mup.sys 

	NetDetect 
	netdetect.sys 

	Npfs 
	npfs.sys 

	Ntfs 
	ntfs.sys 

	Null 
	null.sys 

	Parallel 
	parallel.sys 

	Parport 
	parport.sys 

	Rdr 
	rdr.sys 

	Serial 
	serial.sys 

	Srv 
	srv.sys 

	symc810 
	symc810.sys 

	TCP/IP Service 
	tcpip.sys 

	Vga 
	vga.sys 

	VgaSave 
	vga.sys 

	VgaStart 
	vga.sys 

	WINS Client (TCP/IP) 
	netbt.sys 

	Tape 
	tape.sys 

	4mm tape drive 
	4mmdat.sys 

	Table 1: List of device drivers that may be enabled for a C2 configuration 


Note: Disable devices before services. Some devices depend on services and therefore cannot be disabled if the service is not present. 

8. Modify user rights membership 

Use User Manager for Domains to restrict the use of user rights as shown in Table

	PRIVATE
User Right 
	Domain Controllers 
	Member Servers 
	Workstations 

	Access this computer from network 
	(anyone) 
	(anyone) 
	(anyone) 

	Act as part of the operating system 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 

	Add workstations to domain 
	(no one) 
	(no one) 
	(no one) 

	Back up files and directories 
	trusted users 
	trusted users 
	trusted users 

	Bypass traverse checking 
	(anyone) 
	(anyone) 
	(anyone) 

	Change the system time 
	trusted users 
	trusted users 
	trusted users 

	Create a pagefile 
	trusted users 
	trusted users 
	trusted users 

	Create a token object 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 

	Create permanent shared objects 
	(no one) 
	(no one) 
	(no one) 

	Debug programs 
	(no one)This right is not auditable and should not be assigned to any user, including system administrators. 
	(no one)This right is not auditable and should not be assigned to any user, including system administrators. 
	(no one)This right is not auditable and should not be assigned to any user, including system administrators. 

	Force shutdown from a remote system 
	trusted users 
	trusted users 
	trusted users 

	Generate security audits 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 

	Increase quotas 
	trusted users 
	trusted users 
	trusted users 

	Increase scheduling priority 
	trusted users 
	trusted users 
	trusted users 

	Load and unload device drivers 
	trusted users 
	trusted users 
	trusted users 

	Lock pages in memory 
	(no one) 
	(no one) 
	(no one) 

	Log on as a batch job 
	trusted users(as needed) 
	trusted users(as needed) 
	trusted users(as needed) 

	Log on as a service 
	trusted users(as needed) 
	trusted users(as needed) 
	trusted users(as needed) 

	Log on locally 
	trusted users 
	(anyone) 
	(anyone) 

	Manage auditing and security log 
	trusted users 
	trusted users 
	trusted users 

	Modify firmware environment values 
	trusted users 
	trusted users 
	trusted users 

	Profile single process 
	trusted users 
	trusted users 
	trusted users 

	Profile system performance 
	trusted users 
	trusted users 
	trusted users 

	Replace a process level token 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 
	(no one)Do not assign to any user. 

	Restore files and directories 
	trusted users 
	trusted users 
	trusted users 

	Shut down the system 
	trusted users 
	(anyone) 
	(anyone) 

	Take ownership of files or other objects 
	trusted users 
	trusted users 
	trusted users 


9. Update the system Emergency Repair Disk 

You should update the system's Emergency Repair Disk (ERD) to reflect these changes. For instructions, see "Update Repair Info" in Repair Disk Utility Help. (Run rdisk.exe, and then click Help.) Remember to use the emergency repair disk, rather than the Restore utility, if system files are lost. Backup and Restore do not copy system access control lists (SACLs). The emergency repair disk does restore this information. 

IIS Installation & Configuration
10. IIS Installation & Configuration


To configure the IIS 4.0 installation securely, please follow the following steps:
1. Ensure the server does not have Internet connectivity during install.

2. Ensure the OS Installation is performed on an NTFS Partition and a separate Partition Exists for IIS-related files

3. Install Windows NT Server 4.0 as a standalone server, ensuring not to make it a Domain Controller or a member of a domain, from the appropriate JMPC installation CD Flash CD-ROM.

4. Ensure the OS is installed on the C:\ NTFS partition, allowing further security of critical files and directories using Access Control Lists (ACLs).

5. Reinstall SP 6a and reboot the server.


11. Establish Appropriate Directory Structure

When installing IIS, the following is the recommended non-obscure directory structure IIS engineers should establish, prior to IIS installation and configuration

D:\Inetpub

D:\Inetpub\ ftproot

D:\Inetpub\ wwwroot

D:\Program Files

D:\Program Files\Mts

In e-commerce secure environments, the following should be completed in order to avoid potential vulnerabilities that look on all drives for the Inetpub folder:

IIS engineers may wish to change the name of the Inetpub directory to further secure its location and content. For example, an IIS engineer may choose to rename the Inetpub directory to Inetpub_~. Having the Inetpub folder reside on d:\ or another alternative drive is effective in circumventing common Trojans and viruses. However, it may not good enough to defend against truly talented and skilled crackers and hackers. "Security through obscurity" is a valid statement in a multilayer security policy.

Example of an IIS Security through Obscurity Naming Scheme:

D:\Inetpub_~

D:\*In3t~pub_~\ftproot_~

D:\*In3t~pub_~\wwwroot_~

D:\Program_~Files_~

D:\Program_~Files_~\Mts_~

It is recommended that IIS engineers not implement the folder naming structure described above exactly as it is shown. IIS engineers should develop their own unique naming schemes, considering this document may be disseminated. In other hands, this particular naming scheme above would become mute once its definition was incorporated into common Trojans, viruses, and utilities.

IIS engineers should always avoid placing IIS-related files or installations on the partition containing the Windows NT operating systems files (the WinNT directory).

12. For secure IIS implementations, install only the following components:


13. Installation Procedure

Procedure for installing IIS 4.0 on a Windows NT 4.0 Server:
1. Obtain the Windows NT 4.0 Option Pack for Windows NT 4.0 Server and place it in the server CD-ROM drive

2. Run setup.exe from the NT 4.0 Option pack CD

3. Select Yes when the box appears asking about installing on SP4 or greater.

4. Select the Accept button

5. Select the Custom button

6. Next, select which IIS components to install. Refer to step 3.
7. Once selection are made, click Next

8. The next box prompts the user for the directory location that the selected components will be installed to. Refer to step 2.

9. Click next until the box appears showing the status of the installation.

10. Click finish to conclude the installation. 

11. Click close to close Add/Remove Programs window and the Control Panel window.

12. Reboot the server

5. Migrating the Inetpub Directory to a Different Partition

If IIS was installed on a box on the C: drive, it is recommended that the removal and reinstall IIS 4.0 per the above mentioned Custom Installation section be performed.

However, circumstances may exist that prohibit the removal of IIS from a box. If this occurs, it is recommended the movement of the Inetpub directory from C to D. This requires all virtual directories have their document root reconfigured to point to the D drive. Once all files are moved and the virtual directories have been updated, it is recommended that full testing be done to validate server functionality.

Once the new configuration has been validated, the c:\inetpub directory should be deleted.

6. IIS Lockdown 

The procedure steps are as follows:

1. On the Additional Lockdown Actions page, select all check boxes 

2. Then utility will then display a screen stating: Windows Explorer will not be able to display, or change the access control list that will be set by this action. 
3. Proceed Anyway? Select Yes, and click Next

4. The Locking Down IIS screen will appear. When you see finished in the view box, click Next.

5. Click Finish on the next screen to complete this procedure.

7. Rollback for the IIS Lockdown Utility

If it is discovered find that the lockdown has prohibited the server from functioning properly, the IIS engineer should check to ensure that the lockdown was applied properly. If a problem exists, the IIS engineer should rerun the IIS Lock Down utility to remove the previous changes. 

This is accomplished by performing the following steps:
· Navigate to one of the following locations:
1. From that directory you copied, run IISlockd.exe.

2. A prompt will appear with the following choices: Undo, Lockdown Again,  Cancel, or Help

3. Select Undo.

4. The Undo screen will appear. Click next when the box displays Finished.

5. Click Finish on the next screen to conclude this procedure.

8. Run Hotfix Patches Update


IIS engineers should secure the Web server by updating it to the most current Hotfix patches, patching all known vulnerabilities. The related Microsoft Q-Article Hotfix patches and Service Packs should be updated and maintained at a central LAN location.

IIS engineers should run a batch file, similar to the Qchain_Script_NT4.bat batch file shown below, which instructs Windows NT to run Qchain and update the server to the most Hotfixes referred to in the batch. 
This directory should be maintained by IIS engineers and should have the current Hotfixes and service packs in place to secure the server.

Example Qchain_Script_NT4.bat

@echo off

setlocal

set drive=Y:\WebApp\patches

set appDir=%drive%\winnt4

set qchain=%appDir%\qchain

set logDir=%patches%\logs

set logFil=%logDir%\%computername%\%cdate%\%computername%.txt


mkdir %logDir%\%computername%\%cdate%



%appDir%\q299444i.exe -z -m



%appDir%\Q300845_W2K_SP3_X86_EN.exe -z -q -m



%appDir%\Msjavx86.exe /c:"javatrig.exe /exe_install /l /qq" /q:a /r:n



%appDir%\q304158i.exe -z -m



%appDir%\q305399i.exe -z -m



%appDir%\q305929i.exe -z -m



%appDir%\q307866i.exe -z -m



%appDir%\Q311967i.exe -z -m



%appDir%\q312895i.exe -z -m



%appDir%\q313829i.exe -z -m



%appDir%\q314147i.exe -z -m



%appDir%\q318138i.exe -z -m



%appDir%\Q318203_MSXML30_x86_en.exe /q:a /c:"daHotfix.exe /q /n"



%appDir%\q319733i.exe -z -m



%appDir%\q320206i.exe -z -m



%appDir%\q321232i.exe -z -m



%appDir%\q321599i.exe -z -m



%appDir%\Q312895i.exe -z -m



%qchain%\qchain.exe %logFil%

:end

9. Microsoft Security Tool Kit 

Obtain and run the MS Security Toolkit, available free from Microsoft.

http://www.microsoft.com/technet/treeview/default.asp?URL=/technet/security/tools/tools/stkintro.asp

Running setup.exe from the command line will launch the installer and automatically install any updates, prompting for user input when necessary. Running setup.exe –noexecute will run the scanner and list recommended updates, but will not actually install them. Clicking the “Install Now” link from the readme.htm page can also launch the installer; this is equivalent to running setup.exe with no switches.

There are several caveats when running the automatic installer: 
· You must be running IE 4.01 or higher. 

· You must be logged in with Administrator privileges. 

· The installation can potentially take a large amount of disk space: from "less than 200MB" for Windows NT to almost 1GB for Windows 2000. This is due to the installation of new components; the need to back up the existing configuration before making changes; and the working space required for large updates, such as Service Packs. 

· There is no automatic one-step "uninstall" to back out changes made by the automatic installer. Updates can be uninstalled individually, but must be removed in reverse order from that in which they were originally installed. 

· If you install the Windows 2000 Critical Update Notification tool, it cannot be uninstalled. 

· The installer will make "conservative" recommendations for updates. For example, if you are running IE 5.01 SP1, it will recommend updating to IE 5.01 SP2 (vs. IE 5.5 SP2 or IE 6.0).


Post Installation Steps

The following are the steps for configuring and securing IIS 5.0 Post Installation. 

10. Disable Unnecessary Services & Protocols

After installation is complete, IIS engineers should disable any network services not required for the specific server role. In particular, consider whether the server needs any IIS components and whether it should be running the Server service for file and print sharing. Most Web servers will not need to run this service. It should be disabled accordingly. 

For high security, ecommerce environments, IIS engineers should be sure that absolutely no remote control software applications or agents are installed on any systems. If such software in necessary and must be installed, it should be configured to only allow connections from specific IP/MAC addresses. Various remote control applications, such as PCAnywhere for example, support this function, although may not necessarily be considered a secure enterprise remote control application platform.

IIS engineers should also avoid installing applications on the server unless they are necessary to the server's function. For example, e-mail clients, office productivity tools, word processors, games, chat utilities, file sharing utilities or any other software, other what is necessary for the server to perform properly should not be installed on the Web server. All other services should be considered suspect as unnecessary and potential security holes: 

· Event Log 

· License Logging Service 

· Windows NTLM Security Support Provider 

· Remote Procedure Call (RPC) Service 

· Windows NT Server or Windows NT Workstation 

· IIS Admin Service 

· MSDTC 

· World Wide Web Publishing Service 

· Protected Storage

Note: In addition, no Internet browsing should take place on a production Internet-facing server. All downloads should be done on a secured workstation, protected by active anti-virus software. The files should be manually scanned and verified for applicable accuracy and should be declared %100 virus free. These files, such as Hotfixes, patches and service packs, should then be copied to the Web server. No Internet browsing or file downloads should ever take place on a production server.

Also: SNMP may constitute a serious vulnerability if enabled and should be configured to only allow queries from specific IP addresses 

Disable unnecessary services 

All services except those listed in Table are to be disabled. Note that Microsoft DNS Server and WINS are only enabled on servers on which they are installed. Note also that when Plug and Play is disabled, the Devices menu is not accessible from Control Panel. To remain in the evaluated configuration, it is acceptable to have all of the listed services (or a subset of them) enabled and running. Do not install any trusted services (or applications) not explicitly listed in the table. 

	PRIVATE
Service

	 Computer Browser 

	 Microsoft DNS Server (only on servers that have it installed) 

	 Netlogon 

	 NTLM SSP 

	 RPC Locator 

	 RPC Service 

	 TCP/IP NetBIOS Helper 

	 Spooler 

	 Server 

	 WINS 

	 Workstation 

	 Event Log

	


11. Ensure that the following services are only running if required:
· DNS Client 
This is needed if the server you are running needs to be able to initiate communication with other servers. Many Web servers only answer requests and do not make them. If your Web server does not make requests, DNS Client services are not needed.

· Event Log 
This service allows for the collection and logging of data from the server. This includes any auditing that has been configured, any system events, etc.

· Logical Disk Manager 
This service allows the management of local disk drives and removable devices.

· Network Connections 
This service allows the management of the Network Interface Cards and their properties.

· Protected Storage 
This service provides protected storage for sensitive data such as private keys, etc.

· Remote Procedure Call (RPC) 
This allows programs on one system to execute instructions or programs on a remote system. 
· Security Accounts Manager (SAM) 
This service manages the local user account database.

· Windows Management Instrumentation (WMI)
This service is required by the MMC. Without it, there is no management console to access to perform system management.

· Windows Management Instrumentation Driver Extensions 
This service also is required by the MMC.

· World Wide Web Publishing Service
This service actually publishes Web content to the port specified in the Web site setup and may be required for servers serving Web pages. Once the server is fully configured and operational, it is recommended to have the service start automatically in case the IIS Server undergoes an unexpected reboot. 

Other services that should be started, but set to start manually are:
· Logical Disk Manager Administrative Service
This allows for the administration of the local disks and removable devices.

· IIS Admin Service
Allows or the management of Internet Information Services. It is recommended to disable this service during the server configuration period and initial setup of the server to avoid possible hack attempts, Trojan implementations or virus infections. Once the server is fully operational and configured, it is fine to have the service start automatically and should be in case of unexpected reboots.

12. Disable or Remove Unneeded COM Components

Many COM components are not required for most applications and should be removed. Most notably, IIS engineers should consider disabling the File System Object component, but note that this will also remove the Dictionary object. Be aware that some programs might require components you're disabling. For example, Site Server 3.0 uses File System Object. 

Note: IIS engineers should practice extreme caution when disabling COM, DCOM, and COM+ DLL components on IIS. This step should only be executed if the IIS engineer is certain that developers, system administrators and security administrators agree that the COM components support should be disabled. 
It should also be noted that disabling COM components support on IIS may render the server unusable if not done correctly and may be difficult to re-enable if problems do occur. Only execute this step if the server is in a high security e-commerce environment or is otherwise necessary.

The following command will disable File System Object: 

regsvr32 scrrun.dll /u

13. Verify that the Administrator Account has a Strong Password

Windows NT allows passwords of up to 14 characters. In general, longer passwords are stronger than shorter ones, and passwords with several character types (letters, numbers, punctuation marks, and nonprinting ASCII characters, generated by using the ALT key and three-digit key codes on the numeric keypad) are stronger than alphabetic- or alphanumeric-only passwords. For maximum protection, make sure the Administrator account password is at least fourteen characters long and that it includes at least one punctuation mark or nonprinting ASCII character in the first seven characters as well as utilizes both alpha, numeric and special ASCII characters.

Note: Windows NT-based passwords are strongest when they are 14 characters long, the maximum allowed by the User Manager GUI. However, it is unrealistic to expect the average end-user to remember 14-character passwords. The next best number of characters is 7 and is because the NT4.0 LANMAN algorithm used to store the passwords within the SAM file separates the characters into 7-character chunks before encrypting them. Thus a 10-character password is actually 7 characters with 3 additional 3 characters. The remaining 3 characters may be trivially guessed by modern password compromising tools and may provide indication of the remaining 7 characters. 

For end users, that is non-administrative users, 7-character passwords with special characters and numerals are the most efficient and effective passwords on NT 4.0-based systems that can reasonable be expected to be remembered by the average end-user. If passwords are too difficult to remember, the end-user will often simply write the password down on a sticky note and attach this to their monitor, at which point security has been compromised.

However, Microsoft recommends a 9-character password that utilizes punctuation and other non-alphabetic characters in the first 7 characters. 

14. Rename Administrator Account 

While an example of "security through obscurity", renaming creates an extra step hackers must make to determine the admin account. Also consider adding a false administrator account with no rights to help detect account attacks, and carefully audit its use. 

It is recommended that IIS engineers rename the Admin account to something less obvious and more difficult to guess, utilizing a 14 alphanumerical, special character password.

The following may be used to determine the real administrator account if they are currently logged on:
nbtstat -aor 

nbtstat -A 

15. Secure Physical Log On Local Access

It is also recommended that physical access to the server be secured, preventing any unauthorized individual from attempting to log on locally to the server. There are numerous brute-force, dictionary, and other password extracting utilities easily available that 

have the ability to extract both Windows NT usernames and passwords in seconds, if the proper security precautions are not taken. Some of these may be executed remotely if the server is not secure. Most of them can execute locally, regardless of permission settings or security configurations, if physical log on access is available. In light of this fact, physical security should be considered top priority, as all other efforts are mute if physical security is compromised.

16. Understand, Test and Consider Password and Encryption Compromising Utilities

Numerous tools and utilities exist that allow users to compromise modern encryption and password security schemes. Brute force, dictionary and numerous other passwords compromising software is easily accessible and commonly implemented by individuals attempting to compromise and exploit systems and should therefore be understood and considered by IIS engineers and security administrators. 
Software tools such as l0phtcrack/LC4, pwdump, and pwdump2 are just a few common utilities that defeat all currently available password encryption methodologies readily available to the public and corporate entities. Certain high security, government and military operations may implement superior password and encryption technologies. However, more often that not, businesses commonly may not be able to readily employ individuals with the security and technical skills necessary to implement such technologies, much less have access to them. 
These and other similar utilities provide probably the best, easiest and most effective methods for accomplishing system compromise. They also constitute significant justification for password auditing & strength verification policies to be developed and implemented in modern corporate entities. Care should be taken to ensure that these are considered viruses and/or unauthorized application binaries, as they would certainly compromise security if executed remotely.

17. Take Measures to Protect Against Heavy Brute-force Password Guessing Attacks

IIS engineers with high profile servers may experience heavy waves of brute force password-guessing attacks via three common methods:

· pcAnywhere™ (TCP port 5631)
Hosts are very commonly scanned for and attacked on port 5631. Servers are often compromised in various ways originating from attacks on this port including the installation of back door remote access tool and Trojans, as well as the destruction of all files. 

· Windows Terminal Server (TCP port 3389)
Hosts are commonly heavily scanned and compromised on port 3389 by individuals attempting to compromise and infiltrate Windows-based systems. 

· NT domain controllers (TCP port 139) 
Hosts are also commonly scanned for on port 139 by common port scanning tools. NT Domain Controllers should never be exposed to the general Internet and should always have route filtering of high-risk protocols to prevent intruders from gaining authentication information.

How to protect against password-guessing attacks
To protect against password-guessing attacks, the best recommendation is to avoid using pcAnywhere™, Windows NT Domain Controller services or Windows Terminal Services on any Internet-facing Web servers. If used, use the following guidelines:
pcAnywhere™
· Ensure that every account has a long complex password including a mix of letters numbers and punctuation; avoid dictionary words and proper names

· If you are logging in to it as Administrator, rename to something else, less predictable 
· If you are using version 10, you can change the port numbers used, which is more obscure in the face of diffuse automated attacks

· Use pcAnywhere™ only as needed
NT Domain Controllers
There are many important security settings, none of which should be neglected, but those key to brute-force enumeration of users and passwords are: 
· Restrict anonymous access to Local Security Authority (LSA) information. 
· Use passfilt.dll to enforce minimum password complexity, and then change weak passwords, especially administrator passwords. Setting minimum password length to 8 is a good complement.  

· Restrict remote access to the registry, enable SYSKEY (and re-create emergency repair disks), and change the name of the Administrator account.

· Recent attacks have been brute-force password guessing; there is no evidence of product or protocol vulnerabilities (in need of patching) being exploited.

Windows Terminal Services
Windows Terminal Services and pcAnywhere™ attacks are commonly linked and are related to the ongoing NETBIOS, SQL Server, TSE attacks that have become more common over the years. The NT domain probing problem is commonly related to attacks in other areas where vulnerabilities are compromised, which allow this probing to take place. Remember the following:
· Do not utilize Windows Terminal Services, WTS, except where necessary.

· Do not utilize WTS on Internet-facing Web servers

18. Ensure Protection of Files and Directories Via NTFS Permission

A number of file system permissions have to be altered to provide adequate security for Web servers. Use the ACL Editor in Windows NT Explorer to change access on the system drive (by default "C:\") to grant Full Control permission to Administrators and SYSTEM, and to grant Read permission to Everyone, with the following exceptions: 
	PRIVATE
Directory 
	Users 
	Maximum access 

	c:\temp 
	Creator Owner 
	Full Control 

	c:\temp 
	Everyone 
	Add 

	c:\winnt\profiles\<user> directory and subdirectories 
	user 
	Full Control 

	c:\winnt\profiles\administrator directory and subdirectories 
	Everyone 
	None: delete from the ACL 

	c:\winnt\repair directory and its files 
	Everyone 
	None: delete from the ACL 


Several critical operating system files exist in the root directory (System32) of the system partition on Intel 80486 and Pentium-based systems. These files must be protected with the following permissions: 

	PRIVATE
File 
	C2-Level Permissions 

	BOOT.INI
NTDETECT.COM
NTLDR 
	Administrators: Full Control SYSTEM: Full Control 

	AUTOEXEC.BAT
CONFIG.SYS 
	Everybody: Read Administrators: Full Control SYSTEM: Full Control 


All TCB used program and library files are stored on the system drive (C:\ by default). Nearly all TCB files are stored in the system directory (\WINNT by default) and its subdirectories. In addition, the three files (boot.ini, ntdetect.com, NTLDR) in the root directory of the system drive (C:\ by default) are also TCB files. Modification of these three files or any files in the system directory should be considered a modification to the TCB. 

NSA Windows NT System Security Recommended File and Directory Permissions

As al alternate step, IIS engineers may elect to further secure IIS installations utilizing the NSA's guidelines for security on Windows NT Server 4.0. However, there have been numerous reports of complete server breakage upon implementation of these recommended security permissions.  If the IIS engineer performing these tasks is not highly experienced and knowledgeable regarding NTFS permissions and the specific files mentioned in the table below, it is recommended that the IIS engineer proceed to the next step, skipping the table below.

These permissions require the use of NTFS for system volume partition and files system format. An excellent reference for these security configurations is the white paper NSA Windows NT System Security Guidelines, produced by Trusted System Services. Their recommendations call for setting file and directory ACLs as shown below. In the table, "Administrators" refers to any accounts that have privileges to install application or system software.

Note: This section should be implemented with extreme caution. Inappropriate NTFS permission changes made to servers can render the server completely unusable. Proceed through this exercise with caution and to be absolutely certain you do not render the server unusable, document each of the current files' and folders' NTFS permissions before changing them to those recommended below. It is strongly recommended that the IIS engineer reboot after each individual NTFS file permission change and ensure all services start and respond appropriately. Check the Event Viewer after each reboot and if at any point you find that the server has failed, go back to the immediately previous NTFS permissions change and change those permissions back to their original configuration. This process may be tedious, but is necessary in ensuring secure file permissions are implemented safely.

	PRIVATE
Directory or file

	Suggested Maximum Permissions


	C:\
	Administrators: Change 
Everyone: Read
Server Operators: Change

	Files
	Administrators: Change
Everyone: Read
Server Operators: Change

	IO.SYS, MSDOS.SYS
	Administrators: Change
Everyone: Read
Server Operators: Change

	BOOT.INI, 
NTDETECT.COM, 
NTLDR
	(none)

	AUTOEXEC.BAT, 
CONFIG.SYS
	Administrators: Change
Everyone: Read
Server Operators: Change

	C:\TEMP
	Everyone: (RWXD)*(NotSpec)

	C:\WINNT\
	Administrators: Change
Everyone: Read
Server Operators: Change

	Files
	Everyone: Read
Server Operators: Change

	win.ini
	Administrators: Change
Public: Read
Server Operators: Change

	Control.ini
	Administrators: Change
Everyone: Read 
Server Operators: Change

	Netlogon.chg
	(none)

	\WINNT\config\
	Administrators: Change
Everyone: Read
Server Operators: Change

	\WINNT\cursors\
\WINNT\fonts
	Administrators: Change 
Everyone: Add & Read
Server Operators: Change
PwrUsers: Change

	\WINNT\help\
	Administrators: Change 
Everyone: Add & Read
Server Operators: Change
PwrUsers: Change

	*.GID, *.FTG, *.FTS
	Everyone: Change

	\WINNT\inf\
	Administrators: Change
Everyone: Read

	*.ADM files
	Everyone: Read

	*.PNF
	Administrators: Change
Everyone: Read
Server Operators: Change

	\WINNT\media\
	Administrators: Change
Everyone: Read
Server Operators: Change
PwrUsers: Change

	*.RMI
	Everyone: Change

	\WINNT\profiles\
	Administrators: Add&Read
Everyone: (RWX)*(NotSpec)

	..\All users
	Administrators: Change
Everyone: Read

	..\Default
	Everyone: Read

	\WINNT\repair\
	(none)

	\WINNT\system\
	Administrators: Change
Everyone: Read
Server Operators: Change

	\WINNT\System32\
	Administrators: Change
Everyone: Read
Server Operators: Change
Backup Operators: Change

	files
	Everyone: Read
Server Operators: Change

	$winnt$.inf
	Administrators: Change
Everyone: Read
Server Operators: Change

	AUTOEXEC.NT, 
CONFIG.NT
	Administrators: Change
Everyone: Read
Server Operators: Change

	cmos.ram, 
midimap.cfg
	Everyone: Change

	localmon.dll, 
decpsmon.*, 
hpmon.*
	Administrators: Change
Everyone: Read
Server Operators: Change
Print Operators: Change

	\WINNT\System32\config\
	Everyone: List

	\WINNT\System32\DHCP\
	Everyone: Read
Server Operators: Change

	\WINNT\System32\drivers\
(including \etc)
	Everyone: Read

	\WINNT\System32\LLS
	Administrators: Change
Everyone: Read
Server Operators: Change

	\WINNT\System32\OS2 
(including \DLL subdir)
	Everyone: Read
Server Operators: Change

	\WINNT\System32\RAS
	Everyone: Read
Server Operators: Change

	\WINNT\System32\Repl
	Everyone: Read
Server Operators: Change

	\WINNT\System32\Repl\,
import, export, scripts
subdirs
	Everyone: Read
Server Operators: Change
Replicator: Change

	\WINNT\System32\spool
	Administrators: Change
Everyone: Read
Server Operators: Full
Print Operators: Change

	\drivers\
\drivers\w32x86\2\
\prtprocs\
\prtprocs\w32x86\
\drivers\w32x86\
	Administrators: Change
Everyone: Read
Server Operators: Full
Print Operators: Change

	\printers\, \tmp\
	Administrators: Change
Everyone: (RWX)(NotSpec)
Server Operators: Full

	\WINNT\System32\viewers
	Everyone: Read
Server Operators: Change

	\WINNT\System32\wins
	Everyone: Read
Server Operators: Change

	C:\...\*.EXE, *.BAT, *.COM, *.CMD, *.DLL
	Everyone: X Z


19. Move and ACL Critical Executable Files 

Place all commonly used administrative tools in a special directory out of %systemroot% and ACL them so that only administrators have full access to these files. For example create a directory called \CommonTools and place the following files in there: 

IIS engineers should pay special attention to the following executable files. All access to these files should be restricted. Running the IIS LockDown Utility form Microsoft will disable Anonymous access to some, but not all of these files. IIS engineers should ensure each of these executables has only the minimum necessary permissions to run, which in most cases should only be Administrators, System, and sometimes the PowerUsers groups.

	· AT.EXE
	· REGEDIT.EXE

	· CACLS.EXE
	· REGEDT32.EXE

	· CMD.EXE
	· REGINI.EXE

	· CSCRIPT.EXE
	· REGSRV32.EXE

	· DEBUG.EXE
	· REXEC.EXE

	· EDLIN.EXE
	· RSH.EXE

	· FINGER.EXE
	· RUNAS.EXE

	· FTP.EXE
	· RUNONCE.EXE

	· ISSYNC.EXE
	· TELNET.EXE

	· NBTSTAT.EXE
	· TFTP.EXE

	· NET.EXE
	· TRACERT.EXE

	· NETSH.EXE
	· TSKILL.EXE

	· POLEDIT.EXE
	· WSCRIPT.EXE

	· RCP.EXE
	· XCOPY.EXE


In high security, or e-Commerce environments, IIS engineers may wish to remove the Everyone group's ACL permissions from these files completely and assign specific permissions to these files as follows:

Administrators: Full
Everyone: Read or None
Server Operators: Full

System: Change and Execute
Print Operators: Change

20. Set Appropriate ACLs on Virtual Directories

Although this procedure is somewhat application-dependent, ACLs are paramount to NT security and some rules of thumb apply, as follows:
Set all files on the server with the following file extensions to the recommended ACL permissions settings.

	PRIVATE
File Type
	Access Control Lists

	CGI (.exe, .dll, .cmd, .pl)
	Everyone (X)
Administrators (Full Control)
System (Full Control)

	Script files (.asp)
	Everyone (X)
Administrators (Full Control)
System (Full Control)

	Include files (.inc, .shtm, .shtml)
	Everyone (X)
Administrators (Full Control)
System (Full Control)

	Static content (.txt, .gif, .jpg, .html)
	Everyone (R)
Administrators (Full Control)
System (Full Control)


Recommended default ACLs by file type
Rather than setting ACLs on each file, it is recommended that IIS engineers create new directories for each file type, setting ACLs on the directory, and allowing the ACLs to inherit to the files. For example, a directory structure might look like this: 
· d:\inetpub\wwwroot\myserver\static (.html) 

· d:\inetpub\wwwroot\myserver\include (.inc) 

· d:\inetpub\wwwroot\myserver\script (.asp) 

· d:\inetpub\wwwroot\myserver\executable (.dll) 

· d:\inetpub\wwwroot\myserver\images (.gif, .jpeg) 

Also, be aware that two directories need special attention, if these services are installed and running: 
· d:\inetpub\ftproot (FTP server) 

· d:\inetpub\mailroot (SMTP server) 

If it is decided that ‘security through obscurity’ naming schemes may be implemented, your directory structure for setting folders for ease of administration of ACLs may appear something like the following:

D:\*In3t~pub_~\ww~ro0t_~

D:\*In3t~pub_~\ww~ro0t\myserver\static (.html)

D:\*In3t~pub_~\ww~ro0t\myserver\include (.inc)

D:\*In3t~pub_~\ww~ro0t\myserver\script (.asp)

D:\*In3t~pub_~\ww~ro0t\myserver\executable (.dll)

D:\*In3t~pub_~\ww~ro0t\myserver\images (.gif, .jpeg)

D:\*In3t~pub_~\ftp~root_~

D:\*In3t~pub_~\m4il~root_~\

The default ACLs on the default directories for these items are insecure and set to Everyone (Full Control) unless altered. These ACLs should be overridden with more restrictive permission, depending on the desired level of server level of functionality. Always place these folders on a different volume than the IIS server if you're going to support Everyone (Write) permissions. 
Otherwise, it is recommended that IIS engineers implement disk quotas to limit the amount data that can be written to these directories. Quota features are included in Windows 2000 IIS 5.0, although they are not as robust and functional as they need to be, and require 3rd party tools to implement on IIS 4.0.

21. Set IP Address/DNS Address Restrictions 

This is not a common option to set, but if IIS engineers want to restrict Web site access to certain users in a high security e-commerce environment, it is recommended to set up IP and DNS restrictions on the Web server. Note that if you enter Domain Name System (DNS) names IIS has to do a DNS lookup, which can be time-consuming and will consume large amounts of server resources on highly trafficked servers.

This utility uses DNS Reverse Lookups, which consume resources, require overhead and are time consuming from a client-server response time perspective. It takes quite a bit of overhead to make the query on a busy site and can cause poor performance and slow response times. IIS engineers should not implement this solution on highly trafficked sites or servers.

Note: IIS engineers should practice extreme caution when establishing IP and DNS restrictions on IIS. This step should only be executed if the IIS engineer is certain that developers, system administrators and security administrators are in agreement with execution of this step, and may adversely affect the server if not implemented precisely. Exercise caution implementing this step.

22. Validate Executable Content for Trustworthiness 

It's difficult to know whether executable content can be trusted. One small test is to use the DumpBin tool to see whether the executable calls certain APIs. DumpBin is included with many Win32 developer tools. 

For example, use the following syntax if you want to see whether a file named MyISAPI.dll calls RevertToSelf: 

dumpbin /imports MyISAPI.dll | find RevertToSelf
If no result appears on screen, MyISAPI.dll does not call RevertToSelf directly. It might call the API through LoadLibrary, in which case you could use a similar command to search for this also. 

23. Install and Configure Secure Sockets Layer 

In high security, e-commerce environments, it is recommended that IIS engineers set up Secure Sockets Layers on sites containing data which may be transmitted and needs to be secured. SSL/TLS can be used to secure data as it's transferred from the client to the Web server. SSL/TLS is used mainly when passwords or credit cards are to be transferred across the Internet. However, using SSL/TLS is slow, especially during the initial handshake, so keep pages that use SSL/TLS to a minimum and keep the content minimal. 

24. Migrate New Root Certificates to IIS 

If SP4 or later is used, the IISCA tool is not required for migration. The new certificate UI may be used instead. 

The Iisca.exe program that resolved this issue prior to this service pack is no longer functional after you install Service Pack 4. 

The following changes must be made to the Internet Information Server computer, not the browser computer. 

To reinstall the root certifying authority certificate: 
1. Open Internet Explorer 4.0
2. Browse to the root certifying authority certificate that you want to add
3. Select Save this file to disk 

4. Close the browser
5. Right-click on the downloaded certificate and choose Install
6. After the Certificate Manager Import wizard has started, click Next
7. Choose to place all certificates into the following store. 

8. Click Browse, and then click Show physical stores
9. Expand Trusted Root Certification Authorities, select Local Computer, and then click OK 

10. Click Next, and then click Finish
11. Reboot your Web server computer
Refer to Q194788 for further details. 

25. Remove non-Trusted Root Certificates

In a public key infrastructure trust is determined by the root certifying authority (CA) certificates you have enabled. If you trust certificates issued by a CA then you must have that root CA certificate loaded in the operating system. You need to do the following to implement who you trust when using IIS: 

· Determine whom you trust. Write the CA's names down. 

· Disable or remove the root CA certificates of those you don't trust. By implication, if you don't know the name of a CA then you cannot trust them. 

· How you achieve the second bullet point depends on what version of IIS, IE, and Windows NT4 you are using, or: IIS4 + IE4 + Windows NT 4 + SP4 or better 

In this scenario, all root CA certificates are handled by schannel.dll, which stores its data in the registry. You will see a series of registry keys under the following CertificationAuthorities key, one for each preinstalled CA. Each CA key has an "Enabled" entry under it, set to 0x1 if the CA is trusted and 0x0 if the CA is not trusted. 

Key
HKEY_LOCAL_MACHINE\SYSTEM CurrentControlSet\Control\SecurityProviders\SCHANNEL\CertificationAuthorities  

Name 
Enabled  

Type 
REG_DWORD  

Value 
0  

Note: you should not delete these registry entries, as Schannel will notice that they're missing and recreate them.

IIS4 + IE5 + Windows NT 4 + SP4 or better

For this scenario you need to perform the steps noted above and modify trusted roots in IE5:

· Open IE5

· Select Tools | Internet Options

· Click on the Content tab

· Click on the Certificates button

· Click on the Trusted Root Certification Authorities tab

· Remove any untrusted roots

· Regardless of which route you take, you will need to stop and start IIS:

· net stop iisadmin /y

· net start w3svc 

26. Lock down Microsoft Certificate Server ASP Enrollment Pages

By default the installed ASP pages for Certificate Server are not secured. IIS engineers should either remove the pages or set very limited ACLs on the pages. They are located in the %systemroot%/certsrv directory. 
IIS engineers should set the ACLs to: 

Administrators (Full Control) 

Certificate Issuers (Full Control) 

SYSTEM (Full Control) 

Then add trusted certificate operators to the Certificate Issuers group
27. Disable or remove unneeded COM Components 

Some COM components are not required for most applications and should be removed. Most notably consider disabling the File System Object component, however, this will also remove the Dictionary object. Be aware that some programs may require components you are disabling. For example, Site Server 3.0 uses the File System Object. The following will disable the File System Object: regsvr32 scrrun.dll /u 
28. Ensure Stronger Password Policies are Enabled and Account Lockout Policy is in Place and Active

Windows NT includes an account lockout feature that will disable an account after an administrator-specified number of logon failures. To turn this feature on, use the Account Policy dialog in User Manager for Domains, and then select the Account lockout option. For maximum security, enable lockout after 3 to 5 failed attempts, reset the count after not less than 30 minutes, and set the lockout duration to "Forever (until admin unlocks)." 

The Windows NT Server Resource Kit includes a tool IIS engineers can use to adjust some account properties that aren't accessible through the normal management tools. This tool, passprop.exe, allows you to lock out the administrator account: 

The /adminlockout switch allows the administrator account to be locked out. 

It should be noted that the MS Reskit utilities will receive “best effort" support from Microsoft Technical Support, as opposed to their normal, full support. IIS engineers should utilize caution when implementing this or other "best effort" supported utilities. 
As a rule of thumb, if in doubt, wait and do not do it. Ask someone who knows instead. Call Microsoft Technical Support if the issue is critical and a definite answer is not readily available.

Microsoft Windows NT 4.0 Service Pack 2 introduced a DLL file (Passfilt.dll) that lets you enforce stronger password requirements for users. Passfilt.dll provides enhanced security against "password guessing" or "dictionary attacks" by outside intruders. The Passfilt.dll file implements the following password policy: 

· Passwords must be at least six (6) characters long. 

· Passwords must contain characters from at least three (3) of the following four (4) classes:

Description                         

    

Examples
· English upper case letters                  

 

A, B, C, ... Z

· English lower case letters                  



 a, b, c, ... z

· Westernized Arabic numerals            



 0, 1, 2, ... 9

· Non-alphanumeric ("special characters") such as punctuation symbols

· Passwords may not contain your user name or any part of your full name.

Non-Printing ASCII Characters

The passfilt implements a higher password security capability via special characters support. This include different character cases, both capital and lower, numerals, and special characters such as !$%&. However, non-printing ASCII characters increase the word space even further and have the added benefit of resisting brute force attacks from most password compromising utilities. Brute force attacks differ from dictionary attacks in that they simply attempt randomly generated strings of characters as password characters until the software chances upon a correct one. 

Non-printing ASCII characters can be accessed via setting the NUMLOCK key and holding down ALT while typing the appropriate three-digit ASCII code (such as 255). This is obviously a cumbersome requirement for everyday users, but non-printing ASCII codes are well-suited characters to include in usernames and passwords for service accounts that never should be logged in interactively.

How to Install Strong Password Filtering

To ensure Strong Password functionality occurs throughout your domain structure, make the following changes on all primary domain controllers (or stand-alone servers, where needed). 
It should be noted that IIS Web servers should never be built on domain controllers and should instead always be installed as stand alone servers.

Passfilt.dll is not necessary on backup domain controllers since the PDC is the only machine where changes to the domain accounts database are made. However, it should be installed on all BDCs because they can be promoted to PDC. If a BDC without Passfilt.dll is promoted to PDC, then strong password enforcement will be lost but there will be no other adverse effects. 
Installation process:
· Install the latest Windows NT 4.0 service pack, now SP6a. 

· Copy Passfilt.dll to the %SYSTEMROOT%\SYSTEM32 folder
· Start Registry Editor (Regedt32.exe)
· Locate and click the following key in the registry: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa 

· If there is no Notification Packages value, click Add Value on the Edit menu, and then add the value Notification Packages. This value should be a data type of REG_MULTI_SZ
· If the Notification Packages value already exists, double-lick the Notification Packages value
· In the Data section there should be a value of FPNWCLNT. Create a new line, and then type PASSFILT
· Quit Registry Editor
· Restart the computer
IIS engineers must be sure to install passfilt.dll, make the following Registry change (see Microsoft Knowledge Base article Q151082 for more details about writing your own filters):
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE \SYSTEM 

	Key 
	CurrentControlSet\Control\LSA

	Value Name 
	NotificationPackages

	Type 
	REG_MULTI_SZ

	Change
	Add the string passfilt.dll to the list


29. Allow Network-Only Lockout for the Administrator Account 

Normally, the Administrator account cannot be locked out if an attacker attempts to guess the password. However, a tool in the Windows NT Resource Kit called PASSPROP supports this option. If you run the following command the Administrator account will be locked out if an attacker attempts a brute force or dictionary attack but the administrator can still logon locally at the server: 

passprop /adminlockout

30. Remove All Unnecessary File Shares

All unnecessary file shares on the system should be removed to prevent possible information disclosure and to prevent malicious users from leveraging the shares as an entry to the local system.

It should be noted that disabling file & print sharing on the server at this step is recommended and is considered much more effective with regard to removing unnecessary file shares.

Note: IIS engineers may choose to manually remove the Admin$ system hidden shares at this point but should do so with caution.

Proper assurances must be made in performing this particular share removal, as numerous applications utilize the Windows NT default hidden shares that exist for all drive partitions by default on Windows NT 4.0 installations. If in doubt, leave these hidden shares in place until it can be certainly ascertained that removing them will not negatively impact any other applications or services.

31. Disable Parent Paths

The Parent Paths option allows you to use ".." in calls to functions such as MapPath. By default, this option is enabled, and you should disable it. Follow this procedure to disable the option:
· Right-click the root of the Web site, and choose Properties from the context menu. 

· Click the Home Directory tab. 

· Click Configuration.

· Click the App Options tab. 

· Uncheck the Enable Parent Paths check box. 

32. Configure IPSec Policy and Port Filtering

For High Security, e-commerce environments, IIS engineers should seriously consider implementing IPSec Policies and Port Filtering. These settings may be configured on via an Internet Protocol Security (IPSec) packet-filtering policy on each Web server in the secure environment. This policy provides an extra level of security in the event that corporate firewalls are breached; an event becoming more and more common, even in high security areas. Multiple levels of security technology are often considered a good practice. 

In general, IIS engineers should configure IIS Web servers to block all TCP/IP protocols, except those being utilized, and open only those TCP/UDP ports that explicitly defined as appropriate and necessary, blocking all others. 

To configure an IPSec and Port Filtering Policy, perform the following:
1. Right click on Network Neighborhood on the desktop of the server and click Properties.

2. Select the Protocols tab, click TCP/IP and click Properties.

3. Click Advanced and then at the bottom of the window, check the Enable Security option.

4. Click configure and the TCP/IP Security.

5. Here, IIS engineers can specify TCP Ports, UPD Ports and IP Protocols to Permit All or Permit Only specified items.

6. Engineers should exercise caution in implementing these settings and should check with their security departments to ensure the permit the proper network traffic.

Note: IIS engineers should use extreme caution when establishing IP or port filtering on IIS. This step should only be executed if the IIS engineer is certain that developers, system administrators and security administrators are in agreement with execution of this step, and may adversely affect the server if not implemented precisely. Exercise caution implementing this step.

33. Make Sure the Guest Account is Disabled & then Rename It

If the Guest account is enabled, disable it. Then rename it to a name other than guest, preferably something ambiguous and obscure.

34. Ensure Everyone Group has only Read NTFS File Permission on File ACLs

By default, all Windows NT 4.0 Server installations on NTFS partitions have security file permission set on all files specifying Full Access for the included Everyone NT Group. All members of an NT Domain are members of the Everyone group. This is by far one of the most common security holes on Windows NT 4.0, allowing all members of the domain full access permissions on servers. IIS engineers should ensure the Everyone group file access permissions is changed from Full to Read and to none where needed.

Note: Special attention should be given to the fact that the Everyone group may be the only group that has any permission set and removing the Everyone group without adding access permission for other users or groups may render some files inaccessible. IIS engineers should ensure they do not remove all permissions before applying changes.

35. Ensure Disabling and Removal of all Sample Applications

IIS samples, if installed, are just that – samples; they are not installed by default and should never be installed on a production server. If they are installed, they should be removed by deleting the following directories:


Note:  IIS engineers should be aware that disabling and removing the Admin scripts may render the sever less manageable, as several of these scripts are quite useful in Metabase and IIS Web server administration. For example, adsutil.exe id a useful script utility to have at your disposal if your Metabase becomes corrupt or if passwords get out of synchronization. 
This step should only be executed if the IIS engineer is certain that developers, system administrators and security administrators are in agreement with execution of this step and will not need these utilities on the server. If at some point in the future they are required on the server, IIS will need to be uninstalled and reinstalled or the scripts directory may be copied to this server from another IIS server for temporary script use. If this is done, the scripts should be removed after they are no longer needed.

36. Remove the IISADMPWD Virtual Directory 

The IISADMPWD virtual directory is used for configuring Internet Information Server (IIS) 4.0 and allows users to change their Windows passwords. The related .htr files are located in the Winnt\System32\Inetsrv\Iisadmpwd directory. This directory allows you to reset Windows passwords and is designed primarily for Intranet scenarios. If this directory exists, IIS engineers should remove it and its contents completely.

37. Ensure Removal of unused script mappings

IIS is preconfigured to support common filename extensions such as .asp and .shtm. When IIS receives a request for a file of one of these types, the call is handled by a DLL. If you don't use some of these extensions or functionality, IIS engineers should remove the mappings:
· Open Internet Services Manager. 

· Right-click the Web server, and choose Properties. 

· Click Master Properties 

· Select WWW Service, click Edit, click Home Directory, and then click Configuration

Remove of the following references: 


38. Ensure Enabling of IIS Logging   

Logging is paramount in order to determine whether a Web server is being attacked or compromised. Often log files are the first item deleted by security violators, as this hides their tracks. IIS engineers should utilize W3C Extended Logging format by following this procedure: 
Load the Internet Information Services tool:
· Right-click the site in question, and then choose Properties. 

· Click the Web Site tab. 

· Check the Enable Logging check box. 

· Choose W3C Extended Log File Format from the Active Log Format drop-down list, and then set the following properties: 

· Client IP Address 

· User Name 

· Method 

· URI Stem 

· HTTP Status 

· Win32 Error 

· User Agent 

· Server IP Address

· Server Port

· Any additional items IIS engineers may wish to monitor

It is also recommended that the logs should be moved regularly from the server to a central storage area on the LAN and not stored on the local Web server.

39. Run HFNetChk to Examine Server Security and Hotfix Status

After the MS Security Tool Kit has been run, IIS engineers should run Network Hot Fix Checker (hfnetchk.exe) 

HFNetChk is a command-line tool that enables an administrator to check the patch status servers or workstations in a network from a central location. The tool does this by referring to an XML database updated by Microsoft. HFNetChk runs on Windows NT 4.0 or Windows 2000 systems, and will scan either the local system or remote systems for patches available for the following products: 
· Windows NT 4.0 

· Windows 2000 

· All system services, including Internet Information Server 4.0 and 5.0 

· SQL Server 7.0 and 2000 (including Microsoft Data Engine) 

· Internet Explorer 5.01 and later 

HFNetChk will scan the system for installed security patches and compare it to a list of available patches to determine whether the installation is up to date. Compare the results of the scan against the full set of available patches (run hfnetchk.exe with no options), or against Microsoft’s "baseline security", a subset of available patches deemed critical by Microsoft (run hfnetchk.exe –b). 

To ensure the most recent update, HFNetChk will by default check the following locations for the XML file, mssecure.xml:
· CAB: http://download.microsoft.com/download/xml/security/1.0/NT5/EN-US/mssecure.cab

· XML: http://www.microsoft.com/technet/security/search/mssecure.xml

IIS engineers may manually download the most recent version of this file from the URLs above and ensure that the mssecure.xml file is located within the HFNetChk program directory. Detailed information, including download locations, is available in Knowledge Base article Q303215

40. HFNetChk.bat Custom Option

IIS engineers may also run a batch file located on the LAN to evaluate server security patch and Hotfix status. This batch file should run HFNetChk and output the log results to a server on the LAN. Results should appear similar to the following, with no PATCH NOT FOUND notices when a server is up to date on Hotfixes and Service packs. 
Example Output:

----------------------------

SERVERNAME (10.75.20.82)

----------------------------

WINDOWS NT4 SP6a


Note

MS99-036
Q155197


Note

MS99-041
Q242294


Note

MS01-022
Q296441


Patch NOT Found
MS02-013
Q300845


Warning

MS02-014
Q313829

* INTERNET INFORMATION SERVER 5.0


Note

MS99-025
Q184375


Note

MS00-025
Q259799


Note

MS00-028
Q260267

* INTERNET EXPLORER 5.5 SP2

Note

MS02-027
Q323889

If any PATCH NOT FOUND results are returned, there are new MS Security bulletins and Hotfixes that need to be applied. 
In this case, the q-article Hotfixes must be evaluated. If applicable, the q-article Hotfixes must be downloaded into a patches\winnt4 folder. Then, the Qchain_Patches_NT4.bat file needs to be updated and subsequently run to apply the related Hotfixes and Service Packs within Qchain. This batch should be maintained in at least two formats: one for new server builds and one for existing implementations.

A sample batch file is provided below:

Example QchainPatches_NT4.bat
@echo off

setlocal

set drive=Y:\WebApp\patches

set appDir=%drive%\winnt4

set qchain=%appDir%\qchain

set logDir=%patches%\logs

set logFil=%logDir%\%computername%\%cdate%\%computername%.txt


mkdir %logDir%\%computername%\%cdate%



%appDir%\q299444i.exe -z -m



%appDir%\Q300845_W2K_SP3_X86_EN.exe -z -q -m



%appDir%\Msjavx86.exe /c:"javatrig.exe /exe_install /l /qq" /q:a /r:n



%appDir%\q304158i.exe -z -m



%appDir%\q305399i.exe -z -m



%appDir%\q305929i.exe -z -m



%appDir%\q307866i.exe -z -m



%appDir%\Q311967i.exe -z -m



%appDir%\q312895i.exe -z -m



%appDir%\q313829i.exe -z -m



%appDir%\q314147i.exe -z -m



%appDir%\q318138i.exe -z -m



%appDir%\Q318203_MSXML30_x86_en.exe /q:a /c:"daHotfix.exe /q /n"



%appDir%\q319733i.exe -z -m



%appDir%\q320206i.exe -z -m



%appDir%\q321232i.exe -z -m



%appDir%\q321599i.exe -z -m



%appDir%\Q312895i.exe -z -m



%qchain%\qchain.exe %logFil%

:end
GFI Languard Network Security Scanner, www.gfi.com/languard/, and Shavlik HFNetcheck Pro, www.shavlik.com/security/,  are 3rd party software packages that allow enterprise deployment of service packs and Hotfixes and may be considered for enterprise implementations with numerous servers.

41. Install and Implement URLScan
Implementing URLScan is a critical step in securing IIS Web server implementations. URLScan is a security tool that works in conjunction with the IIS Lockdown Tool to give IIS Web site administrators the ability to turn off unneeded features and restrict HTTP requests that the servers process. If you install the IIS Lock down tool, URLScan is one of the components that you can be installed and is highly recommended. By blocking specific HTTP requests, URLScan prevents potentially harmful requests from reaching the server and causing damage. For more complete information on URLScan and related IIS security tools, visit www.microsoft.com/windows2000/community/centers/iis/iis_security_faq.asp.

The URLScan security tool is comprised of two files: URLScan.dll and URLScan.ini, and these files are packaged together in URLScan.exe. This article includes the following information:

URLScan (URLScan.exe) allows IIS engineers to implement various filtering rules on incoming HTTP requests to screen out potentially malicious URL content. Running setup.exe from the command line launches the installer and automatically installs any updates, prompting for user input when necessary. Running setup.exe –noexecute will run the scanner and list recommended updates, but will not actually install them. 

Clicking the “Install Now” link from the readme.htm page can also launch the installer. This is equivalent to running setup.exe with no switches.

It should be noted that URLScan has recently been incorporated into the IIS lockdown tool (iislockd.exe) and must be extracted in order to install separately. This tool is available on the MS Security Toolkit and can also be downloaded for free from Microsoft.

Microsoft has released an updated version of the URLScan security tool, version 2.5, with additional functionality that provides greater security and functionality than previous versions of the tool. URLScan 2.5 is an update to URLScan 1.0 and URLScan 2.0, and you can download the update below. When you install this new version, the earlier version of the URLScan executable file will be updated with the URLScan 2.5 executable file, which also updates the URLScan.ini file accordingly, without making any modifications to the previously configured settings.

Note:  URLScan stops many types of attacks but is not a substitute for staying up to date on patches. Microsoft strongly recommends that customers apply security patches to keep the server secure and fix known security vulnerabilities

Installing URLScan 2.5
URLScan 2.5 must be installed over either URLScan 1.0 or URLScan 2.0. If you do not currently have URLScan 1.0 or 2.0 on your computer, you should install URLScan 2.0 as part of the IIS Lockdown Wizard. If you want to install only the URLScan security tool, complete the following procedure:

· Ensure you have applied all security patches. 

· Download and install the IIS Lockdown Wizard. When prompted, click Save this Program to Disk. 

· When the download completes, open a command prompt window. 

· Navigate to the directory where you have downloaded the IIS Lockdown Wizard. 

· Execute the following command to extract the URLScan files: iislockd.exe /q /c /t:<c:\lockdown_files. This will extract all the files in the iislockd executable and places them in the lockdown_files folder. URLScan.exe and all the template files can be found in this folder. 

To Install URLScan 2.5
IIS engineers can manually install URLScan by performing the following:
· Download URLScan.exe to a directory location.

· From the command line, navigate to the directory where URLScan.exe is saved. 

· Type URLScan.exe. 

· To extract URLScan.dll from URLScan.exe

· Download URLScan.exe to a directory location of your choice. 

· From the command line, navigate to the directory where URLScan.exe is saved. 

· Type URLScan.exe /x. 

To manually install an extracted URLScan.dll file:
· Extract URLScan.dll from URLScan.exe. 

· Stop Web Service. 

· Replace the existing version of URLScan.dll with URLScan.dll, version 2.5. 
· Manually add the following entries to your existing URLScan.ini file: 

· Add the following section to the URLScan.ini file: 

· [RequestLimits] 

· MaxAllowedContentLength=30,000,000 (URLScan-SRP) MaxAllowedContentLength=2,000,000,000 (Baseline URLScan) 

· MaxURL=16384 

· MaxQueryString=4096

· Add the following entries to the options section: 

· LoggingDirectory= 

· LogLongURLs=0

· Add the transfer-encoding header from the DenyHeaders section (URLScan-SRP)

· Start Web Service. 

· Rolling Back Changes Made to the URLScan.ini File by URLScan 2.5

If after installing URLScan 2.5, it is discovered that the URLScan install needs to be rolled back to the previous URLScan.ini configuration, complete the following procedure:

To Rollback from the "URLScan-SRP" download of the URLScan 2.5:
· Open URLScan.ini 

· Set MaxURL= -1 

· Set MaxQueryString= -1 

· Set MaxAllowedContentLength= -1 

· Set LogLongURLs = 0


42. Disable / Uninstall FrontPage Server Extensions

Unless absolutely necessary, meaning IIS FrontPage Webs are supported and FP Server Extension are required, IIS engineers should disable and uninstall the FP Server Extensions.

43. Disable Known RDS Security Hole in IIS

One of the most common un-patched security vulnerabilities found on Internet facing IIS Web servers is the Remote Data Services Security Vulnerability. This is unfortunate, because this issue has long been resolved by Microsoft and is easily addressed with the appropriate patch. This step may be performed by implementing the IIS LockDown utility.

Microsoft’s Internet Information Server is the most common Web server running on Microsoft Windows NT and Windows 2000 servers and is therefore often targeted with automated utilities that identify known security vulnerabilities. Programming flaws in IIS’ Remote Data Services (RDS) have been employed by malicious users to allow executables remote commands with administrator privileges to be executed. 

When incorrectly configured Remote Data Services can make a server vulnerable to denial of service and arbitrary code execution attacks. You should either remove the capability or restrict it's usage using ACLs. Refer to MS98-004, MS99-025 and Q184375 for more info. Two other excellent articles by rain.forest.puppy (r.f.p.) can be found at RFP9901 and RFP9902. 

Also, check your IIS logs regularly for a sign of attack. The signature to look for is similar to: 
1999-10-24 20:38:12 - POST /msadc/msadcs.dll ...

You can automate the searching process by using the command: 
find /i "msadcs" logfile.log

Some participants who developed the "Top Ten" lists referenced at the end of this document believe that exploits of other IIS flaws, such as .HTR files, are at least as common as exploits of RDS. Prudence dictates that organizations using IIS install patches or upgrades to correct all known IIS security flaws when they install patches or upgrades to fix the RDS flaw. 

44. Set the System boot time set to zero seconds 
Go to Control Panel | System | Startup/Shutdown and set "Show list for" to zero. 

45. Check <FORM> input in your ASP code
Many sites use input from a user to call other code or build SQL statements directly. In other words they are treating the input as valid, well formed, non-malicious input. This should not be so, there are a number of attacks, most notably on Unix where user input was treated incorrectly as valid input and the user gained access to the server or caused damage. You should always check all user input before passing it onto another process or method call which may use an external resource such as the file system or a database.
There is an important rule you should follow; determine what is valid, and disallow all other input. The following regular expression shows how to query for a form element, name, A-Za-z0-9, between 1 and 32 characters in length, and reject all other input. 

var reg = /^[A-Za-z0-9]{1,32}$/;
if (reg.test(Request.form("name")) > 0) {
// Cool! Input is valid
} else {
// Not Cool! Input is invalid 

The VBScript and JScript pattern syntax is the same as that in Perl 5.0. Refer to the v5 scripting engine documentation at http://www.microsoft.com/jscript for further detail and http://msdn.microsoft.com/workshop/languages/clinic/scripting051099.asp for examples.

46. Run SYSKEY Utility for Windows NT System Key Strong Encryption of the SAM

SYSKEY, a tool introduced in Windows NT4, SP3 provides an extra safeguard for the SAM database. 

The Windows NT Server 4.0 System Key Hotfix provides the capability to use strong encryption techniques to increase protection of account password information stored in the registry by the Security Account Manager (SAM). Windows NT Server stores user account information, including a derivative of the user account password, in a secure portion of the Registry protected by access control and an obfuscation function. The account information in the Registry is only accessible to members of the Administrators group. Windows NT Server, like other operating systems, allows privileged users with administrator access to all resources in the system. For installations that want enhanced security, strong encryption of account password derivative information provides an additional level of security to prevent Administrators from intentionally or unintentionally accessing password derivatives using Registry programming interfaces. 

This file has been posted to the following Internet location: 

ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/Hotfixes-postsp2/sec-fix/

Note: For important information about a security issue with the Syskey tool, see the following article in the Microsoft Knowledge Base 248183 Syskey Tool Reuses Keystream

47. Unbind NetBIOS from Networking Protocols & TCP/IP
Unbinding NetBIOS from TCP/IP will help prevent a user from accessing machine information using tools like NBTSTAT. In most environments, TCP/IP is the only network protocol necessary for basic functionality of an IIS Web server. In high security, e-commerce implementations, IIS engineers should consider disabling the NetBIOS layer of networking altogether, if it is installed and enabled. This may help prevent unwanted NetBIOS system access. This step may also, however, have negative affects on systems and networks that utilize NetBIOS and may render the system inaccessible by systems who utilize NetBIOS. This step should be reviewed thoroughly with system and security administrators before implementation.

48. Change Access This Computer from the Network from Everyone to Authenticated Users
This only allows users having an account in the domain or on the machine to access shares on the server. You can perform this by opening User Manager | Policies | User Rights, then choosing "Access this computer from network", remove Everyone from the list and add Authenticated Users to the list. 

49. Disable IP Routing
If routing is enabled, you run the risk of passing data between the intranet and Internet. To disable routing, open the Control Panel | Network | Protocols | TCP/IP Protocol | Properties | Routing and clear the Enable IP Forwarding check box. 

50. Synchronize Times
If multiple Web servers are use, ensure the times are synchronized. This will aid you when you need to evaluate multiple audit logs in the case of any intrusion detection. The simplest way is to use the NET TIME command and nominate one server as having the base time. 

51. Check User Accounts, Group Membership and Privileges

Minimize the number of users and groups on the server and keep group membership small. There should be only the most trusted accounts listed in the Administrators and Domain Administrators groups. Also, be wary of the privileges given to users and groups beyond the default. You can access privilege information by opening User Manager | Policies | User Rights. A complete list of recommended user rights is detailed in the IIS4 Resource Kit. 

Three particularly powerful rights are: 

· Debug privilege 

· Act as part of operating system 

· Backup privilege 

· Scrutinize accounts with these rights.

52. Disable IP Address in Content-location 

The Content-location header can expose internal IP addresses that are typically hidden or masked behind a Network Address

Translation (NAT) firewall or proxy server. Refer to Knowledge Base article Q218180 for detailed information about disabling this

option.

When Web servers use static HTML pages (for example, Default.htm), a Content-Location header is added to the response. By default, in Internet Information Server (IIS) 4.0, the Content-Location references the IP address of the server rather than the Fully Qualified Domain Name (FQDN) or Hostname. 

This header may expose internal IP addresses that are usually hidden or masked behind a Network Address Translation (NAT) Firewall or proxy server. 

Example: 

HTTP/1.1 200 OK

Server: Microsoft-IIS/4.0

Content-Location: http://10.1.1.1/Default.htm

Date: Thu, 18 Feb 1999 14:03:52 GMT

Content-Type: text/html

Accept-Ranges: bytes

Last-Modified: Wed, 06 Jan 1999 18:56:06 GMT

ETag: "067d136a639be1:15b6"

Content-Length: 4325 

In this example, the Content-location specifies the private internal address of the IIS computer within the header. This header is then unchanged when it passes through a firewall or proxy server. Therefore, the security of the internal network may be compromised by exposing the network addresses that are being used. 
A value in the IIS Metabase can be modified to change the default behavior from exposing IP addresses to send the FQDN instead. This allows the IP address to be masked by the domain name.

	Warning: 

Incorrect use of the Adsutil.vbs file may cause errors requiring the reinstallation of Internet Information Server (IIS) 4.0. Microsoft cannot guarantee that problems resulting from the incorrect use of the Adsutil.vbs file can be solved. Use the Adsutil.vbs file at your own risk. 




To set the value on an IIS 4.0 server, do the following: 

· Open a command window (cmd).

· Change directory to: winnt\system32\inetsrv\adminsamples. 

Note: This may vary depending on your installation of Internet Information Server. 

Type the following syntax: 

· adsutil set w3svc/UseHostName TrueBy default, this value is set to False, so it returns only the IP address of the IIS computer. Setting this value to True returns the Fully Qualified Domain Name (FQDN) for the IIS computer.

· It is recommended that the Inetinfo service is restarted after making this modification. 

· To stop the Inetinfo process, type the following at the command line: 

· net stop iisadmin /yNOTE: Make a note of what services are being stopped so that they can be restarted. 

· Type the following: Net start w3svc

NOTE: This is the mininum to allow the Web server to operate again. Any other services depends on what is installed for IIS/SiteServer that was taken note of in step 4. 

To set the value on an IIS 5.0 server, do the following: 

· Open a command window (cmd).

· Change the directory to inetpub\adminscripts.

Note: This may vary depending on your installation of Internet Information Server. 

Type the following syntax:

· adsutil set w3svc/UseHostName TrueBy default, this value is set to False, so it returns only the IP address of the IIS computer. Setting this value to True returns the Fully Qualified Domain Name (FQDN) for the IIS computer.

· It is recommended that the Inetinfo service be restarted or reboot after making this modification. 

· To stop the Inetinfo process type the following at the command line: net stop iisadmin /y. (Make a note of what services are being stopped so that they may also be restarted.)
· Type the following: Net start w3svcNOTE: This is the minimum to allow the Web server to operate again. Any other services will depend on what is installed for IIS/SiteServer that was taken note of in step 4. 
Another way to work around this issue is to use Active Server Pages instead of static html pages (.htm or .html) and create a custom header that sends back a specific Content-Location. The Active Server Pages (ASP) engine does not return a Content-Location when the response is built, so the ability to add a custom one is there. 

To implement this workaround, follow these steps:
1. Rename all static pages (for example, htm or html) to .asp. This will force the pages through the ASP engine.

2. Start the Internet Service Manager (ISM) to load the IIS snap-in for the Microsoft Management Console (MMC).

3. Click the plus sign (+) next to Internet Information Server to expand it.
4. Click the plus sign (+) next to ServerName
5. Right-click Default Web Site and then click Properties
6. Click the HTTP Headers tab
7. In the Custom HTTP Headers section, click Add
8. Type Content Location in the Custom Header Name
9. Type http://www.domain.com/ (example only) (without the quotation marks) in Custom Header Value

10. Click OK twice

53. Ensure Registry Hardening
In securing IIS, IIS engineers must modify registry entries in order to make the Web server more secure and close known security holes. IIS engineers should be sure to test the following registry entry configurations in a lab or development environment before modifying server registries on production servers. Many applications may not work after certain registry modifications are made. These entries are informative and must be used wisely.

Note: IIS engineers should practice extreme caution when manipulating the Windows Registry. The following Registry hardening steps should only be executed if the IIS engineer is certain that developers, system administrators and security administrators agree that they should be performed. These steps should also only be implemented in the server is in a high security, e-commerce environment or if otherwise necessary.

Implementing these steps may render some enterprise management tools such as Tivoli, ZENWorks and NetIQ useless 

54. Protect the Registry from Anonymous Access 
Default permissions on Windows NT 4.0 Server do not restrict remote access to the registry. 

Only administrators should have remote access to the registry, because the Windows NT registry editing tools support remote access by default. To restrict network access to the registry: 

Add the following key to the registry:

	· PRIVATE
Hive 
	· HKEY_LOCAL_MACHINE \SYSTEM 

	· Key 
	· \CurrentControlSet\Control\SecurePipeServers 

	· Value Name 
	· \winreg 


Select winreg, click the Security menu, and then click Permissions. 

Set the Administrators permission to Full Control, ensuring sure no other users or groups are listed as having permission, and then click OK.

55. Restrict CurrentVersion Run Registry Entries
Trojan horses can take advantage of the Run utility if it is unguarded. Some Trojan horses are written to execute during an Uninstall operation. To restrict the ability of users to plant Trojan horse programs. The following registry entries should be tightly ACL'd and monitored as they can be used to launch Trojan programs: 
HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows\CurrentVersion\Run  

HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows\CurrentVersion\RunOnce  

HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows\CurrentVersion\RunOnceEx  

HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows NT\CurrentVersion\AeDebug  

HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows NT\CurrentVersion\WinLogon 

The default ACLs should be: 

Administrators (Full Control)
SYSTEM (Full Control)
Creator Owner (Full Owner)
Everyone (Read)
56. Check the AllowedPaths Registry Key for Everyone Group Resource Access
The security permissions (ACLs) set on this key define which users or groups can connect to the system for remote registry access. In addition, the AllowedPaths subkey contains a list of keys to which members of the Everyone group have access, notwithstanding the ACLs on the Winreg key. This allows specific system functions, such as checking printer status, to work correctly, regardless of how access is restricted through the Winreg registry key. The default security on the AllowedPaths registry key grants only Administrators the ability to manage these paths.
57. Ensure SYN Flood Attack Protection
Attacks from the Internet can consist of distributed denial of service (DDOS) and SYN flooding. DDOS cannot be easily prevented with a high degree of certainty. However, they can be reduced by altering registry entries on servers that need to be secured. To protect against SYN flooding, edit the following registry key.
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters

	Value name
	SynAttackProtect

	Value type
	REG_DWORD

	Value data
	change to 2

· 0=default; normal protection against SYN attacks

· 1=connection times out more quickly

· 2=additional timeouts from 1; also limits certain socket options


58. Ensure Proper TCP/IP Registry Hardening 
There are several settings related to the TCP/IP protocol stack settings within Windows NT. Ensure the following registry settings are implemented in the secure manner.

	\\HKLM\SYSTEM\CurrentControlSet\Services
	Registry Value
	Value Type


	Default


	Secure

	Tcpip\Parameters
	SynAttackProtect
	REG_DWORD
	0
	2

	Tcpip\Parameters
	EnableDeadGWDetec
	REG_DWORD
	1
	0

	Tcpip\Parameters
	EnablePMTUDiscove
	REG_DWORD
	1
	0

	Tcpip\Parameters
	KeepAliveTime
	REG_DWORD
	7.200
	300k

	NetBt\Parameters
	NoNameReleaseOnD
	REG_DWORD
	N/a
	0

	Interfaces\<interface>
	PerformRouterDiscov
	REG_DWORD
	2
	0


59. Ensure Restriction of Anonymous Logging
With a server connected to the Internet, you should disable anonymous logging because it allows any would-be attacker to obtain information about the server from local account names and gives them access to who is currently logged into the server. For more information, see “How to Use the RestrictAnonymous Registry Value in Windows” at http://support.microsoft.com/directory/article.asp?id=KB;EN-US;Q246261

To restrict anonymous logging, edit the following registry key:
HKLM \System\CurrentControlSet\Control\LSA

	Value name
	RestrictAnonymous

	Value type
	REG_DWORD

	Value data
	change to 1

· 0=no restrictions; use default permissions

· 1=do not allow enumeration of SAM accounts and names

· 2=no access with out explicit anonymous permissions


60. Ensure Removal of Administrative Shares
Servers running Windows NT/2000 use default administration shares that should be removed. In removing this registry entry, you need to make sure that the Group Policies do not restore this entry after it is set. The hidden shares are designated by the logical drive names on the server; for example, the C:\ drive is C$.
Use Hidden Shares and Disable Automatic Creation of Default Administrative Shares. To remove administrative shares, edit the following registry key.

HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters

	Value name
	AutoShareServer

	Value type
	REG_DWORD

	Value data
	Default is 1
change to 0


61. Disabling the 8.3 File Format
Compatibility administrators usually desire backward compatibility; however one form of compatibility is not desirable. Filename compatibility for the 8.3 format is enabled by default. If this feature is not needed, it should be turned off so that the server does not have to account for both types of filenames. To restrict disable 8.3 compatibility, edit the following registry key.
HKLM\SYSTEM\CurrentControlSet\Control\FileSystem

	Value name
	NtfsDisable8dot3NameCreation

	Value type
	REG_DWORD

	Value data
	Default is 0
change to 1


62. Ensure Restriction of Null Session Access
Null sessions are a weakness that can be exploited through the various shares that are on the system. Null Session Access vulnerabilities are among the most common in modern Web server compromise. IIS engineers should consider modifying null session access to shares on the system. You can do this by adding RestrictNullSessAccess, a registry value that toggles null session shares on or off. 
To restrict null session access, add the following registry key:
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters

	Value name
	RestrictNullSessAccess

	Value type
	REG_DWORD

	Value data
	Set to 1


63. Allow only administrators to create new shares 

This allows the administrator to control who can access a computer from its network interface and what information is shared over the network interface. To prevent non-administrators from creating shares, use the Registry Editor to find the following registry subkey: 
	PRIVATE
Key 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Subkey 
	CurrentControlSet\Services\LanmanServer\Shares 


Select Shares and all its subkeys, click the Security menu, and then click Permissions. For Shares and each of its subkeys, set the permissions for Everyone and all untrusted users to a maximum of Read, and then click OK. 

64. Disable calling the command shell with #exec 
The #exec command can be used to call arbitrary commands at the Web server from within an HTML page. IIS disables this by default. You can double-check this by making sure the following is set to zero or is missing: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Services\W3SVC\Parameters 

	Name 
	SSIEnableCmdDirective 

	Type 
	REG_DWORD 

	Value 
	0 


65. Hide the last logon user name
Set the following in the Registry to hide the name of the last user that logged on: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	\Microsoft\Windows NT\Current Version\Winlogon 

	Name 
	DontDisplayLastUserName 

	Type 
	REG_SZ 

	Value 
	1 


66. Display a  legal notice before logon
Set the following in the Registry to display legal information about the use of this computer: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	\Microsoft\Windows NT\Current Version\Winlogon 

	Name 
	LegalNoticeCaption 

	Type 
	REG_SZ 

	Value 
	Whatever you want for the title of the message box 


	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	Microsoft\Windows NT\Current Version\Winlogon 

	Name 
	LegalNoticeText 

	Type 
	REG_SZ 

	Value 
	Whatever you want for the text of the message box 


An excellent resource for login banner wording can be found at the CIAC Web site at: 
www.ciac.org/ciac/bulletins/j-043.shtml. 

67. Remove the OS/2 and POSIX Subsystems 

Remove these subsystems by performing the following registry actions: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	\Microsoft\OS/2 Subsystem for NT 

	Action 
	Delete all sub keys 


	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\Session Manager\Environment 

	Name 
	Os2LibPath 

	Action 
	Delete Os2LibPath key 


	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\Session Manager\SubSystems 

	Action 
	Delete Optional, Posix and OS/2 keys 


Next, delete the \winnt\system32\os2 directory and all subdirectories. The changes will take effect on the next reboot.
68. Install Antivirus Software and Updates
It is imperative that IIS engineers install antivirus software and keep up-to-date on the latest virus signatures on all Internet and Intranet systems. IIS engineers should coordinate installation and updating of antivirus software and related virus definitions with their local security administrators group if they can not do this effectively own their own. 

NOTE: This stated, IIS engineers and security administrators and technology managers should realize that implementing anti-virus technologies on servers is simply not enough to gain assurance that systems will not be compromised by such threats, as many enterprise antivirus software applications do not often catch Trojans or other Admin software that can be used maliciously. Installing anti-virus applications on servers is simply not an efficient or effective defense against viruses. It is critical, in addition to implementing anti-virus policies and software, to also install anti-Trojan software applications such as those detailed at www.anti-Trojan.net/en/home.aspx or Pest Patrol at www.sunbeltsoftware.com/product.cfm?id=911
69. Install, Properly Configure, Implement and Monitor A Strong Enterprise Firewall
It is imperative that IIS engineers ensure appropriately configured firewalls in place, as they are essential to all internet security. IIS engineers and security administrators should diligently ensure only IP traffic that is absolutely necessary is allowed. Most often, this means only ports 80 for HTTP/Web, 21 for FTP and 443 for SSL should be enabled. All other ports should be blocked in a multilevel enterprise security policy unless otherwise required.

70. Restrict printer driver installation to Administrators and Power Users only 

Who can add printer drivers is controlled by the value of a registry entry. The value should be set to 1 to allow only administrators to install printer drivers on servers and domain controllers, and Administrators and Power Users to install them on workstations. 
To restrict who can add printer drivers, create the following registry entry:
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers 

	Value Name 
	AddPrinterDrivers 

	Type 
	REG_DWORD 

	Value 
	1 


The subkey will not exist if no printers are installed on the system. In that case, you will need to create the subkey before creating an entry for AddPrintDrivers. 

71. Ensuring Removal of Administrative Shares
Servers running Windows NT/2000 use default administration shares that should be removed. In removing this registry entry, you need to make sure that the Group Policies do not restore this entry after it is set. The hidden shares are designated by the logical drive names on the server; for example, the C:\ drive is C$.
Use Hidden Shares and Disable Automatic Creation of Default Administrative Shares. To remove administrative shares, edit the following registry key:

HKLM\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters

	Value name
	AutoShareServer

	Value type
	REG_DWORD

	Value data
	Default is 1
change to 0


72. Enable Auditing and Set Auditing for Base Objects and for Backup and Restore 

Certain programming objects (i.e., base named objects) are not audited by default when auditing of object and file access is enabled. Likewise, the Backup and Restore user rights are not audited by default when use of user rights auditing is enabled. Administrators need to adjust the size of the event log file accordingly to anticipate the increase in auditable events. To enable auditing of base named object and the Backup/Restore user rights, make the following changes: 

	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Control\Lsa 

	Value Name 
	AuditBaseObjects 

	Type 
	REG_DWORD 

	Value 
	1 


To set auditing for backup and restore privileges: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Control\Lsa 

	Value Name 
	FullPrivilegeAuditing 

	Type 
	REG_BINARY 

	Value 
	0x01 (hex) 


73. Set security log behavior 

Use Event Viewer to set security log behavior. Choose Do Not Overwrite Events (Clear Log Manually). Optionally, you can also force Windows NT to halt when it cannot generate an audit event record. Also optionally, you can set the registry key to enable auditing of the use of all rights. In addition, you can force the system to shut down when the security log is full by making the following change: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Control\Lsa 

	Value Name 
	CrashOnAuditFail 

	Type 
	REG_DWORD 

	Value 
	1 


74. Disable DirectDraw 

This prevents direct access to video hardware and memory. To disable DirectDraw, use the Registry Editor to set the value of the following registry entry: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\GraphicsDrivers\DCI 

	Value Name 
	Timeout (REG_DWORD) 

	Action 
	Set to 0 


75. Secure base objects 

This step is necessary to further heighten security of the base objects. Among other things, it prevents users from gaining local administrator privileges by way of a dynamic-link library (DLL). This issue is explained in more detail in Microsoft Security Bulletin 99-006. Use the registry editor to make the following change to implement this security: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\Session Manager 

	Value Name 
	ProtectionMode 

	Type 
	REG_DWORD 

	Value 
	1 


76. Secure additional base named objects 

This step is necessary to heighten security of additional base named objects such as RotHintTable or ScmCreatedEvent, not addressed by the ProtectionMode key entry above. To implement this setting, make the following registry change: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\Session Manager 

	Value Name 
	AdditionalBaseNamedObjectsProtectionMode 

	Type 
	REG_DWORD 

	Value 
	1 


77. Enable NetBT to open TCP & UDP ports for exclusive access 

It is a TCSEC C2 requirement that an unprivileged user mode application should not be able to listen to TCP and UDP ports used by Windows NT services, regardless of the cryptographic protection applied to the Windows NT service traffic through the ports. 

	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Services\NetBT\Parameters 

	Type 
	Add new REG_DWORD value named EnablePortLocking 

	Value 
	1 


78. Protect kernel object attributes 

This step is necessary to ensure that the object manager may change attributes of a kernel object in the object table for the current process if and only if the previous mode of the caller is kernel mode. 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	\CurrentControlSet\Control\Session Manager 

	Action 
	Add new REG_DWORD value named EnhancedSecurityLevel 

	Value 
	1 


79. Remove Shutdown button from logon dialog 

Set the following value in the Registry to remove the shutdown option at logon: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	\Microsoft\Windows NT\Current Version\Winlogon 

	Value Name 
	ShutdownWithoutLogon 

	Type 
	REG_SZ 

	Value 
	0 


80. Set the paging file to be cleared at system shutdown 

Clearing the paging file ensures that no unsecured data is contained in the paging file when the shutdown process is complete. 
To force Windows NT to clear the page file at shutdown:
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SYSTEM 

	Key 
	CurrentControlSet\Control\Session Manager\Memory Management 

	Value Name 
	ClearPageFileAtShutdown 

	Type 
	REG_DWORD 

	Value 
	1 


81. Restrict floppy drive and CD-ROM drive access to the interactive user only 

Only the currently logged-on user should be able to access floppy disk drives and CD-ROM drives. To ensure this, allocate the drives at logon. To restrict floppy and CD-ROM drive access to the logged-on user, use the Registry Editor to create and set the values for the following registry entries: 
	PRIVATE
Hive 
	HKEY_LOCAL_MACHINE\SOFTWARE 

	Key 
	Microsoft\Windows NT\CurrentVersion\Winlogon 

	Value Name 
	AllocateFloppies and AllocateCdRoms 

	Type 
	REG_SZ 

	Value 
	1 


If the entry does not exist, or is set to any other value, floppy devices will be available for shared use by all processes on the system. 

These values take effect at the next logon. If a user is already logged on when the values are set, they will have no effect for that logon session. The user must log off and log on again to cause the device or devices to be allocated. 

Note Windows NT allows all users access to the floppy disk drive, and therefore any user can read and write the contents of any floppy disk in the drive. In general this is not a concern, because only one user is logged on at a time. However, in rare instances, a program started by a user can continue running after the user logs off. When another user logs on and puts a floppy disk in the drive, this program can secretly transfer sensitive data from the floppy disk. If this is a concern, restart the computer before using the floppy disk drive. 

82. Update the Emergency Repair Disk

You should regularly update the ERD by running the RDISK tool. 

83. Backup and Secure the IIS Metabase

IIS engineers should ensure complete and regular backups of the Web server and Metabase are performed and tested regularly as well as incremental backups on a nightly and weekend basis for all servers. Backups are futile if they are non-functional, and therefore, should be tested periodically to ensure their functionality.

Metabase Backup and Restore Limitations
There are important process limitations that IIS engineers should be familiar with in case a backup is needed. You cannot restore the Metabase backup to another installation of Windows NT. As useful as this might be, you cannot use this feature to clone one IIS configuration to another server in your Web farm. More importantly, if you lose your entire server and need to re-install the operating system, you cannot recover your IIS configuration from this backup. In other words, this backup is not appropriate for disaster recovery. The Metabase backup and restoration functionality is best suited for versioning purposes and recovering from the administrative mistakes that continue to plague Web masters, whether those mistakes occur as the result of attempted optimizations (that have the opposite effect) or simple point-and-click errors.

In cases where a reinstall of a Microsoft based server is necessary, such as after a catastrophic hardware failure, hardware upgrades or installation of software that may affect IIS, IIS engineers should also back up the Metabase. There are several different procedures for backing up the Metabase, but only one method restores a functional Metabase if the operating system also needs to be re-installed. 

A Metabase database-only backup that is made through the Internet Information Services (IIS) Microsoft Management Console (MMC) snap-in or through MetaEdit.exe is not helpful if the rest of the server is lost because the Metabase depends on certain encryption keys that are backed up with the system state.

The most reliable backup of the Metabase that you can make is through the System State option found in Windows 2000 in Ntbackup.exe or in 3rd party utilizes for Windows NT 4.0. Neither the Ntbackup.exe online Help nor the graphical user interface (GUI) indicates that the Metabase is included in the System State backup option.

Windows 2000 allows for backup and restore of system state data, but NT 4.0 does not support this feature without 3rd party software tools. See support.microsoft.com/default.aspx?scid=kb;en-us;Q269586 for further details.

The IIS Metabase is a powerful component of IIS. It is similar to a registry specifically for IIS and should be secured. However, no registry entries that point to the Metabase exist, as it is referenced wherever Ineitnfo.exe resides. The Metabase is also a database similar in structure to the Windows Registry. The IIS Metabase is optimized for IIS and provides a hierarchal storage and fast retrieval of IIS configuration properties for Web sites, Virtual directories, FTP Sites, SMTP and NNTP sites.

Note:  IIS engineers should practice extreme caution when manipulating the Metabase and its related components on IIS. This step should only be executed if the IIS engineer is certain that developers, system administrators and security administrators agree. 
It should also be noted that manipulating the Metabase without precision may render the server unusable if not done correctly and may be difficult to re-enable if problems do occur. Before proceeding with this step, ensure a backup copy of the Metabase exists. It is recommended to execute this step if the server is in a high security e-commerce environment or is otherwise necessary.

Backing Up and Securing the Backup Location for the IIS Metabase
First, backup the current Metabase by following the procedure below. IIS engineers should practice this procedure cautiously and regularly to ensure current and reliable Metabase backups:

There are several methods IIS engineers may implement to back up the Metabase, the following being preferred:

· The IIS Backup/Restore option in the Internet Services Manager snap in
· The IIS Metabase Editor to Export/Import the Metabase to a text file
· The ADSI command line script
· Third party utilities 
IIS Backup/Restore Option in the Internet Services Manager MMC Snap-In
The Internet Services Manager snap in contains a backup & restore option that can be accessed by right-clicking the * Computername node in the MMC. On this menu you will see a Backup/Restore configuration option.

· Selecting the Backup/Restore configuration menu item will open the following dialog where you can elect to backup the Metabase, restore a recent backup of the Metabase or delete a Metabase backup from the list of previous backups.
· Clicking Create backup will open the following dialog which asks for a backup name. This backup name is something you can use to remember the backup by.

· After you click OK the backup is performed and the Configuration Backup/Restore dialog is updated with the details of the backup including the date & time of when the backup was performed.
· The backup is stored in the \Winnt\System32\InsetSrv\Metaback folder on the IIS computer. 

· You can also backup the IIS Metabase using ADSI which is a programmatic way of performing the above backup. 

· The Metabase backup can only be restored to the current machine. The Metabase backup cannot be restored after Windows is reinstalled.
This renders the IIS Metabase backup only good for day to day backups where you may accidentally delete a Web site or virtual directory, or something goes wrong while working on an ADSI script, or while using the Metabase Editor.

So what options do I have if I want to restore the Metabase after a full system reinstall? The next topic should help you in this situation.
IIS Metabase Editor to Export/Import the Metabase
As mentioned earlier the IIS Metabase is like the Windows registry and like the registry there is a tool that you can use to make modifications directly to the Metabase properties.

WARNING: Using the Metabase Editor incorrectly can cause serious problems that may require you to reinstall your operating system. Individuals must accept responsibility for proceeding with this procedure as no one can guarantee that problems resulting from the incorrect use of Metabase Editor can be solved. Use Metabase Editor at your own risk. For more information on downloading the IIS Metabase editor see the following Microsoft KB Article.
http://support.microsoft.com/support/kb/articles/Q232/0/68.ASP The Metabase editor can be used to export Metabase properties to an ASCII text file that you can use to restore the settings onto either another computer or a computer that has just been re-installed.

On the Metabase menu item in the IIS Metabase editor there are options to export and import the Metabase settings.

· Export the selected item in the tree and all child objects to a ASCII Text File

· Import a previously exported file and restore all content

· Export all FTP Sites to a ASCII Text File

· Export all Web Sites to a ASCII Text File

· Run the standard IIS MMC Backup/Restore
· Exit the Metabase Editor.

Export the selected item in the tree and all child objects to a ASCII Text File
This option will allow you to export a particular Metabase entry and all child entries to a text file. For example if you wanted to export one specific Web site you would select the Instance ID of that Web site and then select the Export Text File... option. 
Import a previously exported file and restore all content 
This option will allow you to import a previously exported Metabase text file. The import function can overwrite any existing settings in the Metabase and you should perform a backup first. You have the option of importing the file to the original location where the data came from or a child key of the current node. Importing to a child key of the current node is not very useful as the following dialog shows.

Export all FTP Sites to a ASCII Text File 
This option will export all FTP sites to a text file, this includes all properties for all of the FTP sites including the MASTER FTP properties.  

Export all Web Sites to a ASCII Text File 
This option will export all Web sites to a text file, this includes all properties for all of the Web sites including the MASTER WWW properties.  
Step by Step - backing up one specific Web site and restoring it. 
· Open the Metabase editor (The editor is accessible by default in the Administrative Tools folder)

· Navigate to a Web site Instance ID under LM\W3SVC. The Instance ID of 1 is always the Default Web Site, but any others are dependant on your configuration. If you are running IIS on Windows 2000 professional you only have the default Web site. 

· When you have selected an Instance ID go to the Metabase Menu and select Export Text File. You will see this dialog after you select Export Text File.

· You will see a dialog after you select Export Text File and the Web site you export will temporarily disable the Web site application, so do not perfomr this setp on an extremely busy Web server or during times of high activity (This is one of the largest problems with this export). Select Yes to continue

· You now need to enter a filename for the export file and click the save button

· After clicking save you are shown another dialog that explains what you are doing. 
· The application is then temporarily disabled and the export is started, at the end of the export the application is restarted and you will see the following completion dialog.
· You should now have a successfully exported the Default Web Site to the file c:\test\Export of Metabase using MetaEdit 2.2.txt 
Restoring the Web Site
· Open the Metabase Editor 

· Make a change to the Web site properties that we just exported. You can use the Metabase editor directly or if you feel uncomfortable use the Internet Service Manager. In this sample we changed the ServerComment property which is the description of the Web site.

· You can refresh Internet Service Manager now to see the modified default Web site name. If you made the change in the Internet Service Manager you will need to refresh the Metabase Editor properties. You can do this by pressing F5. 

· Now you should import the exported Web site properties and overwrite the change we have just made. 

· Select Import Text File(...) from the Metabase Menu. You will get the following dialog, you should read what it says and then click Yes


· Select the file to import – it must be a Metabase export file and click the Open button.

· You are now shown another dialog that asks you to confirm that you want to import the file and restore the contents to the same location it came from. If you choose Yes then the current settings (if they exist) will be overwritten with the data from the import file; if you choose No then the settings will be restored to a child key of the selected item in the Metabase Editor. If you restore to a sub key you will find that the full path is restored to a sub key. So in our sample if we restore to LM\W3SVC we will end up with LM\W3SVC\LM\W3SVC\1 which is not very useful.(as shown in a prior dialog above)  In this case we will import and overwrite the existing settings. 

· You are now shown another dialog that asks you to confirm your selections and it shows you the current action that will be taken if you proceed 

· If you do choose ‘Yes’, you will be shown another confirmation dialog, explaining that you should do a backup first (which you should – the standard backup available in the Internet Service Manager or the Backup/Restore option on the Metabase Menu is good). It also explains that you are going to import the data to the original locations stored in the Metabase.

· Selecting ‘No’ will store the imported data at a sub key of the currently selected Metabase editor item. Check the currently highlighted entry in the Metabase editor before restoring the file. Remember that restoring to a sub key means that the full path is restored to the sub key as previously mentioned. 

· If you click ‘Yes’, the import will start with no more prompting. The current application is disabled (if it exists) and the import proceeds. The application is then restarted after the import. Click Yes to start the import. 

· At the end of the backup you will see the following dialog and your Web site is restored. 
· This is a good tool but I am not sure I like the disabling of the application. If it a quick way to transfer Web sites and ftp sites and other data to a different server.
How to backup the IIS Metabase using an ADSI script
The following article contains detailed instructions and a script that can be used to backup the Metabase: http://www.iisfaq.com/Articles/70/ 
Third party backup tools
IISFAQ.COM script generator - This script generator writes a commented VB Script using ADSI that will regenerate one or more Web sites. Currently this tool is still in development. The tool will be released with source code and will be freeware. 

IIS Export at http://www.adsonline.co.uk/IISExport/ allows you to export the data to a database and restore the data to another computer or the same computer. 

To secure the IIS Metabase, IIS engineers should now perform the following:

· Set up Auditing to log all failed access attempts to edit the Metabase

· Delete the file Iissync.exe from the %systemroot%\system32\inetserv folder

· Set NTFS Permissions for the above mentioned Metabase directory folder to the following:
· Administrators – Full Control
· System – Full Control

· Audit all access to the \MetaBack folder using Windows auditing for file access

· Set NTFS Permissions on the \MetaBack Folder to the following:
· Administrators – Full Control

· System – Full Control

Secure utilities that May Edit the Metabase:
· Move the \Inetpub\Adminscripts folder, which contain the admin scripts for IIS. 

· Move Metaedit.exe and Metautil.dll from the \Program Files folder to the %systemroot%\system32\Inetserv folder and adjust the start menu shortcut.

· Audit all failed attempts to access the \Adminscripts folder.

· Set NTFS Permissions on the %systemroot%\system32\csript.exe. This is the executable for .VBS files. Set the permissions to:  Administrators – Full Control.

Set NTFS Permissions on the \Adminscripts folder to:  Administrators – Full Control

84. Become a Member and Regular Subscriber to Security Mailing Lists 

Bugtraq: vulnerability patch announcements and discussion 
www.securityfocus.com 

VulnWatch: only the major stuff 
www.vulnwatch.org 

Security Alert Consensus: pick your poison 
www.sans.org 

NT Security Resource Collection

ccso-staff-nts.cso.uiuc.edu/skrasavi/Others/nt.htm


Resource Sites:
www.labmice.net 

www.wiretrip.net/rfp/2
www.checksum.org 
www.ideahamster.org 
www.shavlik.com 
www.gfi.com/languard 
www.blackhat.com 
www.attrition.org
www.securityfocus.com 
www.atstake.com 
www.attrition.org 
www.cyberbase7.com 
www.cipherwar.com 

www.atstake.com/security_news
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Microsoft Security Toolkit

Microsoft Security Website: http://www.microsoft.com/security/ 

Microsoft Security: http://www.microsoft.com/security

Microsoft SQL Server 7.0 Security White Paper: http://www.microsoft.com/sql/techinfo/administration/70/securityWP.asp

Microsoft Strategic Technology Protection Program http://www.microsoft.com/security/mstpp.asp 

Microsoft TechNet Security: http://www.microsoft.com/technet/security/default.asp

Microsoft Windows 2000 Walkthroughs The complete list of walkthroughs is located at http://www.microsoft.com/windows/server/Deploy.

NTBugtraq mailing list (discussion of security exploits and security bugs in Windows NT and related applications): http://ntbugtraq.ntadvice.com

NTSecurity mailing list (discussion of Windows NT Security Issues): http://ntsecurity.ntadvice.com/

Papatla, Ram Setting Up a Reliable Web Server Using Windows 2000 

PentaSafe Information Security Policy Library: http://www.baselinesoft.com/ 

Practical Recommendations for Securing Internet-Connected Windows NT Systems: http://support.microsoft.com/support/kb/articles/Q164/8/82.ASP

SANS Institute: http://www.sans.org 

Secure Internet Information Services 5 Checklist - http://support.microsoft.com/default.aspx?scid=http://www.microsoft.com/technet/prodtechnol/iis/tips/iis5chk.asp

Security Implications of RDS 1.5, IIS 3.0 or 4.0, and ODBC: http://support.microsoft.com/support/kb/articles/Q184/3/75.ASP 

The 10 Immutable Laws of Security

The 10 Immutable Laws of Security Administration

The following documents available for free on the Internet were utilized as reference material for this document. Due recognition is given to all of the publishers and authors for their work.

The Microsoft Baseline Security Analyzer (MBSA) tool and the MS Security Toolkit
Triad Financial Services

Trusted System Services, Inc., Windows NT Security Guidelines: http://www.trustedsystems.com/NSAGuide.htm 

URL: http://www.microsoft.com/technet/iis/iis5feat.asp

URL: http://www.microsoft.com/technet/security/iis5chk.asp

Using the Security Configuration Tool Set Walkthrough: http://www.microsoft.com/windows2000/techinfo/planning/security/secconfsteps.asp

Well-Known Port Numbers by the Internet Assigned Numbers Authority (IANA): http://www.iana.org/assignments/port-numbers 

White Papers Howard, Michael, Secure Internet Information Services 5 Checklist 
�
These are the choices that should be made when installing the Windows NT Option Pack


�
�
�
Component�
Select Level�
�
�
Certificate Server                                                     �
No�
�
�
FrontPage Server Extensions                               �
No, only if specifically requested�
�
�
Internet Connection Services for RAS                      �
No�
�
�
Internet Information Server                         �
Partial�
�
�
Documentation                                                          �
Partial�
�
�
Active Server Pages                                              �
Yes�
�
�
Common Documentation Files                             �
No�
�
�
IIS Administrators Documentation                       �
No�
�
�
SDK                                                                       �
No�
�
�
Streaming Multimedia                                         �
No�
�
�
File Transfer Protocol �
Yes (even though it is not required, it will disable later)�
�
�
Internet NNTP Service                                              �
No�
�
�
Internet Service Manager     �
Yes�
�
�
Internet Service Manager (HTML) �
No�
�
�
SMTP Service�
No�
�
�
World Wide Web Sample Site�
No�
�
�
World Wide Web Server�
Yes�
�
�
Microsoft Data Access Components�
Yes�
�
�
Microsoft Index Server�
No�
�
�
Microsoft Management Console�
Yes�
�
�
Microsoft Message Queue�
No�
�
�
Microsoft Script Debugger�
Yes�
�
�
Microsoft Site Server Express 2.0�
No�
�
�
NT Option Pack Common Files�
Yes�
�
�
Transaction Server�
Partial (No Transaction Server Development)�
�
�
Visual InterDev RAD Remote Deployment Support�
No�
�
�
Windows Scripting Host: Yes�
Yes�
�






























�PRIVATE��If you don't use�
Remove this entry�
�
Web-based Password Reset�
.htr�
�
Index Server�
.ida�
�
Internet Database Connector (new Web sites don't use this; they use ADO from Active Server Pages)�
.idc �
�
Internet Printing�
.printer�
�
Server-side include�
.shtm, .stm, .shtml��
�






�PRIVATE��Technology �
Location�
�
 IIS �
 D:\inetpub\iissamples �
�
 IIS SDK �
 D:\inetpub\iissamples\sdk �
�
 Admin Scripts �
 D:\inetpub\AdminScripts �
�
 Data access �
 C:\Program Files\Common Files\System\msadc\Samples ��
�
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