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Abstract

This paper provides information about the Secure Startup feature in the next client version of Microsoft® Windows® Vista™. It provides insight into the feature for enterprise business decision makers who are interested in learning about Secure Startup to address the growing data security issue.

This paper is written for readers with Trusted Platform Module (TPM) technology knowledge. For a background on TPM technology, please refer to the specifications and materials maintained on the Web at: http://www.trustedcomputinggroup.org/
This current version of this paper is maintained on the web at http://www.microsoft.com/whdc/system/platform/pcdesign/secure-start_exec.mspx
The references and resources discussed here are listed at the end of this paper.
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Disclaimer

This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein. 

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2005 Microsoft Corporation. All rights reserved.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Executive Overview

Microsoft is committed to simplifying and improving the security of the Microsoft® Windows® family of operating systems. With the upcoming release of Windows Vista, Microsoft will continue this commitment by delivering security innovations that include the Secure Startup feature.  

Secure Startup is a hardware-based security feature that addresses the growing concern for better data protection. The feature uses a Trusted Platform Module (TPM) 1.2 to protect user data and to ensure that a computer running Windows Vista has not been tampered with while the system was offline. Secure Startup provides both mobile and office enterprise information workers with more data protection when systems are lost or stolen.

Note: The TPM is a microcontroller that stores key, passwords and digital certificates. It typically is affixed to the motherboard of a computer. The nature of this silicon ensures that the information stored there is made more secure from external software attack and physical theft.
Secure Startup protects data by preventing unauthorized users from breaking Windows file and system protection on lost or stolen computers. This protection is achieved by encrypting the entire Windows volume. With full volume encryption, all user and system files are encrypted.

Secure Startup is transparent to the user and is easy to deploy and manage. When a system is compromised, Secure Startup has a simple and efficient recovery process.

Secure Startup provides the following values:

· Ensures Boot Integrity:

Resilient to Attack—Protects the system from offline software-based attacks. 

Locks System When Tampered With—If any monitored files are tampered with, the system will not boot which alerts the user to the tampering.

· Protects Data While the System is Offline:

Encrypts User Data and System Files—All data on the Windows volume is encrypted. This includes the user data, system files, hibernation file, page file and temporary files.

Provides Umbrella Protection for Third Party Applications—Third-party applications benefit automatically when installed on an encrypted volume. 

· Eases Equipment Recycling:

Simplifies the Recycling Process—Data on the encrypted volume can be rendered useless by deleting the TPM key store.

Speeds Data Deletion—Erasing data takes seconds instead of hours.

This paper is written for those interested in learning how Secure Startup alleviates the growing data security issue. It was written specifically for enterprise business decision makers, technical decision makers and security managers who are already familiar with Windows functionality and security considerations.

The Current Situation

Because hundreds of thousands of computers are lost or stolen every year, customers are very concerned with data security. Currently, if a system is lost or stolen, its contents can be accessed by anyone who can download a program. For example, current password and encryption methods can be circumvented using recovery software available on the Internet that accesses the disk when Windows is offline. Even if the data on a lost or stolen computer is not sensitive, this method can be used to access an enterprise network that does contain sensitive data.

Note: For the purpose of this paper, offline means the operating system has been Shutdown or is in Hibernation. Online means that the operating system has been started with the Login screen displayed or a user has already logged in. Good system protection requires correct configuration of both online and offline security components. Therefore, it is important to understand how Secure Startup fits into an organization’s security infrastructure in order to plan accordingly.

These data security concerns and the associated risk to corporations continue to grow along with the cost of not just the physical asset, but the value of the data and the cost to replace it. As a result, enterprises are now more accountable for protecting private or sensitive customer data. This accountability is being reflected with current legislation such as the Sarbanes-Oxley Act or the Health Insurance Portability & Accountability Act (HIPAA). These data points characterize the problem:

· More than 319,000 laptops were stolen during 1999.

· 591,000 laptops stolen in the USA in the year 2001.

· A laptop computer containing Social Security numbers of more than 98,000 students and other individuals was stolen on March 2005 from an unlocked office at the University of California-Berkeley according to campus officials.

· A research team from Glamorgan University analyzed 111 supposedly clean hard drives, bought for less than £1,000, and found that more than half still contained personal information.

· It is difficult to protect the data on lost or stolen laptops.

· Corporate networks can be attacked via lost or stolen systems.

· User data stored on hard disk may be tampered with without user knowledge.

· User data stored on hard disk may be readable by others. 

· User data from encrypted files may be disclosed to others during runtime.

· User encrypted data can be compromised or exposed.

· Machine data cannot truly be erased quickly if it can be erased at all.

It’s advisable to use disk encryption on all laptops along with a mandatory password login.  However, Windows XP’s encryption system and login protection features can be circumvented using readily available hacker tools.  The tools circumvent Windows XP default data security mechanisms with an offline attack to expose core system keys that enable secured data compromise, including information stored in protected areas.

In other words, these attacks expose the SYSKEY. 

Note: The Global System Key, referred to as the SYSKEY, is a Windows key that is used to derive other keys to secure global system secrets.


Recent articles show an increasing number of high profile corporate or government computer thefts that expose sensitive internal or client data. This is a problem because physical access to the computer currently negates any operating system provided protection so sensitive user data may be exposed to unauthorized personnel. As desktop computers are typically left at the office unattended for long periods of time, they may also be tampered with by anyone that has office access including disgruntled employees. Finally, a common laptop and desktop computer related concern is how to securely reassign or retire used equipment. Currently, the only way to ensure absolute security is to physically destroy and replace the hard drive. 

Attempts to solve these issues with additional security features can often burden the user. The burdens include administrative tasks, system performance loss, passwords, or additional steps required to enter a secure system, application or data source. When the additional burdens become too taxing, the users will often choose convenience over security and attempt to circumvent or undermine the protections. For example, a user may write the password on a yellow sticky note and place it on the bottom of their keyboard. Therefore, an effective solution must enable ease of use, simple deployment and easy recovery.

The Solution: Secure Startup

The Secure Startup is a real solution to very real customer concerns regarding data security on a lost or stolen laptop or desktop computer. 

Secure Startup is designed to utilize Trusted Platform Modules (TPM 1.2) to protect the integrity of the Windows boot process and any data, applications or system files stored on the Windows partition while the system is offline. By using a hardware solution, the encryption key can be removed from the hard drive so that the entire Windows partition can be encrypted including the SYSKEY. Secure Startup also encrypts system files including hibernation files, page files, temp files and crash dump files.

During the boot process, the keys that unlock the encrypted Windows partition are only released from the TPM once the booting operating system veracity has been established. This assures that there was no offline system tampering or attempts to boot an alternate operating system.

The look and feel of the regular operating system boot will not be impacted by this technology. 

Note: The Encrypting File System (EFS) is a Windows operating system feature that provides the option to store any file or folder in an encrypted form. Secure Startup provides protection for the Windows partition and is not a replacement for EFS. Secure Startup does not provide encryption for the data stored outside the Windows partition, but does provide an added security layer for EFS by encrypting the EFS keys within the Windows partition. In addition, EFS provides an additional security layer when multiple users use the same partition. A user can have both Secure Startup and EFS enabled or either technology enabled alone. If EFS is disabled then Secure Startup will continue to function and vice versa.

Benefits

The Secure Startup feature included with Vista encrypts the entire Windows volume. This improves data security and reduces equipment repurposing concerns. The feature is simple to deploy, use and enables easy recovery.

Improves Security

· Full Volume Encryption—As a hardware-based encryption solution, Secure Startup moves the encryption keys off of the disk and allows the full Windows volume to be encrypted. Therefore, all data that was historically at risk can now only be viewed by the protected OS. The data that was previously at risk included filenames, registry information, and system and user data not encrypted by EFS.

· Attack Resilience—A Secure Startup protected operating system is resilient against offline code and data modifications made to disable security. Although it is easy to make a change, it is very difficult to change to a desired value. For example, a Windows operation can be modified by registry editing or binary replacement. With Secure Startup, such changes to this critical data will make the operating system unbootable and the data unattainable as the TPM provides hardware protection for the boot integrity, encryption key and the encrypted volume data.

· Secure System Files—Secure Startup encrypts the hibernation files, swap files and crash dump files. Any open documents or cached secrets are encrypted in real time when the memory pages are written to the disk.

· Data Theft Protection—Because the Windows volume data is completely encrypted, it is not exploitable. Offline attacks cannot comprise the system password that prevents someone from logging into the operating system and using RAS to launch network attacks.

· Boot Integrity—Secure Startup can detect system tampering while Windows is starting up by comparing certain boot process characteristics to previously stored measurements. This enables Secure Startup to verify system integrity early.

· Shared Office Computer Protection—Many companies have computers that are physically accessible by personnel who should not have computer data access. These computers may contain sensitive data that must not be seen by these employees. Secure Startup protects these computers from offline tampering. For example, an employee who can physically access their manager’s computer would not be able to access the manager’s e-mail.

· Umbrella Protection—Third party applications that do not by default encrypt personal and secret information such as credit card numbers, usernames, passwords and financial reports, automatically benefit from full volume encryption. Applications that do encrypt such information still benefit as the data is secured on both a personal and on a system level.

Reduces Repurposing Concerns

Repurposing Exposure Removal—By deleting the TPM key on a protected computer, the encrypted data on the hard drive becomes unreadable as Secure Startup secures its encryption keys using the TPM. This greatly simplifies repurposing or retiring old equipment. Now if the equipment is transferred to new personnel, sold to an outside buyer, or retired and discarded, there is no more exposure.

Note: Secure Startup does not wipe the drive contents according to the DOD 5220.22-M standard. Encryption provides a single pass overwrite only. However, any information that is retrieved will be encrypted and useless without a key to unlock it. 

Simplifies Deployment, Use and Recovery

· Simple Deployment—Companies can deploy and manage Secure Startup using existing tools.

· User Transparency—There is a security world axiom stating that if a security solution is not easy to use, deploy and recover from then it offers no security at all because it would never be used. Secure Startup was designed to provide a transparent user experience that requires no interaction on a protected system and with no noticeable system performance impact. Because the Secure Startup feature is transparent to users, they are less likely to attempt to bypass the security feature. 

· Simple Recovery Methods—The recovery passwords and keys can be stored in the Active Directory. Therefore, users can call their corporate helpdesk or administrator who has recovery key access for assistance with system reactivation.

Conclusion 

An enterprise that uses Windows Vista with the Secure Startup feature enabled is better protected against data theft on an offline computer that an unauthorized user gains physical access to. With Secure Startup, user and system data is protected when a computer is lost or stolen, repurposed or left unattended where unauthorized users can access the disk. Where an unauthorized user could previously access the data in a Windows partition within 5 minutes by using widely available password recovery programs, Secure Startup effectively locks them out. 

Secure Startup provides protection by:

· Ensuring Boot Integrity

· Protecting Data While the System is Offline

· Simplifying Equipment Recycling

Secure Startup is a hardware-based security feature that raised the bar for Windows client system security. The feature is transparent to the user and is easy to deploy and manage. When a system is compromised, Secure Startup has a simple and efficient recovery process.

The benefits of using Vista’s Secure Startup feature include:

· Improved Security with Full Volume Encryption

· Transparent User Data Protection

· Offline System Tampering Resistance

· Worry-free Hardware Repurposing 

· Third Party Application Umbrella Protection 

The Secure Startup feature in Windows Vista is a solution to very real customer data security concerns. The feature provides a higher level of protection by securing the entire Windows installation from offline attacks using full volume encryption. As data security is an increasingly critical issue, all enterprises concerned with data security should consider adopting this strategy.
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