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Abstract

This paper provides information about Trusted Platform Module (TPM) Services for the Microsoft® Windows® family of operating systems. It describes the components that comprise TPM services in the operating system and provides advance preview information for software vendors about porting applications and middleware to the TPM Base Services architecture and TPM 1.2.

This information applies for Microsoft Windows codenamed “Longhorn.”


The current version of this paper is maintained on the Web at: 
http://www.microsoft.com/whdc/system/platform/pcdesign/default.mspx
This paper expects the reader to have a working knowledge of TPM technology and familiarity with other technologies as defined by the Trusted Computing Group (TCG).  Please refer to the specifications and materials maintained on the Web at:  http://www.trustedcomputinggroup.org/
References and resources discussed here are listed at the end of this paper.
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Disclaimer

This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein. 

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2005 Microsoft Corporation. All rights reserved.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Introduction

Hardware-based security has significant advantages over security implemented through software alone. The Trusted Platform Module (TPM) is a microchip designed to provide certain basic security-related functions to the software that utilizes TPM. The next version of Microsoft® Windows®, codenamed “Longhorn” provides a set of services for applications that use TPM technologies.

The Longhorn TPM Services architecture will allow a rich, competitive environment to grow on top of TPM 1.2 technologies by assuring application-level sharing of the TPM, providing robust infrastructure for accessing the TPM, and enabling the entire Windows platform to take advantage of hardware-based security.

This paper describes the design and architecture of TPM services in Windows Longhorn. It also provides advance preview information for software developers about porting applications and middleware to the TPM Base Services architecture and TPM 1.2 chips.

The Case for Hardware-Based Security

Software solutions to security problems have systemic vulnerabilities.  They utilize a shared memory space and rely on the operating system to manage physical memory, which leaves the data they control vulnerable to arbitrary access.  Since the software functions within the confines of said operating system, it is in turn susceptible to compromise due to the operating system’s own vulnerabilities.  Also, software is usually stored on some medium in a way that leaves it open to surreptitious modification.

Hardware-based solutions to security problems have advantages that counteract software’s vulnerabilities.  Accessing hardware usually requires accessing memory space that is more tightly controlled and defined.  Hardware exists “below” the operating system, so its overall attack surface is reduced.  And, hardware is naturally less flexible than software in terms of ease of modification.

Advantages of TPM

TPM is a microchip designed to provide some basic security-related functions to the software utilizing it. The TPM chip is usually installed on the motherboard of a PC or laptop, and communicates with the rest of the system via a hardware bus.

Systems that incorporate a TPM have the ability to create cryptographic keys and encrypt them so that they can only be decrypted by the TPM.  This process, often called “wrapping” or “binding” a key, helps protect the key from disclosure.  On TPMs, the master “wrapping” key is called the Storage Root Key (SRK), and this key is stored within the TPM itself, so the private portion of the key is never exposed.

These systems can also take advantage of another feature of the TPM design that allows for creating a key that has not only been wrapped, but also tied to certain platform measurements such that the key can only be unwrapped when those platform measurements have the same values that they had when the key was created.  This process is called “sealing” the key to the TPM.  Decrypting it is called “unsealing.”  The TPM can also seal and unseal data that is generated outside of the TPM.

Systems that incorporate a TPM are resistant to attack in the same ways that any hardware is more resistant to attack than software – especially in the realm of cryptographic key management.  Private portions of key pairs are kept segregated from memory controlled by the operating system.  Keys can be sealed to the TPM, so certain assurances about the state of a system (its trustworthiness) can be made before the keys are unsealed and released for use.  Also, since the TPM uses its own internal firmware and logical circuits for processing instructions, it does not rely upon the operating system and is not subject to external software vulnerabilities.

No system can provide perfect security, including systems that use TPM technology.  Although TPMs are designed to resist tampering or electrical analysis, they are susceptible to certain physical forms of attack.  However, performing the kind of analysis needed to uncover TPM-protected secrets requires physical access to the machine and additional hardware, making secrets on a TPM-enabled platform more secure than those on a software-only system.  Increasing the difficulty of stealing secrets from individual systems helps to raise the overall level of security for the platform.

Benefits of TPM Services for Customers

TPM Services in Longhorn enable the development of several kinds of applications that provide significant value for customers. For example:

· Data protection and security. Examples of applications that help secure customer data include:

Key management utilities
Document-signing applications
Data protection/encryption applications
Attestation services

· System administration. Examples of applications that help administrators control TPMs in the enterprise include: 

Remote Administration through WMI
Group Policy
Easy deployment and decommissioning

· System security for end users. Innovative features that are based on TPM technology in Windows Longhorn include: 

Secure Startup
TPM-based Key Storage Provider

Design and Architecture of TPM Services

Longhorn TPM Services are designed to meet the following goals:

· Support applications that use TPM technologies for Longhorn users, developers, and administrators

· Create an environment where applications can share the TPM

Provide an appropriate level of abstraction for constrained resources

Protect applications from each other

· Provide infrastructure for third-party developers and system manufacturers to add value

· Make a single driver to support a variety of TPM 1.2-compliant designs in the market

· Provide mechanisms to support the right to opt-in and the right to privacy

The Longhorn TPM Services Architecture

Figure 1 shows a simple conceptual architecture for the Longhorn TPM Services architecture.  The TPM Base Servers and TPM Driver components (in orange) are the TPM Services features.  The Secure Startup, Admin Tools, and Key Storage Provider components (in blue) are Microsoft applications and services that rely on TPM Services.  The “3rd-party Application” and TSS components (in green and yellow) are third-party components that rely on TPM Services.
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Figure 1 – Simplified Architecture for Longhorn TPM Services

Starting at the bottom of Figure 1, the TPM Driver is a kernel-mode device driver designed for TPM chips that conform to the TCG 1.2 specifications. Conformance to the TCG 1.2 specifications avoids the need for vendor-specific device drivers and provides more platform stability.

The TPM Base Services (TBS) component is an NT service that provides sharing of limited resources on the TPM.  The TBS acts as the resource controller for all applications using the TPM by providing a scheduler that coordinates access among various threads and by providing a limited abstraction of scarce resources such as key slots, authorization sessions, and transport sessions.

The Secure Startup, Admin Tools, and Key Storage Provider components are provided by Microsoft. For more information about these components, see the “Microsoft Applications Using Longhorn TPM Services” section later in this paper.

Third-party applications run on top of the TCG Software Stack (TSS), which is the TCG specified architecture for a set of software components that support applications using a TPM.  For more information about third-party application development, see the “Implementing Applications that use Longhorn TPM Services” section below.

How the TBS Manages Resources

The TBS accepts connections and commands from higher level software and routes commands down to the TPM driver.  The TBS validates input parameters to its own interfaces and provides verification of the actual command byte streams before passing them on to the TPM.  For example, sending an improper tag or incorrect data size will be caught.  On the other hand, putting in improper key parameters for a key creation command will not be caught by the TBS.

Applications initiate a session with the TBS by creating a context.  The TBS scheduler coordinates access to the TPM among the various contexts, ensuring that the highest priority context gets access to the TPM whenever it is available.  The scheduler operates cooperatively, so each command sent to the TPM is allowed to run to completion, unless it is cancelled by the caller or the power management system.

To enable sharing of TPM resources, the TBS provides a limited abstraction of certain scarce resources.  Specifically, key slots, authorization sessions, and transport sessions are “virtualized.”  This is done by transparently loading and unloading resources as needed.

The following scenario illustrates how TBS provides abstraction in the case of authorization sessions:  If multiple applications are executing at the same time, it is possible for the TPM to run out of authorization session slots.  In this case, the TBS can save one of the authorization sessions and then evict it from the TPM.  The session to evict is chosen based on a “least recently used” scheme.  When the original caller attempts to use that authorization session, the TPM notices that the session has been evicted from the TPM, and reloads it.  The new TPM handle (which may or may not be the same as the original TPM handle) is substituted in the command byte stream and the command is sent to the TPM.

Microsoft Applications Using Longhorn TPM Services

The initial release of Longhorn will include three applications that take advantage of the TBS and the Microsoft TPM driver:  Secure Startup, TPM Administration Tools, and the Key Storage Provider (KSP).

Secure Startup

Secure Startup is designed to utilize the TPM to protect the integrity of the Windows partition (and any other data, applications, DLLs, and files stored in that partition) and only release access to the protected data/partition after the veracity of the booting operating system has been established.

Secure Startup communicates with the TPM in the early phases of booting the operating system through a TCG-compliant BIOS and the TPM driver.  

TPM Administration Tools

Microsoft is providing a Windows Management Instrumentation (WMI) interface that encapsulates the common TPM administration tasks.  Using this interface, administrators can locally or remotely administer machines using provided scripts or develop custom scripts to suit the enterprise environment.

An important aspect of TPM administration is to enable the enterprise to opt-in to TPM technology in large deployments, yet give administrators the tools to control the exposure of personally identifying information (PII) with high granularity.  Microsoft is providing a mechanism within Group Policy for administrators to curtail the use of TPM commands that might reveal privacy-related data about a user or workstation.  The IT administrator will be able to disable certain PII-revealing commands or specify on a per-command basis which TPM operations are not allowed on workstations in a given organizational unit.

Key Storage Provider

The KSP is a plug-in for Microsoft’s Crypto Next-Generation (CNG) Key Storage Provider (KSP) Framework.  The KSP is intended for applications that use the TPM to generate private keys and do basic encryption and signing.  The KSP uses a single-level key hierarchy and stores keys in the application profile and user profile directories, to which access is appropriately controlled.  Microsoft is evaluating methods through CNG extensions or system policy to turn on sealing to specific Platform Configuration Registers (PCRs) when using CNG to encrypt data.  CNG strong key protection is supported by the TPM KSP, with the hash of the supplied password being used as the key usage authorization on the TPM key.

Implementing Applications that use Longhorn TPM Services

Software vendors who are developing new applications for TPM 1.2 in Longhorn can do either of the following:

· Write code using the Trusted Service Provider (TSP) layer of a v1.2-compliant TSS that has been built upon the TBS

· Access TPM functionality through the administration WMI interface or the KSP through the CNG interface.

Porting Existing Applications to Use TPM Services in Longhorn

Microsoft has no current plan to develop a v1.2-compliant TSS for Longhorn.  Instead, Microsoft is working with TSS vendors to create TSS products that interface properly with the TBS infrastructure.  This involves porting the lower portions of the TCG Core Services (TCS) component to call the TBS interface, instead of calling the TCG Device Driver Library (TDDL) component of the TSS.

Porting an existing application may or may not require changes, depending on the version of the TSS the application was designed to support.

TCG 1.2 TSS. Porting an application that targets the TCG 1.2 TSS should involve few if any code modifications when the application is running on a v1.2 TSS that has been ported to work with the TBS.

TCG 1.1b TSS. An existing application that targets the TCG 1.1b TSS might be able to work without any modifications.  Because the TSS 1.2 specification is backward compatible with TCG 1.1b, an application might have to be modified only if it calls commands that have been deprecated on newer TPM 1.2-compliant designs.

If an application makes calls to the TPM that have been blocked for compatibility or privacy reasons, the system administrator can remove those policies that inhibit the application’s proper function.  A default installation of the operating system will have blocking enabled for privacy-sensitive commands, commands that have either been deprecated or deleted in the TCG 1.2 Command Specification, commands that potentially interfere with application-level sharing of the TPM (that is, commands that save TPM state or manipulate PCR values).

SRK Authorization Value 

Microsoft applications, in particular Secure Startup, expect the SRK authorization data to be set to a well-known value (20 bytes of zero).  Secure Startup must use the SRK in the pre-boot environment of the PC, so access to storage media is not possible.  This precludes storing the authorization data anywhere on the system’s hard drives.

TPM Services will not try to block the setting of the SRK to a value other than 20 bytes of zero.  However, if any application or user should do this, Secure Startup will not be able to function properly upon the next system boot.  Developers and ISVs should think about this issue when designing applications that use the SRK in an environment where Secure Startup is deployed.

For more details about Secure Startup works, see Resources at the end of this paper.

The Longhorn TPM Services and TSS

Figure 2 compares the TCG TSS architecture with a ported TSS in the Longhorn TPM Services architecture.  In this diagram, the components in yellow—TSP, TCS, and TDDL—are the standard TSS 1.2 as defined by the TCG.  The green components—“App”—represent an application developed on top of a TSS.  The Longhorn TPM Services are in orange—Tbs.dll, TBS, and TPM Driver.  The component labeled TBS.dll represents an in-process dynamic-link library that provides an interface to the TBS service.
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Figure 2 – Comparison of TCG TSS and Ported TSS Architectures

This design is what enables applications to share TPM resources.  Since all applications talking to the TPM in user-mode are ultimately routed through the TBS, it can properly control the loading and unloading of abstracted resources on the TPM.  By virtue of the TBS performing this function, applications cannot accidentally leak sensitive data or key material to other applications that might be using the TPM concurrently.

Call to Action

For software developers:

· Design new applications for TPM 1.2 using the TSP layer of the TCG 1.2 TSS.  

· Evaluate existing applications that use TPM 1.1b technology for porting to TPM 1.2 technology, and modify the application if it uses commands that are deprecated on TPM 1.2.

For platform builders:

· Design new platform SKUs to include TCG 1.2-compliant TPMs, and if applicable, include TSS 1.2-compliant technology that has been ported to work with TBS.

· Evaluate existing platform models that include TPM 1.1b to determine if the design is upgradeable, or speak with your TPM vendor to determine a proper strategy for migrating the existing models over to TPM 1.2-compliant designs.

Glossary

Crypto Next Generation (CNG)

CNG is the internal code name for a new set of cryptographic APIs and libraries intended to eventually replace/extend CAPI.

Key Storage Provider (KSP)

A KSP is a software library that implements the standard CNG key storage provider plug-in interfaces, and is registered with the CNG system.  This enables applications to choose different mechanisms for key storage (software, hardware security module, smart card, TPM, and so on).

PCR (Platform Configuration Register)

A register of a TPM. This register is big enough to contain a Hash (currently only SHA-1). A register can normally only be extended, which means that its content is a running hash of all values loaded to it. Register usage of PCR[0]-PCR[7] are used by SRTM and are predetermined by TCG. Register usage of PCR[8]-PCR[15] are used by SRTM and are available for use by operating system platforms (Windows, Linux, and so on). PCR[0]-PCR[15] are reset only at boot. PCR[16] upwards are used by DRTM.

RTM

This is an acronym for “Release to Manufacturing,” which means the time that the product ships.

Storage Root Key (SRK)

The storage root key (SRK) is a 2,048-bit (or larger) RSA key pair. It is initially empty and is created as part of the TPM_TakeOwnership command. This key never leaves the chip. It is used to encrypt (wrap) private keys for storage outside the TPM and to decrypt them when they are loaded back into the TPM. The SRK can be cleared by the system owner.

TBS

TPM Base Services is a Longhorn service that controls all access to the TPM. Clients wishing to execute a TPM command must call through the TBS.

TCG Software Stack (TSS)

The TSS is the TCG-defined supporting software intended to provide TPM-enabled services on a computing platform.

Trusted Computing Group (TCG)

The Trusted Computing Group (TCG) is an industry standards body, comprised of computer and device manufacturers, software vendors, and others with a stake in enhancing the security of the computing environment across multiple platforms and devices.

Trusted Platform Module (TPM)

The TPM is a hardware based root of trust that can be leveraged to provide a variety of cryptographic services.
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