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Abstract

This whitepaper provides information about Microsoft® Windows® core device networking technologies that provide Discovery, Plug and Play Extensions (PnP-X), and Web Services for devices.  These are key components within the larger family of Windows networking capabilities called Windows Connect Now (WCN).  For more information on Windows Connect Now, please refer to the Windows Connect Now Architecture whitepaper (on the web at http://www.microsoft.com/whdc). 
A network connected device (NCD) is a new type of device that can connect directly to a local area network and communicate using the Transmission Control Protocol/Internet Protocol (TCP/IP) suite of protocols. An example of an NCD is a UPnP™ certified device. NCDs can function as standalone devices or be designed to work with a Microsoft Windows-based computer. An NCD vendor that develops their own software components to provide discovery, configuration, eventing, and communication can incur higher development costs and delayed releases. By integrating support for PnP-X, Function Discovery, and Web Services for devices—NCD vendors can leverage industry support and the capabilities of Windows to decrease development costs and time and provide additional functionality for customers.

This information applies for the following operating systems:

Microsoft Windows Vista™

Microsoft Windows Server™ 2003 (planned)

Microsoft Windows XP (planned)

The current version of this paper is maintained on the Web at: 
http://www.microsoft.com/whdc/
References and resources discussed here are listed at the end of this guide.

Contents

41
Introduction


42
Technology Summaries


53
PnP-X


53.1
Physically and Virtually Connected Devices


53.1.1
Physically Connected Devices


53.1.2
Virtually Connected Devices


63.2
PnP-X Overview


73.2.1
PnP-X Buses


73.2.2
Elements of PnP-X


73.2.3
PnP-X and NCD Installation Process


83.3
Benefits of PnP-X to NCD Vendors


83.4
Taking Advantage of PnP-X


94
Function Discovery


94.1
Function Discovery Overview


104.2
Benefits of Function Discovery to NCD Vendors


104.3
What an NCD Vendor Must Do for Function Discovery


105
Devices Profile for Web Services


105.1
DPWS Overview


115.1.1
Elements of DPWS


115.2
Benefits of DPWS to NCD Vendors


125.3
What an NCD Vendor Must Do for DPWS


126
Benefits of Windows Technologies Integration


136.1
Examples of Product Scenarios


136.1.1
Digital Picture Frame


136.1.2
Cell Phone


146.1.3
Enterprise Network Printer


147
Summary


158
Contact information


159
Resources


169.2
Web Resources:


169.3
Related Links



 Disclaimer

This is a preliminary document and may be changed substantially prior to final commercial release of the software described herein.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, email address, logo, person, place or event is intended or should be inferred. 

© 2005 Microsoft Corporation.  All rights reserved.

Microsoft, Windows, Windows Server, and Windows Vista are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.

Introduction

A new class of device known as a network connected device (NCD) is emerging that can be standalone or paired with a personal computer. NCDs use the network as a bus, typically by communicating over TCP/IP or a higher-layer TCP/IP protocol such as the UPnP™ architecture. Without an existing industry platform that helps define for how all these NCDs will "look" (the configuration user interface [UI]) and "act" (how to discover each other and communicate with other NCDs, computers, or Internet services), NCD vendors will naturally develop their own solutions for discovery, configuration, eventing, and communication. These solutions could include proprietary protocols for discovery, communication, and eventing and different UI for configuration, which add to the cost of NCDs, delay their release, and have an inconsistent and non-interoperable customer experience.

Rather than develop their own solutions for discovery, security, eventing, communication, and configuration, NCD vendors should leverage newly emerging industry standards and the capabilities of Microsoft® Windows®–powered personal computers and include integration with Windows technologies as part of their own product strategy. By integrating support for Windows, NCD products can have a consistent user experience, exposed APIs and a well-known programming model, a consistent process for pairing the device with computers, and built-in security.

Technology Summaries

Windows Connect Now network connected devices (NCD) technologies are composed of the following:

PnP-X

This set of extensions to the Plug and Play (PnP) technologies in Microsoft Windows Vista™ integrates NCDs into the Windows PnP subsystem, making the NCD appear as a device inside of Windows and providing an installation experience that is similar to attaching a physically connected device.

Function Discovery

This new Windows application programming interface (API) in Windows Vista makes it easy for applications to enumerate and use devices of a specific type, regardless of the way in which they are connected to the computer.

Web Services for Devices

This implementation of the Web services specification for devices provides for a standardized method for NCDs to communicate and provide programmability over a TCP/IP network.

This combination of technologies is designed to make NCD installation and use in Windows Vista as easy and as seamless as the installation and use of Universal Serial Bus (USB) devices for computers running Microsoft Windows XP and Microsoft Windows Server™ 2003.

The following sections describe these technologies in detail.

PnP-X

To understand the value that PnP-X brings to the Windows platform and to NCDs, we must first understand the difference between physically and virtually connected devices.

Physically and Virtually Connected Devices

For Windows-based computers, each device falls into one of the following categories:

Physically connected device

Virtually connected device

Physically Connected Devices

A physically connected device is connected directly to the computer through an internal bus—such as the Peripheral Connect Interface (PCI) or Accelerated Graphics Port (AGP) buses found in the backplane of modern Windows-based personal computers—or an external bus, in which devices can be plugged in and unplugged using a cable. Examples of external buses are USB, PC Card, and IEEE 1394.

When the external bus device is attached and powered or the computer is turned on after inserting the device into the backplane, Windows bus enumerators automatically discover the new device and guide the user through the device driver installation process using the New Hardware Found wizard.

Physically connected devices use the protocol of the specific bus to facilitate device discovery and data exchange.

Virtually Connected Devices

In contrast to physically connected devices, virtually connected devices do not have a physical connection to an individual computer. A virtually connected device could potentially communicate with multiple computers (such as a network printer) or one of multiple computers (such as a keyboard). To pair the device with a set of computers or a specific computer, an association process must occur when the device is installed. After association, the virtually connected device only communicates with the computers to which it has become associated. Physically connected devices, in contrast, do not require an association process because they can only potentially communicate with a single computer.

Virtually connected devices use different types of protocols for discovery and configuration. The following are examples of different technologies used by virtually connected devices:

UPnP architecture 1.0

UPnP certified devices are directly connected to some kind of local area network (LAN), such as Ethernet or IEEE 802.11 wireless, and use IP connectivity as the method to physically communicate between the UPnP certified device and the computers to which it has been associated. UPnP certified devices use the Simple Service Discovery Protocol (SSDP) for discovery and Extensible Markup Language (XML) and Simple Object Access Protocol (SOAP) for data exchange.

UPnP certified devices are a good fit for environments such as small office/home office (SOHO) networks in which all of the network-capable computers and devices are connected to a single subnet and do not require rich accounting and eventing, access to Web services on the Internet, or secure communications.

For more information about Windows support for the UPnP architecture, see Universal Plug and Play and http://www.upnp.org/.

Devices Profile for Web Services (DPWS)

Like UPnP certified devices, DPWS devices are directly connected to some kind of LAN, such as Ethernet or IEEE 802.11 wireless, and use IP connectivity as the method to physically communicate between the DPWS-capable device and the computer to which it is associated. DPWS uses XML and SOAP for discovery and data exchange.

DPWS-capable devices are a good fit for networking environments in which there are one or multiple subnets (for SOHO and organization networks) and when the device needs rich eventing and usage accounting, the ability to access Web services on the Internet, and the ability to communicate securely.

For more information about DPWS and the Windows implementation of DPWS, known as Web Services for Devices API (WSDAPI), see "Devices Profile for Web Services" in this article.

The latest DPWS specification is posted on Microsoft’s MSDN site at http://msdn.microsoft.com/.

An NCD is a virtually connected device that uses the UPnP architecture, DPWS, or a proprietary set of protocols to communicate over TCP/IP. NCDs can support multiple technologies for maximum flexibility in the marketplace. For example, a network attached printer can support both the UPnP architecture and DPWS so that it is suitable for both the SOHO network and a large organization network.

Figure 1 shows the relationship between the different types of devices in the Windows environment.
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Figure 1  Device types in Windows

PnP-X Overview

PnP-X is an extension of PnP in Windows Vista that allows virtually connected devices to be integrated into the Windows PnP subsystem. This natural progression of device support in Windows solves the following problems:

The inconsistent user experience of discovering and installing support inside of Windows for different types of devices leads to customer confusion.

There is no single place in Windows where all of the devices, both physically and virtually connected, can be viewed. Currently, physically connected devices appear in Device Manager and UPnP certified devices appear in My Network Places. This leads to additional customer confusion.

The method of keeping drivers updated for different types of devices is different. For example, physically connected devices use Windows Update. Virtually connected devices use a variety of different and often proprietary methods.

PnP-X unifies the device experience in Windows Vista, making device discovery, installation, and use the same regardless of its method of attachment to the computer.

PnP-X Buses

Just as PnP in Windows today operates over a specific set of buses, PnP-x in Windows Vista has been defined to operate over the following sets of buses:

Buses for physically connected devices such as USB, PCI, and IEEE 1394.

Buses for virtually connected devices and the new IP bus that supports the UPnP architecture and DPWS-capable devices.

Elements of PnP-X

The PnP-X framework has the following elements:

Discovery

Discovery describes how PnP-X in Windows determines that the device is present. For physically connected devices, the discovery is done through PCI, USB, PC Card, and other types of physical bus enumerators. For virtually connected devices, IP bus enumerators use network communication protocols and the presence of an LAN connection to determine device presence.

Association

For virtually connected devices, the association process determines the computers to which the device can communicate. The association process is done during the initial installation of the device and might require the user to provide some sort of credential or security information, such as a personal identification number (PIN) that is provided with the device, in order to "unlock" or activate the device and pair it with a specific computer. If the device  is taken to a different computer, the association process fails unless the PIN can be specified. Physically connected devices do not require an association process.

Security
Once the association process has paired a device to a computer, the communication between the device and the computer must be secured to prevent eavesdropping, invalid use of the device, and reception of invalid data. For example, the keystrokes sent by a remote keyboard need to be secured to prevent eavesdroppers from recording the keystrokes and obtaining sensitive information, such as passwords. Therefore, encryption technologies are employed to provide data authentication (to ensure that the data originated from a known pair partner), data integrity (to ensure that the data was not modified in transit), and data confidentiality (encryption) for the data exchanged between the virtually connected device and the computer to which it is associated.

PnP-X and NCD Installation Process

To support virtually connected devices, the device installation process for PnP-X must accommodate an association process. The normal device installation process for physically connected devices is the following:

1. After you plug the device into the physical bus, a physical bus enumerator discovers the device.

2. Windows creates a physical device object (PDO) to represent the device in the Windows PnP subsystem.

3. The Found New Hardware Wizard runs and prompts the user (if needed) to install the device driver for the device.

4. After the device driver has been installed, Windows initializes the device and creates a functional device object (FDO) that stores property information about the device, which you can view in Device Manager.

The device installation process for physically connected devices for PnP-X in Windows Vista is the same. However, with PnP-X, the device installation process for virtually connected devices is the following:

5. After you enable the device to be virtually connected to the computer—for example, you connect the UPnP certified or DPWS-capable NCD to your LAN—IP bus enumerator discovers the device.

6. The new Windows Vista Found New Hardware Wizard runs and steps the user through the association process.

7. After the association process is complete, Windows creates a PDO to represent the device in the Windows PnP-X subsystem.

8. The Found New Hardware Wizard continues and prompts the user (if needed) to install the device driver for the device.

9. After the device driver has been installed, Windows initializes the device and creates an FDO that stores property information about the device, which you can view in Device Manager.

With PnP-X, the user experience is essentially the same for all types of devices, with the exception of the association process that is required by virtually connected devices.

For additional information about PnP-X, see the "Network Connected Devices - Architectural Overview" WinHEC 2004 presentation.

Benefits of PnP-X to NCD Vendors

The main advantage of PnP-X to an NCD vendor is that the NCD is now part of the Windows device ecosystem, which has the following benefits:

Consistent Experience: The NCD is installed as a Windows device, using the same Found New Hardware wizard that is used for physically connected devices. This provides a consistent user experience for the initial discovery and installation of device drivers. Also, once installed, the NCD appears inside Windows as an available device. For example, the device appears within the Device Manager application (available from the Hardware tab of the System component of Control Panel).

Lower Cost: A separate device discovery and installation program for Windows does not have to be developed by the NCD vendor, saving product development and ongoing support costs.

Windows Update: NCDs can take advantage of Windows Update to update device drivers and NCD software components. NCD vendors do not have to develop and test their own software update process or rely on customers to download and manually install updates.

Applications Can Now Use the Device: The NCD can be enumerated and displayed for use in any applications that uses Windows APIs, including internal applications such as the new Windows Vista Function Discovery API. For more information, see "Function Discovery" in this white paper.

Taking Advantage of PnP-X

To take advantage of PnP-X, an NCD vendor must do the following:

Support the UPnP architecture 1.0 or DPWS.

By supporting the UPnP architecture or DPWS (or both), the NCD will automatically support industry-standard protocols for discovery, configuration, and communication and be compatible with PnP-X.

Create a Windows device driver that plugs into the PnP-X subsystem (optional, if needed).

If you have to create a Windows device driver for your device, note that these drivers are far simpler to create and maintain than traditional Windows kernel mode drivers. The driver for an NCD is typically a user-mode component that exposes meaningful APIs to applications. A user mode driver would typically be a Windows Sockets application that communicates with the NCD using TCP/IP.

In addition, Microsoft is planning to continue to integrate standard class driver support for device classes as they are developed. To date, Microsoft has integrated support for such device classes as UPnP Internet Gateway Devices (IGDs) and UPnP Content Directory Services (CDS). As the popularity of NCDs increases, it is expected that more standard device class support will be added to Microsoft products to allow the best experiences for customers and partners.

Create a Windows application that configures or controls the device (optional)

An NCD vendor can create their own Windows application or, by publishing the meaningful APIs exposed by the device driver, have third-party software vendors create a richer and more integrated Windows application to configure and control the NCD.

Function Discovery

The Function Discovery component of the Windows Network Connected Devices technologies provides applications with the ability to discover and present devices to users, regardless of the nature of their connection.

Function Discovery Overview

Current device-related APIs in Windows tie a device to its use. Each API has their own set of methods for discovering and interacting with the resources of the device type and the APIs are tied to a particular usage of a resource. Because of this architectural model, each API exposes unique mechanisms for managing resources, such as performing enumeration, metadata retrieval, property and state change notifications (eventing), activation, and setting and getting defaults. A lack of consistent implementation across all these APIs means that some of them lack complete capabilities for managing resources.

Function Discovery is a new API in Windows Vista that addresses the issue of a lack of consistency of managing resources for devices by providing uniform interfaces for resource discovery and metadata retrieval, activation, notifications, and default management. Function Discovery also provides API layering and a flexible schema for resource categorization. With Function Discovery, resources are not tied to a single category and can be re-categorized as needed.

Function Discovery provides application developers with a single API to find and use devices and resources that are connected to a computer, regardless of whether they are directly connected or virtually connected. Function Discovery also provides the ability to make resources on the local network discoverable by other devices.

Function Discovery acts as an abstraction layer between applications and devices, allowing applications to discover devices be referencing the device's function, rather than by its bus type or the nature of its connection. For example, a photo processing application can use Function Discovery to request an enumeration of all the digital camera devices on a computer. The Function Discovery API returns a list of digital cameras, some of which are directly connected (such as a USB camera) and some of which are virtually connected (an NCD camera).

For more information about the Function Discovery API, see the "Using Function Discovery to Find Devices" Windows Hardware Engineering Conference (WinHEC) 2004 presentation.

Benefits of Function Discovery to NCD Vendors

Function Discovery allows NCDs to be discoverable and manageable by applications that support the Function Discovery APIs, which includes applications developed by the NCD vendor or a third-party. The ability to discover and manage devices regardless of their connection type provides a consistent user experience inside applications.

What an NCD Vendor Must Do for Function Discovery

To ensure that NCDs are discoverable and manageable with Function Discovery, an NCD vendor must do one of the following:

Support the Simple Service Discovery Protocol (SSDP)

Windows Vista is providing Function Discovery support for SSDP, typically used for UPnP certified devices but is also used for other types of devices that do not support full UPnP certified functionality. For devices that support SSDP but not the UPnP architecture, the device vendor must supply and install an additional SSDP description plug-in component, which provides additional information about the device for the PnP-X installation process.

Support WS-Discovery

Windows Vista will be providing Function Discovery support for the WS-Discovery specification used for DPWS-based devices.

Write and supply protocol-specific discovery provider

Function Discovery in Windows Vista has an extensible architecture. You can plug in discovery provider components to support additional device discovery mechanisms. If the NCD supports a proprietary discovery protocol, the NCD vendor must develop a discovery provider and install it during the NCD installation process.

Devices Profile for Web Services

Web services are discrete units of code that are based on XML and SOAP. Each unit of code handles a limited set of tasks. By using XML, the universal language of Internet data exchange, Web services can be called across platforms and operating systems, regardless of programming language. Web services let applications share data, and—more powerfully—invoke capabilities from other applications without regard to how those applications were built, what operating system or platform they run on, and what devices are used to access them. Although Web services remain independent of each other, they can loosely link themselves into a collaborating group that performs a particular task. For more information about Web services, see the Web Services Developer Center Web site.

Devices Profile for Web Services (DPWS) is a subset of the Web services specification that allows low-cost devices to use an industry standard mechanism to communicate with other devices, computers, and Internet Web services. The Web services for devices API (WSDAPI) is the Windows implementation of DPWS. For more information, see Devices Profile for Web Services.

DPWS Overview

Originally, computers and non-computer peripheral devices such as cameras and cellular phones were islands of functionality. The computer had peripherals attached but did not connect to other computers or other non-computer peripheral devices. Both the computers and the non-computer peripheral devices operated separately.

When computer networking and the Internet became ubiquitous, computers and non-computer peripheral devices could connect to a common network, each other (in a sometimes proprietary way), and to Internet services. Non-computer peripheral devices that can connect to a network and communicate using TCP/IP are NCDs. What was lacking was a standard way for computers, NCDs, and Internet Web services to be able to communicate, access each other's resources, and program each other's behavior.

With Web services support by computers and Internet services, computers can now communicate with and program (control, configure, and manage) Internet Web services. NCDs that support DPWS can communicate with, program, and be programmed by computers and Internet Web services. This common ability to communicate and program opens up new worlds of functionality for NCDs. By supporting DPWS, an NCD can now be programmed by a computer, such as a computer running Windows Vista, or by an Internet Web service. The result for NCDs is a rich environment for the customer to control, configure, and manage the NCD and the ability of the NCD to leverage Internet Web services. 

Elements of DPWS

To support DPWS in Windows Vista, an NCD must include a Web services for devices API (WSDAPI) protocol stack consisting of the following set of components:

WSDAPI

DPWS is the Web services specification that specifies the minimum set of technologies required to support Web services on devices. WSDAPI provides support for implementing both a device client and a device server.

WSDL files

A Web Services Description Language (WSDL) file is an XML document that defines the detailed interface to the operations provided by a device service.

WSDAPI TCP/IP stack

A WSDAPI TCP/IP stack is the set of TCP/IP protocols that provide the following:

· XML and SOAP, required for Web services

· Secure Sockets Layer (SSL), optional, but required for secured communication

· TCP/IP, required for basic connectivity

For more information about WSDAPI, see the following resources:

"Web Services for Devices" WinHEC 2004 presentation
"Web Services for Devices API" WinHEC 2004 presentation
"Web Services Implementation for Devices" WinHEC 2004 presentation
Benefits of DPWS to NCD Vendors

The benefits of supporting DPWS to an NCD vendor are the following:

DPWS provides a common method for devices, computers, and services to interoperate and program each other. By supporting Web services, there is a single networking architecture and a single set of communication protocols that are supported by industry standards. Microsoft's DPWS implementation provides NCD vendors a familiar development environment in which to create the components of the WSDAPI networking stack more quickly. 

Third-party application developers can provide additional value for NCDs by creating richer and more integrated control and management applications. For example, although an NCD vendor can create a Windows application to configure and control their NCD audio playback device, a third-party software developer can create a media management application that controls video playback NCDs, audio playback NCDs, and other types of NCDs using an integrated UI. 

Giving the NCD the ability to program and be programmed by computers and Internet Web services opens up new areas for automation and integration features, making it easier to adapt existing NCDs to new scenarios and create product differentiation. For example, music storage and playback NCDs can use a Windows-based computer to subscribe to Internet music stores and automatically download song samples based on user preferences. NCD printers can automatically inform a Windows-based computer to order a new printer toner cartridge when it senses a low toner condition.

DPWS has built-in support for discovery (allowing automated discovery upon network connection), eventing (notifications sent by the device for various conditions), and security (by supporting SSL, an enterprise-level security technology, for association and ongoing communication). These capabilities are part of DPWS and do not have to be developed separately by the NCD vendor, lowering development costs and creating an interoperable solution.

What an NCD Vendor Must Do for DPWS

To support DPWS in Windows through WSDAPI, an NCD vendor must implement a WSDAPI protocol stack, which includes the following components:

WSDAPI

WSDL files

SSL (optional)

XML

SOAP

TCP/IP

An NCD vendor must create their WSDL file and provide a TCP/IP implementation. As NCDs typically already have a TCP/IP implementation, NCD vendors must typically only create their WSDL file. Additionally, for some device classes, a WSDL file already exists.

To migrate from the UPnP architecture to WSDAPI, an NCD vendor must do the following:

Update their XML and SOAP implementations for DPWS

Implement DPWS

Create WSDL files for their device

Optionally, an NCD vendor can create an SSL implementation.

Benefits of Windows Technologies Integration

The benefits of integrating support for Windows technologies in NCDs are the following:

Devices and services become synonymous

An application can control an Internet-based music service in the same manner as it controls a music playback NCD device. The same control messages are used, they are just sent to different endpoints.

Reduced cost of development

NCD vendors can use well-known development tools and reuse existing assets. Microsoft is supplying WSDAPI (the Windows Vista implementation of DPWS) and development tools.

Built-in security when using DPWS

When you support DPWS with an SSL implementation, you can have secure communications with NCDs using industry standard security technologies.

Integration with existing Web services

By supporting DPWS, an NCD can access existing Internet Web services. An NCD device's integration with existing Web services can differentiate it from competitor's offerings and open up new uses and new markets. For more information, see "Examples of Windows Network Connected Devices Technologies Integration" in this paper.

Enhanced usefulness through third-party tools and applications

By creating a user mode device driver with PnP-X and publishing the APIs or by supporting WSDAPI, third-party tool and application software vendors can provide additional customer value.

Integration with Windows Vista
Microsoft is supporting Web services for client and server computers in Windows Vista. By supporting Windows Network Connected Device technologies, an NCD has built-in compatibility for these new platforms.

Examples of Product Scenarios

The following examples show how the integration of support for Windows Network Connected Devices technologies provides an easier user experience and enhanced functionality for the following types of NCDs:

Digital picture frame

Cell phone

Enterprise network printer

Digital Picture Frame

In some types of digital picture frames available in the market today, the user must use a computer and a Web browser to post the pictures to be displayed on the picture frame to the picture frame vendor's Web site. The picture frame then uses a phone line to connect with the picture frame vendor and download the set of photos to display. The picture frame must support the hardware required to make an analog phone call, connect to the picture frame vendor's dial-up servers, and communicate with the servers to download the pictures.

If the next generation of this digital picture frame is a UPnP certified NCD with either a built-in Ethernet or 802.11 wireless adapter, then the ability to specify which pictures are displayed on the picture frame becomes much easier. The next-generation digital picture frame includes a user-mode Windows PnP-X device driver so that the device appears as a picture display device inside of Windows Vista. The picture frame product also includes a Windows application that allows the user to choose the pictures that are stored on the local computer to display on the picture frame, configure how often they are displayed, specify display special effects, etc. Alternately, or in addition, the picture frame vendor has published the APIs exposed by the picture frame device driver so that third-party photo processing or photo management applications can also control and configure the NCD picture frame. 

If the next generation of this digital picture frame is a DPWS-based NCD, then the user also has the ability to specify additional sources for the pictures to display on the picture frame. For example, with DPWS support, a computer running Windows Vista can specify the set of pictures to display on the picture frame and other settings (just as in the case for a UPnP certified picture frame). The application supplied with the picture frame can also use Web services to program Internet photo services to automatically download pictures to the picture frame. For example, the user could subscribe to a sports-based Internet photo service and download the current top 60 sports photos and to cycle the picture frame display so that each photo is shown for one minute.

Cell Phone

Cell phones can synchronize their data with computers using a variety of methods. If the cell phone is an NCD, then you can use a common Ethernet or 802.11 wireless LAN to connect the cell phone to its associated computer to perform synchronization. In the simplest case, the cell phone must contain all the software to initiate the connection and perform the synchronization, burdening the cell phone with additional user interface and software elements. To ensure that the synchronized data is safely sent, the cell phone also has to provide secure communication capabilities.

If the next-generation NCD cell phone supports the UPnP architecture, the burden on the cell phone is an implementation of the UPnP architecture and a subset of the control software to allow the cell phone to be used as a network device. With PnP-X, the cell phone appears as a phone inside Windows. With a user mode device driver that exposes published APIs, the cell phone can now be controlled by an application supplied by the cell phone vendor or by third-party cell phone synchronization and management applications. Users can perform cell phone synchronization with easier to develop, more powerful, easier to use, and more fully functional Windows-based applications.

If the next generation of an NCD cell phone supports DPWS, then a Web services-capable Windows application can instruct the cell phone to synchronize its data to a local computer, to a specified computer, or to an Internet-based data storage service. By supporting SSL, the DPWS-capable NCD cell phone can synchronize its data securely.

Enterprise Network Printer

Network attached printers can accept print jobs from either a central print server computer or individual computers. The network attached printer must be associated with each computer that will be submitting print jobs directly to the printer. For an enterprise network, it is more suitable to associate the printer with a central print server computer that receives print jobs from client computers and then sends them to the printer.

When a network attached printer designed for enterprise networks supports DPWS, it inherits the following capabilities:

The printer can use DPWS eventing to support much richer event notification. A good example is a notification to the user when their print job has actually finished printing, as opposed to the common case in which the "print job done" event is actually indicating when the printer server computer has finished spooling the print job over the network to the printer. Another example is that printer errors such as out of paper or a maintenance conditions such as low toner can be sent directly to the information technology (IT) department for immediate correction. Notifications can also be sent across the Internet to the printer manufacturer or printer leaseholder. 

The printer can provide rich accounting usage. The printer can record and report the number of pages printed by individual departments of an organization. If the printer is being shared by multiple organizations, it can record and report the number of pages printed by the individual organizations that have agreed to use it. This accounting information can then be used for resource tracking or billing purposes.

Because the printer can access Web services on the Internet, it can automatically download the latest drivers or install firmware updates or new fonts, keeping itself up to date without IT staff intervention.

 Summary

Network connected devices technologies consist of PnP-X (the extension of PnP in Windows that provides a consistent user experience for both physically connected and virtually connected devices), Function Discovery (a new API that allows applications to enumerate devices by their function, rather than by their connection type), and Web Services for Devices (the Windows Vista implementation of DPWS, a subset of Web services functionality for devices). This combination of technologies allows NCD vendors to integrate their devices into Windows and provide a consistent user experience, rich functionality through easy-to-create Windows applications, and new ways to differentiate their products by integrating them with Internet Web services.

Contact information

Please contact us for more information about upcoming kits to assist in developing network connected devices (NCDs).

Email:

ncdinfo@microsoft.com
Resources

Windows Driver Development Resources 

Driver Development on WHDC

Driver Fundamentals
http://www.microsoft.com/whdc/driver/default.mspx

C++ for Kernel Mode Drivers: Pros and Cons
http://www.microsoft.com/whdc/driver/kernel/KMcode.mspx

PREfast Step-by-Step
http://www.microsoft.com/whdc/DevTools/tools/PREfast_steps.mspx

KRView - the Kernrate Viewer
http://www.microsoft.com/whdc/system/sysperf/krview.mspx

Troubleshooting Device Installation with the SetupAPI Log File
http://www.microsoft.com/whdc/driver/install/setupapilog.mspx

Windows DDK

Which DDK to use
http://www.microsoft.com/whdc/driver/foundation/WhichDDK.mspx
How to order the DDK
http://www.microsoft.com/whdc/DevTools/ddk/default.mspx

Debugging Tools for Windows and Windows Symbols 

WinDbg and other kernel debuggers, extensions, and tools
http://www.microsoft.com/whdc/DevTools/Debugging/default.mspx
WHQL Test Specifications

http://www.microsoft.com/whdc/whql/resources/specs.mspx
Microsoft Developer Network 

Checked builds of Windows and other developer resources
http://msdn.microsoft.com/
Microsoft Knowledge Base

How to: Enable Verbose Debug Tracing in Various Drivers and Subsystems
http://support.microsoft.com/default.aspx?scid=kb;en-us;314743

Code Coverage Tools

Bullseye

http://www,bullseye.com/
Compuware

http://www.compuware.com/products/driverstudio/default.htm
Batch command files to invoke Build

Hollis Technology Solutions

http://www.hollistech.com/ 

Open Systems Resources

http://www.osronline.com/article.cfm?article=43
Web Resources:

http://www.upnp.org
http://msdn.microsoft.com/webservices/understanding/specs/default.aspx?pull=/library/en-us/dnglobspec/html/devprof.asp
http://www.microsoft.com/whdc/device/netattach/default.mspx
Related Links

See the following resources for further information:

Network Connected Devices Web page 

Windows Connectivity Technologies Overview
"Windows Device Connectivity Technology" WinHEC 2004 presentation 

"Network Connected Devices - Architectural Overview" WinHEC 2004 presentation 

Windows Driver and Hardware Central (WDHC) Web page 
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