
Microsoft® Technology Investments

Helping Customers Mitigate Security Risk 

Security is a top companywide priority for Microsoft Corp. This paper outlines Microsoft’s security focus and technology solution road map for mitigating security risks to customers.
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Introduction 
Today’s interconnected world, with affordable and powerful PCs, high-speed connectivity, and an explosion of mobile devices, has created extraordinary new possibilities for computer users. It facilitates rich online experiences for end users around e-commerce, communications and entertainment. It gives businesses worldwide the opportunity to accelerate revenue growth and drive productivity gains, via scenarios ranging from e-commerce to online collaboration with partners. 

Security needs to be a key enabler for these scenarios. As part of the Trustworthy Computing Initiative launched more than three years ago, Microsoft Corp. has made security as a top companywide priority. 

Microsoft’s security vision is to establish trust in computing 
to realize the full potential of an interconnected world.

To achieve this vision, Microsoft is taking a holistic approach toward security. The strategy is to provide a secure platform strengthened by security products, services and guidance to help keep customers safe. The company’s efforts focus around three key areas: technology investments, prescriptive guidance and industry leadership.

· Technology Investments 
Microsoft is making investments to achieve the highest level of quality in Microsoft® software, and to deliver security technology innovations in the platform, security products and hosted security services. 

· Prescriptive Guidance
Microsoft is investing in providing educational resources, training, supportive tools and global outreach to help customers secure their environments and comply with regulations. Further information can be found at http://www.microsoft.com/security/guidance. 
· Industry Leadership
Microsoft is working with governments, industry partners, law enforcement agencies and others to address the key societal challenges of security, including spam, security, privacy and children’s online safety. Further information can be found at http://www.microsoft.com/mscorp/safety/industry/default.mspx.



This paper focuses on Technology Investments, explaining how Microsoft is helping customers better address current security challenges and how Microsoft security technologies will evolve to meet future security needs.

Security Goals 
Security needs to be a key enabler in allowing customers to realize the potential of an interconnected world. End users and corporations need to know that their IT infrastructure is safe and secure. They need to be protected from all kinds of malware attacks, need to ensure that only legitimate users have access to their systems, applications and data, and that they comply with the ever-increasing set of regulations. They need tools and guidance to manage across the entire security life cycle — policy (“where do I want to be?”), assessment (“where am I now?”), remediation (“make it so”) and monitoring (“keep it so”). 

The fundamental goals of information security are widely accepted as helping ensure information confidentiality, integrity, availability and accountability. Confidentiality involves controlling who gets access to information and resources. Integrity implies providing control of how information changes or resources are used. Availability entails timely access to information and resources while accountability is knowing who has access to information and resources. 

From a customer perspective, this can be translated into the following goals:

· My computers and devices, and the information on them are safe. 
· I can easily assess and maintain the trustworthiness of my computer and devices. This implies that I know my security state and risk, and can easily take remediation actions such as changing settings or applying updates to mitigate this risk. 

· Only applications I authorize can run on my devices. In other words, malicious software such as viruses, worms, Trojans and spyware should not be able to run. 

· My devices maintain the confidentiality and integrity of my information. This means any personally identifiable information such as user id/password, credit card number or Social Security number is safe from intruders, and malicious software. In addition, these intruders or malicious software cannot read or alter any of my data.

· I can restore the data or my device from a known good state when needed.

· I can safely connect to and use the network.

· My computer has access to the network. 

· I can easily choose to whom my devices communicate. 

· My communications are kept private and not modified in the network.

· I can easily assess whether my devices are communicating in the way I intended.

· Settings for things such as the firewall or certificates are easy to configure and verify. 

· I can assess the identity and/or trustworthiness of entities with whom I share information. 

· I can manage shared information.

· I can restrict with whom I share information. 

· I can specify how information I give to others can be used. 

· I can control what information is shared with me. 

The Security Challenge 
Although the industry has made progress on security technologies, products and services, several challenges still remain. A joint survey of businesses by the Federal Bureau of Investigation and the Computer Security Institute (FBI/CSI 2004 Survey) found that in 2004, 78 percent of businesses had been infected with a virus or worm, 37 percent had unauthorized personnel gaining access to company information, 10 percent reported theft of proprietary information, and 49 percent reported laptop thefts
. The National Cyber Security Alliance in the United States indicates that up to 80 percent of all Internet-connected computers might have some form of spyware. The Anti-Phishing Working Group, a broad industry alliance, estimates that the number of phishing Web sites — phony Web sites that are used to steal credit-card numbers and perpetrate identity theft — have increased by roughly 28 percent per month since July 2004
.



The industry continues to face several challenges with security technology solutions:

· Vulnerabilities continue to remain an industrywide issue. The CERT Coordination Center, a major reporting center for Internet security problems, reported 3,780 vulnerabilities in security software and equipment across all vendors for 2004, compared with 417 in 1999
. This is an industrywide issue, and no company or technology is immune. The SANS Institute, a nonprofit security research group, recently included software made by several global software companies, in addition to antivirus products from leaders in the security business, in its list of the top 20 Internet Security Vulnerabilities
. 
· Traditional malware defenses inadequate. The FBI/CSI 2004 survey referenced above notes that 99 percent of businesses surveyed had antivirus software, and 98 percent had network firewalls. Yet customers continue to face security issues as threats continuously evolve and get more sophisticated. Application layer attacks bypass traditional firewalls. Rootkits and bots are emerging threats that need better solutions. Spyware was not very prevalent only a few years ago, but is now widespread. Blended attacks are on the rise. Traditional antivirus solutions are based on a single detection engine, and run the risk of a single point of failure. The time between public disclosure of a security vulnerability and when the vulnerability is first exploited is decreasing, which means IT managers no longer have weeks or months to deploy necessary updates.
· There is poor integration, visibility and control. Security solutions remain fragmented into separate disciplines with specialized products. Customers face the challenge of buying multiple security products for each desktop, such as antivirus, anti-spyware, firewalls, intrusion prevention, etc. The situation is similar for server and network protection. 

A related problem is inadequate visibility and control over the security infrastructure. Lack of adequate management functionality, ranging from distribution to reporting, remains a key complaint among businesses. Unfortunately, technology decision-makers frequently do not have the visibility into their organizations to know how widespread the problem of spyware is in their company systems. 
· Identity and access control is challenging. The rapid growth in computing has resulted in an explosion in the number of identities businesses need to manage, and the number of Web and legacy applications knowledge workers need to access, within and outside organizational boundaries.

This has created several challenges for end users, IT administrators and developers. End users have to remember multiple passwords, increasing security risk when they scribble passwords onto notes. IT administrators have to manage credentials and access entitlements across multiple identity stores and across a growing number of users and resources both inside and outside their organizations. Furthermore, they have to deal with help desk costs from password resets, implement strong authentication that does not rely solely on passwords, reduce the number of logons required for signing into Web and legacy applications, and more recently, deal with the added challenge of compliance. Developers have the challenge of building applications that are able to securely authenticate users and have strong access control mechanisms. 

Microsoft Technology Approach 
Microsoft’s goal is to address this full spectrum of security challenges holistically, with investments in the platform, security products and services. There is no single technology silver bullet, but the combination of these approaches will help raise the bar for security.
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There are three pillars to Microsoft’s technology strategy for security: 

· Fundamentals. Improve security of software code
This forms the foundation tying all Microsoft products together. The goal is to create software code that is secure by design and secure by default, resulting in fewer vulnerabilities, and to keep systems updated by improving the updating experience.

· Threat and Vulnerability Mitigation. Provide layered defenses against ever-evolving malware threats and intrusions
The goal is to provide customers defense-in-depth with platform tools and technologies, security products, and security services. The approach focuses on prevention (blocking attacks), isolation (limiting damage potential from attacks by isolating malicious code), and recovery (getting systems back to a known good state). 
· Identity and Access Control. Provide technologies that allow only legitimate users access to devices, applications and data
The goal is to have platform technologies with layered product and service offerings that provide a central identity store, a central way of managing credentials and technologies to allow access control.
Fundamentals: Improve security of software code
Microsoft Approach

This forms the foundation of Microsoft’s security strategy. The goal is to create software code that is secure by design and secure by default, resulting in fewer vulnerabilities, and to keep systems updated by improving the updating experience. 
As part of this Trustworthy Computing Initiative, Microsoft has trained its developers, testers and program managers on the development of more secure code, putting in place a process for developing secure code called Security Development Lifecycle (SDL), and holds engineering teams accountable for the security of the code they deliver. Part of the SDL process includes the development of threat models during software design, the use of static analysis code-scanning tools during implementation, and the process of conducting multiple code reviews and security testing during the software implementation phase and during a focused “security push.” 

Progress Made

Microsoft has made a lot of progress since embarking on this initiative. It has put more than 15,000 employees through its mandatory security training program. The SDL process is in place, and adherence to this process is now mandatory for the development of Microsoft products, in particular those products that connect to the Internet, that are used primarily in enterprise computing scenarios, or that handle sensitive and personal information. Before software can be released under the SDL process, it must undergo a Final Security Review by a team of security specialists who are separate from the core development team. 

In building better processes for the development of secure and reliable code, Microsoft engineers have created in-house tools that help perform a variety of inspecting functions such as pattern checks, buffer checks, fact checks, and a general proof of relationship between modules. Microsoft has shared many of its best practices for creating secure code with partners and customers to help improve the quality and security of all software (see http://www.microsoftelearning.com). 

Another major element of Microsoft’s approach has been to enhance the updating process and tools. Microsoft has been and will continue to work hard to make the updating process more manageable by making it predictable, improving the quality of updates, and investing in better tools and product enhancements to make it easier.

As part of these improvements, security bulletins have been moved to a predictable monthly release schedule, and advance notifications are given three business days before release. Microsoft has also improved the quality of the updates while reducing reboots and the size of the updates. The Software Update Validation Program tests updates before releasing them to the public to help minimize application compatibility issues. Microsoft has improved its updating tools — with the recent release of Microsoft Update, Microsoft Baseline Security Analyzer 2.0 and Windows Server™ Update Services, Microsoft now has a single detection engine for updates, giving customers a consistent experience. 

Threat and Vulnerability Mitigation: Layered defenses to help protect against ever-evolving malware threats and intrusions
Microsoft’s Approach

The goal is to provide customers with defense-in-depth with platform tools and technologies, security products, and security services. Microsoft’s approach is to provide unified defense against all types of malware, with protection on clients, servers and network “edge,” with central visibility and control. Microsoft’s approach focuses on three key pillars: 

· Prevention. This refers to blocking malicious code and other unwanted software, at the network edge and on clients, using a combination of “signature-based” and non-signature-based approaches. “Malware” covers a full spectrum, ranging from clearly malicious software such as viruses, worms and Trojans to software that may be unwanted, such as adware and spyware. Microsoft is making investments in technologies to block all malware that is clearly malicious or unwanted by the users based on their choices. Technologies that Microsoft is investing in include those for antivirus, anti-spyware, anti-spam and anti-phishing, as described in the next section. 

· Isolation. The goal is to isolate malicious code from systems and networks, limiting the damage potential from attacks. This complements signature-based approaches that can block known attacks, and creates a stronger line of defense for each computer and each network to protect against evolving threats. A core tenet within isolation is the principle of least connectivity, i.e., limiting network services to making connections needed to perform their task. For example, in a case where a service only needs to accept inbound connections from its clients, the connectivity policy is configured to disallow outbound connections. If the service becomes infected, it cannot connect to other machines to infect them.

Technology investments based on this principle of isolation include several enhancements in Windows Vista™ such as Windows® Services Hardening, system firewall and IPsec; enhancements in Windows Server such as Network Access Protection; and products such as Microsoft Internet Security & Acceleration (ISA) Server 2004. These are described in greater detail in the following section. 

· Recovery. In the event that a system or the data it contains is compromised, customers need a way to quickly and easily restore it to a known good state. Microsoft provides technologies to help customers better manage recovery efforts such as System Restore and IntelliMirror®. For consumers, system backup and restore will be included as part of the Windows OneCare™ service offering.

Microsoft is building a technology portfolio to protect against malware and intrusion based on these core principles. As the threat landscape evolves, so will the specific protection technologies, but the goal is to provide customers with unified protection against current and future threats, and do away with the fragmented approach to security that is common in the industry today. 

Technologies and Road Map 

Microsoft’s defense-in-depth approach involves using a set of layered defenses on systems throughout the organization: on client computers and servers throughout the network and at the “edge.” 
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Client Protection

Protecting client computers is a challenging task, with mobile machines that roam on and off the network, and the need to support a variety of users including contractors, home users and visiting customers. 

Platform protection. The foundation of Microsoft’s client protection strategy is to make systems inherently safer and more secure., i.e., build security into the platform. Windows is designed to be a general- purpose operating system built with the flexibility to meet the needs of a broad range of customers. With this flexibility comes the risk of exposure to threats. Each scenario —whether it’s an information worker’s desktop, a Web server for an e-commerce site, or a payroll system —requires Windows services and programs to enable it. Running services and programs increases the potential of a system being compromised if there is a vulnerability in any one of those components. Microsoft is making several system-level enhancements to reduce the operating system’s exposure to such threats. 


· Windows Services Hardening. Many attacks can infect services — core components of an operating system — and force them to act maliciously, causing damage to the rest of the machine. Services are attractive targets for malware because they run without user interaction and many have system-level privileges. The best method for protecting against attacks on these services is to run only those that are required, to minimize their resource access and reduce their damage potential.
Windows Vista and Windows Server “Longhorn” will include Windows Service Hardening, a technology designed to protect against attacks through the refactoring and profiling of core services. Service refactoring involves reducing the service account to the lowest possible privilege account. A service profile is a set of rules that captures service-to-resource relationships and restricts the service’s access to the specified resource set. These sets of rules help block the persistence and propagation of malware in the event of an exploit, thus reducing the impact of an exploited service on the system.

· User Account Protection. Today, many applications require users to run them with administrative privileges, forcing IT departments to grant local administrator permissions to end users to ensure productivity. Applications running under a local administrator account bypass important security protections designed for the typical end user and provide unwanted avenues for malware to access a variety of critical system-level functions. This unintended access can allow malware to compromise system integrity by harvesting confidential data, credit card numbers, user IDs and passwords, etc.

User Account Protection in Windows Vista helps prevent the impact of malware execution by running applications and services with “just enough” privileges and by limiting administrator-level capabilities to only authorized processes, applications and user-initiated events. This ensures that end users can remain productive while operating as standard users and that users will only use their administrator-level capabilities when necessary.

When users attempt to perform administrative tasks, either intentionally or unintentionally, Windows Vista can be configured to ask them to confirm their intentions or provide their administrative credentials, depending on the policy setting expressed through Group Policy Objects.

· Secure Startup with Full Volume Encryption. Currently if a system or hard drive is lost, stolen or recycled, the data on it can easily be compromised by a thief or hacker. In most cases, unauthorized users can simply boot with an alternate operating system and run “password recovery” tools. This gives them the ability to access any information stored in the device.

Secure Startup is a hardware-based data protection feature that uses a Trusted Platform Module (TPM 1.2) to ensure boot-time integrity, protect user data, and ensure that a PC running Windows Vista has not been tampered with while the system was offline. Secure Startup provides enterprise information workers, both mobile and in the office, with a higher degree of data protection for their intellectual property against any offline attacks on their systems.
· Windows Firewall. Windows Firewall in Windows Vista and Windows Server “Longhorn” will add protection for outbound communication, adding the capability to block certain programs from sending information over the network. For example, this can block suspicious programs that transmit data from your computer to the Internet. 
· Malicious Software Removal Tool. Antivirus is the most common protection technology used to defend against known attacks. Microsoft recommends that all users run antivirus software. To help consumers who are unprotected against viruses, Microsoft releases the Malicious Software Removal Tool (MSRT) monthly through Windows Update. MSRT is a complement to antivirus programs that detects and removes the most prevalent malicious software — including Blaster, Sasser and Mydoom. As of September 2005, the MSRT has been run more than 1.3 billion times, helped clean millions of viruses and dramatically reduced the number of bot infections.
· Internet Explorer enhancements. Internet Explorer 7 has been rebuilt from the ground up with security in mind, and will mark another major step forward for Web browsing security for users of Windows XP and Windows Vista. Improvements are being made to dramatically reduce the potential impact of threats such as Web site spoofing, spyware and phishing. For example, users will be alerted before they visit sites that are known to be suspicious and the first time any browser add-on, such as a toolbar, runs. In Windows Vista, Internet Explorer 7 will be able to be run in a low rights mode, in which the system provides Internet Explorer 7 with just enough capability to browse the Web. As a result, even if a vulnerability could be exploited, the exploit code would not have enough privileges to damage the system.
· Windows AntiSpyware. Spyware and other potentially unwanted software is a serious and growing class of threats. To help combat this growing problem, Windows AntiSpyware offers real-time protection, automatic scans and automatic updates, which make this a power additional line of defense against spyware for individual customers. Microsoft has already released a beta version of Windows AntiSpyware, which is available to licensed Windows users at no additional charge. 
Security products and services for client protection.: Beyond enhancements in the platform to help protect client machines, there is a need for layered products and services to assess and mitigate security risks. Microsoft’s approach to threat and vulnerability mitigation is to provide a broad and integrated portfolio of products and services: 

· Windows OneCare. For home users who have limited time to manage the security on their computers, Microsoft is developing Windows OneCare, a PC health service. Windows OneCare includes antivirus, anti-spyware and two-way firewall protection, in addition to maintenance, backup and restore capabilities. The first public beta version will be available in the U.S. later this year and will be sold as a subscription service.
· Microsoft Client Protection. Microsoft Client Protection is a single solution that protects business desktops, laptops and file servers from current and emerging malware threats. It will provide unified protection against spyware and rootkits as well as viruses and other traditional attacks. The product is built on proven technology and backed by an innovative global research system. An integrated management console puts IT professionals in control of their environment. Insightful, prioritized reports and alerts help focus resources on the right issues. Microsoft Client Protection integrates with existing IT infrastructure such as Active Directory® and other software distribution systems, helping to reduce deployment time and maximize value. The product is currently in development. Microsoft plans to make an early beta of the product available to selected customers later this year. Pricing and licensing will be announced at a later date.
Server Protection

E-mail is the primary vector of attack for viruses today. As part of a defense-in-depth approach, it is critical to reinforce edge security with a second layer of protection on all internal e-mail servers. Server-based protection stops viruses from propagating internally, and provides a second line of defense against any viruses that might escape detection on inbound/outbound traffic at the edge. Microsoft strongly recommends that companies use a combination of edge antivirus and e-mail server antivirus technology. 

In addition to e-mail, the adoption of instant messaging and portals for collaboration and communication is growing, and these vectors of attack are likely to be used more frequently. Protecting content communicated through these messaging and collaboration servers is a critical component of an overall security solution. 

· Antigen for Exchange, SharePoint and Instant Messaging. To protect critical servers, Microsoft offers a range of server protection solutions. These products include Antigen for Exchange, Advanced Spam Manager, Antigen for SharePoint, and Antigen for Instant Messaging. With a layered, multiple-scan engine approach, Microsoft Antigen solutions help stop the latest threats before they impact business and users. Tight integration with Microsoft Exchange, Microsoft SharePoint® Services and Microsoft Live Communications Server ensures strong protection and centralized control without taxing server or network infrastructure performance.

There are two key elements that differentiate our vision and approach for server protection. The first is strong integration between the security products and the server applications they protect, helping to increase both availability and productivity of these systems to keep the business running. The second is Microsoft’s use and management of multiple antivirus scanning engines to eliminate single points of failure and reduce the window of exposure that may exist during new outbreaks.

Each of the Antigen antivirus products lets customers deploy up to eight leading scan engine technologies from industry-leading antivirus vendors. The upcoming Microsoft release of these products will also include Microsoft’s antivirus engine. Such layered defense is significantly more effective than single-engine technologies in identifying malicious content. The diversity of using different signatures and heuristics technologies helps improve overall virus detection. Secondly, this approach reduces single points of failure. If an organization relies on a single virus scanning solution deployed throughout its environment, and that scanning engine is compromised by a virus or is offline during an update, it can expose the organization to risk. Antigen’s antivirus engines are developed in various labs around the world, each releasing signatures at different intervals. With updates coming from multiple sources, customers are protected with the latest signatures against the latest threats. Utilizing multiple scan engines from multiple companies will, on average, provide the quickest updates against the latest threats.
Network and Edge Protection

The majority of threats to a corporate environment continue to enter through the network — for instance, from the Internet or branch office or partner sites connected over virtual private network (VPN). Protecting against these network threats is therefore often the first layer of protection in a defense-in-depth approach.

Microsoft’s approach is to provide an integrated set of technologies to protect networks. The goal is to scan network traffic for all kinds of threats — from malicious code that can cause system downtime to spam e-mail that can result in lost employee productivity. In addition, because infected computers that get on the network — many times from vendor or contractor laptops — are a major source of infections, Microsoft aims to provide technologies that enable customers to check up on the health status of computers, allowing computers to join the network only if they meet the customer’s PC health policies.

Microsoft offers several technologies and products to provide such network protection and has a road map to offer greater protection in the future.

· Network Access Protection. Common sources of threats on corporate networks today are infected or vulnerable computers carried into the network by employees, contractors and consultants, or from employees’ home computers that connect remotely. To reduce the network’s exposure to these threats, computers should be required to meet a minimum standard of health before they are allowed access to corporate resources. The next version of Windows Server, code-named “Longhorn,” will include Network Access Protection (NAP), a platform technology designed to enable IT administrators to set a minimum standard for the health of a computer before it is allowed to access the network. For example, an IT department may require a specific security update and antivirus signature level. NAP will enable corporations to greatly reduce the risks associated with rogue computers infecting the network.

· IPsec. To protect mission-critical servers and data, it is important to protect communications between devices on the network. For example, one way to block malicious code from propagating in the environment is by preventing it from communicating. A worm that targets a specific protocol can be contained by restricting inbound and/or outbound traffic for that protocol. Another way to protect your infrastructure is by restricting communication on the network to only those computers that are joined to the domain. 

To help in this regard, Microsoft provides Internet Protocol Security (IPsec), a network security technology built into Windows 2000 and Windows Server 2003. IPsec can isolate domains, servers and desktops, thereby blocking communication from devices that are not joined to the domain. Traffic between IPsec-managed servers is verified and optionally encrypted to ensure that traffic was not modified in transit by an unauthorized user. This has application in several scenarios. For example, this technology can be used to isolate mission-critical servers and computers with sensitive intellectual property. It can isolate the network from infected computers that are not part of the domain. It can also be used to protect the integrity and confidentiality of network traffic between desktops and servers.

· Microsoft Internet Security and Acceleration (ISA) Server. ISA provides advanced application layer firewall, VPN and Web-caching capabilities. Industry studies note that approximately 70 percent of all Web attacks occur at the application layer, highlighting the importance of application-layer firewalls in a customer network. ISA Server provides the capability to protect against the increasing number of application-layer attacks that originate from the Internet. It is optimized to provide protection for Microsoft applications such as Exchange Server, Internet Information Services (IIS), Windows SharePoint Services and SharePoint Portal Server, helping to ensure that these mission-critical applications remain operational. ISA Server 2004 also builds upon the VPN capabilities of Windows Server 2003, enabling connections from business partners, branch offices and remote users to be tailored to meet the needs of the business.

Today’s edge security solutions are evolving from point products that address specific security issues into integrated solutions that provide comprehensive threat protection. ISA Server provides advanced protection and high performance by integrating firewall, VPN and Web caching. ISA Server relies on partners to offer add-on solutions that provide additional capabilities including Web content filtering, antivirus and intrusion detection. ISA Server will continue to evolve in the future, providing comprehensive protection for inbound and outbound communications, and protection for Microsoft applications.

· Antigen SMTP Antivirus and anti-spam. To help increase the availability and productivity of businesses’ messaging infrastructure, Microsoft has also developed a multilayered approach to blocking spam and viruses at the edge. Exchange 2003 Intelligent Message Filter (IMF) provides protection against spam and other unwanted e-mail. IMF can be downloaded at no additional charge for customers with Exchange Server 2003. Microsoft’s Antigen for SMTP Gateways and Advanced Spam Manager scan all SMTP traffic for malware and spam. Antigen for SMTP Gateways manages multiple scan engines to stop viruses before they reach the e-mail server. Advanced Spam Manager combines a frequently updated detection engine with multiple content-filtering techniques, and works with IMF to improve spam detection rates. Microsoft’s goal is to continue innovating with these technologies, and provide even greater integration between them in the future.



· FrontBridge services. Microsoft provides hosted services to scan all e-mail traffic before it reaches your network and internal messaging servers. Like Antigen for SMTP Gateways, this solution also relies on multiple scan engines and addresses messages containing malicious code and spam at your network edge.

By providing a broad range of e-mail security options, from services to on-site software, customers can tailor the right solution for their needs. In-house experience, available budgets and IT requirements vary by organization and therefore a “one size fits all” approach to e-mail security is not always feasible. For example, customers that already have antivirus and anti-spyware technical expertise, and want to maintain those skills in house, may choose to run Microsoft Antigen for SMTP Gateways and Advanced Spam Manager products on the premises. Other customers may choose to outsource this expertise to a third party to reduce overall costs, and may opt for Microsoft’s FrontBridge managed services. Microsoft recommends that companies use a combination of edge antivirus and e-mail server antivirus, and hence recommends that customers who opt for the FrontBridge hosted service also deploy Antigen Antivirus for e-mail on e-mail servers to stop viruses from propagating internally, as well as provide a second line of defense against any viruses that might escape detection on inbound/outbound traffic at the edge.
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Identity and Access Control: Provide technologies that allow only legitimate users access to devices, applications and data
Microsoft Approach 

Microsoft’s identity and access approach can be broken down into three fundamental goals: ensuring users are trustworthy, helping manage policy that dictates what resources those users can access, and protecting information for its lifetime wherever it resides.
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Technologies and Road Map

Trustworthy Identity

Establishing and verifying a user’s identity is the first step in providing users with more secure access to resources.

· Strong authentication. User name and password combinations have historically been used to provide authentication to networks and applications. Strong passwords that use a long sequence of characters and numbers can provide a baseline security mechanism. However, passwords alone are not good enough. Users often favor convenience over security, so they typically choose passwords that can easily be compromised. 
· Windows logon. Another way Microsoft is innovating in this area is through a complete re-architecture of the Windows logon interface in Windows Vista. This new design makes it significantly easier for organizations to incorporate multifactor authentication mechanisms such as security ID tokens, smart cards and biometric devices. These additional factors of authentication, coupled with a user’s unique login and password, add a significant level of increased protection against unauthorized users accessing a device. Microsoft has been working with a number of partners to improve the integration of their multifactor authentication technologies into the built-in Windows logon process.
· Central identity store. The growth of computing has resulted in a proliferation of user accounts across multiple systems. A company might have one place to store user account information for access to the network, another location for e-mail accounts, and a yet another location for each business application. Such an architecture creates not only significant IT management expenses, but also inhibits user productivity. Customers can use the directory services built into Microsoft Active Directory in Windows Server 2003 to minimize the proliferation of identity stores. For instance, Active Directory can serve as the nutritive identity store for network logon, e-mail accounts, business applications, remote access, and even applications and services running off non-Windows systems. Applications that are not architected to use Active Directory can still leverage Active Directory using the Windows APIs or standard protocols such as Lightweight Directory Access Protocol (LDAP) and Kerberos.

· Identity life cycle. Managing the life cycle of users and roles across multiple directories is a complex task, and a drain on IT productivity. Microsoft Identity Integration Server (MIIS) provides enterprises with the capability they need to integrate and manage identity information across multiple repositories, systems and platforms. MIIS augments Active Directory by enabling the integration and/or synchronization of a wide range of identity repositories, and by automating provisioning and de-provisioning of accounts and identity information across systems and platforms. It also enables self-service and help-desk-initiated password management.

· Federated identity. Organizations work with partners, suppliers and contractors that they trust. This requires companies to share trust across organizational and platform boundaries, and to do so without the overhead of managing duplicate accounts for each external user. Active Directory Federation Services (ADFS) enables organizations to achieve this, making trust relationships simpler to manage and less expensive to maintain. In a federated world, where trust can be established at the right level between organizations, policy-based access relationships for partners, suppliers and contractors can be established at the initiation of a federated trust relationship. Afterward, the ongoing maintenance of user accounts and authentication processes can remain delegated to the partner organization for whom the user works.

Benefits are also accrued by the partner companies, who can extend the same Active Directory infrastructure to which users authenticate internally to provide extranet account management. By placing management of extranet accounts with partners and by tying those extranet accounts to users’ core identity infrastructure, for example, Active Directory, the legitimacy of the extranet account is substantially improved. 

Access Control

After a user’s identity has been established, the next step is to determine what resources that user should be allowed to access. It is critically important for organizations to set up processes to ensure that access to resources can be controlled and managed. These processes enable organizations to have tighter control over the applications and information that users can access and helps with the growing demands of compliance — both regulatory and internal. 

As the number of users, devices, applications and resources increases, administrators need to have a way to express, store, evaluate and enforce these processes via policies. In addition, administrators need to monitor exceptions to those policies through a structured approval process. Although access policies are necessary to balance security requirements, organizations must also ensure that an increased level of security does not negatively affect productivity or prevent users from obtaining the information they need to conduct business. 

· Single sign-on. With the proliferation of applications, often with different infrastructures, end users are required to have multiple passwords for sign in. This could be in a Web extranet scenario, in which, for example, customers on a financial management Web site might have to use different passwords for credit card, checking and 401(k) systems. This could also be an internal company scenario, in which employees have to sign in separately into different company applications. 

This is a drag on end-user productivity, drives help desk costs up, and poses a security risk. Also, customers often write down their passwords on notes, also a security risk. Microsoft provides several technologies to enable single sign-on, using Active Directory and IIS Web Server Services. In addition, third parties such as Quest Software Inc. and Centrify Corp. provide solutions to extend the single sign-on capabilities in Active Directory to non-Windows environments and applications such as UNIX and Java.

· Role and group management. Active Directory provides a solid basis today for managing access control. Once users have been securely authenticated, administrators can use the group and role membership capabilities in Active Directory to control the applications and information users can access. Administrators interested in automating the membership processes can use the Microsoft Identity Integration Server (or the Identity Integration Feature Pack that ships with Windows Server) to define policies for managing and enforcing group and role memberships. For example, when a user is promoted to manager and has his or her title changed in Active Directory to reflect this change, the user can automatically be added to a group called “managers,” which gives the user new entitlements.


Information Protection

Access policies control access to resources and data, but more granular security on the data itself should be part of an effective defense-in-depth security strategy. Application and system data are abundant in any organization, and are subject to a myriad of threats. In the event that a system is breached, unencrypted data can be compromised. Loss of confidential information, customer data or intellectual property can be a damaging to the reputation and long-term survival of an organization.

Information protection challenges typically follow the information life cycle: creation and storage of data, distribution of information, and usage. With the exponential growth of mobile users, PDAs and laptops, critical corporate information needs to be protected across these form factors. Administrators need a way to provide for the confidentiality, integrity and nonrepudiation of information during distribution, and a means to enforce policies governing who can receive the data, how the data can be used, and when use of the data expires. 



· Secure data at rest. Microsoft has developed a multilayer approach to address potential breaches. The first layer, secure startup and Full Volume Encryption, was discussed earlier in the Threat and Vulnerability Mitigation section of this paper. The second is the use of encryption to secure data through Encrypted File System (EFS) software, which is the core file encryption technology used to store information on Windows-based systems. With EFS, encryption is transparent to the end user and access to the encrypted directory is limited to authorized users only.

· Secure data in transit. Microsoft also enables enterprises to protect data while in transit by incorporating secure protocols and channels, such as Secure Sockets Layer, Transport Layer Security, IPsec, WS-* and Kerberos, for data transfer into its solutions. This helps ensure the security of documents and data while being transferred from one place to another.

· Information Rights Management. The last layer of defense helps address one of the biggest challenges of protecting information and allows user to control how sensitive information can be used, shared and distributed. Accidental or intentional information leaks can occur when information is forwarded to an unauthorized recipient, and after information leaves a company’s firewall, it is difficult to track or secure. In addition to loss of sensitive corporate information, this also can lead to financial and legal complications as a result of data privacy and regulatory compliance restrictions. In addition, with increasing globalization and the subsequent need for collaboration between organizations, the need for information sharing outside a company that is both secure and user friendly has become an imperative business requirement.


Microsoft Windows Rights Management Services (RMS) is that layer. It is an information protection technology that helps organizations safeguard digital information from unauthorized use — both online and offline — inside and outside the corporate network. RMS combines proven security technologies — including encryption, certificates and authentication — to help organizations create reliable information protection solutions that persistently protect information. RMS augments an organization’s security strategy by providing policy enforcement, centralized management, and protection of information through persistent usage policies that remain with the information, no matter where it goes. With RMS, information workers can use familiar applications such as Microsoft Office to easily define how the recipient can use the information, such as who can open, modify, print, forward and take other actions.

All these technologies integrate to provide a superior defense-in-depth solution for effective information protection.
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Conclusion

Security is a never-ending challenge that is an integral component of today’s computing environment. The nature and complexity of threats and attacks continues to evolve as attackers get more and more sophisticated, and find greater financial rewards for their illegal activities. Enterprises need easier and more effective ways to protect their data, their computers and their networks as a whole. To enable customers to meet this challenge, Microsoft will continue to improve the quality of its software, invest in innovative security technologies, expand its guidance and tools, and work with other industry leaders to help build trust in computing.

Although the security challenge will not disappear over night, there are a number of things you can do today to work toward making your enterprise as secure as possible. There are four important things your organization should be doing today to secure your corporate environment:

· Deploy the latest desktop and server operating system.
Deploying Windows XP Service Pack 2 on your desktops and laptops and Windows Server 2003 Service Pack 1 on your servers makes you 13 to 15 times less likely to get infected by malware.

· Utilize Microsoft’s extensive security guidance and tools.
Guidance: Security Guidance Center, security summits
Tools: Microsoft Baseline Security Analyzer, Microsoft Security Assessment Tool
For more information see http://www.microsoft.com/technet/security.

· Deploy defense-in-depth measures.
Enable the Windows built-in firewall on your clients and servers. Deploy leading protection technologies — such as ISA Server, Sybari Antigen, FrontBridge and RMS — that integrate to provide superior security solutions to protect your clients, servers and network edge.

· Deploy Active Directory.
Active Directory provides the foundation for an effective identity and access control solution that will enable you to improve data security by protecting your valuable corporate intellectual property, reduce IT costs through better identity life-cycle management and more easily comply with regulatory requirements. 

Additional Resources

For additional information about topics discussed in this paper, and additional guidance about what individuals and companies can do to improve security, please visit the following:

Security Guidance and Resources

· Security guidance centers for all audiences: http://www.microsoft.com/security/guidance 

· Security guidance for IT professionals: http://www.microsoft.com/technet/security 

· The Microsoft Security Developer Center: http://msdn.microsoft.com/security 

· The Security at Home consumer site: http://www.microsoft.com/athome/security 

· Security resources for partners: https://partner.microsoft.com/security 

· Additional information on Microsoft’s industry collaboration: http://www.microsoft.com/mscorp/safety/industry/default.mspx[image: image6.png]
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Microsoft has trained nearly 1 million IT professionals and developers worldwide on security best practices through training, events and online clinics. In addition, Microsoft security webcasts have reached more than 200,000 customers, and more than 750,000 subscribers read its regular security newsletters.1























Windows SmartScreen™ filtering blocks more than 3.2 billion spam e-mails per day in MSN® Hotmail®.7




















The U.S. Dept of Justice estimates that IP theft cost enterprises $250 billion in 20049.





Proprietary information theft caused the greatest financial damage of all security failures8.





The FBI’s most recent Internet Fraud Crime Report showed a 64 percent increase in Internet-related fraud complaints in 2004, and yet 90 percent of such fraud is never even reported.4
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� SANS Institute – The Twenty Most Critical Internet Security Vulnerabilities
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