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Windows XP Service Pack 2


Microsoft has increased the resiliency of newer platforms such as Microsoft Windows® XP Service Pack 2 (� HYPERLINK "http://www.microsoft.com/athome/security/protect/windowsxp/choose." ��SP2�) with advanced security technologies. Windows XP SP2 includes new security features and stronger default security settings, which help better protect customers from hackers, viruses and other security risks.  Since its August 2004 launch, over 292 million copies of SP2 have been distributed.  





Windows Server 2003 Service Pack 1 


Windows Server 2003 Service Pack 1 (� HYPERLINK "http://www.microsoft.com/windowsserver2003/downloads/servicepacks/sp1" ��SP1�), which was released in March 2005, incorporates many significant security improvements.





Progress in Providing New Security Offerings





Microsoft is offering a number of new technologies to provide added protection against malicious attacks and unwanted software. These include: 





Windows Defender (Beta 2) – Windows Defender (Beta 2) helps Windows 2000, Windows XP and Windows Server 2003 customers stay productive by protecting your computer against pop-ups and slow performance caused by spyware. �HYPERLINK "http://www.microsoft.com/athome/security/spyware/software" \o "http://www.microsoft.com/athome/security/spyware/software"��This beta� is the most popular Microsoft download ever and is helping to protect over 28 million customers.  Additionally, it has removed hundreds of millions of spyware packages since its release in January 2005. Windows Defender and definition updates are available for free for Windows customers.  


Windows Live OneCare™ – helps protect and maintain computers and provides an integrated service, including: antivirus, firewall, PC maintenance, and data backup and restore functionality.  This all-in-one, automatic and self-updating PC care service for consumers is � HYPERLINK "http://www.windowsliveonecare.com" ��available now�.


Microsoft Forefront Client Security – is a new security product that provides unified malware protection for business desktops, laptops and server operating systems that is easier to manage and control.  � HYPERLINK "http://www.microsoft.com/clientsecurity" ��Microsoft Forefront Client Security� is currently in private beta and a public beta version will be available in the fourth quarter of 2006.


Certificate Lifecycle Manager – a policy and workflow driven solution that helps organizations manage the lifecycle of digital certificates and smart cards. 


Microsoft’s Antigen antivirus � HYPERLINK "http://www.sybari.com/portal/alias__Rainbow/lang__en-US/tabID__3345/DesktopDefault.aspx" ��products� – help businesses worldwide protect their messaging and collaboration servers from viruses, worms, and spam by using a multiple scan engine approach, offering customers choice and the most up-to-date protection possible.





Windows Malicious Software Removal Tool


The Malicious Software Removal Tool (MSRT) was first made available in January 2005 and has helped reduce the impact of malware on Windows users.  Since its initial release, the MSRT has been executed more than 4.2 billion times with over 23.9 million disinfections.  In addition to removing malicious software from users’ machines, Microsoft is able to use this data to continually asses the threat landscape, improve the way we respond when customers face malicious threats and enhance the development of the scanning engines and definition updates included in technologies such as Windows Live OneCare, Windows Live Safety Center Beta, Microsoft Antigen and Microsoft Forefront Client Security.  Through the data collected by the MSRT, Microsoft’s Antimalware team is able to gain significant insight into the computer security threat environment and emerging malware trends.  As part of the ongoing effort to provide authoritative guidance to customers, the Microsoft Antimalware team has shared the findings gained from the MSRT data in a newly released white paper entitled “� HYPERLINK "http://go.microsoft.com/fwlink/?linkid=67998" ��The Windows Malicious Software Removal Tool:  Progress Made, Trends Observed�.” 








Introduction





It has been four years since Microsoft Chairman Bill Gates announced �a companywide commitment to make security a top priority, and Microsoft has delivered on that commitment in many important ways. Although there is more work to be done as security threats continue to evolve, Microsoft has made notable strides towards developing more secure products and providing guidance and tools to help customers reinforce their existing security technologies. This document provides a brief overview of the recent progress Microsoft has made in key security � HYPERLINK "http://www.microsoft.com/security" ��initiatives�. For additional information, please see the resources section on the back of this page.





Progress in Developing More Secure Code and Making More Secure Software





The Microsoft Security Development Lifecycle (SDL)


� HYPERLINK "http://msdn.microsoft.com/security/sdl" ��SDL� is a process designed to train employees on the development of more secure code, in addition to testing and reviewing products for security quality. To date, Microsoft has trained 20,000 developers, testers, and program managers in SDL. SDL has established security checkpoints at each phase of the Microsoft software development process, and is mandatory across a broad range of software products. Before software subject to the SDL can be released, it must undergo and pass a rigorous security review.





Since the implementation of this initiative, SDL-compliant software has demonstrated a significantly reduced number of security vulnerabilities. To continually improve the SDL, best practices and knowledge learned by the Microsoft® Security Response Center (� HYPERLINK "http://www.microsoft.com/security/msrc" ��MSRC�) are regularly integrated into the SDL process.











Progress in Industry and Law Enforcement Collaboration, cont’d





Microsoft actively pursues cyber criminals through vigorous civil enforcement and by partnering with law enforcement worldwide to deter cyber crime and bring criminals to justice. Since 2003, Microsoft has supported hundreds of legal actions against spammers, phishers, and other cyber criminals worldwide, including filing more than 200 civil lawsuits against spammers and 126 civil lawsuits against phishers in the United States. 





In August 9, 2005, Microsoft announced that it had reached a $7 million settlement of its pending civil spam enforcement litigation against former self-proclaimed “Spam King” Scott Richter and his Colorado-based company OptInRealBig.com, LLC. Microsoft commenced the lawsuit on December 18, 2003, in conjunction with a parallel action by the New York Attorney General. 





On January 24, 2006, Microsoft joined with the Washington State Attorney General in filing parallel anti-spyware lawsuits – the state’s first legal action under the Washington Computer Spyware Act, which was enacted in 2005.





On March 20, 2006, Microsoft unveiled a global law enforcement campaign to target cyber criminals behind phishing attacks.  The Global Phishing Enforcement Initiative (GPEI) focuses on protecting company brands online, partnering with industry and government enforcement agencies and prosecuting world wide investigations and cases. Microsoft is a founding member of �HYPERLINK "http://www.digitalphishnet.org/"��Digital PhishNet�, a collaborative enforcement operation that unites industry leaders in technology, banking, financial services and online auctioneering with law enforcement to tackle phishing.  Digitial PhishNet connects private industry and law enforcement agencies including the Department of Homeland Security, Federal Bureau of Investigation and the US Secret Service. 








Progress in Providing New Tools and Guidance





Microsoft has increased the quality and timeliness of security � HYPERLINK "http://www.microsoft.com/security/guidance" ��information� through monthly security bulletins, prescriptive security guidance, targeted training, supportive tools, and a global outreach to help customers have a more secure environment. With � HYPERLINK "http://update.microsoft.com/microsoftupdate/v6/default.aspx?ln=en-us" ��Microsoft Update�, Windows Server Update �HYPERLINK "http://www.microsoft.com/windowsserversystem/updateservices/default.mspx"��Services�, Microsoft Baseline Security Analyzer (� HYPERLINK "http://www.microsoft.com/technet/security/tools/mbsahome.mspx" ��MBSA�) 2.0, and Systems Management Server (SMS) Inventory Tool for Microsoft updates, Microsoft is providing an integrated, reliable and consistent set of technologies to help customers manage the process of updating software. New resources for customers include:





•  	Monthly technical guidance and support webcasts. 


•  	The � HYPERLINK "http://blogs.technet.com/msrc/" ��MSRC Blog� to get insights and updates on recent security related news and threat issues directly from the Microsoft security response team.


•  	Security �HYPERLINK "http://www.microsoft.com/technet/security/current.aspx"��bulletins� for security software updates, including workarounds and mitigations, as well as distribution and deployment guidance.


•  	Security � HYPERLINK "http://www.microsoft.com/technet/security/advisory/default.mspx" ��advisories� provide � HYPERLINK "http://www.microsoft.com/security/guidance" ��guidance� on security issues and software vulnerabilities.


•  	Security �HYPERLINK "http://www.microsoft.com/security/bulletins/alerts.mspx"��alerts� offer security bulletin notification through e-mail and MSN® alerts.





Security Response Time Reduction





The Microsoft Security Response Center (MSRC) initiated a new process in 2003 to dramatically reduce Microsoft’s security response times when software vulnerabilities are discovered. The release of online guidance has been reduced from a 24-hour response to less than 2 hours, and removal tools have been released in a matter of days, as compared to more than a month for their release in 2003.





Progress in Industry and Law Enforcement Collaboration





Microsoft is partnering with governments and industry leaders to address the important challenges of IT, including spam, security, privacy, and children’s online safety. This area of investment includes a number of key initiatives, which are covered in this section.





Microsoft has announced the formation of the Microsoft Security Response Alliance (MSRA), a comprehensive organization that allows industry partners to share information and best practices to help protect customers from malicious threats.  The MSRA builds on the well established processes for providing customers with security guidance and resources through the Virus Information Alliance, Microsoft Virus Initiative, Microsoft Security Support Alliance and Global Infrastructure Alliance for Internet Safety. 





In October 2005, Microsoft formed the � HYPERLINK "http://www.secureitalliance.org/" ��SecureIT Alliance�, a group of security partners that are working together to develop innovative security solutions for the Microsoft platform for the benefit of common customers.  Microsoft is also a founding member of the Anti-Spyware Coalition, an organization comprising leading anti-spyware vendors, academic leaders and related advocacy groups who all share a commitment to ensuring that users maintain control over what is running on their computers.





Security Guidance and Resources


•   Microsoft Security Home Page:  www.microsoft.com/security


•   Security guidance centers for IT pros, developers, small business and consumers:  www.microsoft.com/security/guidance 


•   Security resources for partners: https://partner.microsoft.com/global/supportsecurity/security


•   Microsoft Windows Live OneCare: www.windowsonecare.com   


•   Microsoft Windows Defender (Beta 2): www.microsoft.com/athome/security/spyware/software 


•   Microsoft Forefront Client Protection (Private Beta): www.microsoft.com/forefront/clientsecurity/


•   Microsoft Antigen: www.microsoft.com/antigen/default.mspx


•   Internet Security and Acceleration Server 2006: www.microsoft.com/isaserver


•   Windows Malicious Software Removal Tool: www.microsoft.com/security/malwareremove 


•   Microsoft Spyware Strategy: www.microsoft.com/athome/security/spyware/strategy.mspx


•   Microsoft Security Response Center:  www.microsoft.com/security/msrc


•   Microsoft Updates: http://update.microsoft.com


•   Microsoft Security Development Lifecycle: http://msdn.microsoft.com/security/sdl 


•   Windows Server 2003 Service Pack 1: http://www.microsoft.com/windowsserver2003/downloads/servicepacks/sp1 


•   Windows XP Service Pack 2: www.microsoft.com/athome/security/protect/windowsxp/choose.mspx 


•   Windows Live Safety Center : http://safety.live.com


•   Windows Vista Security and MSRT white papers available at www.microsoft.com/technet/security
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