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Abstract

Microsoft Office Live Communications Server (LCS) 2005 is the latest generation of Microsoft’s enterprise-ready collaboration and instant messaging server. This paper discusses how LCS 2005 builds on Microsoft’s leadership and expertise in providing communications and instant messaging services, and describes the advantages of using LCS 2005 to provide these services within and across organizations. This paper focuses on the features of LCS 2005 that provide more secure, scalable, and manageable services to enable enterprises to confidently and flexibly deploy these important services.
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Introduction

Since the late 1990s, instant messaging and real-time communications have become important communication tools in most enterprises. However, the implementation of these systems in many enterprises has occurred in a disorganized manner, driven by ad hoc adoption of public instant messaging networks by employees who recognized the collaborative value of these tools. From a business integrity and security standpoint, this adoption is troublesome because public instant messaging networks are driven by a need for open conversation with little thought to underlying security requirements. 
Microsoft responded to this need by introducing an instant messaging component with Microsoft® Exchange Server 2000. The success of this drove the development of a full-fledged enterprise instant messaging server, Microsoft® Office Live Communications Server 2003. Based on customer and market feedback, Microsoft has significantly enhanced the security features of Live Communications Server (LCS) for the Live Communications Server 2005 product release. 

This paper describes Microsoft’s commitment to providing highly secure and reliable real-time communication products, and discusses improvements in LCS 2005 that give organizations the power and flexibility to provide collaboration and communications services that are more secure, scalable, and manageable.

Microsoft’s Commitment to Security

Microsoft’s commitment to providing more secure computing environments includes a comprehensive approach to building and delivering products with high security in mind, and helping customers configure and deploy them in a continued state of high reliability. Microsoft continues to innovate and deliver on this promise within the context of the Trustworthy Computing initiative (described in more detail on Microsoft's Trustworthy Computing Web site), which provides the policies and assurances that form the foundation for this security mindset.

Trustworthy Computing is necessary to provide an environment that allows the user to feel sure that critical business needs are met without compromising information that must be protected. The Trustworthy Computing initiative defines four goals that all Microsoft products must meet:

· Security: Microsoft products will be able to withstand attack by malicious people or programs, while protecting the confidentiality and consistency of the data they originate or consume. 

· Privacy: Microsoft products will allow customers to maintain full control over their personal information, while being able to ensure and verify that internal information auditing policies can be implemented with accuracy.

· Reliability: Microsoft products will offer robust, reliable, and trouble-free communications and computing services.

· Business Integrity: Microsoft will provide responsible, conscientious support for its products, remaining aware of the customer relationship. Microsoft will behave in a responsive manner to the needs of its customers.

To ensure that the Trustworthy Computing initiative meets these goals, products are designed under four guiding principles, sometimes referred to as SD3+C:
· Secure by design: Products are designed in an environment of security awareness, with a focus on security features built into the product, and undergoing rigorous security testing during development.

· Secure by default: Areas of product functionality will not be enabled by default unless an administrator chooses to implement them. Services that do not need to be running will not run unless required, and administrative functions require proper credentials.

· Secure in deployment: Microsoft understands that products do not exist in a vacuum and must be deployed in diverse enterprises. Administrators need to be able to ensure that their installations will coexist with other systems, providing encryption for sensitive data, and preventing unauthorized entities from accessing important information. 

· Communications: Microsoft maintains a commitment to communicating with customers. These communications begin with providing ample product documentation, and continue through a product's lifecycle by communicating information about vulnerabilities, service packs, training opportunities, and upgrades.

The design and implementation of the Live Communications Server product line was conducted in accordance with these principles, providing a strong basis for the additional security features designed into the products. 

Technical Challenges of Enterprise IM

In today’s business environment, internal communications are crucial to the success of any company. Instant messaging (IM) is a tool that complements the use of telephones or e-mail to communicate and collaborate with team members in planned or unplanned discussions. Instant messaging systems provide fast and simple communications, and they include valuable presence data that helps users work better together. However, existing public messaging services do not provide adequate security, control, or manageability for enterprises' business requirements. When deciding to deploy an enterprise IM solution, it is important to examine potential solutions to determine the most important factors that will benefit your enterprise.  

Security

The widespread adoption of public IM systems like AOL Instant Messenger, Yahoo! Messenger, and ICQ means that employees are frequently communicating sensitive data over an inherently non-secure network. These networks are outside the control of the enterprise, so it is difficult to protect corporate resources from viruses, malware, and accidental or purposeful disclosure of sensitive information. Without the use of strong cryptographic protections, it is difficult to authenticate the identity of users or servers, and it is impossible to stop a motivated attacker from eavesdropping or tampering with communications traffic. 

Manageability

Organizations of all sizes are enjoying increased stability, improved security, and reduced operational cost by exercising more management control over their IT assets and applications. However, public IM clients and networks aren't designed to be centrally managed; they are designed expressly to be locally managed by individual users. Many organizations see that instant messaging clients are deployed by users and groups within the enterprise without any formal approval or platform choice from the IT group. Because it is common for multiple IM clients to be in use on corporate networks, it becomes very difficult to provide version control or patch management for the clients, and there is no effective way to bring IM clients into the policy management infrastructure used for other client applications. Effective manageability requires that employee use of IM clients be subject to per-user or per-group controls, and that the applications themselves can be managed with existing management tools and processes. 

Regulatory Compliance
Many industries have specific regulatory requirements that impose restrictions on how communications traffic must be monitored and archived. For example, in the United States the health care industry is required to comply with privacy and control requirements set forth in the Healthcare Insurance Portability Accounting Act (HIPAA), while financial services firms must comply with an array of federal, state, and industry regulations. Additionally, all publicly traded U.S. corporations are subject to the Sarbanes-Oxley Act which requires stringent auditing to deter fraudulent activity. Similar regulatory requirements exist in many other countries and regions.

Internal use of public instant messaging networks can derail a well-crafted compliance policy because they are fundamentally unmanageable. By contrast, an enterprise-ready instant messaging and conferencing solution should make it easy to provide real-time communication services that comply with corporate governance and auditing policies, with enforceable procedures that meet the letter and spirit of any industry regulation. Audit requests can be more easily handled, and customer and corporate communications can be protected as required by law. Communications over public networks also fall within regulatory compliance requirements, so a robust internal product will give the ability to bring those foreign systems under the policy umbrella.

Broad Connectivity

For enterprise instant messaging to be truly useful, it must allow communications in three ways: between employees inside the enterprise, between employees and business partners or affiliates, and between employees and customers. Of course, these communications must be subject to business-driven controls to ensure that they meet the organization's security, privacy, and compliance requirements. In some cases, it may be desirable to allow message interchange with public instant messaging systems, because customers are likely to have existing accounts that they would prefer to use.  

Scalability and Extensibility

In the last few years, instant messaging use within the enterprise has increased exponentially. An investment in corporate instant messaging must take into account the need for further growth and innovation into new uses. A well-designed solution will scale as a business grows with more employees, more sophisticated use of advanced features, and higher-bandwidth requirements. Designing high availability into a solution gives users the confidence to collaborate in an efficient manner. Support for standards such as Session Initiation Protocol (SIP) provides the ability to extend value-added multimedia services to the user community. Developers require a robust set of client and server application programming interfaces (APIs) to extend a corporate messaging product into customized solutions for their organizations.

How Live Communications Server 2005 Delivers

Businesses have come to recognize the immediate and quantifiable benefits of real-time communication services, but the security, manageability, and scalability problems with public IM networks have made them reluctant to fully embrace IM as a business tool. Microsoft Office Live Communications Server 2005 addresses these problems by providing an enterprise-quality IM system that offers robust security, flexible compliance, excellent manageability, and broad connectivity. These features combine to deliver more productivity and capability to end users while simultaneously meeting enterprise-level requirements for security, performance, and control.

Robust Security

Even large gains in employee productivity brought on by ad hoc use of public IM networks can be erased by the security issues raised by pervasive use of these clients. These issues include:

· The difficulty of monitoring or blocking client-to-client file transfers. If these transfers aren't blocked (or, at the least, subjected to content checks), attackers have an easy route to send malicious code directly to internal machines. The possibility of accidental transmission of viruses or other malware from lightly-secured outside machines remains high; in addition, IM can provide an easy-to-use channel for disclosing sensitive information to outsiders. 

· The existence of security vulnerabilities in the IM clients themselves. The unstructured, uncontrolled manner in which these clients are typically deployed means that it is difficult to identify, and patch, vulnerable client software. 

· The ease with which an eavesdropper can capture IM session data by monitoring it as it transits the network. Despite in-program warnings and training to the contrary, users frequently disclose sensitive or confidential information over unprotected IM networks. 

· The difficulty of providing adequately secure communications between users inside an organization and business partners or customers outside it. Public IM solutions make it easy to communicate with outsiders, but in doing so you relinquish a great deal of control. 

Live Communications Server addresses these problems by applying several security and reliability features, including enhanced encryption at both the client and server, strong authentication between clients and servers, secure federation, and advanced compliance and logging. 

Encryption

Live Communications Server 2005 allows you to specify that all traffic between clients and server be encrypted with the Transport Layer Security (TLS) security mechanism. TLS is a stronger derivative of the proven Secure Sockets Layer (SSL) protocol. When TLS is in use, the initial communication between client and server is a security negotiation. When the negotiation completes, all further communications between client and server are protected with 128-bit encryption. In addition, when TLS is enabled, it will be applied to direct communications between clients (including file transfers). Communications that use the Real Time Transport Communication Protocol (RTCP) can be encrypted, providing safety for teleconferencing and protecting sensitive discussions.

Live Communications Server 2005 also provides an innovative solution to the problem of protecting real-time communications for remote users. Most current solutions require users to establish a virtual private network (VPN) connection back to their corporate network before they can send or receive IM messages on the corporate system. LCS 2005 provides Instant Messaging over the Internet (IMI), which carries TLS-encrypted IM traffic over ports 5061 or 443. This provides improved convenience for corporate users, as well as enabling outside customers or partners to more securely communicate with internal users without giving those outside entities access to the corporate network. 

Because Live Communications Server 2005 allows federated connections between different organizations, the LCS 2005 security stack includes the ability to use Mutual Transport Layer Security (MTLS) encryption in LCS 2005 server-to-server communications, both within a single organization and between access proxies in a direct federation between multiple organizations, as shown in Figure 1. This model allows companies to share presence information and instant messaging with other organizations while being confident that this information is only accessible to the specified partners.
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Figure 1: Direct federation allows two organizations to securely interconnect their LCS environments
Authentication

Live Communications Server 2005 uses the well-tested, mature Microsoft® Windows® operating system authentication mechanisms to determine what access users should receive. Live Communications Server 2005 supports both Kerberos and NTLM authentication, so that users who already have signed in to the corporate network can have single sign-on access to real-time communications. With Microsoft® Windows Server™ 2003, cross-forest trusts using Kerberos authentication are possible by upgrading the forests to Windows Server 2003 functionality. Enabling these trusts makes it possible to set up strong authentication between completely separate Microsoft® Active Directory® directory service forests, allowing you to extend your Live Communications Server 2005 architecture across multiple business partners or other entities. 

Enterprise-Level Manageability 

The ability to effectively manage the presence, behavior, and configuration of operating systems and applications on the corporate network is a key ingredient to building information systems that meet business requirements at a reasonable cost. Live Communications Server 2005 delivers enterprise-grade manageability by providing superior integration with the Windows Server System platform. This integration provides a number of benefits, including single sign-on; policy-based management; and management through familiar, extensible Windows tools.

Single Sign-On through Active Directory 

User accounts in Active Directory can be granted or denied access to use LCS 2005 on a per-user or per-group basis. This provides a natural and seamless experience for end users, who log on once to access multiple resources on the internal network. 

Policy-Based Management

LCS 2005 provides a complete set of policy controls, implemented through the Active Directory Group Policy mechanism. The policy controls allow selective control over bandwidth usage, allowed session types, and update policies; these controls can easily be applied to users, organizational units, or domains. Standard Windows tools (including the Windows Server 2003 Group Policy Management Console) can be used to apply and monitor LCS-specific policies. These policies allow for the ability to enable or disable any single feature of LCS 2005 on a per-user basis, providing flexibility for staggered rollouts and bandwidth management.
Management through Familiar Tools

Live Communications Server 2005 leverages the familiar administrative and management tools that administrators already know how to use. This reduces training and overhead requirements, and it lessens the chances of making mistakes in an unfamiliar interface. The primary LCS 2005 management tool is a Microsoft Management Console (MMC) snap-in, so LCS 2005 can be managed alongside SQL Server 2000, Exchange 2000/Exchange Server 2003, and other Microsoft and third-party products. The snap-in allows complete, single-seat management of all the LCS 2003 and LCS 2005 servers in an Active Directory forest, including management of federated connections. 

LCS 2005 maintains properties in the Active Directory schema, which is extended to include attributes useful for LCS-specific objects. Management of the new schema containers and attributes can be performed using Windows Management Instrumentation (WMI) in the same manner as other Windows Server System products.   

Organizations using Microsoft® Operations Manager to manage enterprise infrastructure can leverage this valuable tool using management packs available from Microsoft. These advanced management and monitoring tools monitor the health of the LCS 2005 deployment. The tools provide alerts to administrators about system performance degradation or outages, while ensuring higher uptime through centralized system management and real-time health monitoring.

Companies with an established Microsoft® Systems Management Server (SMS) infrastructure can use SMS to deploy clients and set policies. An additional strength of SMS is the ability to set different deployment and installation policies on a per-user or per-group basis. LCS client deployment and management will benefit from this type of environment.
With an Active Directory infrastructure, administrators have the ability to install and secure Microsoft® Windows Messenger by group policy object or SMS. This allows efficient client management using existing tools.
Flexible Compliance Support

Regulatory compliance is becoming increasingly important for a variety of business and social reasons. Technical solutions for implementing compliance policies must encompass all the means of communications in use within the enterprise. Many companies have been slow to deploy IM solutions because of the additional regulatory compliance issues involved. The Sarbanes-Oxley Act of 2002, updated sentencing guidelines used in U.S. Federal criminal prosecutions, and a host of industry-specific regulatory requirements force companies to be thorough in how they log, archive, and report on their communications traffic. 
Live Communications Server 2005 provides an integrated logging system that allows logging and reporting of IM traffic to a Microsoft® SQL Server™ database. All instant messaging traffic that traverses the organization's firewall can be logged to SQL databases, which can then be backed up and stored offsite to meet the organization's retention, recovery, and compliance policies. Logging of internal client conversations can be configured on a per-user basis if desired. SQL Server databases can be queried for reporting on an ad-hoc basis or as part of an ongoing compliance auditing measure. Standard third-party SQL Server reporting and manipulation products can be used to manage and present back-end instant messaging traffic in various ways. As an additional safeguard, LCS 2005 can be configured so that if archiving functionality is required, LCS will shut down if for any reason a message cannot be written to the message archive. LCS 2005 allows logging to either a locally installed or back-end SQL Server database; for scalability, logging data can be saved to clustered SQL Server computers. The use of SQL Server allows for high availability and data recovery for organizations whose business needs require it. .

Although the basic logging functionality included with Live Communications Server 2005 will suffice for many organizations, Microsoft realizes that some organizations have unusually strict compliance requirements. Microsoft's partners have amassed considerable experience in providing compliance support for various regulatory regimes. The built-in logging features can easily be extended to provide more customized solutions for regulations, including Sarbanes-Oxley, HIPAA, and U.S. Securities and Exchange Commission (SEC) Rule 17a4. Information on these products can be found at the LCS Web site.

Broad Connectivity

To get the best possible connectivity, users are accustomed to running multiple public IM clients on the same computer. This poses security and management problems that are difficult to resolve. In Live Communications Server 2005, Microsoft has built a solution that provides broad connectivity in a controlled and manageable way.

Connecting to Other Live Communications Server Organizations
One common requirement is to allow IM between multiple organizations. For example, a business might wish to use secure IM communications with its law firm, its public relations company, and other selected external partners. Live Communications Server 2005 offers the ability to connect to other organizations through direct federation. Federation allows one LCS 2005 organization to share presence information and instant messaging with other organizations, while providing secure authentication and end-to-end encryption and compliance logging of critical or sensitive communications. LCS server-to-server communication is encrypted using mutual transport level security (MTLS) to prevent traffic from being captured and viewed as it traverses the network space between LCS enterprises. “Clearinghouse” federation (see Figure 2) allows an access point to stand between internal LCS servers and remote messaging systems.   
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Figure 2: Clearinghouse federation uses a central LCS 2005 server that federates independent entities' traffic
Connecting to Public IM Systems

Existing enterprise IM solutions depend on gateways to link users on multiple IM networks. LCS 2005 is the first enterprise messaging server product to provide connectivity with AOL, Yahoo, and MSN without the need for third party gateways (see Figure 3). This allows end users to connect to pervasive public IM networks while maintaining standards of security, compliance, and accountability. Users can be granted role-based access so that only targeted users can have connectivity with remote systems, providing granularity of service to different individuals or departments. 
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Figure 3: LCS 2005 provides controlled interconnection to the most popular public IM networks
Windows Messenger can be used to communicate with business partners using LCS 2005 through secure federation, as the standard client for the Windows platform. This allows organizations to deploy, maintain, and monitor one single IM client, rather than having to deploy foreign software to maintain business relationships. 

Providing Robust Interoperability with SIP

The Session Initiation Protocol (SIP) is the core communications protocol used by Live Communications Server 2005. SIP is the preferred communications protocol for instant messaging, presence, voice over IP telephony, and conferencing across the Internet. Because it has been widely used and accepted, it is a proven technology that is useful in a diverse range of communications across the Internet landscape. Keeping a standard protocol for establishing and delivering communications allows for the development of applications that take advantage of existing Internet technologies. 

Securing Remote User Access

With LCS 2005, users can connect their instant messaging client from outside the corporate network, without the need to set up a virtual private networking (VPN) client and establish a connection. This allows for easier client deployment for IT staff while allowing secure communication through standard firewall ports. As with all features in LCS 2005, these settings are selectable through the standard Active Directory Users and Computers management interface, or may be applied in various configurations using Group Policy Objects at the user, organization unit, or domain levels. To participate in encrypted conversations, the remote user accepts a security certificate to ensure encryption and identity compliance.
Scalability and Extensibility

Live Communications Server 2005 supports thousands of users in simple, easy-to-manage configurations. To provide additional scalability and redundancy, you can use Windows Server 2003 clustering to cluster your Live Communications Server installation. You can also cluster archiving databases to provide better recoverability and availability for compliance needs. 

Microsoft publishes both client and server Software Development Kits (SDKs) for Live Communications Server 2005. The SDKs allow access to the client or server application API to create server-side applications that enable clients to collaborate within contexts defined by the actual needs of the business. For example, you could create custom meeting spaces for different team configurations; create a dynamic bulletin board indicating presence across various business units; or enable a company phone list or calendar application to include presence and communications information. 
As a presence and collaboration platform, Live Communications Server 2005 helps any organization to meet their distinct needs in a flexible, easily accessible manner. Microsoft designed Live Communications Server 2005 to deliver secure, robust instant messaging using SIP. The LCS platform APIs allow creation of SIP applications to interface with telephony hardware or client-to-client voice communications. 

The use of SIP and SIP for Instant Messaging and Presence Leveraging Extensions (SIMPLE) in LCS 2005 allows you to contact a person, not a device. For example, users can have voice, fax, and text messaging routed to a single inbox that can be accessed through e-mail or telephone. Through its server and client APIs, the user interface can be customized and integrated into existing line-of-business applications to extend them to include LCS functionality. A wide range of media types can be combined within a single solution, including voice over IP (VOIP); voice controlled response or routing mechanisms; self-help call center mechanisms; PBX integration; streaming audio or video; and instant messages. 
A broad range of third party vendors have used the extensibility features of Live Communications Server 2005 to create add-on applications that take advantage of the strong feature set and integrated standards. Dozens of current add-on products exist, and many more are in development. These solutions provide advanced logging and reporting capabilities; voice and video conferencing and online collaboration tools; file transfer utilities with virus checking and policy compliance mechanisms built in; and application sharing.
LCS provides out-of-the-box presence information and interoperability with Windows SharePoint Services allows for advanced collaboration using Team Sites and Document Workspaces. SharePoint Portal Services allows you to build a Web-based enterprise-grade collaboration portal system which integrates LCS presence and messaging functionality into the SharePoint site. The SharePoint Portal Services team sites enable all team members to access pertinent information, including links, discussions, surveys, and announcements, in an easily navigable centralized manner. Figure 4 shows a Word document opened from a SharePoint Portal Services team site; the task pane in Word displays presence information for all team members, making it simple to communicate and collaborate with the right people at the right time.
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Figure 4: Opening a document from a shared workspace shows presence information for team members in the Word task pane

LCS 2005 access proxy servers allow Windows Messenger to communicate across the three largest public IM networks – MSN, Yahoo, and AOL. Windows Messenger is familiar to a large percentage of users, as the leading instant messaging client for Windows-based personal computers. This familiarity gives users a head start toward using some of the more advanced features of the Windows Messenger client, and taking advantage of the collaboration features that are already built into their Microsoft Office System applications. 
Among the collaboration features of Windows Messenger are:

· Whiteboarding, which allows two Windows Messenger clients to simultaneously draw and type with someone else.

· Application sharing, which allows a Windows Messenger client to share a running program with another user.

· Voice or audio/video messaging, which is easily invoked by selecting from a context-menu on the properties of another user.

Windows Messenger also offers features that enhance business productivity, such as:

· Quick launching of a new e-mail message from within the client.

· Quick transfer of files between two clients, by right-clicking on a user within the client.

· Sending a request for remote assistance using the client, inviting technical assistance staff to remotely control the local computer for technical support.  
Summary

LCS 2005 provides a secure, reliable, manageable, and scalable solution to enterprise real-time communications services. Major improvements have been designed into the product to ensure that individual and organizational collaboration improves considerably, allowing for better information exchange in a secure environment. Major improvements have been made to enable extending presence, instant messaging, and audio/video and telephony interaction with public networks and remote business partners. These changes show how Microsoft meets the challenges of providing world-class products while remaining committed to principles of security as embodied within the Trustworthy Computing initiative.

	Feature
	Benefit

	Remote client access using SIP over TLS
	No need to connect to corporate VPN and open internal data for instant messaging clients

	Group Policy Object control of session type, bandwidth usage, auto-update
	Allows administrators control of bandwidth by Active Directory user, OU, or domain, and provides extremely granular control to perform finely-tuned staged rollouts

	Makes use of security features of Windows Server 2003 and Windows XP Professional
	Integrated security with world-class desktop and server operating systems

	TLS encryption between clients and between client and server
	Client-server communications are encrypted for maximum security

	Mutual TLS encryption between LCS Servers
	Server-server communications are encrypted for maximum security

	RTP/RTCP encryption for audio and video content
	A/V content is encrypted for maximum security

	Kerberos and NTLM authentication
	Provides more secure access and single sign-on with secret key cryptography

	Cross-forest authentication with Windows Server 2003
	Allows trusted organizations to communicate with each other’s directory

	Ability to communicate with public IM networks
	Administrator control of access to MSN, AOL, Yahoo while maintaining logging and compliance measures

	User Safe List controls communications with remote organizations
	Administrator control of communications granular to limit data transfer to business partners and approved parties

	SQL-based logging of IM conversation
	Allows auditing, archival, and search for industries that require that written communication be retained

	Open API and available SDK
	Allows ISV partners to develop robust add-on content filtering and security products


· Related Links
· Microsoft Office Live Communications Server home
(http://www.microsoft.com/office/livecomm/)

· Building a Secure Platform for Trustworthy Computing
(http://www.microsoft.com/security/twc/vision_frame.mspx)
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