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Introduction

Ultrasound gives administrators in all sizes of organizations a powerful tool to measure the health of FRS replica sets by providing health ratings and historical information about replica sets. Ultrasound provides a sophisticated monitoring system consisting of Windows Management Instrumentation (WMI) providers, a data collection service, a SQL/MSDE database and a powerful user interface. With Ultrasound, administrators can monitor the progress of replication and detect problems that can cause replication to become backlogged or stopped.

Ultrasound Frequently Asked Questions and Known Issues

Q: How do I know which version of Ultrasound I am running?

A: Use Help/About in Ultrasound. 

Q: Which Ultrasound versions were released, what is the difference between them, and should I upgrade?
A: Three versions were available for download at different times:

· 1.0.3261.0 - original release in September 2003.
· 1.0.4074.0 - update in March 2004. This is referred to as the SP1 version
· 1.0.4076.0 - update in April 2005.
The two updates do not introduce any new features, only a few application compatibility fixes and performance improvements. So, if the current version is working fine, there is no strong need to upgrade.

The most important reasons for an upgrade are:
· Windows Server 2003 SP1 compatibility. (See the next question for a more detailed explanation.)
· Kerberos authentication failures between the controller service and WMI providers.
· Ability to configure Ultrasound to not collect connection schedule data.  This can greatly increase Ultrasound Database performance and console responsiveness in some circumstances.  If the customer has a somewhat large topology and/or has connections configured to be on/off/on/off (this happens if always-on is used with KCC in redundant mode), the database can get bogged down on every AD data collection.  While it's processing the connection schedule data, the Ultrasound Database can end up locking several tables and make other processing (for example, poking around in the console) time out.

· Ability to configure Ultrasound to ignore volatile connections.  This is useful for when several Domain Controller promotions as when shipping several branch office servers.  The volatile connections tend to remain in Ultrasound and are not used by FRS thereafter. Ultrasound will see these volatiles as regular connections and typically start reporting errors when nothing is wrong.
Specific instructions on monitoring FRS in a branch office deployment can be found in the Branch Office Deployment Guide. 
Q: After I upgraded monitored FRS servers to Windows Server 2003 SP1, Ultrasound cannot collect data from them. Why?
A: Windows Server 2003 SP1 changed default permissions for remote DCOM launch and activation. To fix this problem, add the Ultrasound controller account to the "Distributed COM users" local group on each monitored SP1 server. The latest Ultrasound update does that automatically during WMI provider deployment. You can pick either method: upgrade Ultrasound and redeploy providers or manually add the account to groups. 

Q. How do I upgrade to the new Ultrasound version?

A: Ultrasound does not support upgrades. You must uninstall the current Ultrasound and install the updated version. You can import/export important (manually entered) data, using the procedure below. If you use this procedure, note that alerts and health will not be preserved, but they will be repopulated after some time automatically. 

To export the current Ultrasound configuration and import it into a new version of Ultrasound, follow these steps:

1. Download the Ultrasound Scripting Pack.
2. Export current Ultrasound configuration using ExportUltrasoundUserData.wsf.

3. Uninstall the current Ultrasound. Do not uninstall WMI providers, because upgrade for them is supported. (See the question “Q: How do I uninstall Ultrasound?” for details about uninstalling Ultrasound.)
4. Install the new version of Ultrasound.
5. Import the saved configuration data using ImportUltrasoundUserData.wsf.

6. Open Ultrasound. Go to the Tools/Configure Ultrasound menu and in the opened dialog for each replica set, click "Sync Topology." That step is not required, but will significantly speed up data repopulation.
7. Optionally upgrade WMI providers. Tools/Configure Ultrasound menu, Select server(s) and click "Update Provider." 

8. Wait for a couple of days and see all alerts and health being repopulated.

Q: How do I install the complete package, the Ultrasound console and controller?

A: Follow these steps:
1. Run Setup_Ultrasound.exe.

2. Choose Setup Type to be Complete.

3. Enter a database server and database name for the Ultrasound database.
This procedure will install the Ultrasound console and the controller on the server running the setup application. The database server must already be set up before you run Ultrasound Setup for a complete installation.
Caution: If the database name you enter is an existing database and not an Ultrasound database, Setup attempts to overwrite it.

Q: How do I install only the Ultrasound console?

A: Follow these steps:

1. Run Setup_Ultrasound.exe.

2. Choose Setup Type to be Custom.

3. Click on the icon next to the Controller, and select This feature will not be available, and click Next.

4. Continue with setup by clicking Next.

Note: You do need to set up a database (Ultrasound controller installation) before starting the Ultrasound console. You will be prompted for a database name with which to connect when you launch the console for the first time.

Q: How do I install only the Ultrasound controller?

A: Follow these steps:
1. Run Setup_Ultrasound.exe.

2. Choose Setup Type to be Custom.

3. Click on the icon next to the Console, and select This feature will not be available, and click Next.

4. Enter a database server and database name for the Ultrasound database.

This procedure installs the Ultrasound controller on the server running the setup application. The database server must be set up before you run Ultrasound Setup for a complete installation.
Q: Can I add/remove features after an installation?

A: Yes. Follow these steps:
1. Run Setup_Ultrasound.exe.

2. Click Modify.

3. Features currently not installed will have X next to their name. Click on the icon next to the feature you wish to add and select This feature will be installed on the local hard drive.

4. Click on the icon next to the feature you wish to remove and select This feature will not be available.

5. If you have added the Controller to be installed, you are prompted to enter a database server and database name.

Q: How do I repair an installation of Ultrasound?

A: You can repair an existing installation of Ultrasound by doing the following:
1. Run Setup_Ultrasound.exe.

2. Choose Repair.

This repairs the Ultrasound components originally installed. If the Ultrasound database is corrupt, you must reinstall Ultrasound.

Q: How do I uninstall Ultrasound?

A: The recommended way of uninstalling Ultrasound is by using Add/Remove Programs in Control Panel.

Alternately, you can do the following:

1. Run Setup_Ultrasound.exe.

2. Choose Remove.

Both approaches remove all installed features.

If the Ultrasound controller was installed, uninstalling Ultrasound deletes the database as well. 

Q: Ultrasound setup fails but doesn’t give a specific error message. What does this mean?

A: Setup might fail without a very specific error message if:

· The server is not joined to a domain. The server must be in a domain.

· A database failure occurred, such as when you use a reserved name for the Ultrasound database.

· Windows Script Host is missing or disabled. Windows Script Host needs to be enabled for the installation to complete.
Q: Why does the Ultrasound console report “Ultrasound Invalid Database Server”?
A: The Ultrasound console requires Microsoft Data Access Components (MDAC) 2.6 or later. If the server does not have it already, install MDAC 2.6 or later. 
Alternately, MDAC is included with recent release of Microsoft SQL Server 2000 Desktop Engine (MSDE) 2000 and SQL 2000. Installing either of these also installs MDAC 2.6 or later.

Q: When I start the Ultrasound console, I get a dialog box stating, "The application failed to initialize properly (0xc0000135).  Click on OK to terminate the application."

A: The Ultrasound console requires .NET Framework 1.1 to be installed.  To install this, follow these steps.
1. Download .NET Framework 1.1.
2. Install .NET Framework 1.1. 

3. Restart the Ultrasound console. 
Q: How do I add or remove read/write and read-only permissions for users of the Ultrasound database?

A:  The script USDBAccess.vbs has been provided to allow you to control access to the Ultrasound database.

To grant or deny a user access to the database, use one of the following three commands:

· cscript usdbaccess.vbs SqlServerName\SqlInstance Ultrasound domain\user add ro
"add ro" grants the user permission to read from the database.


· cscript usdbaccess.vbs SqlServerName\SqlInstance Ultrasound domain\user add rw
"add rw" grants the user permission to read from and write to the database.


· cscript usdbaccess.vbs SqlServerName\SqlInstance Ultrasound domain\user remove
"remove" removes both user permissions to read from and to write to the database.  
The user might still have access to the database if they are a member of another security group. 
Note: If you want to change a user’s access from read/write to read-only, you must first “remove” the user’s access, then “add ro” to grant the user read-only access. If you simply “add ro” the user will still have write access.

For example suppose the user “domain\employee” has read/write access to the database, but you need to revoke write permissions. You must enter two commands:

cscript usdbaccess.vbs SqlServerName\SqlInstance Ultrasound domain\employee remove

cscript usdbaccess.vbs SqlServerName\SqlInstance Ultrasound domain\employee add ro

Q: How do I verify who has access to the Ultrasound database?

A:  You can use Enterprise Manager or the “osql.exe” tool included with SQL and MSDE.

To use OSQL:

Osql –E –S sqlServerName\SqlInstance –d Ultrasound –Q “exec sp_helpuser”

Osql –E –S sqlServerName\SqlInstance –d Ultrasound –Q “exec sp_helplogins ‘domain\employee’ “
Note: These queries will not attempt to resolve user account membership in security groups.

Q: After a successful installation, why does the controller report this event “Ultrasound controller cannot connect to the database. Retrying. ErrorMessage: "Initial Database Connectivity Test could not connect to database…”? 
A: This report is often caused by specifying “localhost” as the database server. When installing the controller and the database on the same server you must use the name of the server, not the “localhost” alias.

Q: On the Details tab, why are some file names not displayed correctly or are blank?

A:  This is a known issue with the File Replication Service (FRS) logs. The data collected by Ultrasound for monitoring FRS only contains ASCII (U.S. English) characters. Therefore, any file name that contains non-ASCII characters will not be displayed properly.

Another reason that file names might not be displayed correctly is that the file might not be known to the file reference server. Ultrasound only collects file name information from file reference servers. Any files that have not yet been replicated to the file reference server will not have an associated file name.  You can choose a server to be the file reference server for a replica set in the Configure Ultrasound dialog box. 

Q: Why does Ultrasound sometimes report a file as a sharing violation when it is not actually in a sharing violation state?

A: The sharing violation detection logic in Ultrasound is a heuristic that can sometimes indicate sharing violations when no such condition exists. The solution is to install the latest version of FRS and enable the sharing violation events. See "Use the Current Service Packs and Post-Service Pack Releases" and "13573" in the FRS Monitoring Help documentation for more details. 

Q: How do I specify multiple e-mail addresses for SMTP notifications?

A: When specifying multiple e-mail addresses for SMTP notifications, it is best to specify them in a single entry, separated by semicolons. The length of the e-mail addresses is limited to 256 characters.

Q: How do I know if Ultrasound had problems sending an SMTP notification to a particular e-mail address?

A: On the controller server, you can specify a sender e-mail address. This sender will receive bounced messages. Create or modify the following registry key on the server on which the Ultrasound controller is running.

HKLM\System\CurrentControlSet\Services\USController\Parameters\SMTPSender
Set it to a string that specifies your sender e-mail address. If the above key is not defined, the sender defaults to "UltrasoundFRSMon."

Q: Why does “Go To Related View” sometimes select the wrong replica set?

A: There is a known issue where the Ultrasound console always selects the first replica set listed on the Advanced tab when using the Go To Related View function from the Active Notifications data grid on the Summary tab. You must manually select the correct replica set and view.

Q: Why does Ultrasound report a propagation test as not reaching a particular member even though I can see the propagation test file on the specified member?

A: The following are reasons why this can happen. 

· An FRS data collection had not yet been completed before the propagation test timed out. If this is the case, either or both the propagation test timeout and the FRS data collection frequency should be increased.

· The propagation test file information has already expired from the FRS outlog when Ultrasound collected FRS data from the server. This can occur when the FRS outlog retention time is configured for a short period.  If this is the case, the FRS outlog retention time should be set to the default of one week.

Q: Why do we get frequent Active Directory collection errors for some replica sets?

A: This might be caused by a known issue in Windows 2000, in which replicas belong to an externally trusted domain and the reference domain controller is running Windows 2000. You can create another Ultrasound instance within this externally trusted domain as a workaround. Please contact PSS to obtain the fix if this workaround is not suitable for your situation.

Q: Can I monitor FRS using MOM 2000?

A: The Microsoft Windows File Replication Service Management Pack provides a mechanism for monitoring File Replication Service (FRS) together with Ultrasound. This management pack forwards health data that is gathered by Ultrasound to the Microsoft Operations Manager (MOM) Administrator console. The FRS Management Pack requires Ultrasound to be deployed and running. See the Microsoft Windows File Replication Service Management Guide for details.

A MOM 2005 management pack is also available. 
Q: Can I monitor FRS from the Web?

A: Yes, using the Ultrasound Web interface, available from the Microsoft Download Center.

Note: The Web interface scripts available are mainly for reporting and some passive monitoring. The Ultrasound should be used for active monitoring and administration.
Q: Why are the Ultrasound propagation test directories morphed? Why does it continue to create more morphs?

A: Ultrasound will not normally trigger directory morphs because each server creates a uniquely named propagation test directory and Ultrasound will never delete these directories. Propagation test directories are created in the replica root directory and are named UltrasoundPropagationFiles.ServerName where ServerName is the name of the server on which the propagation test was created. These directories are hidden.
Morphing can happen if the propagation test directories were manually deleted. The morph directories will be named UltrasoundPropagationFiles.ServerName_NTFRS_ae73ec6e. The eight characters at the end of the name are randomly generated by FRS.
To resolve this problem, suspend all propagation tests, and then manually delete the propagation test directories and all morphs from each affected server. You need to wait until these changes are fully propagated through the replica set before starting more propagation tests. The amount of time it takes for FRS to replicate the delete changes varies, and is dependent on the replication schedules.
Q: Why is the site information shown in “Configure Ultrasound” incorrect?

A: The Ultrasound console and controller initially collect site information during Active Directory data collection. It is not always possible to correctly determine the site to which a server belongs from the console or controller servers. Later, this information is updated with data collected from each of the monitored servers. After Ultrasound has successfully collected data from each of the monitored servers, the site information will be correct.

Q: The Ultrasound controller appears to be unresponsive and is no longer adding data to the database while the database appears to be idle.

A: This is a known issue with SQL. The Ultrasound controller waits a maximum of two days by default for SQL to process queries. You can simply restart the Ultrasound controller service (using the Services snap-in). If this continues to be a problem, you can reduce the limit on the length of time the controller will allow SQL to process a query (see the question “Q: What registry keys does Ultrasound use?” later in this document for information about this registry key). If SQL doesn’t respond within this time limit, then the controller will automatically restart. 

You can see more information on this occurrence in article 293232 in the Microsoft Knowledge Base.

Q: Why is Ultrasound not collecting data from my FRS servers as often as I have scheduled?

A: Ultrasound tries to collect data at the scheduled times, but many factors can prevent it from doing so. If the Ultrasound controller encounters an error when attempting to communicate with the Ultrasound Windows Management Instrumentation (WMI) provider, it will abort the current data collection and wait until the next scheduled collection time for that server before trying again.

It is also possible that the Ultrasound controller or database has become overloaded. Ultrasound will begin skipping some data collections to continue functioning. If data collection for a server is skipped, Ultrasound will not try to collect data from that server again until the next scheduled collection time. To resolve this, you must either reduce the frequency of data collections or install the database and/or the controller on higher-performance servers.

Q: Why does Ultrasound report “Originator GUID changed” and other alerts that don’t appear to make sense during or after a D2 operation?
A: The “Originator GUID changed” alert is reported when Ultrasound detects that a non-authoritative restore operation (D2) operation is in progress or has completed. During the D2 operation, some FRS state is changing and Ultrasound cannot always determine if there is a real problem or if it is simply a transient state caused by the D2 operation. These reporting problems will stop automatically over time, and the spurious alerts can be safely resolved in the console.

Q: Why is Ultrasound reporting “Batch update data collection ADO Error: UPDATE statement conflicted with TABLE CHECK” errors?
A: The database enforces some rules to ensure that the data it stores is consistent. A common cause of this error is that the clocks on the database, console and/or controller servers have been set back. For example, if the clock on the console server was running fast, and then it was set back to the correct time, the dates that the console tried to submit to the database may appear to be incorrect. This problem will resolve itself automatically after the console’s clock reaches the time it was before it was corrected. Ultrasound always uses universal time coordinate (UTC) time, so it will not be affected by daylight savings time changes. 

Q: What does it mean when Ultrasound reports event log errors such as "GetEventLogData Failed to read FRS event log (0x800705dc): The event log file is corrupted."?

A: The Ultrasound WMI provider on the named server was not able to read either the File Replication Service or Directory Service event logs. This could be because one or both of these logs has been corrupted. Using the Event Viewer snap-in, you can verify if these logs are readable, and clear them if they are not readable.

Q: Why doesn’t Sync Topology collect available Active Directory information when there is an error collecting for one or more of the replicas?

A: The Ultrasound console will stop collecting Active Directory information the first time it encounters an error and will display an error dialog box like, "Active Directory synchronization failed."  You can deselect the failed replica set and try again. The Ultrasound controller will also collect the same information based on the corresponding "Schedule DC" collection schedule.

Q: Why does the health status stay yellow or red even after the alert has been resolved and the problem has been fixed?

A: Ultrasound does not allow users to manually change the heath status. The health status will not return to green until new information has been collected that indicates the problem has been resolved. For Ultrasound alerts that are based on the "FRS event log" view, there is no positive indication from FRS when the problem is resolved. For these alerts, health will remain red or yellow until the FRS event is 24 hours old. Deleting or clearing the event log will not affect this.

If this is a problem, you can modify the specific alerts to either have a shorter timeout period, or simply disable the health metric. See the “Customizing Row Filters” and “Customizing Health Metrics” topics in the Ultrasound documentation.

Note: Modifying the timeout for the alert or the health metrics will impact monitoring Ultrasound from MOM. MOM will only display the current health metrics.

Q: Why is data collection failing on 64-bit Itanium servers after upgrading to Windows Server 2003 Service Pack 1?

A: This is a known issue with the Ultrasound WMI provider on 64-bit platforms. The Ultrasound WMI provider must be uninstalled prior to upgrading to Windows 2003 Service Pack 1. Alternately, you can use the "Update Provider" functionality in the "Configure Ultrasound" dialog box to reinstall providers on servers that have already been upgraded to Service Pack 1.

Q: Why is the text in e-mail notifications not formatted correctly and the question mark ("?") character appears so often?

A: This is a known issue with some combinations of non-English, localized operating systems and databases. The "?" character appears where there should be a line break. This does not indicate any data corruption in Ultrasound.

Q: Why does Ultrasound continue to display old information and alerts?

A: Ultrasound tries to display only the most recent information that it has for each server or replica set. Until new information is available, Ultrasound will maintain and continue to display the information it has, no matter how old. Some of this information is necessary for correct operation of Ultrasound. If you remove a replica set from Ultrasound, some of the information related to it will not be deleted until the next purge operation. Refer to "To configure Ultrasound options" in the Ultrasound documentation for information on configuring when data is purged.

Q: Why does the Ultrasound console appear to stop responding or lock up?

A: Under some circumstances, a dialog box that has focus can get placed behind the main Ultrasound console window.  Although the console is still active, placement behind the console menu causes it to reject user input.  For example, if automatic refresh is enabled, the window will continue to refresh.  There are two workarounds for the problem. 

· Press ALT+TAB to cycle through the active windows.  The dialog box will show up in the list of windows.  Select it and dismiss the dialog box after it is brought to the front. 

· End the Ultrasound.exe process using the Task Manager.

If the Ultrasound console is not responding but can be moved, resized, maximized and minimized, then the problem is most likely due to a busy database. Certain Ultrasound database operations take considerable computational resources. While the computation is being done, certain parts of the database are locked. Other users, including the Ultrasound console, must wait for the computation to complete and the locks to be released.

Q: I need to change the database the console connects to but can't because of a database timeout error. How do I change the database without running the UI?

A: Update the following registry keys. For more details, see the section “What registry keys does Ultrasound use?” later in this document. See Microsoft Knowledge Base article 256986, “Description of the Microsoft Windows Registry,” for more information about the registry.
HKCU\Software\Microsoft\Ultrasound\DatabaseServer
This is the database server and instance name.  The format of this string SqlServerName or SqlServerName\SqlInstance, for example, SqlHostName\frsmon.

HKCU\Software\Microsoft\Ultrasound\DatabaseName
This entry is for the database name.  If you installed Ultrasound using the default settings, this is simply "Ultrasound."
Q: Why does Ultrasound not collect any data from servers that are members of replica sets that have errors?

A: Ultrasound will not accept any data from a provider if the provider reports errors for any of the monitored replica sets. This is by design. If this becomes a problem, you can stop monitoring the replica sets that are in error.

Q: Why don’t the Go To Health -> Inbound Connection or Go To Health -> Outbound Connection commands work from Connections data grid on the Summary tab?

A: This is a known issue when no FRS data has been collected from the corresponding member(s) on the given connection. Ultrasound maintains two views of connections to mimic that seen by FRS. One view is the view from Active Directory.  The other view is that from the replica member. For the Go To Health navigation to work in this case, it is necessary for Ultrasound to have gathered data from both sources. To enable the Go To Health navigation completely, be sure to deploy providers to all servers and perform data collections at reasonable intervals.

Q: Why is the file size information on the Details tab not the same as the actual file size?

A: This file size information is the size of the file as reported by FRS. It is only an approximation.

Q: Why does the "TotalChangeOrderSizeBacklogged" show a larger size than the true backlog?

A: Ultrasound calculates this size based on the number of file operations that FRS has yet to process. The "TotalChangeOrderSizeBacklogged" column is a worst case data transfer size. In some cases, FRS does not need to actually transfer all of the data represented by these file operations.

Q: How do I enable more or less information in SMTP and event log notifications for grouped alerts?

A: Ultrasound can limit the amount of data returned to you for grouped alerts. A grouped alert can have many items, so the notification can be arbitrarily large. Notifications are sent for a grouped alert only once. Typically the notification will be sent before the alert contains a large number of rows. To limit the amount of data that is sent over e-mail or stored in the event log, you can adjust the following registry value. The default limit is 50 rows. 

HKLM\System\CurrentControlSet\Services\USController\Parameters\NotificationLimit

Note: Setting this value to 0 will cause Ultrasound to not limit the amount of data it will try to include in the e-mail. This can potentially be a very large amount of information, and this setting is not recommended. See Microsoft Knowledge Base article 256986, “Description of the Microsoft Windows Registry,” for more information about the registry.
Q: The "Changes without outbound connection" might not detect some changes.

A: This alert happens when the number of changes increases over time. Due to the way Ultrasound calculates this increase, the calculation may be inaccurate when the FRS service is restarted.

Q: Ultrasound provider update or deployment failed for one or more servers. Why can't I uninstall the provider on these servers?

A: Ultrasound cannot always determine the state of the deployment on a server. It is possible that the Ultrasound provider successfully installed on the server, but due to network or other errors, Ultrasound was not able to determine this. To resolve this problem, right-click on these servers in the Configure Ultrasound dialog box and choose Override Deployment State, and set it to Installed. This will allow you to then have Ultrasound attempt to either update or uninstall the provider again.

Q: What special characters can I use safely for view and filter names? Are there other restrictions on the name of views?

A: It is best to use alphanumerics and underlines, though spaces and many special characters work without problems. There are some problems when using a period ".", or square brackets "[]". If you are having problems with alerts or views, ensure that your view names do not have these special characters.

Q: Why do some replica sets not appear in the Advanced tab?

A: This is a known issue that can happen when there are multiple Ultrasound consoles active. The Advanced tab of a running console can become unsynchronized with the set of monitored replica sets and will not reflect the changes made (added or removed) by another console even if you click "Refresh" or press F5. You must restart the console.

Q: Why do propagation tests occasionally continue to run after being shut off?

A: This can happen in some cases when the propagation test file is already being created while the user requests that the test be shut down. If this happens, simply shut off the test again.

Q: Why are some messages missing from the Incident Log?

A: Old messages are purged from the incident log.

The console also caches incident log entries, and this cache is not synchronized with the database for purged incident log entries. It does get new ones, but only new ones that have a timestamp later than the last read event log entry.  This can be a problem because the database does not timestamp each inserted admin log entry—that is done by the console. There can be problems if there are multiple consoles running on different servers with clocks that are not well synchronized. To get an accurate view of the incident log entries that are stored in the database, you can restart the console or start a new console instance.

Q: Why does this event appear in the system event log?

 “A provider, USProvider, has been registered in the WMI namespace, Root\CIMV2\Applications\MicrosoftUltrasoundV1, to use the LocalSystem account.  This account is privileged and the provider may cause a security violation if it does not correctly impersonate user requests.”
A: The Ultrasound WMI provider must access protected information on the server that is not accessible with the Network Service or by impersonating the Ultrasound controller credentials. Access to the provider is restricted by the security settings on its WMI namespace. The Ultrasound WMI provider deployment process will always restrict access to the WMI namespace to the Ultrasound controller server account. If providers are deployed multiple times from different instances of Ultrasound, then access will be granted to each of these controllers.

Q: On the Details tab, why does the EventTime for Files (Pending changes) always display ‘-’?

A: The EventTime information is only available when a file is in a sharing violation state, but not for other backlogged files. 

Q: Why is the health of a replica set or server in the health tree different from that displayed in the corresponding health grid?

A: This is a known issue that can happen after deleting row filters. It will resolve itself the next time data is collected for the affected replica sets.

Q: What registry keys does Ultrasound use?

A:  In addition to the usual COM registry entries, the Ultrasound components use the following registry values. Changing any of these values might cause Ultrasound to perform poorly or to not function at all. See Microsoft Knowledge Base article 256986, “Description of the Microsoft Windows Registry,” for more information about the registry.
Ultrasound Console:

HKEY_CURRENT_USER\Software\Microsoft\Ultrasound

	Value Name
	Minimum
	Default
	Maximum
	Description

	DatabaseName
	
	Ultrasound
	
	Name of database attached to the SQL instance.

	DatabaseServer
	
	
	
	Name of the SQL instance.

	SqlCommandTimeout
	0
	60
	600
	Timeout for individual SQL commands ( in seconds).

	SqlConnectionTimeout
	0
	30
	180
	Timeout for connection to SQL( in seconds).


Ultrasound Controller:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\USController\Parameters
	Value name
	Minimum
	Default
	Maximum
	Description

	DatabaseServer
	
	
	
	Name of the SQL instance.

	DatabaseName
	
	
	
	Name of database attached to the SQL instance.

	DBCommandTimeout
	0
	0
	(5*24*60*60*1000)
	Maximum time to wait for a single database command to execute in milliseconds. 0 = INFINITE.

	DBConnectionTimeout
	1000
	(1*60*1000)
	(60*60*1000)
	Maximum time to wait for a sinlge connect (ADO Open() call timeout) in milliseconds.

	NotificationLimit
	0
	50
	0xFFFFFFFF
	Defines how many instances of individual alerts within a grouped alert to include in a notification. If 0 is specified, then include all. If not set then the default of 50 is applied.

	PropagationTestTimeout
	1000
	(25*60*1000)
	(24*60*60*1000)
	Time to wait for FRS to recognize a PropagationTest file creation (on the drop server) in milliseconds.

	SMTPSender
	
	UltrasoundFRSMon
	
	Defines the sender e-mail name for SMTP notifications to enable bounced messages on send failures.


Q: How do I move the controller?

A: There is no supported way to directly move the controller. See “Q: How can I save or move my settings from the Ultrasound database?” later in this document for more information.
Q: How do I move the database?

A: There is no supported way to directly move the database. See “Q: How can I save or move my settings from the Ultrasound database?” later in this document for more information.
Q: How can I save or move my settings from the Ultrasound database?

A: The scripts ExportUltrasoundUserData.wsf and ImportUltrasoundUserData.wsf are provided to allow you to save some of the settings stored in the Ultrasound database.  This includes the following set of items:

· Set of monitored replica sets

· Set of monitored servers and their associated schedules

· Scheduled propagation tests

· Incident log

· Purge settings

· SMTP settings

· Permissions granted with usdbaccess.vbs

· Default notifications

No other information is saved, including: the data collected by the Ultrasound controller, custom notifications, user changes to view and filters, and permissions changes made by tools other that usdbaccess.vbs. Also, note that these user settings do not include those set in the registry for both the controller and console.

Important: When you uninstall Ultrasound or reinstall Ultrasound over an existing instance, the database and all contents are erased. You must export your settings before you uninstall Ultrasound or they will be lost.
1. Download the ExportUltrasoundUserData.wsf script and run it against your existing database to save your settings.

2. Using the Add/Remove Programs control panel, remove Ultrasound. All information in the database is lost when you do this.
3. Install Ultrasound to the new database and/or server.

4. Run ImportUltrasoundUserData.wsf to import your saved settings into the new database.

5. Start the Ultrasound console.

6. From the Configure Ultrasound dialog box, select all the replica sets.

7. Click Sync Topology.

8. Close the Configure Ultrasound dialog.  Press F5 to force a refresh; your health tree should appear.

9. You must again use USDBAccess.vbs to grant access to the new database for any additional users.

If you have moved the controller to a new computer or you have installed a new version of Ultrasound, you must update the Ultrasound WMI providers on the FRS servers. Doing so will give the new controller’s machine account permission to access the WMI providers. 

Note: Unless you uninstall the providers first, the previous controller’s machine account will still have access to the providers.

To update the providers that were previously installed, do the following:

1. From the Configure Ultrasound dialog box, select all the replica sets.

2. Sort by ProviderDeploymentState.  Select all the servers that are "Installed" and click Update Provider.  

3. Close the Configure Ultrasound dialog. Press F5 to force a refresh; your health tree should appear.
Q: Why are some notifications settings lost after applying import/export scripts?

A: Only default notifications are preserved. Custom notifications defined for individual row filters/alerts are neither exported nor imported.
Q: Why is the Health tab empty after importing data?
A: This is a known issue. You must refresh Active Directory data from the Configuration dialog box for all monitored replicas.

Q: ImportUltrasoundUserData.wsf fails with an error "Error. Table [Replica Set is not empty."]

A: The import script should only be run on a new, empty database. It cannot function correctly if the database is already in use.

Q: On the advanced tab in the “Replica Sets” view, why does the LastTimeNoBacklog metric sometimes show the current date, while there is an existing backlog?

A: This is a known issue that can happen when the backlog consists only of change orders that don’t require the contents of files be sent. This includes directory operations and security settings. You can manually look through the historical data available in Ultrasound to see how long ago the backlog began. 

Note: LastTimeNoBacklog metric in "Connections" and "Members" views is accurate.
Q: Why do some servers fail to collect data and give the error message “Recording NtFrs Performance Counters Failed to add FRS perfcounter”?

A: The performance counters configuration in older versions of FRS sometimes become corrupted. They can be fixed by deleting the following registry keys and then restarting FRS. See Microsoft Knowledge Base article 256986, “Description of the Microsoft Windows Registry,” for more information about the registry.
· HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Services\FileReplicaSet\Counter Version

· HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Services\FileReplicaConn\Counter Version

Q: Why does Ultrasound show an empty or a very large backlog for new connections or connections that have never joined?

A: Ultrasound can report backlog statistics that are not representative for connections that have yet to undergo or are in the process of undergoing a vv-join operation. FRS can perform vv-joins using different methods, and the amount of remaining work to be performed cannot be easily computed. Ultrasound also limits the amount of data it retains to compute backlogs to reduce database size requirements. During a vv-join operation, this data can be highly dynamic and thus cause discrepancies in the number of backlogged change orders and number of backlogged files.

It is recommended that you use several data sources, including backlog, when determining the health of connections. Ultrasound provides two row filters in the Connections view for each replica set to track the connections that are actively undergoing a vv-join or have not yet undergone a vv-join, The "Active vv-joins" row filter will show only connections that were observed to be in a vv-join at the time their data was collected. The "Never joined connections" row filter will show only connections that are new and have not yet joined.

Ignore backlog values for connections that have never joined and connections that are in the process of a vv-join. It is not possible to gauge absolute progress by looking at backlog or any other data, though the backlog may give a rough indication of the work remaining in some circumstances.

Q: Why does setup fail when installing the Ultrasound controller?

A: There are a couple of common causes for setup failure. 

If a previous instance of Ultrasound was uninstalled just before the failed installation attempt, the failure may be because the Service Control Manager still has the USController service locked. The SCM will sometimes delay service deletion by up to 15 minutes. If this is the case, the installation problem will resolve itself within about 15 minutes.

Another common Ultrasound setup failure is a registry corruption that can be caused by the install/uninstall of other products. Some necessary registry keys are mistakenly deleted.

If the Ultrasound Controller setup fails and %windir%\UltrasoundInstall.log is empty, please verify that you have the following registry entries. See Microsoft Knowledge Base article 256986, “Description of the Microsoft Windows Registry,” for more information about the registry.
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[HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Interface\{00020404-0000-0000-C000-000000000046}]

@="IEnumVARIANT"

[HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Interface\{00020404-0000-0000-C000-000000000046}\NumMethods]

@="7"

[HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Interface\{00020404-0000-0000-C000-000000000046}\ProxyStubClsid]

@="{00020421-0000-0000-C000-000000000046}"

[HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Interface\{00020404-0000-0000-C000-000000000046}\ProxyStubClsid32]

@="{00020421-0000-0000-C000-000000000046}"

If not, you can save the text above to a file “InstallFix.reg” and then import it using the registry editor.

Q: What are valid names to choose for the Ultrasound database?

A: The name you choose to name the Ultrasound database should be unique. If you choose the name of an existing database, the Ultrasound installation might destroy that database. Common names to avoid are: master, model, msdb, Northwind, and pubs.

Q: Why do some Ultrasound providers fail (with “Provider load failure” and “Could not read data from the provider” errors) after having successfully installed and run for some time?

A: The registry keys needed by the Ultrasound provider can be lost if a server goes down unexpectedly (for example, because of power failure). This can happen even if the Ultrasound provider was installed and functioning correctly for some time before the server went down.

To resolve this, use the Configure Ultrasound dialog box and use the “Update Provider” function on the affected servers using Tools -> Configure Ultrasound options.
Q: What does it mean when some backlogged files are displayed as “orphaned”?

A: Orphaned files are files whose parent directory has not yet replicated to the file reference server. If you must locate these files, look for them on the server where they originated. 
You can get this information from the "Current backlogged files" views on the Advanced tab - the Outbound server column. This will tell you on which server these files exist, but not their path. To get path information, you either have to search that server or select that server as the file reference server.
Q: How do I move the controller from one server to another? 

A: Moving the controller from one server to another is a complex process.  If it is not absolutely necessary to retain your data, it is easier to save the user settings from your existing database, install Ultrasound on the new controller server, apply the saved user settings, and update providers. Moving the controller manually involves more steps and still requires updating the providers.

Q: Why is some information in the Member and Server views on the Advanced tab incorrect when Active Directory data collections are disabled with SetUltrasoundCollectionOptions?

A: Ultrasound only updates these metrics when it is collecting information from Active Directory. When you re-enable data collection, these metrics will return to normal. The affected metrics are Member.MaxOverlappedSchedules and Server.MaxOverlappedSchedules.

Q: Why does Ultrasound gives the error “The filter specified is invalid” when a row filter with bit-wise operators is used? What are the valid operations for row filters?

A:   See “Row Filter Syntax” in the Ultrasound documentation for a list of the valid operations. In particular, bitwise operations are not supported. Bitwise operations can be simulated with normal arithmetic operations. For example:

(A & 0x30) <> 0

Can be done with:


((((A / 16) % 2) = 1) or (((A / 32) % 2) = 1))

Q: Why are some files listed by Ultrasound as “orphaned”? What does orphaned mean?

A: Orphaned files are those files about which the file reference server doesn’t have information on one or more directories in the path to the file. This could mean that the parent directory hasn’t replicated to the file reference server yet and may resolve itself in time. If the problem persists, there is a replication problem.

It is possible that another server in the replica set will have this information. Changing the file reference server may then be able to resolve the actual path to the file.

Q: Why are some propagation test files left on the replica set after Ultrasound is uninstalled or upgraded?

A: Ultrasound only deletes propagation test files after the test has completed. If Ultrasound is uninstalled or the Ultrasound database is upgraded, all references to existing propagation test files are lost and therefore will not be deleted. 

You should be sure to cancel all propagation tests before uninstalling or upgrading Ultrasound.

You can manually delete the files, but you should not delete the propagation test directories. Doing so might trigger FRS to morph these directories when the next propagation test is started.
Q: Why does automatic installation of providers continually fail, or if manual installation succeeds, data collection still doesn't work?

A: To install the provider, the user running the Ultrasound console must have administrative access to the remote servers and also have access to access WMI remotely. To verify that you have sufficient privileges, try this simple test from the computer you are using to deploy the Ultrasound provider to this computer, with the credentials you are using:

1. Run 'wbemtest.exe' 

2. Click "Connect" 

3. Enter the "Namespace" as \\remote Server name\root\cimv2, and click "Connect" 

4. Click "Query" under the IWbemServices group box 

5. Enter the query as "select * from Win32_ComputerSystem" and click "Apply" 

If this fails and gives an Access Denied error, then you do not have sufficient privileges to access the server remotely.

You should ensure that you are a local administrator on the remote server and that the WMI namespace security hasn't been changed to deny remote access. You can use WMIMGMT.MSC to view and adjust namespace security as follows:

1. Run WMIMGMT.msc 

2. Right-click on “WMI Control” in the tree view and select “Connect to another computer” and then choose an Ultrasound provider server (c061xcd001 for example) 

3. Right-click “WMI Control” again and select Properties to open the “WMI Control Properties” dialog box. 

4. Select the Security tab of the “WMI Control Properties” dialog. 

5. Expand Root -> CimV2 -> Applications. 

6. Select MicrosoftUltrasoundV1 and then click Security. 

7. The machine account for the controller should appear in the list of users who have access. 

Q: How can I use Ultrasound to get more “real-time” behavior when closely monitoring a large deployment?

A: The Windows Server 2003 Branch Office Deployment Guide describes how Ultrasound can be used to monitor a large Branch Office deployment. In general, Ultrasound is not a real-time monitoring tool and has some inherent latencies in the design. To track what stage the Ultrasound controller is in collecting data from server(s) to be monitored, consider the following:

If you want a more responsive Ultrasound, it would be better if you set your scheduled collection to once per day and interactively collected data from specific servers of interest.

1. Go into Ultrasound and clear the data collection schedules (or just set it to once per day in the middle of the night).

2. Stop the Ultrasound controller by typing Net stop uscontroller at the command prompt
3. Apply LowLatencyCollections.reg as specified below.

4. The following text can be copied and pasted into a .reg file to automatically enable low latency collections from FRS members. It does this by reducing some of the waits in Ultrasound so it polls much more frequently. The database load will be increased as a result.
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USController\Parameters]

"JobDelayAfterWMIQuery"=dword:00002710

"JobDelayPolling"=dword:00002710

"ManualRefreshPollingFrequency"=dword:00000078

"NotificationsPollingFrequency"=dword:0000003c

"SchedulePollingFrequency"=dword:0000003c

5. Start the Ultrasound controller service by typing Net start uscontroller at the command prompt.
6. Go into the console, Advanced tab, Servers view. Select a server and request a manual collection.

7. Press F5 periodically. Look at the Provider State. It should go from Queued (Manual), to Queued, to Running, to Idle.

8. Look at a new view called Pending FRS data finalizations (select * from _FinalizeStaging). You should see one row. It will disappear.

9. Look in the Ultrasound Updates view with the date filter set to Current. For the server just collected, look at the StartTime column. It should have a time that is very current. Look at the AlertsFired column.  It should have a True.  If it’s false, press F5 periodically. It should go to True.

Q: To what extent was Ultrasound tested in terms of number of domain controllers? 
A: Ultrasound was tested in an environment of about 1600 domain controllers spread across 2 domains with about 1,300 in one domain and about 300 in another.  A single Ultrasound instance was able to monitor both domains. This Ultrasound instance was modified slightly using configuration options. By using a script such as SetUltrasoundCollectionOptions.js (which is shipping in the Ultrasound Scripts pack) Ultrasound (SP1) can be configured to ignore volatile connections and also not collect connection schedule data. This helps reduce noise and reduces the workload on the database (at the expense of some data and statistics).
Q: Do you have a maximum number of domain controllers that can be monitored by a single Ultrasound server?
A: We have not determined such a number. With the database and controller on the same server, we were able to monitor the 1,600 domain controller configuration using a 2.4 GHz Xeon quad proc with 2 GB of RAM. The server was able to handle this load with few problems (as the database gets more data, some UI queries become slow and can make the UI run out of memory; see below) and could easily collect data from all the domain controllers once per day.

Q: Do you have best practices to handle large Branch Office scenarios with several hundred domain controllers?
A: We recommend the following based on our testing:

· Disable volatile connection collection. Volatile connections are used for initial syncs (i.e., after DCPromo). They tend to add noise.

· Disable connection schedule collection or make Active Directory data collection infrequent (perhaps 1 time per day). Connection schedule computations tend to be expensive and lock the database while they're running. This makes for a bad user experience in the UI. If you disable connection schedule computations, you won't get certain statistics computed in the database, the main one being the maximum number of concurrent joins on a server for any 15 minute interval (an overloaded connection schedule). If the AD topology tends to be very stable, you can collect data once per day in the middle of the night and let Ultrasound go through its long computations. Alternately, if you need more frequent Active Directory data collections, turn off the connection schedule data collection.

· Set FRS data collections from the branch office servers to be infrequent, certainly no more frequent than the number of intervals when the connection triggers are enabled. For example, if the branches are scheduled to sync once per day, it doesn't help to collect branch data more than once per day.

· Choose a fast database server. Favor a fast processor over multiprocessors (unless you are also running the controller on the same server). The database processing is the main bottleneck, and it tends to use only one CPU.  

· If you're running the controller on the same server as the database, a dual proc would be nice. But if you need to take a step back on CPU frequency, you should probably install the controller and database on separate servers.

· Turn off UI auto-refresh. This puts extra load on the database, especially if you leave the console open on a tab/view that uses an expensive query.

· Increase the database timeouts in the UI in Tools | Options.

· Be careful when clicking on views in the Advanced tab. Views that return lots of data or are complex will cause database timeouts or even cause the UI to run out of memory. Just don't look at those views with the UI. Typical views that cause problems are Backlogged files by connections and Files in Replica Set (if you have lots of files).

· Keep an eye on how fast Ultrasound is able to queue and collect data from servers by using the Servers view and look at the ProviderState field. If you're not collecting data fast enough, you'll start missing collections.

· If you have connections that open and close (i.e., aren't always on), then you might need to spend some time and set up the Ultrasound collection schedules. If the Ultrasound data collection scheduler doesn't provide enough precision, you can use external scripts to initiate manual data collections.

Q: Do you recommend having multiple Ultrasound servers to spread the work load?
A: This is certainly a viable strategy if a single instance can't handle the load. You should check with Microsoft Product Support first because there might be a better solution for optimizing Ultrasound for a large scale environment. If you see the database server monopolizing a CPU, then you're going to need to relax your data collections or bring up an additional Ultrasound instance. 

Q: To what size can I expect the database to grow?  

A: Ultrasound databases require a SQL database administrator to keep them in shape. Shrinking the database files and truncating (or backing up) the transaction log will be necessary as with other databases.
Q: What is the maximum recommended database size an Ultrasound server can manage?
A: We don't have a maximum size number. There are no predefined limits imposed by Ultrasound, but if you're using MSDE, you'll be limited to the two gigabytes (GB) imposed by MSDE. 

Q: Are there any UI Issues with expensive queries, memory, and timeouts?

A: The UI doesn't handle queries that return tens or hundreds of thousands of rows.  Likewise, it doesn't handle database timeouts. The rationale was that in the UI, looking at tens of thousands of rows is generally useless. If you really need to process this much data, you're probably going to be better off going directly to the Ultrasound database. The Ultrasound Web Reporting pack provides more information on the database schema. 
Related Links

See the following resources for further information: 
Monitoring and Troubleshooting the File Replication Service at http://www.microsoft.com/windowsserver2003/technologies/storage/dfs/tshootfrs.mspx. 
Distributed File System and File Replication Services at http://www.microsoft.com/windowsserver2003/technologies/storage/dfs/default.mspx. 
File and Storage Services at http://www.microsoft.com/windowsserver2003/technologies/storage/default.mspx. 
For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003. 
