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Monitoring and Reporting Component Overview
White Paper

Published: May 2005
Windows-based Hosting version 3.5 now supports using Windows Server 2003 Service Pack 1 (SP1). Windows Server 2003 SP1 offers better performance and tighter security to help further protect service providers from viruses and malicious code. For the latest information about the Microsoft Solution for Windows-based Hosting,  
visit www.microsoft.com/hosting.
Abstract: This white paper provides an overview of the features, benefits, and design recommendations associated with the Monitoring and Reporting component of the 
Microsoft Solution for Windows-based Hosting. Microsoft Operations Manager (MOM), 
the core of the Monitoring and Reporting component, provides comprehensive event management, proactive fault detection, alerting, reporting, trend analysis, and applications monitoring. Microsoft Operations Manager is easy to deploy so you can rapidly achieve 
early problem detection, faster turnaround, increased uptime, and higher customer satisfaction. The Solution includes an optimized MOM Management Pack for Windows-
based Hosting and other hosting-specific tools.
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Introduction

Actively monitoring internal data center and customer site operations is an essential capability for any service provider. When data services are interrupted, your IT staff needs to take action quickly to restore service, and it is much better if that can be done before the customer ever calls. Too often, precious time is wasted prioritizing events and dealing with issues that could have been avoided if detected earlier. By preventing or detecting problems early, you increase uptime, increase customer satisfaction, and reduce the cost of operations. In addition, the ability to capture and warehouse detailed statistics enables refined customer reporting and analysis.
What Is Monitoring and Reporting?

Microsoft Operations Manager (MOM) is at the heart of the Monitoring and Reporting component. MOM is a tool that provides event management, fault detection, alerting, reporting, trend analysis, and applications monitoring. MOM captures events, filters them by rules, and records them in a central storage facility called the OnePoint database. Alerts based on rules and servers are logically grouped for reporting and rule processing. You can deploy MOM easily to begin monitoring your servers rapidly.
Several additional components of the solution utilize the Microsoft Operations Manager infrastructure to add further value. This latest release of the Microsoft Solution for Windows-based Hosting includes an enhanced Windows-based Hosting management pack, which provides additional monitoring functionality to Microsoft Operations Manager. In addition to all existing functionality, the management pack now monitors Automated Deployment Services (ADS) and .NET Framework 1.1. It also provides the new Web Sites and Services Management Pack for MOM 2005 you can use to monitor availability and performance of Web Sites and Web Services by performing HTTP requests against the monitored entities. In addition, Performance Warehouse Database (PWDB) and SQL Reporting Services provide the tools needed to extract data from the Microsoft Operations Manager database for detailed performance analysis and reporting.
The Monitoring and Reporting module rounds out its solution with best practices and comprehensive documentation for deploying MOM in a hosting environment. Windows-based Hosting recommends the use of MOM to monitor the platform and essential services. For service providers, implementing MOM is part of an overall effort toward continuous improvement in operations processes.
Benefits of Monitoring and Reporting
Monitoring the computers in your data center helps you keep your environment running smoothly, provides the means to correct problems before outages occur, and reduces the costs of resolving problems. Using a reporting system helps you meet your service level agreement obligations, plan for growth, and share key system performance information with resellers and customers when appropriate. There are several benefits associated with implementing the Monitoring and Reporting component of the Microsoft Solution for Windows-based Hosting:
· Rapid deployment — MOM can be monitoring your servers quickly. You can deploy MOM, Management Packs, and the reporting components in less than two business days, providing a solution superior to other monitoring products.
· Reduce unexpected downtime — MOM provides the means to correct problems before outages occur. MOM provides an infrastructure for proactively managing complex environments. Monitoring and reporting tools provide valuable information to hosting providers about the health of their system. Service providers implementing MOM have reduced downtime by up to 90 percent.
· Resolve problems more quickly — MOM helps your IT team identify issues faster, resolve problems faster, and restore services more readily once they occur. Management pack rules facilitate gathering of timely event information, thereby reducing operating costs.

· Improve customer satisfaction — Proactively monitoring internal data center operations and customer sites enables you to resolve problems before they get out of hand. Improving availability and rapidly resolving issues helps you improve customer satisfaction metrics and meet your service level agreement (SLA) obligations.
· Demonstrate clear service provider value — The Monitoring and Reporting component provides best practices and reporting tools that enable you to share key system performance information with resellers and customers. Providing customers with relevant data such as uptime and unique visitors clearly demonstrates service provider value. You can review what service plans have been sold and track the success of promotions by combining data from applicable databases, including from the Provisioning component. You can also perform analysis on the collected data to help with trend identification and capacity planning, and to determine when customers are ready for sales of additional service levels, a critical capability for increasing average revenue per user (ARPU).
· Continuously improve operations — Through MOM you can easily track availability and performance of core services. By sharing key service level and performance information, you can support your IT operations and continuously improve your operations processes.
Monitoring and Reporting Components

Several components are included with the Monitoring and Reporting module. They include Microsoft Operations Manager (MOM), Windows-based Hosting Management Pack, Performance Warehouse Database (PWDB), SQL Reporting Services, and the Web Sites and Services Management Pack for MOM 2005. These features work together to promote early problem detection, root cause analysis, faster turnaround, and increased uptime.

Microsoft Operations Manager

Monitoring and Reporting relies on Microsoft Operations Manager 2005 (MOM). Microsoft Operations Manager is an easy-to-deploy and scalable solution that offers a range of features:
· Distributed event management — MOM captures a wide variety of system and applications events from Windows-based systems distributed throughout a data center and aggregates them into a central event repository. The OnePoint database is a Microsoft SQL Server™ database storing configuration data and short-term monitoring data from agent computers.
· Rules — Administrators can modify or create rules that enable the system to react automatically to incoming message streams. The rules can either respond to a specific fault scenario with a predefined action or consolidate the messages into a more meaningful or significant event. These rules allow MOM to react intelligently to anticipated event patterns, triggering actions or administrative alerts.
· Alerts — Administrators can configure any rule to generate specific alerts with associated severity levels. An alert can represent a single event or multiple events from many sources. Alerts can optionally trigger e-mail messages, pages, Simple Network Management Protocol (SNMP) traps, and scripts to notify specific system operators and other management systems of emerging problems. An administrator can trace the history of a given alert and the events associated with it. MOM provides meaningful system status without the false alerts common with other monitoring solutions.
· Performance monitoring — Administrators can set MOM to monitor key performance thresholds. Rules may be customized and new rules added, allowing system and application performance trends to be monitored for both historical reporting purposes and capacity planning. Additionally, local and aggregated thresholds can be set to generate alerts and actions in response to any changes in system or application performance requiring administrative intervention.

· Reporting tools — MOM provides access to a broad range of configured reports and charts. The reports allow at-a-glance review of the status of systems and services on the network, as well as the ability to plan changes to the infrastructure based on performance and availability data.
· Management pack — Windows-based Hosting Management Pack provides additional monitoring functionality to Microsoft Operations Manager, including selected rules from standard server and application management packs and custom processing rule groups. The selected rules facilitate the collection of event and performance data for each type of server managed by MOM.
· Administrator Console—  Using t his tool, administrators can configure and optimize MOM 2005, install management packs, create rules, configure and deploy agents, and configure user views and security settings

· Operator Console— Provides an intuitive user interface that uses images and colors so the MOM Operator can quickly identify issues. This console includes multiple views such as a topology diagram reflecting the relationships between servers and systems, a state view summarizing the health of each server, and an alert view for displaying actionable events

· Web Console— A customizable web interface built on the MOM 2005 Software Development Kit (SDK), which provides a summary of computers, in addition to alert and event views 

· Reporting Console— Provides access to a large number of predefined reports for systems, applications, and environments monitored by MOM 2005 — utilizing SQL Server™ Reporting Services.  Additional custom reports can also be created in the Visual Studio® development environment
· Interoperability — Integration with Microsoft Windows Management Instrumentation (WMI) allows MOM to consume a wide range of events and performance data from any Windows-based system. MOM can also be configured to monitor SNMP event data (traps) for any specified devices.

· Intelligent agents — Based on the rule-sets defined by the administrators at a central console, MOM agents provide a high degree of intelligence. This architecture minimizes the traffic imposed by MOM on the network while allowing critical data to flow freely to administrators.

· Automated agent and rule deployment — MOM automatically detects and reports the presence of new servers and the applications and services installed on them. Deployment of agents and rules-sets can then be set to occur automatically with MOM loading only the appropriate rule-sets.
· 64-bit Support — Management of applications running on 64-bit operating systems

· Agentless Monitoring — Subset of management capabilities for servers without requiring the installation of a MOM agent 

· Maintenance Mode — Ability to stop alerts from being displayed in the Operator Console while a system is being maintained 

Windows-based Hosting Management Pack

The Windows-based Hosting Management Pack consists of a bundle of rules selected from other Microsoft Operations Manager Management Packs that monitor core services. The Windows-based Hosting Management Pack greatly simplifies the process of configuring Microsoft Operations Manager for your specific environment, and can help you deploy MOM with rules for monitoring core platform servers in one to two business days.
The processing rule groups imported with the Management Pack allow you to monitor several services, including:

· Web site and connection availability and, where appropriate, performance for ASP, ASP.NET, HTTP, HTTP Secure (HTTPS), Post Office Protocol 3 (POP3), Simple Mail Transfer Protocol (SMTP), File Transfer Protocol (FTP), FrontPage® Server Extensions 2002, WebDAV, and application pools

· Microsoft Active Directory® events, alerts, and performance

· SQL Server 2000 events, alerts, and performance

· Systems Management Server (SMS) events, alerts, and performance

· Microsoft Provisioning System (MPS) events, alerts, and performance

· Automated Deployment Services (ADS) events, alerts, and performance

· Domain Name System (DNS) events, alerts, and performance

· Internet Security and Acceleration (ISA)
· Network Load Balancing (NLB)
· Microsoft .NET Framework 1.1

System Center Reporting Database

MOM 2005 includes a new reporting database as one of its key components, the SystemCenterReporting database. A scheduled task gets installed as part of the MOM 2005 Reporting deployment. This scheduled task is responsible for moving data from the MOM OnePoint database to SystemCenterReporting once a day.
Performance Warehouse Database (PWDB)

Windows-based Hosting provides a SQL Server database, named PWDB, for long-term storage of data from the solution’s provisioning system and optional hosted services, such as Windows SharePoint Services. This important feature of Windows-based Hosting gives you the ability to export data for use in other applications. 
SQL Server Reporting Services

MOM 2005 uses SQL Server Reporting Services to provide standard reports on system performance. For this solution, the standard reports are made available through Report Manager, a Web interface available on the reporting server at http://<MOMSQL01>/Reports/Pages/Folder.aspx. This interface provides access to all of the standard solution reports.

Using SQL Reporting Services enables the creation, management, and delivery of both traditional, paper-oriented reports and interactive, Web-based reports. Reporting Services supports a wide range of common data sources, such as OLE DB and Open Database Connectivity (ODBC), and multiple output formats, such as familiar Web browsers and Microsoft Office System applications.

Reports can be accessed on-demand by visiting the Report Manager or through subscription. Some reports may be generated on a scheduled basis and cached. This facility to schedule and cache reports reduces the time it takes for a report to appear to a user because the query is not being run in real-time with every view request.

Microsoft Operations Manager Architecture
Microsoft Operations Manager 2005 architecture provides enterprise-class scalability. MOM manages Windows-based systems of all sizes, from department level to corporate level. Using a three-tier architecture, systems running MOM handle hundreds of millions of events per day with full redundancy and load balancing.
Because both event and performance management of servers and applications are crucial to successful operations, MOM provides mission critical availability of the MOM servers and even the MOM database itself. Using features such as database clustering and server sharing, single points of failure can be eliminated that ensures the availability of your management solution.

Microsoft Operations Manager is based on the Windows Server operating system platform. To perform effective monitoring and management, MOM is based on the Microsoft distributed multi-tier architecture:

· Presentation Interfaces—The presentation layer consists of the MOM Administrator MMC, the Web console, and Microsoft Operations Manager Reporting.

· Business logic—The business logic layer consists of agents, Consolidators, associated Agent Managers, and the Data Access Server (DAS). The DAS provides centralized database access and query logic, and communications between the interfaces in the presentation layer and the components in the data layer.

· Data—The various data sources and the repository database make up the data layer.

Microsoft Operations Manager Architectural Components
Microsoft Operations Manager consists of a variety of components designed to allow distributed workloads and efficient operation. The  XE "Microsoft Operations Manager (MOM):components of" 

 XE "Microsoft Operations Manager (MOM):interfaces" architecture of MOM consists of product components and interfaces. Components provide functionality, and interfaces provide access to the collected data and configuration functionality.

The main architectural components of MOM are: 

· Microsoft SQL Server Database — Where all the event information and rules logic is stored (this is where the Application management packs reside). This database also contains the prescriptive advice and Knowledge Base links, and is used by the reporting engine.

· Data Access Server (DAS) — Used by the different Microsoft Operations Manager services to access the database for reading or writing information. The DAS acts as a broker that transposes simple requests into database-specific tasks.

· Consolidator — Delivers rules and configuration data to the agents on the managed nodes. The consolidator basically acts as an agent manager, handling all communications with the managed computers on the network. It sends information received from managed nodes to the DAS, and then places the information in the Microsoft SQL Server  database. Further, the Consolidator handles the automatic deployment and updating of the remote agents on each managed Windows-based server and ensures the propagation of new rules to the local agents.

· Agents — Intelligent monitoring components installed on each monitored Windows – based system. Agents are at the forefront in collecting and analyzing information, and in executing commands sent by Microsoft Operations Manager. Agents store rules locally, and are able to act without having to refer back to the managing servers.

· Agent Manager — A central service that maintains configuration and installation of agents based on policies and rules stored in the database. In order for Agent Manager to function properly, you must install the Consolidator service on the same server.

· MOM Management Server — The server that runs the DAS, Consolidator, and Agent Manager.

· Two Management Consoles — MOM 2005 includes an Operations and an Administrator Console. This gives each type of MOM user, operator and administrator, access to the information and tools each needs. This is an improvement over having only the Operations Console in MOM 2000.

· Diagram Views – A variety of topological views where the existence of nodes and relationships are automatically discovered by MOM Management Packs. The status of the nodes, navigation to other views and launching of context-sensitive actions can be accessed directly from a topological view, helping the operator navigate quickly to the root cause of the problem and resolution information and tasks for resolving the issue.
The distributed nature of Microsoft Operations Manager architecture makes it easy for administrators to avoid bottlenecks and to scale to support thousands of managed computers. Although it is possible to install all these services on a single Windows-based computer, most organizations will choose to have them spread across multiple systems for better performance.

Monitoring and Reporting System Requirements
Microsoft Operations Manager 2005 must be installed on a server located in a domain environment based on Microsoft Active Directory. For the database, MOM supports both SQL Server 2000 and Microsoft Data Engine (MSDE) configurations. SQL Server 2000 is recommended primarily for performance and scalability. Windows-based Hosting Solution uses SQL Server 2000.
Keep in mind that performance and capacity are highly dependent on configuration and response-time requirements. The actual performance of a given design depends on many factors. These include the number of events and alerts, the performance of the network, and the configuration of the disks on the database server. The following table provides recommended design limitations for a MOM solution.

General Performance Limitations
	Number of
	Maximum

	Agent-managed computers per management group
	4000

	Agentless managed computers per Management Server
	10

	Agentless managed computers per management group
	60

	Agent-managed computers per Management Server
	2000

	Management Servers per management group
	10

	Levels in a multitiered MOM configuration
	3

	MOM consoles per Management Server
	15

	Reporting subsystems per MOM Database
	1

	Management Servers per agent for multihoming
	4


· Server Requirements — The hardware recommended for MOM varies based on the number of computers monitored. Refer to the Monitoring and Reporting documentation for complete server requirements. A single server consisting of dual processors, 1 GB of memory, and dual 72-GB disks or larger will suffice for up to approximately 250 monitored computers. The primary factor is the disk capacity and performance of the SQL Server system. If you plan to monitor more than 250 servers, consult the MOM documentation for proper system sizing. In general, if you plan to monitor more than 250 computers, you should use two servers, one for MOM and one for SQL Server.

The server requires Microsoft Windows Server™ 2003, Enterprise Edition, Microsoft SQL Server 2000, Standard Edition, or Microsoft SQL Server 2000, Enterprise Edition and SQL Server 2000 Service Pack 3 or later. (SQL Server Reporting Services edition must match the edition of SQL Server 2000 used.)The reference architecture requires Internet Information Services (IIS) version 6.0, and ASP.NET version 1.1. 
· Monitored Computer Requirements — Windows-based Hosting servers monitored by MOM should have a minimum of 100 MB of free disk space.
Is Monitoring and Reporting Right for 
Your Organization?
The Microsoft Solution for Windows-based Hosting is a modular solution architecture that enables service providers to deploy only the technologies they need. Service providers must maintain a competitive advantage by offering services on a stable, scalable infrastructure while keeping their costs low to maximize profitability. Although you may deploy the Monitoring and Reporting component in a variety of situations, it is commonly implemented in application hosting scenarios. Independent software vendors (ISV) or application service providers (ASP) can use Microsoft Operations Manager to provide comprehensive event management, proactive fault detection, automated reaction to events, alerting, and trend analysis.
Conclusion
The Microsoft Solution for Windows-based Hosting offers service providers a packaged set of tested software tools and scripts with supported architecture guidelines. Each modular component of the solution is designed to help you deliver reliable hosting services with reduced operating costs, increased customer satisfaction, and increased profit margins. The Monitoring and Reporting component provides tools to proactively monitor both internal data center and customer site operations, leading to reduced downtime and increased customer satisfaction. 
For more information on the Monitoring and Reporting component of the Microsoft Solution 
for Windows-based Hosting, including an overview and case studies, visit www.microsoft.com/hosting. For detailed information on Microsoft Operations Manager, 
visit www.microsoft.com/mom.
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