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Update Management Component Overview
White Paper

Published: November 2004
For the latest information about the Microsoft Solution for Windows-based Hosting, 
visit www.microsoft.com/hosting.

Abstract: This white paper provides an overview of the features, benefits, and design recommendations associated with the Update Management component of the Microsoft Solution for Windows-based Hosting. This component leverages several update management tools and strategies to increase server consistency and data center security. The tools are consistent with the four phases of the Microsoft IT update management process — assess, identify, evaluate, and plan. By implementing automated tools from the solution such as Software Update Services (SUS) or Windows Update Services (WUS), you can more effectively apply service packs, updates, and security updates to the servers and infrastructure in your data center.
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Introduction

In a data center environment, where there are potentially thousands of servers, the complexity of software installation and updates presents a challenge. Network administrators and security staff have seen a dramatic increase in the frequency and urgency of security updates that resolve vulnerabilities in core platform components.
Manual updating tools and techniques that work well for a few computers often will not scale to thousands of target devices in a data center. Software updates need to be packaged so they have the capability to run in an unattended fashion and provide status feedback on the success or failure of the installation.
Using an automated update management process gives service providers control over the deployment and maintenance of interim software releases into the data center. The Update Management component helps you maintain operational efficiency and effectiveness, overcome security vulnerabilities, and maintain a stable production environment.

What Is Update Management?

The Update Management component of the Microsoft Solution for Windows-based Hosting provides several technologies you can use to help you manage the updates that you apply to the servers and infrastructure in your data center. In general, these technologies manage three types of updates:
· Service Packs—A service pack is a periodic update that corrects problems in one version of a product. In addition to correcting known problems, service packs provide tools, drivers, and updates that extend product functionality, including enhancements developed after the product was released. Service packs are cumulative, which means that each new service pack contains all the updates from previous service packs, as well as any new updates.

· Updates—Updates are code patches for products that are provided to customers when those customers experience critical problems for which no feasible workaround is available. Updates, also known as hotfixes or Quick Fix Engineering (QFE), are not intended for general installation, because they do not undergo extensive beta testing when they are created. Microsoft targets update support toward enterprise-level customers and designs it to provide an extra level of security for mission-critical software systems.
· Security Updates—Security updates address security vulnerabilities that may be exploited by attackers. Security updates are analogous to updates, but should be considered mandatory, and they must be deployed quickly.
You can use several key technologies for managing these updates in the data center:
· Windows Update

· Software Update Services (SUS)

· Windows Update Services (WUS)
· Microsoft Baseline Security Analyzer (MBSA)

· Microsoft Systems Management Server (SMS)
These components fit into the Microsoft update management process, which consists of the following steps:
1.
Assess the environment to be updated on an ongoing basis.

2.
Identify new updates, determine their relevance to the environment, and verify update authenticity by installing each one on an isolated system, and determine enforcement time frame.

3.
Evaluate and plan update deployment to ensure that update testing, risk assessment, and update release processes are all in place.

4.
Deploy the update, which includes distributing and installing the update, monitoring and reporting on progress and success or failures of the update, dealing with exceptions, and conducting a review of the deployment to continue to evolve the update management process.

Benefits of Update Management

Service providers that do not rapidly deploy critical updates may have security vulnerabilities that, if exploited, could lead to loss of revenue and customer trust. Minimizing this threat requires organizations to have properly configured systems, use the latest software, and install the recommended updates or security updates.

Assessing and maintaining the integrity of software in a networked environment, through a well-defined update management program, is a key first step toward successful information security. Implementing update tools from the Update Management component provides several benefits:
· Consistent installation — The ability of an automated software distribution tool to install standard software packages and options to targeted collections of devices ensures a consistent installation throughout the organization.

· Timely installation — An automated software distribution tool permits software releases and updates to be installed on a precise schedule. For example, when administrators approve the updates, tools such as Software Update Services automatically make all critical and security updates available to all preconfigured servers. Timely installation can reduce data center exposure to risk.
· Improved security — Update Management technologies such as Microsoft Baseline Security Analyzer provide a quick response to security vulnerabilities by enabling identification of vulnerable managed systems. Rapid deployment of updates to those systems using tools such as Software Update Services further improves security.
· Return on investment — Using automated software tools for generic software distribution is more cost effective than manual methods, especially for large data centers.
· Improved flexibility — Update Management technologies provide system configuration options for greater implementation flexibility and administrative control of the update process.
Update Management Components

Service providers need automated tools that make administrators aware of critical updates and allow them to manage and control installation. While Update Management includes solutions, the primary technologies are Microsoft Software Update Services (SUS) and Automatic Updates. In addition, the successor to SUS, called Windows Update Services (WUS), will be available for service providers. You can choose the technologies that are most appropriate for your hosting environment.
Windows Update

Microsoft Windows Update is an online extension of Microsoft Windows Server™ 2003 and Microsoft Windows XP Professional, and provides a central location for service packs, device drivers, and system security updates. Operating in combination with Windows Update is a system tool named Automatic Updates that can be configured to automatically download and install updates at scheduled times, restarting the computer if needed. The Microsoft Windows Update Web site (http://windowsupdate.microsoft.com) is used in conjunction with Software Update Services (SUS).
Software Update Services (SUS)
Software Update Services (SUS) is server software that administrators configure to download all critical updates, security updates, and service packs as they are posted to the Windows Update Web site. When administrators have approved these updates, SUS automatically makes them available to all preconfigured servers running Windows Server 2003 and Windows 2000, as well as to desktops running Windows XP Professional and Windows 2000 Professional. You can utilize SUS in data center environments with ten or 10,000 devices.
SUS supports only critical and security updates—including service packs—that apply to the operating system and components included with the operating system. All other software updates — including those for applications—need to be handled using a different mechanism such as Microsoft System Management Server (SMS.) SUS offers the following features:
· A content synchronization service—The synchronization service is a server-side component that retrieves the latest critical updates from Windows Update. As new updates are added to Windows Update, the server running SUS automatically downloads and stores them, based on an administrator-defined schedule.
· An intranet-hosted Windows Update server—This server acts as the virtual Windows Update server for client computers. It contains the synchronization service and administrative tools for managing updates.
· Administrator control over updates—Using an SUS administration Web page, the administrator can test and approve updates from the Windows Update site before deployment in the data center. Deployment takes place on a schedule created by the administrator.
· Automatic Updates on computers (desktops or servers)—Automatic Updates is a Windows feature that can be set up to automatically check for updates published on Windows Update. SUS uses this Windows feature to publish administrator approved updates on an intranet.
The Update Management component includes SUS Service Pack 1 (SP1). SUS requires the latest version of the Automatic Update system tool included in Windows. The Automatic Updates client is part of Windows 2000 SP3, Windows XP SP1, and Windows Server 2003 operating systems. It allows you to control which SUS server each client connects to, and schedule when the client performs installations of critical updates.
While Microsoft Active Directory® is not required to use SUS, your update management strategy is much easier to control hierarchically if you use Active Directory. Group Policy objects (GPOs) in Active Directory allow you to centrally manage and control how updates are applied to the servers in your data center. Without Active Directory, you will need to manipulate Automatic Update settings and registry settings on each server manually or through server scripting. In larger data centers, these manual procedures can significantly increase the time it takes to distribute critical updates.
Windows Update Services (WUS)
Windows Update Services (WUS) is the next version of SUS and is the update management component for Windows Server. A future free add-on for Windows Server 2003, WUS will provide additional functionality including the ability to update additional Microsoft products, improve control over the update management process, and minimize network bandwidth utilization. WUS improves on the functionality of SUS with the following features:

· Update additional Microsoft products—WUS supports updating Windows, Microsoft Office, Microsoft SQL Server™, and other Microsoft products.
· Improve administrative control—WUS servers can be deployed in a hierarchical topology to support distributed computing environments, enabling centralized administration of the entire deployment.
· Minimize network bandwidth utilization—WUS leverages core Windows technologies to seamlessly handle network interruptions and minimize the download size and network bandwidth consumption associated with update deployments.
· Deliver status reporting capabilities—WUS provides essential reports allowing administrators to determine key system health and update deployment statistics.
· Flexible update management—WUS provides granular control for update management. Administrators can determine which systems need to be updated with integrated features that scan systems for missing updates.
· Increase administrator productivity—The administrative interface in Windows Update Services is designed to enhance administrator productivity by making it easy to configure, manage, troubleshoot, and report on various aspects of the update management infrastructure and process.
Microsoft Baseline Security Analyzer (MBSA)
Microsoft Baseline Security Analyzer (MBSA) is an application that scans for missing security updates and vulnerabilities, reports on a computer’s adherence to common security best practices (such as strong passwords), and identifies any configuration options that leave the computer open to potential security vulnerabilities. MBSA can also be configured to report on updates that have already been approved on an SUS server but have not been installed. To determine whether any computers have failed to install the updates made available to them through SUS, administrators should run MBSA periodically.
Although MBSA offers the capability of identifying on a domain level/subnet level what is required to secure a particular computer, it does not provide any method for distributing the updates to those computers or configuring the computers. It does provide information on how to correct any vulnerability found including links to Knowledge Base articles and white papers.

Microsoft System Management Server (SMS)
If your organization requires comprehensive auditing of hardware and software, the ability to update installed applications, and the ability to deploy software updates that are not related to security, you should consider deploying Microsoft Systems Management Server (SMS) 2003 with Service Pack 1 (SP1). SMS is a change and configuration tool that provides application deployment, asset management, security update management, and mobile workforce support. SMS is designed to support very large numbers of clients with a minimum of server overhead. This scalability is a unique advantage in data center environments used by hosting service providers, where just a small amount of SMS server hardware can support thousands to tens-of-thousands of servers, depending on specific performance requirements.
SMS can be configured to provide update management services similar to SUS. Additionally, SMS has enhanced features and capabilities beyond those found in SUS or WUS that may be useful to you in the future. Those enhancements include:

· Update and application distribution for any Windows-based application

· More advanced targeting of updates

· More advanced update distribution

· More advanced update installation and scheduling

· Inventory management

Choosing the Right Technology for Your Environment

There are several technologies and approaches included with the Update Management component. The right solution depends on your environment. It is likely that you will combine multiple strategies for update management to best suit your needs. If your organization currently has:
· No update management—If you do not currently have an update management procedure and you are looking for the simplest solution, you may want to use the Automatic Updates feature of Windows Update. If you are using Microsoft Automated Deployment Services (ADS), you can integrate Automatic Updates into the new servers you deploy.

· Manual update management—If you currently apply updates manually and are looking for greater automation and centralized control, you may want to use the Microsoft Software Update Services (SUS) client/server technology to streamline your update process and centrally manage your updates.

· Third-party update management—If you currently use a third-party update management system, learn how SUS or WUS can reduce the time, cost, and risk associated with update management.

· Large-scale operations—If your data center is large or you need additional functionality, you may want to learn more about the Systems Management Server (SMS).

System Requirements
Software Update Services (SUS) Requirements
Before an organization can begin to optimize its SUS infrastructure to support update management, it should confirm that the infrastructure meets the minimum requirements. 
The following configuration will support approximately 15,000 clients using one server 
running SUS.
For the SUS server:
· Microsoft Windows 2000 Server Service Pack (SP) 2 or Windows Server 2003.

· Microsoft Internet Information Services (IIS) 5.0.

· Microsoft Internet Explorer 5.5 SP2.

For clients managed with SUS:
· Windows Server 2003, Windows 2000 (SP2), or Microsoft Windows XP operating systems.

· Windows 2000 or Windows Server 2003 domains.

Windows Update Services (WUS) Requirements

As the future successor to SUS, Windows Update Services (WUS) system requirements may change. You can view current SUS and WUS system requirements at www.microsoft.com/windowsserversystem/sus.
For the Windows Update Services server:

· Windows 2000 Server, SP4 and later
· Windows Server 2003
· IIS 5.5 and later versions

· ASP.NET version 1.1
· Microsoft SQL Server 2000 SP3 and later versions, or Microsoft SQL Server 2003, or Microsoft SQL Server Desktop Engine (MSDE) 2000

For the Windows Update Services client:
· Windows XP Professional and later 

· Windows 2000 Server and Professional, SP3 and later

· Windows Server 2003
Is Update Management Right for Your Organization?

The Microsoft Solution for Windows-based Hosting is a modular solution architecture that enables service providers to deploy only the technologies they need. Service providers must maintain a competitive advantage by offering services on a stable, scalable infrastructure while keeping their costs low to maximize profitability. Although you may deploy the Update Management component in a variety of situations, it is commonly implemented in the following hosting scenarios:

· Discount dedicated hosting—These providers typically offer Web servers or data servers that are not managed by the provider and are dedicated to the customer. Low-cost dedicated service providers can benefit from the Update Management by providing basic update services for hosted servers.

· Managed dedicated hosting—These providers offer Web servers or data servers that are updated and maintained by the provider and are dedicated to the customer. Managed dedicated hosting providers can reduce costs by using SUS or WUS to standardize Windows updates on all managed servers.

· Shared Web hosting—Service providers offering shared Web hosting typically offer shared Web servers or data servers that are updated and maintained by the provider and are not dedicated to the customer. These providers can benefit from Update Management solutions that ensure consistently updated servers.
· Application hosting—Independent software vendors (ISV) or application service providers (ASP) can benefit from Update Management tools such as SUS or WUS to standardize Windows updates on all managed servers.
Conclusion
The Microsoft Solution for Windows-based Hosting offers service providers a packaged set of tested software tools and scripts with supported architecture guidelines. Each modular component of the solution is designed to help you deliver reliable hosting services with reduced operating costs, increased customer satisfaction, and increased profit margins. The Update Management component gives service providers control over the deployment and maintenance of software updates in their hosting environment.
For more information on the Update Management component of the Microsoft Solution for Windows-based Hosting, including an overview and case studies, visit www.microsoft.com/hosting. For detailed information on SUS and WUS, visit www.microsoft.com/windowsserversystem/sus. For more information about the Microsoft approach to update management, visit http://www.microsoft.com/business/reducecosts/efficiency/manageability/patch.mspx.
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