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Executive Summary

Increased governmental oversight in recent years has resulted in new texts and requirements that affect organizations in a wide range of industries. Governmental controls over companies come from a variety of sources, including local and national governments. Industry-specific oversight groups often produce guidance that can be mandatory for industry participants. This complex universe of controls is often referred to with the general term regulatory compliance. For global companies that conduct business in multiple jurisdictions, their compliance obligations quickly become incredibly complex, because they must address compliance for all of the countries in which they do business. Addressing each action by creating an individual compliance initiative can place a burden on a business and its IT organization.

To reduce the overhead of remaining compliant in the constantly evolving regulatory landscape, Microsoft is creating a holistic approach to regulatory compliance. This approach uses a framework of common security controls, unique tools for monitoring, and IT tools for tracking and reporting compliance. 
The purpose of this white paper is to share some of the processes and tools that the Microsoft Information Technology (Microsoft IT) group currently uses to systemize the approach of supporting regulatory compliance activities at Microsoft. This paper assumes that readers are business and technical decision makers already familiar with IT organization processes, operations, and controls. This paper is based on Microsoft IT’s experience and recommendations and is not intended to serve as a procedural guide. Each enterprise environment has unique circumstances; therefore, each organization should adapt the plans and lessons learned described in this paper to meet its specific needs.

Note: For security reasons, the sample names of internal resources and organizations used in this paper do not represent real resource names used within Microsoft and are for illustration purposes only.

Introduction

All companies are facing significant legal and regulatory challenges in areas like information security, privacy, reliability, and business integrity. These challenges can require major changes to systems and processes across companies. Companies must react to and plan for the increasing structure and regulation around corporate accountability and control to meet many legal and ethical objectives.

As a very well-known publicly traded company, Microsoft realizes that not only is it under constant scrutiny, it is being looked to for guidance by other companies that are also facing the challenge of trying to remain compliant in an evolving legislative landscape. In developing and improving business and IT processes, Microsoft must proactively address regulatory compliance and lead by example. 

Compliance means meeting all of the legal and business requirements that an organization faces and must demonstrate during the course of operations and in doing business. Compliance also means understanding the legal framework in which judicial and corporate requirements operate. Becoming compliant involves every business department and every employee. Compliance cannot be achieved through the implementation of a single solution or process; it must be built into every business section of an organization. 

Microsoft faces the same challenges as any large organization that is trying to adapt business practices to support ongoing compliance efforts. These challenges include the following:
· The regulatory environment is increasingly complex, compliance is often not a simple process, and regulations vary in the specificity of their requirements. An organization must therefore conduct a full assessment of risks and impacts. 

· There is increased responsibility on organizations and executives to manage regulatory demands and to provide clear evidence of compliance.

· Achieving and maintaining compliance can be costly and time consuming, although noncompliance can prove even more costly.

In developing a strategy to address its compliance needs, Microsoft examined many of its existing business and IT processes to identify risks and solutions. The goal was to create a long-term, holistic strategy for compliance that could be built into business processes, rather than simply creating processes and tools to address specific compliance requirements.

The scope of this paper is to describe some of the processes and technologies that Microsoft IT uses to standardize and streamline its regulatory compliance efforts. This paper presents some of the challenges and issues that Microsoft and many other organizations encounter while trying to comply with laws and regulations. 

This paper is not a roadmap to regulatory compliance, nor is it intended to serve as legal advice. Readers should consult with their own advisors and attorneys prior to enacting any compliance program or process. 

Regulatory Landscape at Microsoft

As a publicly traded company that has offices and does business worldwide, Microsoft is subject to many legislative and industry-specific mandates. When addressing compliance needs, Microsoft must take into consideration all of the mandates for all of the countries in which it does business. 

To simplify the process, Microsoft often decides to adopt a single country’s more stringent legislation across the entire business. This action may proactively meet future legislation in other countries, or it may create less of a burden on the business than the maintenance of separate requirements. For example, Microsoft decided to increase the minimum password characters from seven to eight after Italy passed privacy legislation that required it. Though Italy was the only country that had the legal requirement, adopting the longer password requirement companywide was a better business decision than maintaining separate password length requirements for each country.

Mandates vs. Business Decisions

Microsoft must comply with governmental requirements if it wants to do business in the country whose requirements are at issue. Mandates may also come from industry-specific organizations, where compliance is a condition of maintaining membership or doing business with the organization. For these latter mandates, Microsoft makes business decisions about whether to follow them as best practices even though they may not be legally required.

Scope of Regulatory Impact

This section includes descriptions of some of the specific legislation and industry mandates that either directly or indirectly affect the way Microsoft and other companies do business.

Sarbanes-Oxley Act

The Sarbanes-Oxley Act requires and envisages that:

· Company executives assess and report on the company’s internal controls over financial reports.
· A company’s independent external auditors issue an attestation to management’s assessment. 

· Executives of a publicly traded company certify the validity of the company’s financial statements.
· Independent auditors document and verify financial control and risk mitigation processes.
· A company implements policies, procedures, and tools to prevent fraudulent activities.
Securities Exchange Commission Rule 17A-4

Securities Exchange Commission (SEC) Rule 17A-4 requires that:

· Original copies of certain communications are preserved for a period of no less than three years, the first two years in an easily accessible location.
· Records are maintained, preserved, and available to be produced or reproduced through either micrographic media (such as microfilm or microfiche) or electronic storage media (any digital storage medium or system).
Gramm-Leach-Bliley Act

The Gramm–Leach–Bliley Act (Financial Institution Privacy Protection Act of 2001), amended in 2003 to enhance the protection of nonpublic personal information, requires (among other things) that financial records are properly secured, safeguarded, and eventually disposed of in a manner that completely destroys the information so that it cannot be further accessed.

Healthcare Insurance Portability and Accountability Act of 1996

The Healthcare Insurance Portability and Accountability Act of 1996 requires, among other things, that:

· Security standards are adopted to control who can access health information to provide audit trails for computerized record systems and to meet the needs and capabilities of small and rural healthcare providers.
· Health data is isolated and can be accessed only by authorized personnel.
· Transmission of health information is physically, electronically, and administratively safeguarded to ensure the confidentiality of data.
USA PATRIOT Act

The USA PATRIOT Act (officially, Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001) requires, among other things, that financial institutions implement reasonable procedures to maintain records of information used to verify the identity of a person opening an account.

European Union Data Protection Directive

The European Union Data Protection Directive (EUDPD) standardizes the protection of data privacy for citizens throughout the European Union (EU) by providing baseline requirements that all member states must achieve through national implementing legislation. The EUDPD has a strong influence on privacy protections in other countries due to the limitations it puts on sending personal information outside the European Union. Ordinarily, the EUDPD allows such transmission only to areas that are deemed to have adequate standards for various items, including data security. Although Microsoft is required to address the national laws that implement the EUDPD in each EU country, many companies have found the EUDPD to be a helpful interpretive guide to these laws.

Japan’s Personal Information Protection Act (2003)

On May 23, 2003, the Japanese Diet passed the Personal Information Protection Act (2003). The ruling parties also agreed to create specific laws and regulations that provide for a higher standard of care in handling personal information for companies in the medical, financial credit, and telecommunications industries. The Personal Information Protection Act applies to government or private entities that collect, handle, or use personal information of 5,000 or more individuals. 

Breach Notification Legislation
California’s Senate Bill 1386 (SB1386) requires notification to California residents regarding any breach to the security of a computing system where there is a reasonable belief that an unauthorized person has acquired certain types of unencrypted personal information stored on that system. Many other U.S. states have proposed and passed similar legislation.
Payment Card Industry Data Security Standard

On June 30, 2005, the four major credit card associations in the United States (Visa, MasterCard, American Express, and Discover Network) adopted a consolidated data security standard labeled the Payment Card Industry Data Security Standard (PCIDSS). Under PCIDSS, all companies that accept credit cards must comply with 12 security-related requirements that call for, among other things:

· Encrypted transmission of cardholder data.

· Periodic network scans.

· Logical and physical access controls.

· Activity monitoring and logging.

· Procedural mandates, such as the implementation of formal security policies and vulnerability management programs. 
Larger merchants have to undergo an annual audit to confirm compliance with the standard. The card associations have begun to actively monitor compliance with the standard for the larger merchants. 
Definition of Control Objectives

Because the number of regulations and requirements is constantly growing, Microsoft IT had to develop processes that would be more efficient than addressing each regulation and requirement as an individual effort. Microsoft faced the challenge of managing multiple regulatory and business requirements by developing a control framework. 

Control objectives establish the goals that key controls must achieve. Control objectives must be relevant to the structure and business needs of the organization. One of the business requirements of defining control objectives is that the organization must meet regulatory compliance without creating too many controls that can result in redundant work. 

Figure 1 demonstrates sample questions and categories that help identify control objectives.  
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Figure 1: Identifying control objectives for sample control categories

The control objective categories used at Microsoft to organize the development of control objectives include:

· Application control objectives to define the goals that all controls for specific applications need to meet.

· Data center control objectives that revolve around backup issues and administration of the servers.

· Infrastructure control objectives that address network security, including the network perimeter, telephone systems, and physical security.

· Business Unit IT (BUIT) control objectives that are mostly centered on either application maintenance or the software development life cycle. 

Risk Assessment 

There are several areas of risk to assess in a comprehensive regulatory compliance strategy:

· Operational risks associated with core business practices

· Financial risks related to an organization’s ability to raise and account for capital

· Human capital risks related to human resources

· Strategic risks that affect growth

· Legal and regulatory risks related to compliance or noncompliance with requirements

· Risks associated with the adoption of new technology

Based on the risks identified through risk assessment, Microsoft sets policies to help mitigate those risks. The organization responsible for particular systems or processes works closely with the group that performs the risk assessment to determine appropriate policies and implement them companywide. Policy information is available to all employees through a policy Web site on the corporate intranet. 

Microsoft has taken initial steps to create and adopt an enterprise risk management (ERM) framework that will help the enterprise organize, assess, and respond to different risks. This evolving framework is based on the Committee of Sponsoring Organizations (COSO) ERM. The CFO and corporate controller are leading this effort.

Mapping of Diverse Regulations and Statutes to Common Controls

Each regulation often creates the need for specific IT controls. To streamline compliance efforts, Microsoft IT identified a common group of controls to define regulatory requirements and to help focus on key IT projects that would yield the greatest impact on regulatory compliance efforts. 

In preparing a control framework, Microsoft IT reviewed several widely accepted international standards and best practice models to determine which would describe a common set of controls to address the IT elements of the regulations that Microsoft must adhere to. The areas of focus during the review of the existing standards included: 

· Commonality in the corporate world

· Ability to audit

· Use in the context of regulatory compliance

· Inclusion of privacy components

· Suitability for external stakeholders

· Broad considerations beyond security and level of detailed standards 

Many controls overlap or possess requirement commonalities with other regulations. Therefore, Microsoft IT increased efficiency by creating a control framework that had the ability to address multiple regulations with a single control by mapping diverse regulations to common controls. 

Maintenance of Controls 

The documentation of control objectives and activities is maintained in the SOX Compliance application, which tracks Sarbanes-Oxley compliance projects and issues. By storing the information in a database, modifications only have to be performed once when there is a change in the control environment. The application provides users with the ability to link objectives and activities across the organization to avoid duplication of control documentation and testing of controls. In addition, users can run reports to identify changes to the control environment over time or to summarize the testing status of key control activities.

Microsoft IT Environment

Microsoft IT manages and operates a large and dynamic IT environment that is critical to the success of Microsoft. The IT infrastructure provides services for more than 90,000 employees, vendors, and partners and more than 340,000 client and server devices that span 400 sites worldwide.

The Microsoft corporate network is the foundation for all corporate business needs, including software product development, testing, and support. Microsoft IT's primary responsibilities are the early adoption of new technologies and maintenance of the speed, agility, integrity, and security of the Microsoft global network environment. 

Broadly, the Microsoft compliance initiatives encompass the following key areas:

· Security

· Privacy

· Data protection 

· Accountability 

· Backup and record retention

Security 

The security of information is a very important aspect of regulatory compliance. Aside from protecting corporate, employee, and customer confidential information, the Microsoft environment must protect the integrity of controls associated with human resources systems and financial reporting applications. 

Microsoft IT’s security infrastructure supports:

· Secure business connectivity.
· Strong password, host-based security on all server and client computers.
· Role verification and authentication for certain types of access.
· Effective compliance enforcement mechanisms.
The Microsoft IT security strategy is based upon a risk-based control framework that mitigates the risk to digital assets through a comprehensive security program. The program includes the following:

· Identity and access management. Automated life-cycle management process for user accounts, from provisioning through review and deprovisioning.

· Smart cards and certificates. Technology used to manage different levels of access through a single card; also supports strong authentication and an internal Public Key Infrastructure. 

· Assessment and compliance. Tracking performed to measure security compliance in the IT environment. Automated and manual assessment tools are used to evaluate the state of security controls in the network and application environment. Risk assessments are performed to ensure that proper controls are in place in areas deemed a high risk. 

· Monitoring and response. Event and response efforts by the Information and Security team, which watches for, and responds to, active threats to the network. 

· Education and awareness. Programs that inform network clients about security threats, risks, policies, and best practices. 

Privacy

Privacy is defined as the rights and responsibilities of an individual or organization with respect to the collection, use, retention, and disclosure of personal data. In the course of doing business, Microsoft collects information that is about, or related to, identifiable individuals and is considered personal data. There are times when Microsoft also collects sensitive personal information that requires additional levels of privacy and security. Some laws and regulations define sensitive personal information as health, medical, or financial information.
The Corporate Privacy Group creates policies that define how personal data must be handled and protected. For example, the Microsoft Privacy Policy is a global statement of the principles of privacy at Microsoft. The core foundation that guides the creation of Microsoft policies regarding privacy and data protection is that individuals are empowered to control the collection, use, and distribution of their personal information. 
Privacy standards are Microsoft business-specific interpretations of the Microsoft Privacy Policy as applied to specific business activities. Each business group implements privacy standards as a set of processes and practices that it mandates within its organization to comply with Microsoft privacy policies.

Microsoft IT Privacy Group 

The Microsoft IT privacy group supports corporate privacy policies by developing processes to protect personally identifiable (privacy) data, including business processes and appropriate technical controls at the network, host, and application layers. The Microsoft IT privacy group plays both a supportive and directive role when dealing with strategic compliance management. The group’s primary function is the facilitation of privacy compliance concerning Microsoft IT–managed networks and hosts. 

Other Microsoft IT privacy group functions include:

· Corporate Security support.
· Investigations and incident response.
· Escalations and exceptions management.
Some of the initiatives that the Microsoft IT privacy group has undertaken to support compliance and corporate privacy policies include:   

· Vendor Privacy Assurance 
The group created the Vendor Privacy Assurance (VPA) program to address the privacy of personally identifiable information (PII) at external vendor companies. The purpose of VPA is to create guidelines and processes to help ensure that external parties who collect, use, store, or transfer important data comply with Microsoft security and privacy policies.  
· Microsoft IT privacy risk assessments
The Microsoft IT privacy group performs privacy risk assessments to ensure alignment of corporate privacy policies and Microsoft IT policies. The privacy risk assessments provide input into the development of processes to protect data.
· Privacy in security design reviews
The security design reviews are a service that the Microsoft IT security group provides to Microsoft IT and other Microsoft groups. These are technical reviews of existing or new designs to identify security or privacy risks. The goal of these reviews is to ensure that all privacy requirements and security design principles are represented early enough in the development process to be fully integrated.
· Privacy education and awareness
To ensure that employees and contingent staff are aware of their role and accountability as part of company-wide trustworthiness, Microsoft IT privacy group instated a privacy education and awareness training and education program as part of a larger security education and awareness program.
Data Protection

Data protection policies apply to everyone who has access to Microsoft information regardless of its location, the form it takes, the technology used to handle it, or the purpose it serves. 

Microsoft data protection efforts begin with the identification and classification of what data is considered important or critical. Data or information assets are defined as any piece of information that can be linked to a Microsoft business objective or may have a measurable impact to Microsoft or relying parties if it is lost, compromised, or disclosed to unauthorized persons.  

How an individual information asset is handled and protected is based on its classification. Classification is the method of assigning labels to information based on value, sensitivity, and potential disclosure impacts. The higher the value is or the greater the potential impact is, the tighter the security controls surrounding the information are. 

Accountability

Being compliant alone is not enough to fulfill a company’s regulatory responsibilities. A company must also be able to demonstrate compliance with regulatory obligations by capturing, storing, and managing accurate records. 

Backup and Record Retention

Microsoft has a backup process for line-of-business (LOB) applications. Microsoft also has a Record Retention program, which organizes and manages enterprise records. The program keeps information stored and available for the relevant retention periods.

Overview of Compliance Systems and Technologies

Microsoft IT used Microsoft products and technology to build many of the tools and systems employed to streamline and support regulatory compliance efforts. In some cases, Microsoft IT used third-party applications in conjunction with Microsoft products when using an existing solution was a better business decision than developing a new solution. 

To help the organization meet its control objectives and support business processes and compliance initiatives, Microsoft IT provided services, systems, and tools for efforts such as:

· Network and system monitoring

· Identity management 

· Role analysis and verification

· Application assurance 

· Workflow and project management

· Financial closing and auditing
Network and System Monitoring

The Microsoft IT information and security team monitors the network and its devices and responds to active threats. The team uses a variety of automated tools and systems to apply business logic that is designed to recognize attempts to exploit security controls. The team also uses a company-standard incident report process to manage security events. 

To monitor network devices and events, the information and security team uses System Management Arts (SMARTS). SMARTS performs active polling, handles system logs, and performs Simple Network Management Protocol (SNMP) traps. 
Before a device on the network can be monitored, it must be placed into management through the Enhanced Device Manageability Test (EDMT) tool. This tool also performs a daily manageability audit that is compiled into a report called the Device Manageability Index (DMI). If a device is not placed into management, it is captured in an Unknowns report. A support team reviews both reports and queues issues for remediation. 
The Information and Security team manages enterprise events by using Microsoft Operations Manager (MOM). This application correlates network events and displays potential risks.

Monitoring for Security Policy Compliance

The information and security team developed the Secure Environment Remediation (SER) tool to monitor computers on the network for compliance with security policies. SER harvests target names from the Active Directory® directory service, Internet Protocol (IP) addresses, or lists of hosts. The tool then connects to all Microsoft® Windows®–based hosts to ensure that their configurations are appropriate. SER also constantly monitors policies on the network and provides reporting capabilities and metrics for the Information Security support team.

Some of the configurations that the SER assesses are:

· Patch requirements for operating systems
· Patch requirements for application software
· Existence of nonstandard operating systems

· Existence of nonstandard software applications

· System software settings (for example, Internet Information Services [IIS] or Microsoft SQL Server™ configuration settings)

· Application software settings (for example, virus software set to check both incoming and outgoing files)

· Virus detection

· Peer-to-peer software usage

Upon discovery of a risk, SER attempts to remediate the issue by notifying the user that action is required or by automatically installing necessary security updates or software updates. It can also remove a computer from the network until the user has completed the necessary action. 

Identity Management

The identity management (IdM) team within Microsoft IT is responsible for provisioning and deprovisioning user accounts. After an account is created, it must be validated for continued use on a set schedule. The administration of accounts from creation to deletion in accordance with security policies and regulations is called identity life-cycle management. Life-cycle management of Active Directory helps to lower operation costs and prevents inactive accounts from becoming security risks. 

The IdM team uses Microsoft Identity Integration Server (MIIS) 2003 to synchronize identity information across multiple Active Directory forests and domains and other selected identity databases, such as databases associated with human resources. The IdM team also uses MIIS to assign data or settings to user accounts, in order to enable applications to work in a multiforest environment. By using MIIS, the IdM team provides multiforest management of identity information at Microsoft. 

Accounts and Groups

User accounts provide access to, and security for, corporate resources. In general, user accounts are granted access to the network, the intranet, the Internet, and print services. Other areas are compartmentalized for extra security, and resources' owners need to specifically grant permission for users to access these areas.

System accounts are accounts used to perform services, such as for SQL Server, Microsoft Exchange, backups, or scheduled scripts. They are similar to user accounts but differ in how they are used. 

Groups are used for either sending mail or for granting access to resources. There are different kinds of groups:
· Distribution groups enable a set of accounts to receive mail sent to a single alias.
· Security groups enable a set of accounts to access special network resources.
AutoConsistency Manager 

The AutoConsistency Manager was developed by XIT to perform intelligent automatic correction based on business logic and security policy requirements to eliminate security risks from noncompliant accounts in Active Directory.

The AutoConsistency Manager provides greater oversight of the corporate environment by:

· Guaranteeing that account permissions conform to security policies. 

· Continuously monitoring and correcting discrepancies and violations. 

· Using a security policy exceptions tool that allows for business agility.
This application enables the IdM team to provide consistency, integrity, and fidelity of all identities while helping to guarantee regulatory and security compliance.

Autosecure Projects
The IdM team and XIT work together to create Autosecure projects and their associated Active Directory security groups. Autosecure projects protect the intellectual property of source code by managing who has access to the code, for how long, and with what kinds of rights. Business owners of Autosecure projects can set up rules governing project access based on a user’s identity information. The user’s access to the project is automatically updated to be consistent with his or her functional role or organizational membership, synchronized nightly with corporate identity repositories.

Autosecure projects are available to anyone at Microsoft who requires source-code protection at the project level. 

Role Analysis and Verification

Closely related to identity management are role analysis and verification. These activities look at roles from an opposite point of view—instead determining what systems a particular role needs to access, they analyze organizational and application boundaries to determine when access is too broad for any particular individual.

Segregation of Duties Analysis Tool

Internal and external audits indicated a need for stronger policy, processes, and tools to support segregation of duties as a control. The Segregation of Duties Analysis (SODA) tool facilitates the collection and quality assurance of controls meant to identify segregation-of-duties conflicts between activities by role in and around certain applications. 

The SODA tool is an analysis tool that helps reveal areas where people might have more access to financial and other critical systems than they need, by looking across organizational and application boundaries. The tool facilitates the review of user access to key financial systems, including segregation of duties across systems in order to mitigate the risk of financial statement errors or irregularities.

Application Assurance

The Application Software Assurance Program (ASAP) was created at Microsoft to inventory, assess, and—when necessary—resolve potential security and privacy vulnerabilities found in LOB applications. ASAP is both a set of standards and a process. ASAP reduces the potential for security breaches that can compromise entire applications and databases, resulting in the loss of confidentiality of data, a compromise of data integrity, an interruption of service availability, or the complete loss of data. 

As new security threats emerge, ASAP adapts to reduce the risk of unauthorized exposure of customer or employee data, or of company intellectual property. It also includes comprehensive educational programs that teach development teams how to comply with the standards, reinforcing security and data protection as core IT values. 

Note: ASAP is described in more detail in another IT Showcase white paper, Application Security Best Practices at Microsoft, available online at http://www.microsoft.com/services/microsoftservices/app_arc.mspx#6.
Microsoft Application Database

Microsoft IT tracks all LOB applications in a database that is accessible through a custom Web application. The application provides a single place to find and track applications that are used in the enterprise. To support regulatory compliance efforts, Microsoft IT expanded the database of LOB applications to include a field that contains information about what specific financial-statement line items and what other regulatory threads each application supports.

The database includes information about all of the LOB applications' purposes, status of changes, versions that are in production, and other key supporting information.  

Workflow and Project Management

Microsoft needed centralized management tools that provided employees a means to track their progress in resolving compliance issues and provided a channel of communication between involved parties.

SOX Compliance

Because the Sarbanes-Oxley compliance efforts had far-reaching requirements, SOX Compliance was developed to track Sarbanes-Oxley compliance projects and issues. SOX Compliance is a custom Web application that provides workflow management and a centralized view of efforts for all of the employees and teams involved. Figure 2 shows the user interface of the application.
Figure 2: Illustration of the SOX Compliance application

Created by means of Microsoft ASP.NET Web parts, Microsoft SQL Server 2005, and SQL Server Reporting Services, SOX Compliance provides a central repository for all documentation. It provides visibility of user ownership, workflow assignments, and remediation status. In addition, it tracks reviews, sign-off of documentation, and test results. 

SOX Compliance also has an enhanced reporting module called the SOX Dashboard. The SOX Dashboard summarizes the thousands of documents, test results, and judgments to provide an assessment of the overall confidence in the control structure. 

Issue Manager

Microsoft uses Issue Manager, a custom-developed issue tracking system, to track audit issues and drive accountability related to internal controls and compliance with Microsoft accounting policies. Issue Manger is a more general compliance project management tool than SOX Compliance, but the two tools are integrated.

Issue Manager was built using ASP.NET and Microsoft Visual Studio® .NET, and it uses SQL Server 2005. Microsoft internal and external auditors populate the tool with issues and recommendations based on audit procedures performed throughout the year. Each issue is assigned to an owner, controller, and senior controller, who respond with the plan of action necessary to resolve the issue. 

The board of directors’ Audit Committee has direct access to Issue Manager to monitor all issues at a detailed level with progress reporting capabilities. After each issue is resolved, it is marked closed but is available for viewing. In addition, by using Issue Manager, Microsoft employees outside the compliance teams can learn about problems that they need to resolve to make their business units compliant.

Figure 3 shows the form though which users can search for information in Issue Manager.

Figure 3: Issue Manager search form 

Financial Close and Audit
As a result of regulatory compliance efforts, several core LOB applications were enhanced to capture information that is helpful for reporting earlier in their processes, including many of the close and audit features of the SAP installation.

Specifically in the Finance organization, the compliance effort revealed a need for better documentation and support for journal entries and reconciliation. A series of additional Web applications was developed by means of Visual Studio .NET and ASP.NET to take advantage of Microsoft Office Web components, SmartDocs (documents that are programmed to provide help or link to content sources as they are used), and centralized document storage to directly integrate with SAP. These Web applications include:

· A Journal Entry tool that provides a simple interface, similar to Microsoft Excel®, to create SAP journal entries. It also implements complex data and business validations of journal entries.

· A Journal Entry Archive tool that supports the attachment of supplemental documentation to journal entries, and ensures access to the documentation for all journal entries worldwide.

· A Reconciliation Manager that serves as a repository for balance sheet reconciliations and supporting schedules. It requires sign-offs by controllers, provides easy access to the internal control team for quarterly audits, and ensures that adequate review and reconciliation are performed.

Conclusion

Microsoft is developing a holistic approach to regulatory compliance by standardizing software development life cycle processes, creating common security controls, and adjusting existing applications to capture appropriate information earlier in business processes. 

Microsoft learned several valuable lessons that will help as it continues to develop its regulatory compliance framework: 

· Work closely with external and internal auditors to develop a plan that best aligns to the business and its environment.

· Develop a long-term, broad strategy for compliance. A single control can apply to many compliance initiatives.

· Use well established business processes and thorough internal documentation to facilitate efficient audits.

· Take advantage of the investment in compliance to improve general business processes, and to make the organization more efficient.

· Evaluate key controls carefully for duplication, with the goal of getting complete coverage of the control objectives without expending extra effort. If one control already meets a control objective, creating another control may be redundant and unnecessary.

· Take advantage of existing investments by using technology and systems that have already been developed. 

· Document and reuse data wherever possible, instead of collecting it again.

· Design and implement systems for flexibility. Assume that there will be changes in the future.

By adopting a strategic approach to regulatory compliance, Microsoft IT has found that it not only increases the efficiency of audits and appropriate reporting, it also standardizes processes and makes business units more efficient in their operations.
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Situation


Increased oversight in recent years has resulted in new obligations that Microsoft must adhere to in the course of its day-to-day operations. Without a standardized approach, addressing every new obligation by creating an individual compliance initiative would have placed a burden on Microsoft and its IT organization.


Solution


Microsoft IT developed a comprehensive strategy, or framework, for meeting regulatory compliance and reporting needs. This framework uses common controls to address multiple compliance requirements. 


Benefits


Creation of a control framework and a standardized approach to impacts and risks improves business processes


Use of similar controls to satisfy different regulations reduces duplicated efforts 
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