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Abstract

This guide demonstrates the first stage of a Novell NetWare migration project: migrating directory, file, and print services to Microsoft® Windows Server™ 2003 Active Directory® directory services. This stage builds the infrastructure on which you will migrate the directory and file and print services. With an Active Directory infrastructure in place, you can then define future stages such as moving mail and other applications or adding Active Directory features. You will learn how to plan your project, develop the solution for the new environment, determine the best migration strategy for your environment, and migrate directory and file and print services to the new environment.
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Preface

Overview

Regardless of the size of your environment, migrating your entire existing environment to a new operating system can be a daunting task. This guide demonstrates how to break the process into stages to simplify your migration. The first stage, migrating directory, file, and print services, is outlined in this guide. This stage builds the infrastructure on which you will migrate the directory and file and print services. After you have a solid Microsoft® Windows Server™ 2003 Active Directory® infrastructure in place, you can define future stages such as moving mail and other applications or adding Active Directory features.

In this guide, you will learn how to plan your project, develop the solution for the new environment, determine the best migration strategy for your environment, and migrate directory and file and print services to the new environment.

The following topics are covered in this guide:

●
Major migration planning decisions

●
Migration tools and services

●
Migration options

●
Migration procedures

●
Operations guidelines for the new environment 

This guide presumes that you have either already decided to migrate from NetWare to Windows Server 2003 or you are currently considering migration and you need to evaluate the available migration strategies before making a final decision.

Intended Audiences

This guide is intended for IT professionals working in a network environment that includes Novell’s NetWare operating system with Novell Directory Service (NDS), eDirectory, or Bindery directory services. It is specifically targeted at information technology (IT) professionals responsible for designing and implementing directory and file services in an enterprise environment:

●
IT technical decision makers

●
IT architects

●
IT support personnel

●
Infrastructure/Systems managers
●
System integrators

●
Consultants

Knowledge Prerequisites

This guide assumes that the reader has an understanding of the Microsoft® file server technologies for Windows Server 2003 and Active Directory services. The reader is also expected to have a working knowledge of the following:

●
Novell File Services and trustee permissions

●
E-Directory/NDS concepts

●
Centralized storage and backup concepts

●
Storage technologies, such as network-attached storage (NAS) and storage area network (SAN)

●
Networking and connectivity

●
Service operations

For links to in-depth information about Windows Server 2003 Active Directory, Novell NDS and Bindery, Novell File and Print, and other related topics, see the "Bibliography/References" section in Appendix A.

Scope

The scope of this guide is to provide guidance on the process for migrating Novell versions 3.x to 6.5 to Windows Server 2003 and Active Directory. The process includes envisioning and planning the migration project and guidance on implementing the solution using Microsoft and other vendors' tools (if required). Additional areas that are in scope include:

●
Guidance on migrating Novell network directory and file and print services for the product versions mentioned

●
Guidance on migrating Novell client workstation to be serviced by Microsoft Windows 2003 Servers

Areas that are not included in the scope of this guide are: 

●
Microsoft Windows NT® or Microsoft Windows 2000 to Windows 2003 migration in the case of mixed environments

●
Non–Windows Server 2003 or Windows Storage Server 2003 environments

●
Applications or services beyond “out of the box” directory, file and print services. This includes applications such as GroupWise and ZENworks

How to Use This Migration Guide

The organization of this guide is based on the industry-proven need to manage IT projects according to a disciplined process that improves the odds of project success. This Novell migration guide provides prescriptive guidance for successfully carrying out a migration from Novell NetWare to Windows Server 2003 from its inception through its completion. It is designed to be used with a companion guide, the UNIX Migration Project Guide (UMPG). While this Novell migration guide contains the technical and solution-specific information needed for the project, the UMPG provides the disciplined process steps for using this information in the context of a migration project and a team organization model ("people and process" guidance). 

To facilitate their side-by-side use, both guides use project phases as an organizational device. Specifically, they follow the structure of the Microsoft Solutions Framework (MSF), which defines five distinct phases for IT projects: 

●
Envisioning

●
Planning

●
Developing (or Migrating in the case of migration projects)

●
Stabilizing

●
Deploying

Each guide presents the information (process or technical) needed for a phase within chapters named for that phase. For example, in the solution guide, business and technical information needed for the initial decision-making is in the Envisioning chapter, detailed procedures and scripts are in the Migrating chapters, and so on).

The UMPG is essentially "MSF applied to migration projects." It begins with an overview of MSF and then describes the processes that belong to each phase and the team roles responsible for them; it is not, however, meant to serve as a comprehensive introduction to MSF. In-depth information about MSF is available to interested readers on the Microsoft Solutions Frameworks Web site at http://www.microsoft.com/msf.

The reason for separating the process guidance from technical and project-specific guidance is to keep this guide as lean as possible. Some readers will need to focus narrowly on project tasks, while persons with project management and team lead responsibilities need to digest the UMPG guidance and apply it to the project. 

Because organizational personnel and project team members tend to have different levels of involvement during different phases, the division of content according to project phase also supports the capability to focus on the material that is most relevant to a particular responsibility. The following list identifies likely readers by phase: 

	Guide Section or Project Phase
	Organizational Roles of Likely Audiences
	Project Team Roles of Likely Audiences

	Introduction
	Business decision makers, technical decision makers, architects
	All team leads

	Envisioning
	Business decision makers, technical decision makers, architects
	Product Management, Program Management, all team leads

	Planning
	Business decision makers, technical decision makers, architects
	Product Management, Program Management, all team leads

	Developing/Migrating
	Developers, Operations team
	Test, Development, Release Management, all team leads

	Stabilizing
	Developers, Operations team
	Test, Development, Release Management, all team leads

	Deploying
	Operations team
	Release Management, all team leads

	Operations
	Operations team
	Release Management


Note: Although the two guides are designed to be used together, it is not necessary to follow the MSF processes and team guidance described in the UMPG if the organization has an alternative project methodology in place. In that case, the UMPG would be used merely to map the MSF phases and team structure to the elements of the organization's methodology. We recommend you read at least the overview of MSF in the UMPG to become familiar with the MSF Process Model, the MSF Team Model, and MSF terminology.

Organization of Chapters

Following an introductory chapter, this guide is divided into four sections, Plan, Build, Deploy, and Operate, that cover the entire span of the IT solution life cycle. The five Microsoft Solutions Framework phases fall into the first three sections, and the Microsoft Operations Framework is the reference framework for the final section.

●
Introduction. The Introduction chapter defines the project, provides an overview of the technologies discussed in this guide, and introduces migration options and tools.

●
Plan. The Plan section is divided into two chapters, Envisioning and Planning. These chapters correspond with the first two MSF phases. In the Envisioning Phase the team and sponsor agree on the high-level requirements and goals of the project. The Planning Phase is where the team defines what to build and deploy along with how and when to build it.

●
Build. The Build section is divided into two chapters, Migrating and Stabilizing, which correspond to the MSF Developing and Stabilizing phases. The Migrating chapter outlines the Developing Phase where the team builds and tests the solution and the migration process in an isolated lab environment. In the Stabilizing Phase the new Windows environment is built in the production environment and a limited number of pilot users are migrated. 

●
Deploy. The Deploy section consists of a single chapter that covers the final MSF project phase, Deploying. The Deploying Phase chapter outlines the steps required to fully migrate the existing NetWare environment to the new "live" production environment.

●
Operate. The Operate section consists of a single chapter with high level guidelines for operating and maintaining your new environment.

Terminology

This guide uses the term "migration" to refer to:

●
Specific activities that happen in the Developing (or Migrating) Phase

●
The entire solution process 
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Introduction

This document is a guide to migrate a Novell NetWare environment to the Windows Server 2003 operating system and Active Directory. 

Technology Overview

This section provides a brief overview of the technologies addressed in this guide. For links to more information on any of these technologies, see the "Bibliography/References" section in Appendix A.

Novell NetWare

Novell NetWare is a base operating system. Novell NetWare should not be confused with eDirectory or NDS, which are the directories that run on top of NetWare. NetWare has evolved from NetWare 86, 286, 386, 2.x, 3.1, 3.2, 4.0, 4.1, 4.12, 4.2, 5.0, 5.1, and 6. The current version is the NetWare 6 product; however, most organizations are still running a version of NetWare 4 or 5.

The major version change came between NetWare 3 and NetWare 4. NetWare 3 was the last “bindery” directory version of NetWare that was replaced by NetWare 4 and the first version of the NDS “real directory” version in the early 1990s. Many organizations that had NetWare 3.x migrated to Windows NT 4.0 over the years as the migration from NetWare 3.x to 4.x was relatively complicated.

Organizations that have migrated to NetWare 4 or 5 but did not migrate further are good candidates for Windows migrations, because they will need to migrate to NetWare 6 to gain access to any of the future Novell versions, and NetWare 4.x will reach end of life March 2005. Organizations still using NetWare 3.x will also find that the migration path to Windows Server 2003 is equally as easy.

In the next version of Novell, the operating system will no longer be NetWare; it will be Novell on top of Linux. As a result, organizations with existing versions of Novell will not be able to easily upgrade to the next version; they will have to build the Linux infrastructure and then migrate to the new version. While this is similar to the process to move to Windows, tools for migrating from NetWare to Windows, such as Microsoft Services for NetWare (SfN) and Quest NDS Migrator, have been developed and proven in countless real world environments.

With the change to the base Novell operating system, upgrading will require organizations to support three operating systems: Novell, Linux, and Windows. (Pure Novell environments are rare. Increasingly Windows NT or Windows 2000 has already been introduced into Novell environments to host applications and services.) Maintaining 

Novell and Linux along with Windows increases administrative and training requirements. In addition, resource availability becomes an issue, as it is difficult to find engineers that are well versed in all three operating systems.

Windows Server 2003

The Windows Server 2003 product is a comprehensive network operating system that can serve many roles such as a file and print server, Web server, an application server, and a Windows .NET application host. Windows Server 2003 comes with several programs and tools to provide networking functionality. Some of the application server functions include domain controller, global catalog server, DNS server, DHCP server, cluster server, terminal services server, remote access server, Web server, media server, and Distributed File System (DFS) server. 

During the design and planning process an organization needs to choose how to best implement Windows Server 2003 and the various networking features that can be implemented to meet your business needs.

One of the major additions to the network operating system, introduced with the release of the Windows 2000 operating system, was Active Directory. Active Directory creates an enterprise-wide Lightweight Directory Access Protocol (LDAP) directory that is scalable and extensible. Because Active Directory adheres to open standards such as LDAP, it facilitates communication with LDAP-aware programs and other directory services. Active Directory provides for centralized account management and allows distributed resource control. Windows Server 2003 extends the capabilities of Active Directory by providing better management tools, provides for more robust directory replication across a global enterprise, and allows for better scalability and redundancy to improve directory operations.

The logical structure of Active Directory enables it to scale from small offices to large multinational organizations. Core components of Active Directory include forests, domains, schema, organizational units, and groups. Each of these components must be addressed when implementing Active Directory.

Windows Storage Server 2003

Microsoft® Windows® Storage Server 2003 is a network attached storage (NAS) operating system that enables original equipment manufacturers to build appliances that provide dedicated file serving capabilities and storage on the network. Windows Storage Server 2003 is built on top of Microsoft Windows Server 2003, which ensures that NAS devices built upon the Windows Storage Server operating system have all the performance and scalability benefits associated with Windows Server 2003. 

A NAS Windows Storage Server 2003 is designed to perform without requiring a monitor, keyboard and mouse. Instead, this “headless” appliance is remotely managed through a Web-based user interface for the minimal configuration tasks required for setup. Unlike application servers which require proper planning to implement well, NAS devices built with Windows Storage Server 2003 are designed to be deployed in under 15 minutes, and can be attached directly to the company local area network (LAN) with no interruption to services. After they are plugged in, these NAS devices require minimal maintenance. 

Windows Storage Server 2003 does not require proprietary hardware, as it works with standard hardware from multiple original equipment manufacturers (OEMs). This gives businesses maximum flexibility in choosing among vendors with the hardware solution that best meets their needs. 

After the Windows Server 2003 environment is established, Windows Storage Server 2003 provides you with an additional storage option for file service.

For additional information about Windows Storage Server and NAS deployment scenarios see Windows Servers in a Storage Area Network Environment http://www.microsoft.com/windowsserversystem/wss2003/techinfo/plandeploy/mssans.mspx.

Part 1: PLAN
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Envisioning Your Novell to Windows Migration Project

Introduction and Goals

This chapter provides the background and technical information required to complete the first phase of a Novell to Windows migration project, which represents an early form of planning. The purpose of this initial work is to get the project started by achieving a basic agreement between business stakeholders and IT, as represented by the project team, on the goals for the project as well as its constraints.

This section provides the background and technical information required to complete the first phase, the Envisioning Phase, of a Novell NetWare to Windows Server 2003 migration project.

The guide makes the following basic assumptions about the state of the organization at the beginning of Envisioning.

●
A decision to investigate the project has been made by an IT manager who has sufficient budgetary authority to fund the investigation (Envisioning and Planning phases), and who may or may not have sufficient budgetary authority to approve the entire project.

●
Rough estimates indicate that project benefits will exceed its costs, but detailed return on investment (ROI) calculations cannot be made until the project scope is defined.

●
Whether the team that undertakes the project is made up of in-house staff or of consultants (whose involvement in IT for the organization can range from the undertaking of a single project to an ongoing advisory relationship), the work of Envisioning and Planning remains the same. 

Major Tasks and Deliverables

By the end of the phase, the team and all major stakeholders for the project should have agreed upon the following conceptual areas and documented their understanding in a vision/scope document:

●
A vision for the solution

●
Defines the business opportunities or problems that the solution is expected to address, including major business and user requirements.

●
Describes the current state of the environment (at a high level) with respect to the technology being considered.

●
Describes the desired future state of the organization's environment from an unbounded viewpoint.

●
A solution concept
●
Describes at a high level how the solution will solve the business problem in terms of the approaches it will take to build and deliver the solution.

●
Documents business goals, design goals and the required functionality of the solution

●
Calls out assumptions and constraints that apply to the solution

●
Defines the success criteria for the project.

●
The scope of the project

●
Defines the project scope by listing which desired features and functions the project will provide, solution tradeoffs, and out-of-scope items.

●
Distinguishes between the scope of the solution and the scope of the project in cases where the solution will be implemented in stages or will require discrete projects to be run in parallel.

●
An assessment of risks

●
Identifies risks belonging to the project.

●
Attempts to qualify and prioritize these risks.

●
A rough estimate of the project time frame and duration

Together, these conceptual areas comprise a high-level description of the project that will form the basis for further planning. They represent a baseline and may need to be revised as planning progresses and new information dictates—thus the vision/scope document should be viewed as a living document that will change, subject to change control. 

Additionally, during this phase, you will:

●
 Identify and organize a core project team. Additional members can be added later. 

●
Create a project structure document that: 

●
Documents the team organization

●
Establishes communication and meeting logistics

●
Sets the ground rules for team responsibilities 
Refer to the UNIX Migration Project Guide for more detailed discussions of how these tasks and deliverables can be approached and responsibility assigned for them.

Envisioning Phase Major Milestone: Vision/Scope Approved

The Envisioning Phase ends when the team, the customer (business sponsor), and major project stakeholders (other members of the organization who will be affected by the project) review the vision/scope document and formally signify their agreement with its terms. Securing this agreement indicates achievement of a major project milestone, Vision/Scope Approved, which is required to proceed to the next phase. At this point, the various business and IT stakeholders should have a clear idea of the goals for the project and the project team can begin to make specific plans for how to achieve them.

Note: The project scope is the definition of success; it tells you when you are done. If you do not reach a true "meeting of the minds" amongst the stakeholders and project staff, significant time or cost overruns, or even project failure, will occur. See the UMPG for more details.

Setting Up the Core Project Team for a Novell to Windows Migration Project

The number of project team members for a Novell to Windows Server 2003 migration will vary based upon the size of your organization. In small organizations, a project team may only consist of a manager and a developer. In contrast, a large organization may have multiple participants from any number of departments. In fact, the entire team may not be set up until the Envisioning Phase is well under way. The UMPG defines a clear process for setting up a team. 

Team members should have a clear understanding of the Microsoft file server technologies for Windows Server 2003 and Microsoft Active Directory services. Team members are also expected to have a working knowledge of your environment in the following areas:

●
Novell File Services and trustee permissions

●
E-Directory/NDS concepts

●
Centralized storage and backup concepts

●
Storage technologies, such as network-attached storage and storage area network (SAN) (if applicable in your environment)

●
Networking and connectivity

●
Service operations

Creating the Vision

Before you can migrate to a new Windows Server 2003 Active Directory environment you must first determine what that environment will look like and then develop a migration strategy for how to get there. 

A Vision for the Solution

The vision starts with a business problem. This problem should be the driving factor in your investigating migration to Windows Server 2003.

Some common business drivers for migrating from Novell NetWare to Windows Server 2003 include:

●
Discontinued support for Novell NetWare. In the next version of Novell, the operating systems will no longer be NetWare; it will be Novell on top of Linux. 

●
Difficulty of upgrade to new Novell NetWare version. Organizations with existing versions of Novell will have to build the Linux infrastructure and then migrate to the new version. 
●
Multiple operating systems in one environment– Pure Novell environments are rare. Increasingly Windows NT or Windows 2000 has already been introduced into Novell environments to host applications and services. With the change to the base Novell operating system, maintaining Novell and Linux along with Windows increases administrative and training requirements. In addition, resource availability becomes an issue, as it is difficult to find engineers that are well versed in all three operating systems.

Defining the Goals

The following discussions cover specific business and technical issues that you should consider for a Novell NetWare to Windows migration project when you are answering the questions that need to be addressed in the vision/scope document.

Business Goals

Business goals are established either to take advantage of an opportunity or to solve a problem in your current business environment. The team begins defining its project by identifying the business goals, and then derives project goals and objectives from those business goals.

Typical business goals for a migration from Novell to Windows include but are not limited to:

●
Reducing the total cost of ownership (TCO)

TCO of a new operating system includes not only the price of purchasing software and hardware but also the cost of training staff as well as supporting and maintaining the system. Therefore, while identifying the TCO of the migration to a new operating system, you should explore questions such as:

●
What is the cost of your hardware?

●
What is the cost of your operating system?

●
What is the reliability of the system? If the system fails or crashes often, the support cost for such a system would increase.

●
What is the cost of application downtime to your business? 

●
What is the cost of system maintenance? How many people would you need to maintain the system? 

●
What is the cost of support? 

●
Increasing the usability of the system

The applications on the system should be easy to develop and use. Systems that offer integrated security and development environments for applications are optimal.

●
Providing ease of manageability

The system should provide easy, secure, reliable, and scalable ways for the administrators to install, manage, and maintain the operating system, new software, existing software, and patches.

●
Providing ease of scalability

The system should be scalable to meet the ever-increasing performance requirements of applications. Scalability of the system includes the capability to scale up by adding more processors to the existing system or scale out by adding more computers and faster interconnects. It is important to understand the scalability of the initial system configuration and how well it can be upgraded in the future as workloads and data volumes increase over time.

●
Having a system that is fully supported.

●
Limiting the number of operating systems.

●
Minimizing the impact of any migration process on the daily business

●
Meeting regulatory requirements such as Sarbanes-Oxley, Gramm-Leach Bliley, HIPAA, and others.

Technical Goals

Business goals are often intertwined with technical goals for the new environment. Some common technical goals include:

●
Support for Internet standards 

Native LDAP implementation with integrated DNS namespace support

●
Interoperability 

Supports multiple synchronization, connector, and meta-directory technologies and publishes all services using LDAP

●
Advanced protocol and media support 

●
Support for a multilanguage development environment 

●
Advanced platform services

Supports thin client access, Voice-over-IP telephony, and streaming media services

●
Broad, industry-wide application support 

●
Taking advantage of the features of Windows Server 2003 Active Directory

●
Simplified administration with advanced tools, delegated administration capabilities, and integrated desktop management capabilities through the use of Group Policy Objects (GPOs).

●
Enhanced security through the use of integrated Virtual Private Network (VPN) support, Kerberos authentication, Encrypted IPSec communications, and Public Key Infrastructure (PKI) support.

●
Increased reliability with support for integrated file and storage services such as removable and hierarchical storage management, dynamic volume management, file replication and distributed file system (DFS).

●
Greater availability with support for integrated high availability services such as clustering, load balancing and file replication services for file servers

Assessing the Current Business Situation

You must identify the gaps between the current and desired states of your business to create a solution that fulfills the business goals. Performing a gap analysis helps you identify problems in the current business environment and develop a path to the desired state of the business. Different types of business issues that you need to assess may include:

●
Business policies

●
Business operations

●
Existing system performance, including downtime impact

Vision Statement Examples

Based on the business problem examples at the beginning of this section, here are some sample vision statements:

●
To have file, print, and directory services running smoothly and efficiently in a Windows environment. 

●
To have file, print, and directory services running smoothly and efficiently in a combined Novell and Windows environment.

The vision statement should always address key business problems in the organization. It defines the expected end result of the project. Keep in mind that the vision statement covers what the system will look like when you complete the project, not how you get to that end state. 

Creating the Solution Concept

The solution concept describes at a high level how the solution will solve the business problem in terms of approaches it will take to build and deliver solutions. This is the earliest version of the functional specification and plans that you will develop in the Planning Phase.

The purpose of the solution concept is to provide teams with limited but sufficient detail to: 

●
Prove the solution to be complete and correct

●
Perform several types of analyses, including feasibility studies, risk analysis, usability studies, and performance analysis that will help the team develop the solution in more detail during the Planning Phase.

●
Communicate the proposed solution to the customer and other key stakeholders.

The foremost question to answer at this stage is whether you should migrate over time (phased migration) or all at once (direct migration). 

Phased vs. Direct Migration

You need to evaluate the different levels of impact a phased or a direct migration might have on your organization. You should consider the cost and the risk associated with the two types of migration and, correlatively, evaluate the network management structure.

In a phased migration, both directories remain in place for the duration of the entire migration effort and directory synchronization must be established. If this is not feasible or if you do not want to maintain multiple network operating system directories, the best choice is migrate quickly and completely to a Windows Server 2003 environment.

The cost of the slower, phased migration tends to be higher for two reasons: first, the work is carried out over a longer period of time; second, you must manage and support two different infrastructure systems simultaneously. However, the risk is lower because rollback can be done easily and problems can be resolved during the migration project with less impact to the production system.

In contrast, the quicker, direct migration has a lower cost but the risk is higher. The cost is lower in terms of both the amount of time needed to make the switch and the lower support impact on the system. However, the risk is higher because any technical problems that arise can create greater disruption to production processes.

Phased Migration

If you want to maintain an environment that contains both Active Directory and Bindery/NDS directory services, you can perform a phased migration and run the two systems in parallel. This allows you to perform additional migration tasks (other than synchronizing the two directory services), such as replacing applications that are dependent on Novell services with Active Directory-compatible applications.

Additionally, large migration projects are usually phased migrations. For scenarios where direct migration is appropriate, see the “Direct Migration” section.

A phased migration reduces the risk of data loss because you can migrate in managed stages and you can reverse the process if necessary. However, maintaining two separate directory services can, over time, add additional administrative costs to the migration.

If you plan to perform a phased migration, you will need to consider synchronization. For more information on synchronization, see the “Synchronization” section in the Planning chapter.

 Direct Migration

A direct migration is suitable for small to medium-sized organizations that have not deployed NDS-dependent applications. Migration in these cases can normally be accomplished in a short amount of time with minimal impact to business operations. A direct migration is also feasible if you are setting up a large number of new desktops or you have an older Bindery or NDS network and need to move to a more sophisticated operating system. For example, environments that only provide limited services such as account information and file and print services are relatively simple migration projects.

Direct migration is exactly what it sounds like: a single process to migrate the existing directory and all file and print data, followed immediately by the migration of the printers and finally the workstations. 

This process can only be performed if there are no requirements to maintain legacy Novell systems and your environment is small enough or you have enough resources to migrate all of the workstations in the environment. In addition, all applications must be fully tested before migration to verify that there is no longer a requirement for a Novell server.

Network Systems and Services Migration

When you reach the Planning Phase, you will be able to plan more effectively if you know which services can be easily migrated from a given NetWare environment to Windows Server 2003 and which tools you can use to perform a given migration task. 

Part of your solution concept will be what version you are currently using and what your end environment will be: a Windows environment or a mixed Windows and Novell environment. This section summarizes Netware environments and the corresponding options for migration to help you make the necessary decisions.

NetWare 3.x Environments

NetWare 3.x services typically include file, print, and limited Internet services. NetWare 3.x environments use binderies to store user account and other resource information. The binderies are maintained on each server in the network, but replication of account information is not provided between servers. Individual implementations of bindery services normally include file and print services; however, older versions of messaging, applications, and databases might also be present that rely on NetWare 3.x services.

●
Migrating to Windows Server 2003
Migration of NetWare Bindery environments is simpler than migration of other Novell environments, because only a small number of services are subject to migration. Further, migration from NetWare Bindery to Windows Server 2003 Active Directory is almost always desirable unless some specific application or service, such as Novell GroupWise, prevents the migration. 

●
Maintaining NetWare and Windows Server 2003
If migration is not an option, you can implement interoperability easily at several levels. The Windows Server 2003 operating system includes support for connecting to NetWare Bindery servers or for using Microsoft Directory Synchronization Services (MSDSS), a tool included with Services for Netware, to synchronize accounts with the Windows Server 2003 Active Directory.

NetWare 4.x, 5.x, and 6.x Environments

The later versions of NetWare include a new directory platform named NetWare Directory Services (NDS). NDS acts as a centralized directory service for NetWare users and requires more planning than a Bindery migration. 

●
Migrating to Windows Server 2003
Migration of a NetWare 4.x, 5.x, or 6.x environment to Windows Server 2003 is more complex than a 3.x migration, as the NDS directory should normally be migrated. This presents its own unique challenges, as users and groups in NDS must be created and synchronized with Active Directory users. File data on NDS servers must then be migrated and security permissions re-applied through specialized tools, such as the Services for NetWare or Quest NDS Migrator tools.

●
Maintaining NetWare and Windows Server 2003
Active Directory and NDS provide a certain level of interoperability because of a common implementation of standards. However, namespace management and other network standards are handled differently by NDS and Active Directory. 

NDS Namespace Mapping

You can map the NDS hierarchical directory namespace to the namespace used in Windows Server 2003 Active Directory. However, in most circumstances, the optimum Active Directory namespace will not be the one used by NDS. This disjointed mapping is because of differences between the basic methods of partitioning and replication.

NDS namespace mappings that are similar to an optimal Active Directory namespace might occur if a geographic namespace model is used for Active Directory. It is common for NDS implementations to follow this model to accommodate partitioning at the organizational unit (OU) level.

Similarities and Differences Between NDS and Active Directory

There is an excellent white paper, "Comparing Microsoft Active Directory to Novell NDS version 8" (http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnactdir/html/msdn_activedirvsnds.asp), which details the contrasts between the concepts and mechanics of NDS and Windows 2000 Active Directory. Although this paper was written primarily for Windows 2000 environments, it is a highly useful resource. 

Keep the following similarities and differences in mind when you design your new environment and determine which services will be migrated to Windows Server 2003:

●
Replication. NDS and Active Directory both provide replication services for the directory within each partition.

●
DNS/DHCP. NDS provides support for basic DNS services while Windows Server 2003 provides enhanced DNS Services including dynamic updates. Windows Server 2003The DNS offering in Windows Server 2003 is extremely robust and provides greater unification of name services and Microsoft Windows service offerings. Despite the differences, both DNS implementations are capable of interoperating through standard zone transfers.

●
DHCP. Both NDS and Windows Server 2003 support the Dynamic Host Configuration Protocol (DHCP), which allows for the automatic and controlled distribution of client IP addresses on a network. The primary difference between NetWare and Windows Server 2003 DHCP has to do with their capability to integrate with the DNS dynamic update protocol. 

●
LDAP Services. Both NDS and Active Directory are compliant with LDAP version 3. While the implementations are interoperable, it is important to test applications and services that take advantage of LDAP lookups before migrating those services from NetWare to Active Directory. 

●
Internet Services. From a high level, both NetWare and Windows Server 2003 provide similar Internet services, such as Web services. However, there are significant differences in the way that Novell Web applications are written and processed. When porting Web applications from one platform to the next, it is important to perform extensive testing.

●
Authentication. The products use completely different methods and protocols for authenticating clients. Windows Server 2003 uses Kerberos authentication over IP only. NDS authenticates using NetWare Core Protocol over either IP (for NetWare 5.x and later versions) or more commonly IPX.

●
Network Security. From a high level, NetWare 5.x and later versions provide a set of network services that is similar to Active Directory. These include support for secure sockets layer (SSL), X.509 digital certificates, and security policies. If interoperability between security implementations is desired, you should focus on the use of SSL and public key infrastructure (PKI) to ensure a good level of interoperability. Both platforms support many similar security policies such as account lockout, access control, password policies, etc. 

●
Network Partitions. With very few exceptions, do not attempt to make a direct correlation between NDS partitions (which are disassociated with namespace) and partitions in Active Directory that map to DNS domains and namespace.

Defining the Scope of the Project 

The scope of the project starts to take shape after the business goals have been defined. For example, many organizations choose to limit the scope of their migration project to the first step, essentially building the future Windows Active Directory environment, to focus on creating the foundation for future growth. This approach builds the infrastructure on which you will migrate the directory and file and print services. After you have a solid Windows Active Directory infrastructure in place, you are ready for future phases or projects, such as mail and application migration. By effectively limiting the initial scope of the migration, you have less to worry about, particularly in the areas of application compatibility, desktops, scripts, etc. The scope of your project will depend on your business goals and their relative priority.

To help define the scope, you need to answer these questions:

●
How many servers will need to be migrated?

●
Where are these servers currently located?
●
What services are currently provided by the legacy platform that will need to be migrated?
●
Will data be consolidated?

●
Do all applications need to be tested or just specific business-critical applications? As a result, what core business applications will need to be upgraded or replaced?

●
What additional applications and devices need to be upgraded or modified to support the new servers and applications?

●
How will this migration affect the desktop configurations and applications? 

The answers may not be obvious at this point in the process. But asking the questions and engaging in "what if" discussions and speculations can identify the primary pieces of the puzzle. Based on the goals and objectives for the project and the answers to these types of questions, the high-level scope of the work begins to take shape. Here are some general rules to consider:

●
Keep it as simple as possible.

●
Break up the project into logical segments.

●
Don't forget that the staff and user community will need to learn new skills to be productive.

Project Timeline

A final task to accomplish before the end of the Envisioning Phase is to prepare an estimate of the time frame for the project. It is common for the goals of the project to dictate the timeline, as a migration can affect other critical business project dependencies. All timeline decisions are preliminary at this point, but this early timeline will be important as a basis for the project schedule you will prepare during the Planning Phase.

One approach to sketching out the timeline is to start by setting a completion date and then working backward. This helps to develop a range of time that is available for each phase of the process. Even when the deadline for the completion of the project is the infamous "by yesterday," time should be allocated for the Planning and Stabilizing Phases. If a migration begins without planning or a clear understanding of the desired results, the result will often be flawed.

When migrating directory and file and print services, depending on the scope of the project, a time frame of two to four months is considered to be a short time frame, with four to six months offering a more comfortable window (the length of the deployment in a phased migration will be based upon your business needs). Within this time frame, several weeks are available for planning, a similar amount of time is available for the development and testing process, and then the deployment can proceed. The size and number of objects to be migrated will determine the actual length of the deployment.

Remember that change will bring with it a learning curve for both the user communities and the administrative staff. The greater the amount of change that employees need to adjust to, the more support and training will be required to ensure their productivity when the new platform is rolled out. Be sure that the necessary training will occur before the date that the users need to be fully productive on the new system.

Note: Hardware and software procurement can also cause delays, so for shorter time frames, they should be procured as soon as possible after the ideal configuration has been defined.
Assessing Project Risks

Risk is a part of every migration. Risk management involves anticipating, addressing, mitigating, and preventing risks. Prioritizing risks enables the team to address high-risk items early. Refer to the UMPG for guidance in the risk management process. After you come to some agreement about a vision, scope, and solution concept, you will be able to consider the risks your project faces and come up with a preliminary risk assessment, as one of the final tasks of the Envisioning Phase. 

Some of the common risk conditions in a migration project include:

●
Existing directory problems, such as corruption

●
Application compatibility issues

●
Time frame—a short timeline that often requires cutting corners in the testing process

●
Bandwidth— WAN or LAN connectivity issues

●
Budget constraints
●
Lack of in-house expertise and resources for the project

●
“Political” issues
●
Lack of hardware and software availability 
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Planning Your Novell-to-Windows Migration Project

Introduction and Goals

The Planning Phase of a project is the time when the initial vision is translated into practical plans for how to achieve it. Most of the activity during the Planning Phase involves making decisions and documenting them. The full project team should be engaged at this point. Readers should consult the UMPG for guidance on organizing the team and processes to accomplish the work of the Planning Phase.

The focus of the Planning Phase, the second phase of the migration planning methodology, is on further understanding the existing environment, developing the details of the right solution (selecting a migration strategy and process), establishing a schedule for the migration, and finally building a lab to test the migration.

The information provided in this section will guide you on the considerations to keep in mind as you make decisions. For example, designing the physical architecture is partially determined by the amount of performance that is needed, as well as other production and operational requirements.

Major Tasks and Deliverables

The following set of deliverables and activities will need to be completed during this phase. This work may involve several iterations of each deliverable, because they represent the documentation of some complex decisions that must take several technical factors and organizational needs into consideration.

●
The functional specifications document, which summarizes the key decisions made during the planning process, should include:

●
Key design goals

●
Summary of the existing environment

●
Scope summary

●
Background information that places the solution in a business context

●
The solution design and architecture, from the conceptual, logical, and physical points of view

●
Features and services that define the functionality of the solution

●
Component specifications that define the products that will be used to deliver required features and services 

●
Dependencies on other projects or resources outside the project team's control

●
The master project plan and schedule, which describes when each piece of the work will be done and shows how the work will be coordinated, taking dependencies into account.

●
An updated risk assessment with management plans for top risks.

Planning Phase Major Milestone: Project Plans Approved

The phase concludes when the project team agrees that the plans are sufficiently well-defined to proceed with development and testing, and the team, business sponsor, and key stakeholders approve the design and the master project plan and schedule, usually at a milestone meeting. The formal conclusion is marked by the second major project milestone, Project Plans Approved.

Evaluating the Existing Environment

It is critical to fully understand the current environment before designing the environment to which you plan to upgrade. Allow time in the Planning Phase to continue the assessment work that you did in the Envisioning Phase by collecting more detailed information about the existing environment and evaluating that information to determine the appropriate next steps. 

The evaluation process can shed light on constraints to the implementation process that weren't considered previously, such as time restrictions that would affect the window of opportunity for change. These restrictions can include seasonal businesses, company budgeting cycles, or even vacation schedules.

Ultimately, while the amount of time spent in the assessment and evaluation process will vary greatly, the goals are the same: to understand the technology infrastructure in place and the risks involved in the project to limit the surprises that may occur during the Migrating and Deploying phases.

In preparation for development of the functional specifications document, the following assessment tasks should be performed:

●
Diagram the network including hardware and software. Create a diagram of the NetWare network and all of its components. Identify which servers are file and print servers, Web servers, mail servers, and database servers. Thoroughly document all servers, including NetWare versions, transport protocols, NDS partitioning, and directory versions (Bindery or NDS).

●
Document any printers that need to be replaced. Check printers to ensure that they can be printed to using protocols other than IPX (ideally TCP/IP). Include any printers that need to be replaced in budget and timeline estimates.

●
Identify all types of information stored on the network. Identify all types of information stored on the NetWare network (not just NDS or Bindery information), where it is stored, who is responsible for which information, which subsets of users have access to which data, and what the associated security requirements are.

●
Identify all Novell-dependent software. Among the software in the diagram, identify all software that is dependent on Novell. 

●
Review WAN/LAN links, and their available bandwidth. Determine the available bandwidth for WAN and LAN links. This will help you decide how you can effectively design the Active Directory topology in respect to the current Novell portioning on the existing network.

●
Analyze the current namespace design. Familiarize yourself with the current Novell namespace design.

●
Review user environment components involved in the migration. Review user environment components, primarily login scripts and group/system policies.

●
Perform a directory health check. Go through the Novell NDS or eDirectory to determine if the directory is working properly. In addition, if there is already an Active Directory infrastructure in place, verify that it is working properly. The health check ensures that the objects scheduled for migration are appropriate and that they can be migrated to the new environment.

There are a number of different ways to perform an eDirectory health check. Step-by-step procedures for verifying the DS versions, time synchronization using DSREPAIR, and making sure that all of the servers are in sync, using DSTRACE to verify that the servers have replicated properly, can be found in the Novell white paper TID #10012858.

 Additional tests covered in the Novell white paper that may be useful include:

●
Replica Synchronization (DSREPAIR)

●
External References (DSREPAIR). Make sure that the external references are updated. There are references to several other white papers that discuss tools you can use based on whether you are using NetWare 5.1 or 4.x

●
Replica State (DSREPAIR)

●
Remote Server IDs (DSREPAIR)

●
Replica Ring (DSREPAIR)

●
Schema (DSTRACE). Turn off DSTRACE and then you are ready to conduct the migration process.

●
Repair local database (DSREPAIR)

●
Back up the database (DSREPAIR)

Note: During migration planning, should you decide to use the third-party tool, Quest NDS Migrator, the assessment process can be enhanced with the NDS Quest Reporter tool. Migration tool selection is covered in the "Migration Process" section of this chapter. For additional information regarding NDS Quest Reporter, see the "Bibliography/References" section in Appendix A. 
After you have finished the assessment and evaluation tasks, do the following:

●
Decide how to handle Novell-dependent software. Before the migration begins, decide whether you will replace all Bindery-, NDS-, or NLM-dependent software (such as NDS-compliant DNS, DHCP, ZENworks, etc.) with Active Directory-compatible software (leading to a direct migration, or whether you want to continue to use some or all of the Bindery- or NDS-integrated services or applications (leading to a phased migration). Be sure to include the e-mail system in this list.

●
Determine the systems to be migrated. Determine which systems will be migrated or decommissioned. Determine the affected users, groups, objects, folders, files, databases, and e-mail systems (GroupWise or others).

●
Plan for future hardware, software, and network bandwidth needs. Research what additional functionality your organization plans to implement in the future. Factor these features into your migration planning (for example, when you plan namespace design, WAN links, application software needs, etc.).

●
Analyze future namespace design. Familiarize yourself with Active Directory namespace design principles and consider future namespace design. Refer to the current Novell namespace design.

Developing the Solution Design and Architecture

Creating the solution design and architecture involves a systematic progression from abstract concepts to specific technical detail. Designing can be divided into three sequential but overlapping steps, which represent three ways of describing the solution.

●
Conceptual design, which analyzes and prioritizes businesses, user, system, and operational requirements and describes in nontechnical language how the solution will meet them.

●
Logical design, which describes the solution in terms of the organization, structure, and interaction of its parts in technical language. 

●
Physical design, which identifies the detailed instantiation of the solution which will be built, for example software architecture, communication protocols, physical infrastructure architecture, and topology.

This section will provide you with an overview of the areas you should focus on when designing your new Windows environment. For detailed information on designing a Windows Server 2003 Active Directory environment, see Windows Server 2003 Deployment Kit: Designing and Deploying Directory and Security Services http://www.microsoft.com/downloads/details.aspx?FamilyID=6CDE6EE7-5DF1-4394-92ED-2147C3A9EBBE&displaylang=en#filelist. Before reading this document, you may want to familiarize yourself with Windows Server terminology, because some key concepts like organizational unit are used differently than in the Novell context. 

As previously stated, the focus of this guide is to provide you with information on how to migrate your existing Novell environment to Windows. However, before you can migrate to a new Windows environment, you must first determine what that environment will look like. Proper design of your new Windows Server 2003 Active Directory structure is a critical component in the successful deployment of the technology. Mistakes made in the planning portion of Active Directory can prove to be costly and difficult to correct. In the planning process you and your team should determine what the new environment will look like (the design) and how you will get there (the migration plan). Use the information that follows to help the team make the necessary decisions.

Areas of Focus for the Solution Design

There are a number of Microsoft documents that detail the process of designing a Windows Server 2003 Active Directory. The purpose of this section is to identify the key areas that you need to consider before migrating from a Novell environment to Windows Server 2003 Active Directory. 

Windows Server 2003 Design

Determine the software version and the hardware configuration that will be used. In addition, before deploying the servers in a test environment, consider the use of third-party applications to protect data on the servers and make appropriate decisions. The design of the system and the servers should take into account any data protection software (backup, antivirus, etc.) that you decide to use.

Active Directory Design

Active Directory is a necessary and fundamental component of any Windows Server 2003 implementation. You can use built-in tools to set up Active Directory, in addition to Windows Server 2003, as long as you consider a few straightforward design parameters before deployment:

Architecture

●
Forest and Domain Design. Determine the Forest and Domain Model. Options include a Single Forest/Single Domain Model, a Single Forest/Multiple Domain Model, a Multiple Forest Model, or a combination environment.

●
Functional Levels in Windows Server 2003 Active Directory. Determine the Windows functionality that will be required. This decision is based on the needs of your organization, such as whether or not you have Windows 2000 or Windows NT 4.0 domain controller and whether there is a requirement to retain Windows NT 4.0 domain controllers. 

●
Namespace. Will there be any Namespace issues? When shares are migrated from a source server to the target server, the UNC paths of the migrated files are changed. This may affect any application or user that references the UNC path, for example application links, logon scripts, network places, and shortcuts. Applications and users generally reference files in one of the following ways:

●
Mapped drive letters

●
UNC paths

●
DFS

Networking Services

Windows Server 2003 introduces several functional improvements to network services. These improvements allow for increased administrative functionality, greater reliability, and an overall increase in value for an organization’s network infrastructure.

●
DNS. The first step in the actual design of the Active Directory structure is deciding on a common Domain Name System (DNS) namespace that Active Directory will occupy. Active Directory revolves around and is inseparable from DNS, as such, this decision is one of the most important ones to make. The namespace chosen can be as straightforward as microsoft.com, for example, or it can be more complex. Before you can make this decision, you need to consider multiple factors. Is it better to register an Active Directory namespace on the Internet and potentially expose it to intruders, or is it better to choose an unregistered internal namespace? Is it necessary to tie multiple namespaces into the same forest? These questions must be answered before the design process can proceed.

●
WINS. Many modern networks include components that rely on WINS, including down-level (pre-Windows 2000) clients, legacy applications, and even some Microsoft services such as Distributed File System (DFS) that use NetBIOS resolution by default. Consequently, it is often necessary to keep using WINS in Windows networks, unless it can be definitively proven that it is no longer necessary.

●
DHCP. DHCP can be configured to allow for the Server service to update the Dynamic DNS record for the client if that client is unable to perform the update itself. This option can be turned on and off at the server level, through the DHCP Manager MMC. Additional design considerations regarding DHCP include:

●
Migrating existing DHCP scopes or recreating the scopes

●
Placement of DHCP services

Configuration

●
Active Directory Site and Replication Topology Layout. For purposes of replication, Active Directory logically organizes groups of servers into “sites”. Typically, a single site should be composed of servers that are connected to each other through T1 or higher-speed connections. The important factors to consider while identifying a site for consolidation include:

●
Network availability, bandwidth, and latency

●
Existing or future service level agreements (SLAs)

●
Application requirements

●
Physical condition of the location

●
User perception of performance

●
Domain Controllers. Determine the placement of domain controllers in Windows Server 2003 as it is the critical factor to improving the communication response time from an Active Directory query. 

●
LAN and WAN links. One factor to consider when you plan directory synchronization is how server locations affect network traffic. If Active Directory and NetWare information exists on servers in the same location, synchronization traffic will be inconsequential. If the Active Directory and NetWare servers are physically separated across a low bandwidth or nonpersistent WAN connection, replication traffic will be more impactful. You must also plan for any additional network bandwidth requirements that might arise from the introduction of periodic directory synchronization between Active Directory and NDS or Bindery. Although each environment is unique, it is important to understand that the following factors affect directory synchronization traffic:

●
Number of objects in Active Directory

●
Object size

●
Number of changes

●
Frequency of synchronization

●
One-way or two-way synchronization configuration
Management

●
Group Policies. While Group Policy Objects (GPOs) are a system introduced with Active Directory, predecessors to GPOs and components of GPOs are available without the use of Active Directory. System policies were introduced with Windows 95 and Windows NT 4.0 and were used to manage various aspects of those operating systems in a Workgroup or Domain environment. Local policies are available for Windows 2000, Windows Server 2003, and Windows XP computers that are not members of an Active Directory forest.

Because of the potential presence of other policy based system for systems management, it is important to review the current use of policies in your organization and create a plan for either replicating the existing policy set using GPOs or modifying the existing requirements and implementing the new set of requirements 

●
Login Scripts. Logins scripts are used extensively to control various aspects of the user experience in a NetWare environment. However, because NetWare uses a proprietary scripting language and system to provide login scripts, migration to batch file-based Active Directory login scripts requires careful planning. This is an excellent opportunity to review current login scripts for accuracy and relevance before design. Because of the hierarchical nature of NDS, login scripts in an NDS environment can be present at many levels of the directory and are all processed sequentially. Consequently, they should all be taken into account during design. In addition to the batch file processing capability natively present in Active Directory, capabilities of GPOs, Windows Scripting Host, and various Resource Kit Tools provide a powerful toolset for the creation of login scripts. 

●
Security. Determine the security requirements that must be replicated in the new environment and the tools or features necessary to accomplish the required level of security.
Workstations 

There are basically four different options for configuring the clients: 

●
Physically walk to every single desktop, uninstall the Novell Client32, and remap to the Windows client. This is a manual process that takes approximately 10-15 minutes per workstation. If you don’t have a lot of computers in the environment, this may be the easiest approach.

●
Create a script. The script uninstalls and then installs in one process. It can be implemented manually through a batch file or a login script. 

●
Launch a script through Group Policy. You can create a script that will uninstall the Client32 and install Windows remotely.

●
Retire Client32 during a phased desktop refresh. Before the client is removed, the Client32 software remains on the desktop, but all of the mappings are removed. Basically you remove the login script from the Novell system and you use Group Policy and Active Directory to do all of the drive mappings. At this point the Client32 is effectively unused, but is still present. While the refresh is in progress, you will still need to maintain a NetWare authentication mechanism in place so the user can login, but otherwise Active Directory will take over the network login functions. 

Many organizations are choosing this fourth option.

Migration Planning 

After you have determined what your new environment will look like, you are ready to determine how you will migrate your existing environment to the new environment. There are three components to planning the migration from Netware to Windows Server 2003: building the new environment, determining your migration strategy, and determining your migration process for moving your existing users and data to the new environment. 

Building Active Directory

Before you can migrate you must first build the new Windows Active Directory environment. This section provides an overview of the options for building Active Directory. For detailed information regarding building Active Directory, see the Windows Server 2003 Deployment Kit: Designing and Deploying Directory and Security Services (http://www.microsoft.com/downloads/details.aspx?FamilyID=6CDE6EE7-5DF1-4394-92ED-2147C3A9EBBE&displaylang=en#filelist).

The Active Directory deployment strategy that you apply will vary according to your existing network configuration. For example, if your organization is purely a Novell NetWare environment, you will have to design and build the Active Directory from scratch. However, if your organization currently runs Windows NT 4.0, you can perform an in-place upgrade of the existing environment. If your organization currently runs Windows 2000 Active Directory, you can upgrade the domain to Windows Server 2003 functional levels through a separate migration process.

There are two strategies to building an Active Directory:

●
Build Active Directory from scratch

●
Upgrade (in-place) Migration of an Existing Windows NT 4.0 Domain or Windows 2000 environment

Building Active Directory from Scratch

If your organization only has NetWare servers and has never installed a Windows NT network in the environment, you can build the new Active Directory from scratch. With this process, a new, clean Active Directory is built, objects are created from scratch, and using migration tools, information such as user accounts and groups is pulled out of NDS and then moved across to Active Directory.

The advantage of creating an Active Directory from scratch is that it is clean and provides the opportunity to create a clear design. One of the disadvantages is that every computer must be touched. Computers that were members of a Workgroup have to now join the new domain. Another disadvantage is that you have to recreate or manually create user profiles. Things like user favorites, screen savers, icons, registry settings, and drive mappings are attached to the workgroup. When the computer is joined to the domain these preferences are lost. Fortunately, there are automated tools described in this document that will allow you to capture this information and recreate it in the new environment.

Upgrade (In-place) Migration of an Existing Windows NT 4.0 Domain or Windows 2000 Environment

The in-place domain upgrade process is a direct upgrade of the existing production Windows NT 4.0 Server (operating system and domain) to Windows Server 2003 and Active Directory. Use the Windows Server 2003 Setup Wizard included on the Windows Server 2003 CD to perform the upgrade. For more information on upgrading 

existing Windows NT 4.0 domains, see Upgrading Windows NT 4.0 Domains to Windows Server 2003 Active Directory (http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/all/deployguide/en-us/dssbb_over_dnrr.asp). 

Upgrading your Windows 2000 domains to Windows Server 2003 domains is an efficient, straightforward way to take advantage of additional Windows Server 2003 features and functionality. Upgrading from Windows 2000 to Windows Server 2003 requires minimal network configuration and has little impact on user operations. For more information on upgrading existing Windows 2000 domains, see Windows Server 2003Upgrading Windows 2000 Domains to Windows Server 2003 Domains (http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/all/deployguide/en-us/dssbb_over_dnrr.asp).

Determining Your Migration Strategy

When developing a migration strategy there are a number of decisions that you must make:

●
Plan a direct or phased migration. Plan an immediate, one-time migration, or a phased migration over time (synchronizing Active Directory and your NDS directory during the transitional period). Detailed information for planning your phased or direct migration is covered in the following section.

●
Identify containers and servers to migrate or synchronize. Identify the containers that you want to migrate or synchronize and the Active Directory and NDS or Bindery servers between which you want to establish those relationships.

●
Identify and obtain administrator accounts with sufficient permissions to successfully complete the migration. If you will use synchronization, ensure that you have the required accounts with permissions to extend the Active Directory schema (even though the Services for NetWare 5.03 tool, Microsoft Directory Synchronization Service (MSDSS), does this automatically, you must have schema-extending administrative authority). If you will use two-way synchronization, ensure that you have the necessary permissions to extend the NDS schema.

Important: When you set up a two-way synchronization session with MSDSS, you must have full administrator privileges to the entire NDS container in which you are creating the session. Ensure that these privileges are maintained for the life of the session—if these privileges are changed, objects may be deleted from one or both of the directories.
●
Choose the migration administrators. Decide who you will add as a member of the MSDSS Admins group that is created automatically when you install MSDSS. Choose the users to whom you will delegate specific MSDSS administrative tasks.

●
Determine the appropriate migration process. Determine if you will perform the migration manually or you employ migration tools and services. For details on selecting migration tools see the Migration Tools section of this chapter.

A Phased or Direct Migration?

In the Envisioning Phase, you determined which type of migration will work best for your organization. Use the sections that follow to plan the appropriate migration. 

Phased Migration

In a phased migration, you use MSDSS to copy all Bindery or NDS user accounts, groups, and distribution lists, and (for NDS only) Organizational Units and organizations to Active Directory. At the same time, these objects are maintained in NDS or Bindery. While you gradually move resources to the Windows Server 2003-based environment, the MSDSS-provided directory synchronization enables users to continue to access those resources that remain on NetWare servers. As the changeover continues, users begin to access resources on Windows Server 2003-based servers with their new accounts and associated migrated permissions.

After you have moved all resources to Windows Server 2003, converted all Novell services and applications to Active Directory-based counterparts, and moved object security permissions and objects that MSDSS does not migrate (such as computer accounts, printer objects, and application objects), synchronization between the two directory services might no longer be necessary. This will allow you to delete the synchronization sessions and decommission remaining NetWare servers.

If you choose a phased migration:

●
List migration priorities. List the departments or other groupings, the software, and the hardware that you must migrate immediately, and which resources can be migrated over time. List the order in which you want to accomplish each stage

●
Choose one- or two-way synchronization. Decide whether one-way synchronization (using Active Directory to manage objects in both directories) or two-way synchronization (using either Active Directory or NDS to manage shared data) is appropriate to the situation. Take network traffic into account. Decide the timetable for replacing any of the Bindery- or NDS-dependent software with Active Directory-enabled counterparts. For more information, see the “Synchronization” section in this chapter.

Direct Migration

Keep in mind that this process can only be performed if there are no requirements to maintain legacy Novell systems and your environment is small enough or you have enough resources to migrate all of the workstations in the environment. 

This process should be fully tested in the test environment to identify any issues and verify that there are no application requirements for Novell servers. After Novell servers are retired, the client will no longer be able to communicate with a server until it has been migrated to the Windows environment.

Synchronization

Synchronization allows users to work on both systems without losing data or having versioning problems. You will need to plan for synchronization if you are doing a phased migration or if your direct migration project lasts long enough to require that you support users on both systems. 

The administration of multiple directory services often leads to time-consuming and redundant management. Establishing a periodic synchronization of both directories, using MSDSS or a third-party tool such as Quest NDS Migrator, will help you reduce the time you spend on directory management. 

When you introduce Windows Server 2003 and Active Directory into an existing Novell network, you can facilitate directory management and improve data availability by establishing directory interoperability. Central to interoperability is the capability to synchronize the information stored in Active Directory with the Novell directory information within your organization. Microsoft Directory Synchronization Services (MSDSS), included with Services for NetWare 5.03, makes Active Directory synchronization with NDS and NetWare 3.x binderies possible. 

By default, MSDSS synchronization duplicates the Bindery or NDS structure in Active Directory. Also like migration, synchronization maps Novell user, group, and distribution list objects to Active Directory user, group, and distribution list objects, and (for NDS only) it maps Novell OUs and organizations to Active Directory OUs. In addition, MSDSS synchronization optionally provides custom object mapping (for NDS only) that enables you to map objects in dissimilar directory structures to each other. 

Synchronization and Active Directory are easy to set up through the MSDSS management interface. MSDSS provides two options for managing synchronization as part of a migration strategy:

●
One-way synchronization. This option enables you to manage objects in both directories from Active Directory. Reasons to select one-way synchronization include:

●
You want to centralize directory administration from Active Directory.

●
The network is predominantly Windows-based (with some NDS-based computers), or the network is currently NDS-based but you plan to reduce the number of directories over time.

●
You want to administer and update NDS user account passwords to support a single set of logon credentials that enable users to log on to both a Windows-based and a Novell-based network.

●
You are preparing to migrate an NDS-based directory environment to Active Directory.

●
Two-way synchronization. This option enables you to manage shared data, such as user account information, from either directory. Reasons to select two-way synchronization include:

●
You want two sets of network administrators to administer both Active Directory and NDS.

●
The network environment contains NDS as the primary directory, and you have no plans to consolidate the number of directory platforms.

●
You are planning to maintain and actively administer both directory environments for an extended period of time (several months or longer).

For more information on synchronization strategies see the NetWare to Windows Server 2003 Migration Planning Guide (http://www.microsoft.com/windowsserver2003/techinfo/overview/sfnmig.mspx).

Migration Process

The next component of the Planning Phase is determining your migration process. There are two options for the migration process: manual migration or automated migration using tools.

The reasons to use migration tools are relatively clear and include the capability to automate the migration of information while using existing NetWare investments and settings to decrease the time spent on the migration. 

Migration tools provide the capability to automate the migration of information by using existing NetWare settings to decrease the time spent on the migration. Using migration tools, however, and factoring in their sometimes significant cost, may not always be necessary, particularly in situations where:

●
There is little configuration investment in access control lists (ACLs) or user account information in the Novell environment

●
The information stored in the Novell environment is not accurate or current

●
The number of objects or files is so small that it is not worth the time to install, learn, and use the migration tools

If one of more of these situations describes your network environment, consider a manual migration.

However, if you have a significant configuration investment, your Novell environment is up-to-date, and you have a large number of objects and files to migrate, migration tools may be helpful in the migration process.

Manual Migration

If you choose manual migration, you will need to re-enter user account information and/or reset file permissions manually.

Automated Migration

This guide focuses on two migration tools: Services for NetWare 5.03 and Quest NDS Migrator. For many organizations, Services for NetWare 5.03 provides for a robust synchronization and migration strategy that is cost-effective and easy to deploy. Other organizations have effectively used the advanced control, logging, and risk-management capabilities of Quest NDS Migrator to control their migration strategy. Either option is valuable, and it is recommended that you test both solutions as part of a prototype environment to determine which tools provide the best fit for your migration strategy. You should make a decision by the end of the prototype.

Migration Tools

While there are a number of tools available to assist with the migration, this guide focuses on Microsoft Services for NetWare 5.03 (SfN) and a third-party tool, Quest NDS Migrator. 

Services for NetWare

Services for NetWare 5.03 (SfN) and Windows Server 2003 provide protocols and services that enable migration, synchronization, and limited interoperability with Novell NetWare networks. These protocols and services enable network managers and technical staff to integrate computers running Windows Server 2003 into a NetWare network to facilitate migration and/or coexistence. To enhance interoperability with NetWare networks, Services for NetWare 5.03 includes Directory Synchronization Services (MSDSS) and the File Migration Utility (FMU):

●
Microsoft Directory Synchronization Services. Microsoft Directory Synchronization Services (MSDSS) is a tool used for two-way synchronization of directory information stored in the Active Directory and NDS. MSDSS also synchronizes directory information stored in Active Directory with all versions of NetWare 3.x bindery services on a one-way basis.

MSDSS is the cornerstone of any NDS/Bindery to Active Directory migration strategy. MSDSS also plays a critical role in long-term coexistence strategies by allowing NetWare customers to deploy Active Directory services without having to replace existing directories or bear the cost of managing two separate directories. As a result, customers have the flexibility to consolidate network management when multiple directories are required, manage accounts from either directory, and use directory-enabled applications, devices, and services based on Active Directory.

●
File Migration Utility. The File Migration Utility (FMU) is a utility that provides a central management console to automatically manage the migration of files from NetWare file and print servers to Windows 2003 servers. The File Migration Utility helps customers migrate their NetWare files to a Windows 2003 server by:

●
Accelerating the migration process through automation.

●
Preserving file security information.

●
Simplifying migration management.

The File Migration Utility reduces the time and cost of migration by copying multiple NetWare files and their associated permissions to one or more Windows 2003 servers automatically. It preserves the permissions and ACLs associated with each file it copies. Through granular mapping support and integration with MSDSS, files and the rights they have inherited or been assigned in NetWare are calculated and maintained in the Windows 2003-based network, preserving security and minimizing the time-consuming process of reassigning file rights and permissions.

The File Migration Utility migrates files easily, with speed and security, by providing a central point of administration for migration management. As such, administrators can monitor which files have been migrated and which haven't in a detailed status report. Incremental migration support also allows customers to perform a gradual migration. Finally, FMU supports both the TCP/IP and IPX/SPX protocols to allow the migration of NetWare files and their permissions.

Table 1.0 provides a summary of the NetWare-based elements that can be migrated automatically from the major versions of NetWare to the Windows 2003 Server using the previously described tools and services.

Table 1.0: Summary of Services for NetWare Migration Services

	NetWare Element
	NetWare Versions
	Microsoft Migration Tool Available?
	Tool Name

	Files
	NetWare 3.x
	Yes
	FMU

	
	NetWare 4.x
	Yes
	FMU

	
	NetWare 5.x
	Yes
	FMU

	Directories
	NetWare 3.x
	Yes
	MSDSS

	
	NetWare 4.x
	Yes
	MSDSS

	
	NetWare 5.x
	Yes
	MSDSS

	
	NDS 8
	Yes
	MSDSS


In addition to the tools outlined, Services for NetWare 5.03 provides troubleshooting support that enables you to troubleshoot connectivity problems, login scripts, and password synchronization. Services for NetWare 5.03 also provides tools for monitoring network traffic.

Quest NDS Migrator

Quest NDS Migrator is a comprehensive third-party solution that accelerates and simplifies migrations from Novell Directory Services (NDS) to Active Directory. Quest NDS Migrator offers a project-based step-by-step approach for migrating NDS and Bindery systems to Windows Server 2003 Active Directory. Quest NDS Migrator is a comprehensive tool that is recommended for large environment migrations. However, before deciding whether to use this tool, your organization should evaluate the cost of the tool and the resources required to support it.

Quest NDS Migrator works well in large environments, because it takes into account the fact that most NDS to Active Directory migrations are not simply one massive object copying process. Quest NDS Migrator allows object migration activities to be broken down into manageable object groupings. 

The Quest NDS Migrator solution is comprised of several components including Quest NDS Reporter and Quest NDS Migrator:

●
Quest NDS Reporter. Quest NDS Reporter allows you to collect information about your Novell environment before you begin the migration. There are a number of reports that provide you with information regarding groups, users, and file servers. For more information about Quest NDS Reporter see the "Bibliography/References" section in Appendix A.

●
Quest NDS Migrator. Quest NDS Migrator provides all the tools you require to migrate objects and data to Active Directory from a central console. The console allows you to access all of the Quest migration options, both pre- and post-migration, and to schedule the data migration from Novell file servers to Microsoft file servers. In addition, Quest NDS Migrator provides a native view of both your NDS and Active Directory tree, allowing you to visualize the tree structure and better plan the migration of objects. 

Creating the Functional Specification

Collect all of your decisions in the areas that you have thought about and documented during the Envisioning and Planning Phases. Be sure that the specifications are clear enough so that everyone can understand whether any particular specification has been met. The initial document is a baseline. You will want to check it in and do version control on it so that you can control the design that you’re actually going to build. The documentation that you have created up to this point will be included or summarized in this definitive document. Use this as a baseline. You will want to do version control on the document so that you can record changes that occur and track the design that you are actually going to build.

Developing the Project Schedule

A project plan complements the functional specifications document. It graphically illustrates the process of building and testing the technologies required and provides an outline of who is doing what during the project.

By using a product such as Microsoft Project 2003, you can organize the steps in a logical, linear process. The high-level tasks should be established first. Typically, they are the phases or high-level tasks involved in the project, such as Envisioning, Planning, Migrating, and Deploying. Then the main tasks of these phases can be added.

You should include dates and durations in the project plan, using the basic concept of starting with the end date when everything needs to be up and running, and then working backward. It's important to include key milestones, such as acquiring new software and hardware, sending administrative resources to training classes, and provisioning new data circuits. 

To keep momentum going and to identify potential delays, milestones should be set for the completion of each phase. In most cases, projects without periodic dates set as interim milestone points will not meet the expected completion date. Projects that extend too far beyond the allotted time frame add costs and risks such as employee turnover, changing business conditions, and new revisions of hardware and software products.

Include slack time for unexpected events or stumbling blocks that the team may encounter. Each phase of the project needs to be outlined and then expanded. A good rule of thumb is to have each line represent several hours or days of work instead of trying to list every task that needs to take place during the phase. If the project plan includes too much detail, it quickly becomes unmanageable. 

The plan should also assign resources to the tasks and start to define the teams that will work on the different components of the project. If an outside organization is going to assist in the process, include it at the appropriate points in the project.

Test Planning

Developing a Test Plan

The final component in the Planning Phase is to develop a test plan. The test plan defines the objectives and scope of the testing effort and identifies the methodology that your team will use to conduct tests. It also identifies the hardware, software, and tools required for testing and the features and functions that will be tested. A well-rounded test plan notes any risk factors that jeopardize testing and includes a testing schedule.

Your test plan should include:

●
Testing scope and objectives

●
Testing methodology

●
Required resources

●
Identification of the features and functions that are to be tested

●
Testing schedule

For detailed information on developing a test plan, see the Creating a Test Plan section of the Windows Server 2003 Deployment Kit (http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/windowsserv/2003/all/deployguide/en-us/pdpbc_test_atds.asp).

Setting Up the Test Environment 

Set up a test lab that includes a restored copy of the Bindery or NDS Server and a Windows Server 2003 domain controller with the Novell Client for Windows and the latest version of MSDSS. 

●
Include examples of current and planned client workstations in the lab. 

●
Include a copy of the production NDS structure in the lab.

●
Include copies of as many source Novell file/print servers as possible. Be sure to preserve security settings.

●
Include any other components that affect user experience in the lab, for example, system policies.

●
Install any Novell-dependent applications in the test lab and test their compatibility with your migration plans. 

Developing Test Lab Guidelines and Procedures

Users of the test lab need to know when they can perform their tests, whether their testing will disrupt other tests, and what the current state of the lab is. Your lab manager or an assigned team member should establish a communication system to disseminate information about the availability and state of the test lab and should establish guidelines for lab use.

Guidelines should be easy to follow and should address:

●
Roles and responsibilities. Identify who is responsible for tasks such as scheduling test lab use and performing backups.

●
Facilities and guidelines for special types of tests. Identify the domains and configurations team members should use for testing the migration process.

●
Test lab change control procedures. Identify who is allowed to make configuration changes and define the approval process for change requests. For example, identify who can make schema changes and who should be notified when a change is made. Describe how changes to the lab should be made and identify who is responsible for documenting these changes.

●
Server initialization procedures. Document the steps for installing, configuring, and populating domain controllers and member servers. Include DNS settings if you do not plan to use the DNS Server service in Windows Server 2003.

●
Test lab restore procedures for testing the rollout. Document the steps for restoring domain controllers to their original state and for refreshing user account data. Document all server configurations. Test the refresh process before you begin migration testing.

●
Client computer restore procedures. If you plan to rebuild client computers frequently to test various configurations, document the tools required to quickly restore the computers to a known state. For example, if you use RIS, note this in your guidelines.

As part of the lab guidelines and procedures, the lab manager or an appointed team member also should develop an escalation plan and an incident-tracking system.

Part 2: BUILD

4

Migrating: Prototyping the Migration to Windows Server 2003

Introduction and Goals

The purpose of the Developing Phase (or Migrating Phase in this document) is to build, validate, and test the design and migration process in an isolated nonproduction environment. This phase is a critical step in an effective migration strategy, as the majority of problems can be uncovered when testing the migration process. It is much better to uncover issues in this phase than when they affect production users and business processes.

Major Tasks and Deliverables

The Developing Phase tasks that are relevant to migration projects are:

●
Testing the design and migration process

●
Resolving issues that are identified during the testing process

The content of this section provides the technical information needed to enable teams to accomplish these tasks. Refer to the UMPG for general project guidance on how team members and work processes should be organized to complete this phase.

Migrating Phase Major Milestone: Scope Complete

The phase formally ends with the Scope Complete Milestone. At this major milestone, the team gains formal approval from the sponsor and/or key stakeholders that all solution elements are built and the solution features and functionality are complete according to the functional specifications agreed upon during Planning.

Validating Test Lab Components

In the Planning Phase the lab was set up to include replicas of existing environment infrastructure such as NDS servers and files and Active Directory components per the information from the design. In the Migrating Phase, the lab is built up based upon both the existing environment and the new environment. When the complete lab has been established, the migration process can be tested.

Testing the Design and Migration Process

In the Planning Phase, the team developed a design, migration strategy, and a test plan. The Migrating Phase uses the parameters outlined the Test Plan to test and validate the design configuration and migration processes in the isolated test environment.

Validation testing should include the following steps:

●
Synchronize directory information by using MSDSS or Quest NDS Migrator.

●
Migrate files and file security on sample data by using the File Migration Utility or the Quest Tools.
●
Configure and test printing in the lab (create of new Printers in Active Directory to replace NetWare Print Queues)
●
Review and adjust your migration plans as appropriate based on the results of the test lab. It is expected that problems will arise in the test lab. 

●
Repeat the test migration process to hone the process until you are comfortable with the results. This process leads into the next phase of the migration, the Stabilizing phase, where the process is perfected.

Design

Before you can test the migration process, you must first test the design by building the new infrastructure and configuring the environment to meet the design specifications.

Build New Windows Server 2003 Infrastructure

Regardless of whether you have chosen to build a new Active Directory from scratch or to do an in-place upgrade from an existing Windows NT 4.0 or Windows 2000 environment, a set of new Windows 2003 servers and a new Active Directory forest must be deployed through the architectural design chosen during the Planning Phase. This forest will serve as the future host for the migrated NetWare resources. 

Initially you should deploy only the hardware and operating system, and then create the Active Directory forest after the build process is complete. Use the procedures developed in the lab with the latest release of the operating system to build the Active Directory servers—domain controllers, file servers, and utility servers—and update the servers with all available critical updates.

Build or Migrate to Active Directory 

After the servers have been deployed and updated, the Active Directory forest can be implemented according to the design. For environments that have never had a Windows domain, this is a nonimpactful process, as new Active Directory servers can be brought online in tandem with other servers. Because no one will be using the infrastructure initially, you will have more flexibility to make design modifications, restart servers, and perform initial pilot testing before the Active Directory domain components become part of the production infrastructure.

For environments which will be upgrading from an existing Windows NT 4.0 domain structure or Windows 2000 Active Directory forest, the process is more involved and potentially impactful to end users. This type of migration process should be carefully designed, documented, prototyped, piloted, and implemented on its own before it will be a fully developed Windows Server 2003 Active Directory environment. For more information on upgrading to Active Directory see Windows Server 2003 Deployment Kit: Designing and Deploying Directory and Security Services (http://www.microsoft.com/downloads/details.aspx?FamilyID=6CDE6EE7-5DF1-4394-92ED-2147C3A9EBBE&displaylang=en#filelist).

Direct Migration

Now that you have established the new platform, you can test the migration process to the new environment. The steps for the direct migration process are:


1.
Build new Windows 2003 Server infrastructure


2.
Build Active Directory


3.
Install MSDSS


4.
Migrate users, groups, and files


5.
Migrate printers


6.
Migrate workstations.

Phased Migration

Manual Migration

If your team selected a manual migration process during the Planning Phase, you have removed a certain degree of complexity from the process, because a manual approach does not migrate existing users, groups, and file permission structures.

Setting up a prototype using the manual migration process consists of the following key steps:

●
Identify the sample data that will be migrated. This may consist of a server or a single NetWare volume.

●
Create test users and necessary accounts.

●
Create equivalent users and groups in Active Directory to match the old Users and Groups in NetWare.
●
Migrate a specific set of File data from NetWare file servers to Active Directory file servers, using simple copy techniques.

●
Apply NTFS security to the migrated data, either manually or with a utility such as XCACLS, which will allow for a scripted application of file permissions.

●
Migrate client functionality for the test users, either through a manual removal of the Client32 software, or a modification of the existing login scripts to map the migrated volume or server to its new location in Active Directory. In addition, the clients must be configured to login using their new Active Directory user names.

Automated Migration by Using Services for NetWare 5.03

If your organization chooses or requires an automated approach, the Microsoft Services for NetWare 5.03 (SfN) or the Quest NDS Migrator tools can be helpful. There are several key concepts that are similar in the way that both tools work, and it is important to understand how to deploy and use them.

Note: When deploying SfN on Small Business Server (SBS 2003), you need to stop Exchange services before installing SfN or it will fail.
Set Up Directory Synchronization

After deploying Microsoft Services for NetWare 5.03 on the appropriate server in accordance with the design specifications, Microsoft Directory Synchronization Service (MSDSS) can be used to set up directory replication between Active Directory and NDS/Bindery as well as prepare for file migration.

MSDSS requires the use of Novell Client for Windows. If you performed a clean installation the Windows Server 2003 operating system, you must download and install Novell Client for Windows before you install Services for NetWare 5.03. In addition, the user account that runs the install process must have Schema Admin rights to the forest, as the MSDSS install process will extend the AD schema.

To install MSDSS:

1.
In My Computer, right-click the drive where the Services for NetWare CD-ROM is located, click Explore, and then double-click the MSDSS folder. 


2.
In the details pane, double-click msdss.msi. (You need to have Schema Admin rights to the Active Directory forest to install the product.)

Note: To manage MSDSS after you have installed it, open Administrative Tools, and then click Directory Synchronization.
The next step is to create sessions for each Novell Organizational Unit (OU) that is to be migrated or synchronized. In addition to selecting the appropriate OUs in each directory for the session, you must select the migration type (NDS or Bindery) of the session. 

After the sessions are defined according to the design criteria, you can schedule regular updates for the appropriate directories. At this time, you can perform an initial manual synchronization as well. It is highly recommended that you set up all objects to be synchronized between NetWare and Active Directory from the moment of the Pilot setup, through the implementation, and all the way to the end of the project, as this will ensure that all changes that are made to both directories are reflected in both places.

To set up an MSDSS Synchronization session, perform the following tasks on the server where MSDSS was installed:


1.
In Administrative Tools, click Directory Synchronization. 


2.
In the console tree, right-click MSDSS, and then start the New Session Wizard. 


3.
Choose whether objects will be copied from NDS or Bindery. 


4.
Select the Migration (from NDS or Bindery to Active Directory) task.

If files will be migrated with directory objects, you need to select the Migrate Files check box. This will create the file migration log that is required by File Migration Utility. 


5.
On the Active Directory Container and Domain Controller page, type the path to the Active Directory container in which you want to copy items, or browse to it. 

Type the path, using the syntax in the following example:

LDAP://OU=Sales,DC=Server1,DC=Wingtip,DC=com

All subcontainers in the selected containers will be copied. 


6.
Under Domain Controller, accept the default domain controller in which you want to store the migration log, or click Find to locate a different domain controller. 


7.
On the NDS Container and Password or Bindery Container and Password page, type the appropriate NDS or Bindery syntax as indicated, or browse to the container or server:

NDS://Tree1/O=Wingtip/OU=Sales

NWCOMPAT://Server 


8.
Type the administrative account and the password for that account. 

You must type the NDS administrative account by using the full NDS context, such as "Admin.wingtip". Do not include the NDS tree name. 


9.
On the Initial Reverse Synchronization page, click Password Options, and then choose one of the following password schemes:

●
Set passwords to blank 

●
Set passwords to the user name 

●
Set passwords to a random value 

●
Set all passwords to the following value 

If you do not select a scheme, the default scheme (Set passwords to the user name) is applied. 

Migrate Sample Data with the File Migration Utility (FMU)

In addition to performing the migration of users and groups, MSDSS also creates a file migration log which is then used by the File Migration Utility for migrating files. The users and groups that you create in Active Directory using MSDSS are then used to apply security to the data that is migrated with the FMU tool.

As part of the prototype, a sample set of data must be migrated from NetWare to the new Windows Server 2003 File servers. This sample set of data can consist of the data from a single NetWare server or a single volume of NetWare data from the server. The data should then be migrated by using the File Migration Utility, which will preserve the file security structure from the NetWare side and recreate it using the users and groups that were synchronized with the MSDSS tool.

To set up a File Migration Utility session to migrate the sample data, perform the following high-level steps on the server where FMU is installed:


1.
Start the File Migration Utility (Start, All Programs, Administrative Tools, File Migration Utility) 


2.
Browse for the migration log that was created by using MSDSS with the Migration option selected. 


3.
Click Load Data. 
.


4.
Verify the Security Accounts.


5.
Select the source volume and target location.


6.
Enable logging. 


7.
Click Scan to check whether the target source and roots are valid. 


8.
On the last screen, click Migrate. The logs will be displayed as the file data and permissions are migrated.

Automated Migration by Using Quest

The Quest NDS Migrator tools allow for the same type of directory synchronization and file and security migration as the Services for NetWare tools. In addition, Quest has included advanced logging, more migration options, and additional flexibility to perform phased migrations. It is recommended that you test both sets of tools to determine which set is the best fit for your organization.

Installing Quest NDS Migrator

Before you install Quest NDS Migrator, make sure that your environment meets the hardware and software requirements as outlined in the Quest NDS Migrator - Quick Start Guide or the Quest NDS Migrator - User's Guide. These documents can be downloaded from http://www.microsoft.com/windowsserver2003/migrate/novell/default.mspx

1.
Download Quest NDS Migrator from http://www.microsoft.com/windowsserver2003/migrate/novell/default.mspx

2.
Install Quest NDS Migrator by double-clicking NDS Migrator Setup.msi. This will lead you through the installation process.

For more information on installing Quest NDS Migrator please see the Quest NDS Migrator - Quick Start Guide or the Quest NDS Migrator - User's Guide.
Using Quest NDS Migrator

The steps for migrating are as follows:


1.
Set up a new project (establish the project name and set the project options). Project options include:

●
User options

●
Group options

●
Access rights mapping options

●
Conflict rules

●
Script options

●
Object migration options

●
File migration options

See the Quest NDS Migrator User’s Guide for detailed information on configuring the project options.


2.
Map objects from NDS to Active Directory using the Migration Guide.


3.
Detect Intra-NDS name conflicts.


4.
Detect NDS to Active Directory collisions. Quest NDS Migrator can determine if accounts that are to be migrated will collide with an Active Directory account.


5.
Migrate objects.

Note: The steps to migrate from a pure Novell environment versus a mixed Novell and Windows environment are the same. However, configuration settings will differ. See the Quest NDS Migrator User's Guide for configuration settings.
Password Synchronization

After the test users have been migrated, their passwords need to be synchronized from NDS to Active Directory. During the installation of Quest NDS Migrator, one of the options was to install the Password Synchronization Kit. The Password Synchronization Kit is a Web page where users will be able to supply their Novell logon and password. If the information is correct and they have been selected to have their password synchronized, their password will be updated in Active Directory. Please refer to the Quest NDS Migrator User’s Guide for more information on installing the Password Synchronization Kit. To prepare the Password Synchronization Kit, the migration data must be imported per the instructions in the Quest NDS Migrator User's Guide.

File Migration

Now you are ready to migrate file and folder data to the target environment.

The high-level steps to perform the file migration using the NDS Migrator are as follows:


1.
Establish volume mappings.


2.
Set the Files Migration Options.


3.
Migrate files.


4.
Check logs for file migration errors.


5.
Resolve migration errors. 

Printer Migration

A printer “Migration,” between NetWare and Windows Server 2003, is more of a manual process than a migration. The process involves recreating printers in Active Directory to correspond to the old NetWare Print Queues. When setting up these printer objects, take into account these important factors:

●
Printers must be physically checked to ensure that they can be printed to using protocols other than IPX (Ideally TCP/IP). While it is possible to enable IPX/SPX support on Windows servers, it should be avoided. This may involve retiring older printers or loading new firmware onto existing printers.
●
There are significant driver differences between NetWare and Windows print queues. It is important to download and install the latest drivers from the printer OEM.
●
The clients must be redirected to the new printers in Active Directory either through login scripts or Group Policy Objects in Active Directory.

●
Printers which were manually set up in workstation profiles must be reconfigured to point to the new Windows locations.
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Stabilizing the Novell to Windows Server 2003 Migration Solution

Introduction and Goals

The purpose of the Stabilizing Phase is to improve the solution quality to a level that meets the acceptance criteria for release to production. Stabilizing Phase testing emphasizes usage and operation under realistic environmental conditions. The team focuses on prioritizing the bugs that testing discovers, fixing those with the highest priority, and preparing the solution for release.

When a build has been deemed stable enough to be a release candidate and preproduction testing is complete, the team deploys the solution to one or more pilot groups in the production environment.

Major Tasks and Deliverables

The two major Stabilizing Phase tasks that are relevant to migration projects are:

●
Conducting the pilot

●
Testing the solution

The content of this chapter provides the technical information needed to enable teams to accomplish these tasks. Refer to the UMPG for general project guidance on how team members and work processes should be organized to complete this phase.

Stabilizing Phase Major Milestone: Release Readiness Approved

The phase culminates in the fourth major milestone, Release Readiness Approved. Passing the milestone indicates team and customer agreement that all outstanding issues have been addressed and the design and process are ready for implementation.

Conducting the Pilot

When the design components and migration process have been fully tested in the isolated environment, it is time to introduce them in the production environment as part of a pilot. There are three major steps to conducting the pilot: building the new server structure, setting up synchronization, and migrating pilot data.

The pilot data set should represent a cross section of data types as well as samples of potentially problematic data. In many environments, this will involve the migration of a specific file server, or a single volume on a file server. The goal of the pilot stage is to uncover any problems in the process or environment before they impact the entire data set. The pilot data set should include users, groups, printers, files, and the permissions on those files.

Migration Pilot 

This section outlines the processes that you need to do beyond the prototyping steps for your Pilot using either the manual or automated migration methods. Refer to Chapter 4: Migrating – Prototyping the Migration to Windows Server 2003 for the prototyping steps. 

Manual Migration

If a manual migration process was selected during the Planning Phase, a certain degree of complexity is removed from the process. Set up a Pilot by following the prototyping steps and these additional key steps:

●
Identify the Pilot test group of users and the data that will be migrated. This may consist of a server or a single NetWare volume.

●
Create equivalent users and groups in Active Directory to match the old Users and Groups in NetWare.
●
Migrate client functionality for the Pilot test group of users, either through a manual removal of the Client32 software, or a modification of the existing login scripts to map the migrated volume or server to its new location in Active Directory. In addition, the clients must be configured to login using their new Active Directory user names.

●
Remove access to the old NetWare volume or server either by dismounting the volume migrated or shutting down the server. This will prevent a situation in which file data is modified in two places.

Upon migration, pilot users should be given instruction on how to work in the new environment, such as how to change their password upon login or how to access the pilot data that has been moved. In addition, you will need to plan for a scenario where production data resides in two places for the duration of the pilot. Pilot data will reside on a Windows share which must be accessible to all users who need access to it. The rest of the nonmigrated data will still consist of the balance of your NetWare file volumes, which will need to be accessible to migrated pilot users as well.

Automated Migration using Services for NetWare 5.03

Follow the prototype steps with the pilot users and pilot data. 
●
Set Up Directory Synchronization

●
Migrate Pilot Data with the File Migration Utility (FMU)

Automated Migration Using Quest

Follow the prototype steps with the pilot users and pilot data. 

●
Installing Quest NDS Migrator

●
Using Quest NDS Migrator

Password Synchronization

Follow the prototype steps with the pilot users and pilot data.

File Migration

Follow the prototype steps with the pilot users and pilot data. 

Printer Migration

Follow the prototype steps with the pilot users and pilot data. 
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Deploying the Novell to Windows Server 2003 Migration Solution

Introduction and Goals

During this final phase of your Novell to Windows Server 2003 migration, the goal is to deploy the solution to all of the remaining file data and users that were not included in the pilot. The team will be following the plan that was developed during the Planning Phase and tested during the prototype and pilot. This plan may have been updated as the project progressed. 

In certain cases, the final phase of the project will be spread over a period of time, where the migration of a single server as part of the pilot rolls into the migration of a second server, and then a third, and so on until the entire set of data is migrated into the production environment. In other cases, a pilot migration of data will be followed by a one-time full deployment and the removal of the Client32 from user desktops over a long weekend. Whichever method you choose, the process is effectively the same. The migration method, either with tools or manually, involves moving the file data from the Novell NetWare volumes to Windows shares and remapping clients to point to the new data location.

Major Tasks and Deliverables

Tasks in the Deploying Phase include:

●
Completing deployment preparations

●
Deploying the solution in the production environment
●
Stabilizing the deployment

●
Transferring ownership of the Windows Server 2003 infrastructure to operations

Deploying Phase Major Milestone: Deployment Complete

An important final task is obtaining final customer approval of the project. After deployment is complete and ownership and responsibility have been transferred to operations and support, obtaining customer sign-off signifies the achievement of the fifth and final major project milestone, Deployment Complete.

After the deployment, the team conducts a project review and a customer satisfaction survey. The team may continue with stabilizing the deployment during this period as there may be new issues that could not be identified during the prototype testing.

Deployment Preparations

In preparation for deployment, the results of the Pilot testing should be carefully scrutinized to determine if any changes need to be made to the overall deployment strategy. In addition, final configuration changes to the production Active Directory infrastructure should be made at this time.

Deploying

Manual Migration

The full deployment of the Active Directory solution follows the same general procedure as the one used during the pilot. If the prototype and pilot phases were successful, the only difference between the pilot and the production migration is that you will not have to build the new infrastructure as it was established during the pilot. 

The following high-level steps are involved with manually migrating a NetWare environment to Windows Server 2003:

●
Manually copy the file data from Novell file volumes to Windows Server 2003 file shares. A useful tool to assist with the data migration is the Robocopy utility available from Microsoft. 

●
Recreate Printers in Active Directory based on the Novell Print Queues. 
●
After the data has been copied, manually assign security rights using the GUI or with the assistance of a tool such as the XCACLS utility.

●
Recreate login script functionality from NetWare to Active Directory login scripts.
●
Remove the Novell NetWare Client32 application from the desktops, either manually or phased over time during desktop refreshes.

Automated Migration by Using Services for NetWare

Because the MSDSS tool will provide for ongoing synchronization between Active Directory and NetWare, the only remaining step when utilizing the Services for NetWare 5.03 tools for the deployment phase is to migrate the remaining file data. You can use the same File Migration Utility process that was performed in the Pilot phase to migrate the final volumes from NetWare to Windows. You may decide to migrate all remaining volumes at once, or to phase the migration over time.

Following the removal of the last of the Novell File Volumes, you can break down the MSDSS synchronization by uninstalling the service from the server that it is running on. In addition, the NetWare Client32 application should be removed from the client computers and their file and data mappings should be remapped using Windows login scripts that were developed and tested during the lab testing phase.

Automated Migration by Using Quest

Just as with the manual method and the Services for NetWare 5.03 tools approach, using the Quest NDS Migrator tools for the deployment phase involves finishing the migration of the remaining set of file data. The Quest tool maintains directory synchronization for the duration of the project, so that group membership and new user account creations in NDS are reflected in Active Directory.
Just as you did during the Pilot phase, the file migration process can begin for the remainder of the data in the server topology. Be sure to allow enough time for the migration process to take place, either phased over a period of time or over a long weekend. Once again, the high-level migration steps are as follows:


1.
Establish volume mappings


2.
Set the Files Migration Options


3.
Migrate files


4.
Check logs for file migration errors


5.
Resolve migration errors

After all file data has been migrated, the synchronization mechanism can be shut down from the Quest console. In addition, just as with the other approaches, client login scripts must be put into place to remap the users to the new data locations. The NetWare client should also be removed, either manually, through scripted methods, or through a phased approach.

Part 4: OPERATE
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Operating Your Windows Server 2003 Environment

Introduction and Goals

This section addresses the need to operate a Windows Server 2003 environment after the migration project has been completed. Much of the detailed guidance can be found in existing documentation (see Windows Server 2003 Operations

http://www.microsoft.com/technet/prodtechnol/windowsserver2003/operations/default.mspx). Reference to specific sources are made throughout this section. The guidance provided in this chapter supplements this documentation and addresses the areas of Windows Server 2003 Management and Maintenance.

Managing Windows Server 2003

Windows Server 2003 systems are now the heart of your IT infrastructure. These servers need to be managed and maintained to keep the business running optimally. Server management and maintenance help maximize your organization’s investment in infrastructure and productivity.

Server management entails many different tasks. They include, but are not limited to, administering and supervising servers based on functional roles, proactively monitoring the network environment, keeping track of activity, and implementing solid change control practices. These management functions for Windows Server 2003 can be performed both locally and remotely.

As systems' workloads, capacities, and usage change in the environment, the systems need to be maintained so that they operate as efficiently as possible. Without such maintenance, systems become more likely to cause slower response times and decreased reliability. Periodic system maintenance will help avoid any inefficiency. This section covers best practices on ways to maintain and manage your Windows Server 2003 environment.

Managing Based on Server Roles

Windows Server 2003 systems can participate in various responsibilities in a given network environment. Some of these responsibilities may be intertwined because of budget constraints, business requirements, or technical justifications. No matter how the roles and responsibilities are defined in the environment, it is important to manage them appropriately based on the roles of the server. The management aspects for some of the roles that Windows Server 2003 can undertake are defined as follows:

●
File Servers. File servers are primarily responsible for keeping data. This data must be available and quickly accessed. As such, management of these servers entails using the Disk Defragmenter utility to keep file access optimized. This helps keep reading and writing to disk more efficient than if files and the disk were fragmented. Disk capacity must also be managed so that there is always ample space available for additional data. Disk Quota management can also be an integral part of file server management. Disk quotas are used to control the amount of disk space that is available to the end users. When a disk quota is set, a specified amount of space on a volume can be set aside for a user or a group. Warning messages can be sent as the quota approaches the limit.

●
Print Servers. Managing print servers is an important but often overlooked aspect of managing Windows Server 2003, because printers on Windows Server 2003 are simple to manage. Although there is less management required for a print server, printing should still be audited and monitored.

●
Web Servers. Windows Server 2003 Web Servers offer an assortment of Internet-related functionalities, such as HTTP, FTP, SMTP, and more. Each of the services employed on the server must be managed to keep content and services up to date.

●
Domain Controllers. Domain controllers host Active Directory, which contains most, if not all, objects in the Windows Server 2003 environment. Active Directory has many functional roles in a Windows Server 2003 environment, including object management (additions, modifications, or deletions), authentication, replication, security, and more. Managing these Active Directory roles can be intimidating, especially in larger environments, but Active Directory has many useful tools to help manage the directory. They include, but are not limited to, Active Directory Domains and Trusts, Active Directory Sites and Services, and Active Directory Users and Computers.

Auditing the Environment

Auditing is a way to gather and keep track of activity on the network, devices, and entire systems. By default, Windows Server 2003 enables some auditing, whereas many other auditing functions must be manually turned on. This allows you to easily customize the features to be monitored.

Auditing is typically used for identifying security breaches or suspicious activity. However, auditing is also important to gain insight into how the network, network devices, and systems are accessed. As it pertains to Windows Server 2003, auditing can be used to monitor successful and unsuccessful events on the system. The auditing policies in Windows Server 2003 must first be enabled before activity can be monitored.

Auditing Policies

Auditing policies are the basis for auditing events on a Windows Server 2003 system. Depending on the policies set, auditing may require a substantial amount of server resources in addition to those resources supporting the server's functionality. Otherwise, 

auditing could potentially slow server performance. Also, collecting lots of information is only as useful as the evaluation of the audit logs. In other words, if a lot of information is captured and a significant amount of effort is required to evaluate those audit logs, the whole outcome of auditing is not as effective. As a result, it's important to take the time to properly plan how the system will be audited. This allows the administrator to determine what needs to be audited, and why, without creating an abundance of overhead.

Audit policies can track successful or unsuccessful event activity in a Windows Server 2003 environment. The types of events that can be monitored include:

●
Account logon events. Each time a user attempts to log on, the successful or unsuccessful event can be recorded. Failed logon attempts can include logon failures for unknown user accounts, time restriction violations, expired user accounts, insufficient rights for the user to log on locally, expired account passwords, and locked-out accounts.

●
Account management. When an account is changed, an event can be logged and later examined.

●
Directory service access. Any time a user attempts to access an Active Directory object that has its own system access control list (SACL), the event is logged.

●
Logon events. Logons over the network or by services are logged.

●
Object access. The object access policy logs an event when a user attempts to access a resource (for example, a printer or shared folder).

●
Policy change. Each time an attempt to change a policy (user rights, account audit policies, trust policies) is made, the event is recorded.

●
Privileged use. Privileged use is a security setting and can include a user employing a user right, changing the system time, and more. Successful or unsuccessful attempts can be logged.

●
Process tracking. An event can be logged for each program or process that a user launches while accessing a system. This information can be very detailed and take a significant amount of resources.

●
System events. The system events policy logs specific system events, such as a computer restart or shutdown.

The audit policies can be enabled or disabled through the local system policy, domain controller security policy, or Group Policy objects. Audit policies are located within the Computer Configuration\Windows Settings\Security Settings\Local Policies\Audit Policy folder.

Using Microsoft Operations Manager to Simplify Management

Microsoft Operations Manager (MOM) is an enterprise-class monitoring and management solution for Windows environments. It is designed to simplify Windows management by consolidating events, performance data, alerts, and more into a centralized repository. Reports on this information can then be tailored depending on the environment and on the level of detail that is needed and extrapolated. This information can assist administrators and decision makers in proactively addressing Windows Server 2003 operation and any problems that exist or may occur. For more information on Microsoft Operations Manager, see Microsoft Operations Manager 2005 (http://www.microsoft.com/technet/prodtechnol/mom/mom2005/default.mspx).

Keeping up with Service Packs and Updates

Service packs and updates for both the operating system and applications are vital parts of maintaining availability, reliability, performance, and security. Microsoft packages these updates into service packs or individually. There are several ways an administrator can update a system with the latest service pack or update: CD-ROM, manually entered commands, Windows Update, or Microsoft Software Update Server (SUS).

Note: Thoroughly test and evaluate service packs and updates in a lab environment before installing them on production servers and client computers. Also, install the appropriate service packs and updates on each production server and client computer to keep all systems consistent.

Windows Update

Windows Update is a Web site that scans a local system and determines whether there are updates to apply to that system. Windows Update is a great way to update individual systems, but this method is sufficient for only a small number of systems. If administrators chose this method to update an entire organization, there would be an unnecessary amount of administration.

Software Update Services

Realizing the increased administration and management efforts administrators must face when using Windows Update to keep up with service packs and updates for anything other than small environments, Microsoft has created the Software Update Services (SUS) client and server versions to minimize administration, management, and maintenance of mid- to large-sized organizations. SUS communicates directly with Microsoft to gather the latest service packs and updates.

The service packs and updates downloaded onto SUS can then be distributed to either a lab server for testing (recommended) or to a production server for distribution. After these updates are tested, SUS can automatically update systems inside the network.

Maintaining Windows Server 2003

The processes and procedures for maintaining Windows Server 2003 systems can be separated based on the appropriate time to maintain a particular aspect of Windows Server 2003. Some maintenance procedures require daily attention, whereas others may require only yearly checkups. The maintenance processes and procedures that an organization follows depend strictly on the organization; however, the categories described in the following sections and their corresponding procedures are best practices for organizations of all sizes and varying IT infrastructures.

Daily Maintenance

Certain maintenance procedures require more attention than others. The procedures that require the most attention are categorized as daily procedures. Therefore, it is recommended that an administrator take on these procedures each day to ensure system reliability, availability, performance, and security. There are three components to daily maintenance:

●
Verifying that Backups are Successful. To provide a more secure  and fault-tolerant organization, it is imperative that a successful backup to tape be performed each night. In the event of a server failure, the administrator may be required to perform a restore from tape. Without a backup each night, the IT organization will be forced to rely on rebuilding the server without the data. Therefore, the administrator should always back up servers so that the IT organization can restore them with minimum downtime in the event of a disaster. Because of the importance of the tape backups, the first priority of the administrator each day needs to be verifying and maintaining the backup sets.

Although the Windows Server 2003 backup program does not offer alerting mechanisms to bring attention to unsuccessful backups, many third-party programs do. In addition, many of these third-party backup programs can send e-mail messages or pages reporting if backups are successful or unsuccessful.

●
Checking Overall Server Functionality. Although checking the overall server health and functionality may seem redundant or elementary, this procedure is critical to keeping the system environment running smoothly and users working productively. Some questions that should be addressed during the checking and verification process are the following:

●
Can users access data on file servers?

●
Are printers printing properly? Are there long queues for certain printers?

●
Is there an exceptionally long wait to log on (that is, longer than usual)?

●
Can users access messaging systems?

●
Can users access external resources?

●
Monitoring the Event Viewer. The Event Viewer is used to check the System, Security, Application, and other logs on a local or remote system. These logs are an invaluable source of information regarding the system. The following event logs are present for Windows Server 2003 systems:

●
Security log. The Security log captures all security-related events that are being audited on a system. Auditing is turned on by default to record the success and failure of security events.

●
Application log. Specific application information is stored in the Application log. This information includes services and any applications that are running on the server.

●
System log. Windows Server 2003–specific information is stored in the System log.

Domain controllers also have these additional logs:

●
File Replication Service. Any events relating to the File Replication Service are captured in this log.

●
Directory Service. Events regarding Active Directory, such as connection problems with a global catalog server or replication problems, are recorded here.

●
DNS Server. Anything having to do with the DNS service is cataloged in the DNS Server log.

Weekly Maintenance

Maintenance procedures that require slightly less attention than daily checking are categorized as weekly procedures:

●
Checking Disk Space. Disk space is a precious commodity. Although the disk capacity of a Windows Server 2003 system can be virtually endless, the amount of free space on all drives should be checked daily. Serious problems can occur if there isn't enough disk space. To prevent problems from occurring, administrators should keep the amount of free space to at least 25 percent. This should be verified through manual methods, or with the assistance of automated alerting software such as Microsoft Operations Manager (MOM) 2005.

●
Verifying Hardware. Hardware components supported by Windows Server 2003 are reliable, but this doesn't mean that they'll always run continuously without failure. Hardware availability is measured in terms of mean time between failures (MTBF) and mean time to repair (MTTR). This includes downtime for both planned and unplanned events. These measurements provided by the manufacturer are good guidelines to follow; however, mechanical parts are bound to fail at one time or another. As a result, hardware should be monitored weekly to ensure efficient operation.

●
Checking Archive Event Logs. The three event logs on all servers and the three extra logs on a domain controller can be archived manually or a script can be written to automate the task. You should archive the event logs to a central location for ease of management and retrieval. The specific amount of time to keep archived log files varies on a per-organization basis. For example, banks or other high-security organizations may be required to keep event logs up to a few years. As a best practice, organizations should keep event logs for at least three months.

●
Running Disk Defragmenter. Whenever files are created, deleted, or modified, Windows Server 2003 assigns a group of clusters depending on the size of the file. As file size requirements fluctuate over time, so does the number of groups of clusters assigned to the file. Even though this process is efficient when using NTFS, the files and volumes become fragmented because the file doesn't reside in a contiguous location on the disk. To minimize the amount of fragmentation and give performance a boost, the administrator should use Disk Defragmenter to defragment all volumes. Disk defragmentation can be manually performed or automated with the use of third-party tools or scripts that run on a designated basis.

●
Running the Domain Controller Diagnostic Utility. The Domain Controller Diagnostic (DCDiag) utility provided in the Windows Server 2003 Support Tools is used to analyze the state of a domain controller. It runs a series of tests, analyzes the state of the DC, and verifies different areas of the system, such as connectivity, replication, topology integrity, security descriptors, netlogon rights, intersite health, roles, and trust verification. The DCDiag utility should be run on each DC on a weekly basis or as problems arise. For more information on the DCDiag utility, see DcDiag.exe: Domain Controller Diagnostic Tool (http://www.microsoft.com/windows2000/techinfo/reskit/tools/new/dcdiag-o.asp).

Monthly Maintenance

It is recommended that you perform the tasks outlined in the section on a monthly basis.

●
Maintaining File System Integrity. CHKDSK scans for file system integrity and can check for lost clusters, cross-linked files, and more. If Windows Server 2003 senses a problem, it will run CHKDSK automatically at startup. Administrators can maintain FAT, FAT32, and NTFS file system integrity by running CHKDSK once a month or during regular server maintenance cycles. For more information on the CHKDSK utility, see Chkdsk (http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/chkdsk.asp).

●
Testing the UPS. An uninterruptible power supply (UPS) should be used to protect the system or group of systems from power failures (such as spikes and surges) and keep the system running long enough after a power outage so that an administrator can gracefully shut down the system. It is recommended that an administrator follow the UPS guidelines provided by the manufacturer at least once a month. Also, monthly scheduled battery tests should be performed. Many third-party UPS products automate this type of functionality, or you can develop scripts to run this as well.

●
Validating Backups. Once a month, an administrator should validate backups by restoring the backups to a server located in a lab environment. This is in addition to verifying that backups were successful from log files or the backup program's management interface. A restore gives the administrator the opportunity to verify the backups and to practice the restore procedures that would be used when recovering the server during a real disaster. In addition, this procedure tests the state of the backup media to ensure that they are in working order and builds administrator confidence for recovering from a true disaster.

●
Updating Automated System Recovery Sets. Automated System Recovery (ASR) is a recovery tool that should be implemented in all Windows Server 2003 environments. It backs up the system state data, system services, and all volumes containing Windows Server 2003 system components. ASR replaces the Emergency Repair Disks (ERDs) used to recover systems in earlier versions of Windows Server.

After building a server and any time a major system change occurs, the ASR sets (that is, the backup and floppy disk) should be updated. Another best practice is to update ASR sets at least once a month. This keeps content in the ASR sets consistent with the current state of the system. Otherwise, valuable system configuration information may be lost if a system experiences a problem or failure.

For more information on ASR, see How ASR Works (http://www.microsoft.com/resources/documentation/WindowsServ/2003/all/deployguide/en-us/Default.asp?url=/resources/documentation/windowsserv/2003/all/deployguide/en-us/sdcbc_sto_axho.asp).

●
Updating Documentation. An integral part of managing and maintaining any IT environment is to document the network infrastructure and procedures. For assistance in updating documentation see the Job Aid, Worksheet A.12 Updating Network Documentation" in the Windows Server 2003 Deployment Kit (http://go.microsoft.com/fwlink/?LinkId=14471).

Quarterly Maintenance

As the name implies, quarterly maintenance is performed four times a year. Areas to maintain and manage on a quarterly basis are typically self-sufficient and self-sustaining. Infrequent maintenance is required to keep the system healthy. This doesn't mean, however, that the tasks are simple or that they aren't as critical as those tasks that require more frequent maintenance.

●
Checking Storage Limits. Storage capacity on all volumes should be checked to ensure that all volumes have ample free space. Keep approximately 25 percent free space on all volumes.

●
Changing Administrator Passwords. Administrator passwords should, at a minimum, be changed every quarter (90 days). Changing these passwords strengthens security measures so that systems can't easily be compromised. In addition to changing passwords, other password requirements such as password age, history, length, and strength should be reviewed.

●
Maintaining the Active Directory Database. Active Directory is the heart of the Windows Server 2003 environment. Objects such as users, groups, OUs, and more can be added, modified, or deleted from the Active Directory database. This interaction with the database can cause fragmentation. Windows Server 2003 performs online defragmentation nightly to reclaim space in the Active Directory database; however, the database size doesn't shrink unless offline defragmentation is performed. Offline defragmentation of the Active Directory database can only be accomplished by taking the domain controller offline, restarting into Directory Services Restore Mode, and running defragmentation tools against the NTDS.DIT database file.  

 A
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Abbreviations
Table 2.0: Abbreviation Definitions

	Abbreviation
	Definition

	ACL
	Access Control Log

	ASR
	Automated System Recovery

	BIOS
	Basic Input/Output System

	DC
	Domain Controller

	DFS
	Distributed File System

	DHCP
	Dynamic Host Configuration Protocol

	DNS
	1. Domain Name System

2. Domain Name Service

	ERD
	Emergency Repair Disk

	FAT
	File Allocation Table

	FMU
	File Migration Utility

	FTP
	File Transfer Protocol

	GPO
	Group Policy Object

	GUI
	Graphic User Interface

	HTTP
	Hypertext Transfer Protocol

	IP
	Internet Protocol

	IPX
	Internetwork Packet eXchange

	IT
	Information Technology 

	LAN
	Local Area Network

	LDAP
	Lightweight Directory Access Protocol

	MOM
	Microsoft Operations Manager

	MSF
	Microsoft Solutions Framework

	MSDSS
	Microsoft Directory Synchronization Services

	MTBF
	Mean Time Between Failures

	MTTR
	Mean Time to Repair

	NAS
	Network Attached Storage

	NDS
	Novell Directory Service

	OEM
	Original Equipment Manufacturer

	OU
	Organizational Unit

	PKI
	Public Key Infrastructure

	ROI
	Return on Investment


	SAN
	Storage Area Network

	SfN
	Services for NetWare

	SLA
	Service Level Agreement

	SMTP
	Simple Mail Transfer Protocol

	SSL
	Secure Socket Layer

	SUS
	Software Update Service

	TCO
	Total Cost of Ownership

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	UNC
	Universal Naming Convention

	UPS
	Uninterruptible Power Supply

	UMPG
	UNIX Migration Project Guide

	VPN
	Virtual Private Network

	WAN
	Wide Area Network

	WINS
	Windows Internet Naming Service

































