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Overview

This Microsoft Identity Integration Server 2003 global address list (GAL) synchronization scenario document provides a procedural implementation of the Microsoft Identity Integration Server 2003 GAL synchronization solution. In this document, you will create two Active Directory forests, configure them with Microsoft Exchange Server 2003 and Microsoft Identity Integration Server 2003, and then synchronize the global address lists of the two forests to create a GAL synchronization infrastructure.

You will perform the following tasks to configure the Microsoft Identity Integration Server 2003 GAL synchronization infrastructure:

· Review the Active Directory® directory service forest design

· Set up the scenario

· Populate Active Directory and configure the Active Directory objects

· Extend the metaverse schema

· Create the management agents

· Administer the GAL synchronization infrastructure

This document provides a step-by-step walkthrough to set up and run a GAL Sync scenario consisting of two Active Directory forests that contain users, contacts and groups. Use this document to familiarize yourself with how Gal Sync works. To provide an example of a GAL synchronization solution, this document also includes prescriptive steps for creating and synchronizing objects in the forests for two fictitious organizations, Contoso and Fabrikam.

Before you set up a GAL synchronization solution in your own environment, read Microsoft Identity Integration Server 2003 Global Address List (GAL) Synchronization. That document outlines the design of the GAL synchronization solution, including the rules and preconfigured values of the management agent, and the deployment and extension of a GAL synchronization infrastructure.

Reviewing Active Directory Forest Design

To support this Microsoft Identity Integration Server 2003 GAL synchronization scenario, you will use command line scripts provided with this scenario to create organizational units in each of the Active Directory forests. Before creating these forest organizational units, understand the organizational unit structure common to all Microsoft Identity Integration Server 2003 GAL synchronization implementations and the specific implementation for this scenario. In addition, become familiar with metaverse schema extensions that are used to support this Microsoft Identity Integration Server 2003 GAL synchronization scenario.

Review Active Directory Organizational Unit Structure

GAL synchronization between Active Directory forests involves a source forest and a target forest. Each forest uses organizational units created specifically for GAL synchronization. In the source forest are Users, Groups, and Contacts organizational units that Microsoft Identity Integration Server 2003 uses to populate a specific Contacts organizational unit in the target forest. All Active Directory objects used to support GAL synchronization are stored in these organizational units.

This scenario uses the fictional companies Contoso and Fabrikam, each with their own forest, to demonstrate GAL synchronization. Table 6.1 shows the organizational unit structure required by each Active Directory forest. The indentations in the table indicate the hierarchical organization of the organizational unit structure.

Table 6.1   OU Structure for GAL Synchronization Scenario

	Description
	Contoso Organizational
Units
	Fabrikam Organizational
Units

	Active Directory domain
	Connoa.concorp.contoso.com
	Fabnoa.fabcorp.fabrikam.com

	Domain controller name
	   CONNOA-DC-01
	   FABNOA-DC-01

	Synchronization organizational unit
	   GALSynchronization
	   GALSynchronization

	Local (source) domain organizational unit
	      Contoso
	      Fabrikam

	User organizational unit
	         User
	         User

	Group organizational unit
	         Group
	         Group

	Contacts organizational unit
	         Contacts
	         Contacts

	Remote (target) domain organizational unit
	      Fabrikam
	      Contoso

	Organizational unit for remote contacts
	         Contacts
	         Contacts


Figure 6.1 shows the Connoa forest structure as viewed in the Active Directory Users and Computers snap-in.

Figure 6.1   Connoa Organizational Unit Structure
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The connoa and fabnoa forests have an organizational unit with the name of the local domain controller (CONNOA-DC-01 or FABNOA-DC-01) under which a GAL synchronization organizational unit (GALSynchronization) exists. The GALSynchronization OU contains additional organizational units for contacts, groups, and users. Also under the organizational unit named after the domain controller is an organizational unit named after the remote forest (Contoso or Fabrikam), which contains an organizational unit called Contacts where the synchronized objects are stored. In the connoa domain, the OU that accommodates the Fabrikam contacts is called Fabrikam. In the fabnoa domain, the OU is called Contoso.

Using the computer name of the Active Directory domain controller in the structure of the organizational unit is uncommon in an Active Directory forest; however, by including the computer name, different scenarios within this document can use the same Active Directory forests. For example, the Lightweight Directory Access Protocol (LDAP) string for the Contacts organizational unit in the Connoa forest is:

ou=Contacts,ou=Fabrikam,ou=GALSynchronization,ou=CONNOA‑DC‑01,DC=connoa,DC=concorp,DC=contoso,DC=com

The computer name parameter (ou=CONNOA-DC-01) is replaced by the computer name of the domain controller.

The LDAP string for the organizational units in the Connoa forest appears as follows:

ou=Contacts,ou=Contoso,ou=GALSynchronization,ou=CONNOA‑DC‑01,DC=connoa,DC=concorp,DC=contoso,DC=com

ou=Users,ou=Contoso,ou=GALSynchronization,ou=CONNOA‑DC‑01,DC=connoa,DC=concorp,DC=contoso,DC=com

ou=Groups,ou=Contoso,ou=GALSynchronization,ou=CONNOA‑DC‑01,DC=connoa,DC=concorp,DC=contoso,DC=com

ou=Contacts,ou=Fabrikam,ou=GALSynchronization,ou=CONNOA‑DC‑01,DC=connoa,DC=concorp,DC=contoso,DC=com

As stated earlier, the last organizational unit uses the Fabrikam name to indicate that the contacts in its Contacts organizational unit are from the remote (target) Fabrikam forest.

The LDAP string for the organizational units in the Fabrikam forest appears as follows:

ou=Contacts,ou=Fabrikam,ou=GALSynchronization,ou=FABNOA‑DC‑01,DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com

ou=Users,ou=Fabrikam,ou=GALSynchronization,ou=FABNOA‑DC‑01,DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com

ou=Groups,ou=Fabrikam,ou=GALSynchronization,ou=FABNOA‑DC‑01,DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com

ou=Contacts,ou=Contoso,ou=GALSynchronization,ou=FABNOA‑DC‑01,DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com

Following the convention used in the Contoso organizational units, the last of the Fabrikam organizational units uses the Contoso name to indicate that the contacts in its Contacts organizational unit are from the remote (target) Contoso forest.

The Active Directory users in this scenario use Exchange mailboxes, and the groups use Exchange e‑mail addresses. Both of these are created from the Active Directory Users and Computers snap-in. Contacts are already mail-enabled.

Review Schema Extensions

When you create the first management agent (MA) for Active Directory GAL, the metaverse schema is extended to include additional attributes for the following metaverse object types:

· Person

· Group

· contact_Contoso

· contact_Fabrikam

The extensions enable the metaverse to represent user objects from each forest as metaverse person objects, Active Directory group objects as metaverse group objects, and Active Directory contact objects as separate metaverse contact_forest objects.

Setting Up the Scenario

The set up of the GAL synchronization scenario involves specific hardware and software requirements. Equally important are the knowledge requirements for running a GAL synchronization scenario, as this scenario involves different, and complex, software solutions.

Knowledge Prerequisites

It is recommended that the person who is setting up this scenario has an advanced understanding of the following:

· Installing and configuring Microsoft® Windows® Server 2003, Enterprise Edition

· Installing and configuring Microsoft® Exchange® Server 2003

· Installing and configuring Active Directory

· Microsoft Identity Integration Server 2003

GAL synchronization as presented in this document works on both the Standard and Enterprise editions of Microsoft Identity Integration Server 2003.

Lab Requirements

The lab environment required for this scenario involves the following components:

· Computer setup

· Hardware requirements

· Software requirements

Computer Setup

To complete this scenario, you must configure two server computers. The instructions for setting up these computers are described later in the scenario computers setup section.

Hardware

It is recommended that the hardware used for this scenario match or exceed the following specification:

· Pentium II 500

· 256 MB of RAM

· 8-GB hard disk

· 512-KB L2 cache

· Network adapter

· 4-MB video adapter

· SVGA monitor (17 inch)

· Microsoft Mouse or compatible pointing device
All hardware must be on the Microsoft Windows Server 2003, Enterprise Edition, Hardware Compatibility List (HCL), available on the Microsoft web site (http://www.microsoft.com/windows/catalog/server/).

Software

Ensure that you have the installation media for the following software available before you begin this scenario:

· Microsoft Windows Server 2003, Enterprise Edition, which contains the required Internet Information Services (IIS) service and ASP.NET components

· Microsoft Exchange Server 2003, Standard Edition Server

· Microsoft SQL Server 2000 with Service Pack 3

· Microsoft Identity Integration Server 2003

Setup Files

All of the files required for this scenario are located in the \Scenarios\GALSynchronization folder on the Microsoft Identity Integration Server 2003 installation media. You must copy these files into a C:\MIIS\GALSynchronization directory on the server running Microsoft Identity Integration Server 2003, as described in the following section.

Setting Up the Scenario Computers

The setup of the scenario computers consists of the following steps:

· Setting up the Contoso forest computer

· Setting up the Fabrikam forest computer

· Creating the scenario folders on the scenario computers

Set Up the Contoso Forest Computer

Install the following software on the server computer that you will use to host the Connoa Active Directory forest:

· Windows Server 2003, Enterprise Edition

· Internet Information Services (IIS) service

· ASP.NET

· Active Directory

· Exchange Server 2003

· Microsoft Identity Integration Server 2003

You will also be instructed to create a DNS conditional forwarder for the DNS Server service installed during the Active Directory installation procedure. This conditional forwarder will enable Microsoft Identity Integration Server 2003 to locate the domain controller for the Fabnoa forest when creating the management agent for Fabrikam.
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To install and configure Windows Server 2003, Enterprise Edition

1. From the Windows Server 2003, Enterprise Edition installation media, start run Windows Server 2003, Enterprise Edition Setup.

2. Follow the instructions to install Windows Server 2003, Enterprise Edition by using the values in Table 6.2. Respond to all other installation instructions with information that is appropriate for your computer or location. Unless indicated otherwise, accept the default value.

Table 6.2   Windows Server 2003, Enterprise Edition Installation Options

	Option
	Value

	Licensing Mode
	Per Device or Per User

	Computer Name
	connoa-dc-01

	Administrator password
	Type a password and write it down.

	Windows Server 2003 Components (optional)
	Management and Monitoring Tools, and then click Network Monitor Tools and Terminal Services.

	Terminal Services Setup (if you chose to install this option above)
	Remote administration mode

	Networking Settings
	Typical

	Workgroup or Computer Domain
	No, the computer is not on a network, or on a network without a domain. (default)

Note: You configure this computer as its own forest and domain when you install Active Directory.

	When the installation is complete
	Restart Windows Server 2003, Enterprise Edition
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To install and configure Internet Information Services and ASP.NET

3. Click Start, click Control Panel, double-click Add or Remove Programs, and then click Add/Remove Windows Components.

4. Click Application Server, under Subcomponents of Application Server, click Details.

5. Click ASP.NET, and then click Internet Information Services.

6. Click OK until you return to the Windows Component Wizard.

7. Click Next, and then click Finish.
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To install and configure Active Directory

8. From Control Panel, click Administrative Tools, click Configure Your Server.

9. In the Configure Your Server Wizard, use the information in Table 6.3 to install Active Directory. Unless indicated otherwise, accept the default value.

Table 6.3   Active Directory Installation Options for Contoso Forest

	Option
	Value

	 Server Role
	Domain Controller (Active Directory) 

	Computer Name
	connoa-dc-01

	New Forest/Domain Name
	connoa.concorp.contoso.com

	Install the DNS Server service locally
	Choose Yes

	Directory Services Restore Mode Administrator Password
	Type a password and write it down.

Note: This is a different password from the Windows Server 2003 Administrator password.


10. When Active Directory installation is complete, restart the server.
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To create a conditional forwarder for the Fabnoa domain

11. Click Start, click Control Panel, double-click Administrative Tools, and then double-click DNS.

12. Right-click the DNS server and then click Properties.

13. On the Forwarders tab, under DNS domain, click New.

14. In DNS domain, type fabnoa.fabcorp.fabrikam.com, and then click OK.

15. In Selected domain’s forward IP address list, enter the IP address of the server that will host the fabnoa domain.

16. Click Add.

17. Click OK.
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To install Exchange Server 2003

18. From the Exchange Server 2003 Server installation media, start Exchange Server 2003 Setup.

19. Use the values in Table 6.4 to configure Exchange Server 2003. Unless indicated otherwise, accept the default value.

Table 6.4   Exchange Server 2003 Installation Options

	Option
	Value

	New Exchange Server 2003 Organization Name
	Contoso
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Note

Exchange Server 2003 requires that the Internet Information Services (IIS) service and ASP.NET components are installed and running on the server computer where Exchange Server 2003 is installed.
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To install SQL Server 2000 Basic Local Installation

· Follow the installation instructions that accompanied your copy of SQL Server 2000.
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Important

Select Windows security for SQL Server during setup. Specify that the service use the LocalSystem service account.
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To install SQL Server 2000 Service Pack 3 (SP3)

20. Follow the installation instructions that accompanied your copy of SQL Server 2000 SP3.

21. After setup, ensure that the SQL Server service is running. If you are not sure, from the command prompt, type:

net start mssqlserver
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To install Microsoft Identity Integration Server 2003

22. Create an account on the local machine that you will use to run Microsoft Identity Integration Server.

This account is known as the Identity Integration Server 2003 Service account and should have administrator privileges on the local server. To configure Microsoft Identity Integration Server 2003 during Setup, you need the name of the account, the password and the name of the local machine. The account you create in this step will have full control over the file structure that Microsoft Identity Integration Server 2003 Setup creates, the registry keys that control how the service runs, and the component interface that is used to run server functions by using Distributed Component Object Model (DCOM).

23. Run the Microsoft Identity Integration Server 2003 installation media you received and accept all default settings during setup.

Set Up the Fabrikam Forest Computer

Install the following software on the Fabnoa forest computer:

· Windows Server 2003, Enterprise Edition

· Active Directory

· Exchange Server 2003
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To install and configure Windows Server 2003, Enterprise Edition

24. From the Windows Server 2003, Enterprise Edition installation media, start run Windows Server 2003, Enterprise Edition Setup.

25. Follow the instructions to install Windows Server 2003, Enterprise Edition, by using the options in Table 6.5. Respond to all other installation prompts with information appropriate for your computer or location. Unless indicated otherwise, accept the default value.

Table 6.5   Windows Server 2003, Enterprise Edition Installation Options

	Option
	Value

	Licensing Mode
	Per Device or Per User

	Computer Name
	fabnoa-dc-01

	Administrator password
	Type a password and write it down.

	Windows Server 2003 Components (optional)
	Management and Monitoring Tools, and then click Network Monitor Tools and Terminal Services.

	Terminal Services Setup (if you chose to install this option above)
	Remote administration mode

	Networking Settings
	Typical

	Workgroup or Computer Domain
	No, the computer is not on a network, or on a network without a domain. (default)

Note: You configure this computer as its own forest and domain when you install Active Directory.

	When the installation is complete
	Restart Windows Server 2003
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To install and configure Active Directory

26. From Control Panel, click Administrative Tools, click Configure Your Server.

27. In the Configure Your Server Wizard, use the information in Table 6.6 to install Active Directory. Unless indicated otherwise, accept the default value.

Table 6.6   Active Directory Installation Options for Fabrikam Forest

	Option
	Value

	Server Role
	Domain Controller (Active Directory) 

	Computer Name
	fabnoa-dc-01

	New Forest/Domain Name
	fabnoa.fabcorp.fabrikam.com

	Install the DNS Server service locally
	Choose Yes

	Directory Services Restore Mode Administrator Password
	Type a password and write it down.

Note: This is a different password from the Windows Server 2003 Administrator password.
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To install Exchange Server 2003

28. From the Exchange Server 2003 Server installation media, start Exchange Server 2003 Setup.

29. Use the values in Table 6.7 to configure Exchange Server 2003. Unless indicated otherwise, accept the default value.

Table 6.7   Exchange Server 2003 Installation Options

	Option
	Value

	New Exchange Server 2003 Organization Name
	Fabrikam


[image: image15.wmf]
Note

Exchange Server 2003 requires that the Internet Information Services (IIS) service components are installed and running on the server computer where Exchange Server 2003 is installed.

Create the Scenario Folder

All of the files necessary for the configuration of this scenario are included in the GALSynchronization folder provided with this document. These files must be copied to a file directory on the each of the servers used in this scenario.
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To create the folder for this scenario

30. On each of the servers used in this scenario, create the following folder structure:

C:\Scenarios\GALSynchronization

31. Copy the complete GALSynchronization folder on the Microsoft Identity Integration Server 2003 installation media with all files and subdirectories into the C:\Scenarios\GALSynchronization folder on each server.

Populating and Configuring Active Directory Objects

Populating Active Directory consists of creating the organizational unit structure and creating users, groups and contacts within each corresponding organizational unit.

Two command line scripts are used to populate the separate Active Directory forests:

· contoso-buildad.cmd - populates the Contoso Active Directory forest.

· fabrikam-buildad.cmd - populates the Fabrikam Active Directory forest.

If you want to recreate the Active Directory environment after you have completed this scenario, you must delete the organizational unit and object structure initially created by these scripts, and then run these scripts again. If you do not delete the existing GAL Synchronization scenario organizational unit and object structure, the scripts will not work.

After populating Active Directory, configure the Active Directory objects by configuring the mail addresses in Exchange Server 2003 and by creating Exchange mailboxes for the user accounts.
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To populate the Active Directory in the connoa domain

32. Log on to the server running Microsoft Identity Integration Server 2003 using the Administrator account.

33. Open Command Prompt, and browse to the C:\Scenarios\GALSynchronization folder.

34. Locate the file contoso-buildad.cmd and open it by using Notepad.

35. Change the variables listed in Table 6.8 to reflect your scenario.

Table 6.8   Variables in contoso-buildad.cmd

	Variable
	Value

	Servername
	Name of the domain controller for the connoa Active Directory domain.

	Username
	Name of an administrative account that is allowed to create objects in Active Directory, (for example, Administrator).

	Domainname
	NetBIOS name of the Active Directory domain, (for example, CONNOA).

	Password
	Password of the administrative account that you specified earlier.


Figure 6.2 shows where the variables are located within contoso-buildad.cmd.

Figure 6.2   Variables to Change in contoso-buildad.cmd
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36. If you use a domain name other than connoa.concorp.contoso.com, then you need to follow these instructions:

a. While editing the contoso-buildad.cmd file change the addomain=dc=connoa,dc=concorp,dc=contoso,dc=com” to match the name of your domain in LDAP notation.

b. Prior to running contoso-buildad.cmd file, edit the contoso-contacts.ldif file. Replace all @contoso.com strings with the Exchange mail domain of your scenario.

37. Save the changes to contoso-buildad.cmd and close Notepad.

38. At the command prompt, run contoso-buildad.cmd.

The contoso-buildad.cmd file creates eight organizational units (OUs) in Active Directory. One OU is named after the computer running Microsoft Identity Integration Server 2003, such as CONNOA-DC-01. Under this OU, another OU named GALSynchronization is created. Under this OU, the Contoso and Fabrikam OUs are created.

The Contoso OU is populated with three other OUs: Users, Groups and Contacts, Each of these OUs will be populated with users, groups, and contacts respectively. The Fabrikam OU is populated with an empty Contacts OU.

After the contoso-buildad.cmd file is finished running, the following objects are within the organizational units:

· 95 new users in the Users organizational unit.

· 10 new groups in the Groups organizational unit.

· Five new contacts in the Contacts organizational unit.
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To populate the Active Directory in the fabnoa domain

39. Log on as Administrator to the domain controller hosting the fabnoa domain.

40. At a command prompt, change the directory to C:\Scenarios\GALSynchronization.

41. Locate the file fabrikam-buildad.cmd, and then open it by using Notepad.

42. Change the variables listed in Table 1.9 to reflect your scenario.

Table 1.9   Variables in fabrikam-buildad.cmd

	Variable
	Value

	Servername
	Name of the domain controller for the fabnoa Active Directory domain.

	Username
	Name of an administrative account that is allowed to create objects in Active Directory (for example, Administrator).

	Domainname
	NetBIOS name of the Active Directory domain (for example, FABNOA).

	Password
	Password for the administrator account.


43. If you use a domain name other than fabnoa.fabcorp.fabrikam.com, then you need to follow these instructions:

c. While editing the fabrikam-buildad.cmd file, change the LDAP string addomain=dc=fabnoa,dc=fabcorp,dc=fabrikam,dc=com” to match the name of your domain.
d. Prior to running fabrikam-buildad.cmd, edit the fabrikam-contacts.ldif file. Replace all @fabrikam.com strings with the Exchange mail domain of your scenario.

44. Save the changes to fabrikam-buildad.cmd and close Notepad.

45. At the command prompt, run fabrikam-buildad.cmd.

The fabrikam-buildad.cmd script creates five organizational unit (OU) objects in Active Directory. One OU is named after the server running Microsoft Identity Integration Server 2003, FABNOA-DC-01. Under this OU, another OU is created and named GALSynchronization. Again, under this two OUs are created: Contoso OU and Fabrikam OU. The Fabrikam OU is populated with three other OUs: Users, Groups, and Contacts, each of which is populated with users, groups, and contacts respectively. The Contoso OU is populated with an empty Contacts OU.

The import assumes an empty Active Directory, except for the default Active Directory and Exchange objects and the default configurations that has only the initial Active Directory objects. If you are running this scenario for a second time, you will need to delete the existing Active Directory users, groups, and contacts before running the scripts to populate this Active Directory domain.

Configure the Mail Addresses in Exchange Server 2003

This scenario requires that the following attributes are set for the newly created objects:

· proxyAddresses

· targetAddress

· legacyExchangeDN

You must set the SMTP mail domain correctly for both Active Directory forests in this scenario. This configuration is performed by adjusting the Exchange Default Recipient Policies.
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To adjust the Exchange Default Recipient Policies for both forests

46. On the domain controller hosting the connoa domain, start the Exchange Server 2003 System Manager.

47. Expand Recipients, and then click Recipient Policies.

48. Right-click Default Policies and select Properties.

49. Click the E-Mail Addresses (Policy) tab.

50. In Generation rules, in Type, click SMTP, and then click Edit.

51. In SMTP Address Properties, in Address, type @contoso.com for the connoa domain in the Contoso Active Directory forest.

52. Click OK.

53. Click OK.

54. If asked to apply the changes to all recipients now, click Yes.

55. On the domain controller hosting the fabnoa domain, start the Exchange Server 2003 System Manager.

56. Expand Recipients, and then click Recipient Policies.

57. Right-click Default Policies and select Properties.

58. Click the E-Mail Addresses (Policy) tab.

59. In Generation rules, in Type, click SMTP, and then click Edit.

60. In SMTP Address Properties, in Address, type @fabrikam.com for the fabnoa domain in the Fabrikam Active Directory forest.

61. Click OK.

62. Click OK.

63. If asked to apply the changes to all recipients now, click Yes.

Create Exchange Mailboxes for the Active Directory User Accounts

The newly created Active Directory objects have to be enabled for Exchange Server 2003. Create mailboxes for each user account and establish e-mail addresses for the group and contact objects. The operations must be performed within both Active Directory forests.
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Important

You must create mailboxes for each user account and establish e-mail addresses for the group objects in both forests.
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To create mail boxes for the newly created objects in the connoa domain

64. On the domain controller for the connoa Active Directory domain, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Users and Computers.

65. Click the organizational unit named after the domain controller (CONNOA-DC-01), click GALSynchronization, click Contoso, and then click Users.

66. Press CTRL+A to select all users within the organizational unit.

67. Right-click the selected users, and then click Exchange Tasks.

68. On the Exchange Task Wizard Welcome page, click Next.

69. From the list of available tasks, click Create Mailbox and then click Next.

70. Click Next.

71. Click Finish.
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To establish e-mail addresses for the newly created groups in the connoa domain

72. On the domain controller for the connoa Active Directory domain, in Active Directory Users and Computers, under the Contoso organizational unit, click Groups.

73. Press CTRL+A to select all groups within the organizational unit.

74. Right-click the selected groups and click Exchange Tasks.

75. In the Exchange Task Wizard Welcome page, click Next.

76. From the list of available tasks, select Establish an e-mail address.

77. Click Next.

78. Click Finish.
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To create mail boxes for the newly created objects in the fabnoa domain

79. On the domain controller for the Fabnoa Active Directory domain, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Users and Computers.

80. Click the organizational unit named after the domain controllerFABNOA-DC-01), click GALSynchronization, click Fabrikam, and then click Users.

81. Press CTRL+A to select all users within the organizational unit.

82. Right-click the selected users and click Exchange Tasks.

83. On the Exchange Task Wizard Welcome page, click Next.

84. From the list of available tasks, click Create Mailbox and then click Next.

85. Click Next.

86. Click Finish.
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To establish e-mail addresses for the newly created groups in the Fabnoa domain

87. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, under the Contoso organizational unit, click Groups.

88. Press CTRL+A to select all groups within the organizational unit.

89. Right-click the selected groups and click Exchange Tasks.

90. In the Exchange Task Wizard Welcome page, click Next.

91. From the list of available tasks, select Establish an e-mail address.

92. Click Next.

93. Click Finish.

Extending the Metaverse Schema

Part of creating the Active Directory global address list (GAL) MA involves extending the Microsoft Identity Integration Server 2003 metaverse schema by adding attributes. Before creating the GAL MA, review the attributes the GAL MA will generate.

The GAL MA generates the attributes listed in Table 6.10 for the Person metaverse object:

Table 6.10   Person Metaverse Object Attributes

	Attribute
	Type

	hideFromAddressLists
	Boolean

	legacyExchangeDN
	Indexable String

	Name
	Indexable String

	proxyAddresses
	Indexable String

	targetAddress
	Indexable String

	textencodedORAddress
	Indexable String

	userAccountControl
	Number


The GAL MA generates the attributes listed in Table 6.11 for the Group metaverse object.

Table 6.11   Group Metaverse Object Attributes

	Attribute
	Type
	Multivalued

	hideFromAddressLists
	Boolean
	No

	legacyExchangeDN
	Indexable String
	No

	proxyAddresses
	Indexable String
	Yes

	textEncodedORAddress
	Indexable String
	No

	TargetAddress
	Indexable String
	No


The GAL MA adds two new object types, contact_fabrikam and contact_contoso, to the metaverse schema and generates the attributes listed in Table 6.12 for those objects.

Table 6.12   Contact_fabrikam and Contact_contoso Attributes 

	Attribute
	Type
	Multi-valued

	cn
	Indexable String
	No

	company
	Indexable String
	No

	displayName
	Indexable String
	No

	employeeID
	Indexable String
	No

	givenName
	Indexable String
	No

	hideFromAddressLists
	Boolean
	No

	L
	Indexable String
	No

	legacyExchangeDN
	Indexable String
	No

	mail
	Indexable String
	No

	mailNickname
	Indexable String
	No

	sn
	Indexable String
	No

	proxyAddresses
	Indexable String
	Yes

	targetAddress
	Indexable String
	No

	textencodedORAddress
	Indexable String
	No


Verify that all adjustments to the schema are applied according to the tables above.

Creating and Running the Management Agents

To run this GAL Synchronization scenario and synchronize data between the two forests, you need to create two management agents for Active Directory GAL. These management agents are called Contoso GALMA and Fabrikam GALMA.

The attribute flow and rules required for GAL synchronization are built into the GAL MAs and do not require that you configure each page in Management Agent Designer. The following are preconfigured:

· Select object types

· Select attributes

· Configure connector filters

· Configure join an projection rules

· Configure attribute flow

· Configure deprovisioning

· Configure extensions

Creating the Contoso GALMA

Create the Contoso GALMA first and then create the Fabrikam GALMA.
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To create the Contoso GALMA

94. On the domain controller for the connoa Active Directory domain, open Identity Manager.

95. From the Tools menu, click Management Agents.

96. From the Actions menu, click Create.

97. In Management Agent Designer, in Management agent for, click Active Directory global address list (GAL).

98. In Name, type Contoso GALMA and click Next.

99. On the Connect to an Active Directory forest page, type the values for forest name (connoa.concorp.contoso.com), user name, password, and domain.
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Note

If you used domain names other than the domain names suggested for this scenario, enter that information on this page.

100. Click Next.

101. On the Configure Directory Partitions page, in Select directory partitions, select the only partition listed (DC=connoa,DC=concorp,DC=contoso,DC=com).

102. Clear the Sign and encrypt LDAP traffic check box.

103. Click Containers.

104. Clear the check box next to the directory partition to clear all organizational units under the directory partition.

105. Expand the directory partition, and then expand the domain controller name.

106. Select the GALSynchronization organizational unit. The organizational units beneath it, Fabrikam and Contoso, will also be selected.

107. Click OK, and then click Next.

108. On the Configure GAL page, under GAL container configuration, click Target.

109. In Target Container, in Select a partition, select the DC=connoa,DC=concorp,DC=contoso,DC=com target organizational unit.

110. Click Container.

111. In Select Containers, click to expand the GAL Synchronization container, click to expand the Fabrikam container, and then select only the Contacts container beneath the Fabrikam container.

112. Click OK, and then click OK again. 

113. On the Configure GAL page, under GAL container configuration, click Source.

114. In Source Containers, in Select a partition, select the DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com source organizational unit.    

115. Click Add Containers.

116. In Select Containers, click to expand the GAL Synchronization container, click to expand the Contoso container, and then select the Contacts container beneath the Contoso container.

117. Click OK, and then click OK again.

118. On the Configure GAL page, under Exchange configuration, under Specify the SMTP mail suffix(s) for mailbox and mail enabled objects, configure the SMTP settings for users and groups and for contacts with the following information:

· For Users and Groups: ‘@Contoso.com’

· For Contacts: ‘@Contoso.com’
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Note

Do not select the Route mail to contacts check box, and do not select the Specify an administrative group check box.

119. On the Select Object Types page, verify that the object types required for GAL synchronization are selected.

120. Click Next.

121. On the Select Attributes page, verify that the attributes required for GAL synchronization are selected.

122. Click Next.

123. On the Configure Connector Filter page, verify that the connector filters required for GAL synchronization are specified.

124. Click Next.

125. On the Configure Join and Projection Rules page, verify that the four join and projection rules for GAL synchronization are specified.
[image: image29.wmf]
Note

You can expand the join and projection rules to see data source attribute, mapping type, and metaverse attribute for each rule.

126. Click Next.

127. In Configure Attribute Flow, verify that the five attribute flow mappings for GAL synchronization are specified.
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Note

You can expand the attribute flows to see data source attribute, flow type, and metaverse attribute for each flow mapping.

128. Click Next.

129. On the Configure Deprovisioning page, in Deprovisioning Options, verify that the Determine with a rules extension option is selected.

130. Click Next.

131. On the Configure Extensions page, in Assembly name, verify that the GALSync.dll file is specified.
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Note

The Contoso GALMA looks for this file in the following location: C:\Program Files\Microsoft Identity Integration Server\Extensions.

132. Click Finish.

Creating the Fabrikam GALMA

The Fabrikam GALMA is similar to the Contoso GALMA, except for the management agent name and forest information.
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To create the Fabrikam GALMA

133. On the domain controller for the connoa Active Directory domain, open Identity Manager.

134. From the Tools menu, click Management Agents.

135. From the Actions menu, click Create.

136. In Management Agent Designer, in Management agent for, click Active Directory global address list (GAL).

137. In Name, type Fabrikam GALMA, and then click Next.

138. On the Connect to an Active Directory forest page, type the values for forest name (fabnoa.fabcorp.fabrikam.com), user name, password and domain.
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Note

If you used domain names other than the domain names suggested for this scenario, enter that information on this page.

139. Click Next.

140. On the Configure Directory Partitions page, in Select directory partitions, select the only partition listed (DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com).

141. Clear the Sign and encrypt LDAP traffic check box.

142. Click Containers.

143. Clear the check box next to the directory partition to clear all organizational units under the directory partition.

144. Expand the directory partition, and then expand the domain controller name.

145. Under the GALSynchronization organizational unit, click only the Fabrikam and Contoso organizational units.

146. Click OK, and then click Next.

147. On the Configure GAL page, under GAL container configuration, clickTarget.

148. In Target Container, in Select a partition, select the DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com target organizational unit.

149. Click Container.

150. In Select Containers, expand the directory partition (DC=fabnoa,DC=fabcorp,DC=fabrikam,DC=com), expand the node with name of the fabnoa domain controller (Fabnoa-DC-01), expand GALSynchronization, expand Contoso, and then click Contacts.

151. Click OK, and then click OK again.

152. On the Configure GAL page, under GAL container configuration, click Source.

153. In Source Containers, in Select a partition, select the DC=connoa,DC=concorp,DC=contoso,DC=com source organizational unit.

154. Click Add Containers.

155. In Select Containers, click to expand the GAL Synchronization container, click to expand the Fabrikam container, and then select the Contacts container beneath the Fabrikam container.

156. Click OK, and then click OK again.

157. On the Configure GAL page, under Exchange configuration, under Specify the SMTP mail suffix(s) for mailbox and mail enabled objects, configure the SMTP settings for users and groups and for contacts with the following information:

· For Users and Groups: ‘@Fabrikam.com’

· For Contacts: ‘@Fabrikam.com’
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Note

Do not select the Route mail to contacts check box, and do not select the Specify an administrative group check box. You do not need to modify the remaining Management Agent Designer pages.
158. On the Select Object Types page, verify that the object types required for GAL synchronization are selected.

159. Click Next.

160. On the Select Attributes page, verify that the attributes required for GAL synchronization are selected.

161. Click Next.

162. On the Configure Connector Filter page, verify that the connector filters required for GAL synchronization are specified.

163. Click Next.

164. On the Configure Join and Projection Rules page, verify that the four join and projection rules for GAL synchronization are specified.
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Note

You can expand the join and projection rules to see data source attribute, mapping type, and metaverse attribute for each rule.

165. Click Next.

166. In Configure Attribute Flow, verify that the five attribute flow mappings for GAL synchronization are specified.
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Note

You can expand the attribute flows to see data source attribute, flow type, and metaverse attribute for each flow mapping.

167. Click Next.

168. On the Configure Deprovisioning page, in Deprovisioning Options, verify that the Determine with a rules extension option is selected.

169. Click Next.

170. On the Configure Extensions page, in Assembly name, verify that the GALSync.dll file is specified.
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Note

The Fabrikam GALMA looks for this file in the following location: C:\Program Files\ Microsoft Identity Integration Server\Extensions.

171. Click Finish.

Using Management Agent Run Profiles

Run profiles for the GAL MAs are created when you create the Contoso GALMA and Fabrikam GALMA. Table 6.13 lists and describes the five run profiles that are created automatically.

Table 6.13   Run Profiles

	Run Profile
	Description

	Full Import
	All specified data flows from the Active Directory data source to the Microsoft Identity Integration Server 2003 connector space and metaverse.

	Delta Import
	All changed data flows from the Active Directory data source to the Microsoft Identity Integration Server 2003 connector space and metaverse.

	Export
	All specified data flows from the Microsoft Identity Integration Server 2003 metaverse and connector space to the Active Directory data source.

	Full Synchronization 
	After all specified data source data is staged, all specified data flows from the Microsoft Identity Integration Server 2003 connector space to the metaverse.

	Delta Synchronization 
	After changed data source data is staged, changed data flows from the Microsoft Identity Integration Server 2003 connector space to the metaverse.


Running the Management Agents

By running the Contoso GALMA and Fabrikam GALMA, you populate the Microsoft Identity Integration Server 2003 metaverse and create contacts in both Active Directory forests.
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Important

Each run profile must be used to run both management agents.

Enable provisioning, and then run the management agents with the run profiles in the following order: 

172. Full Import (Stage Only) to the connector space. This imports all specified Active Directory data into the connector space. 

173. Delta Synchronization. This synchronizes connector space data with the metaverse. 

174. Export. This exports connector space data to the Active Directory forests. 
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Note

If your environment has existing contact objects that have been created by previous synchronization solutions, the following order for the run profiles is recommended instead of the order listed above. Running the profiles in this order ensures that all objects are joined and that duplicate mail recipient objects are not provisioned during the initial setup of GAL synchronization. The recommended order is:

1. Full Import (Stage Only) to the connector space on all MAs

2. Delta Synchronization on all MAs

3. Repeat Delta Synchronization on all MAs

4. Export on all MAs

Running the Run Profiles and Enabling Provisioning
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To verify that provisioning is enabled

175. On the domain controller for the connoa Active Directory domain, open Identity Manager.

176. From the Tools menu, click Configure Extensions.

177. In Configure Extensions, ensure that the Enable Metaverse Rules Extensions check box is selected.

178. Ensure that the Enable Provisioning Rules Extension check box is selected.

179. Click OK.

After you verify that provisioning is enabled, perform a full import by using the Contoso GALMA.
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To run the Full Import (Stage Only) run profile for the Contoso GALMA

180. In Identity Manager, in Management Agents view, click the Contoso GALMA.

181. From the Actions menu, click Run.

182. In Run Management Agent, in Run Profiles, click Full Import(Stage Only) , and then click OK.

Next, you perform the Full Import of the Fabrikam GALMA.
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To run the Full Import (Stage Only) run profile for the Fabrikam GALMA

183. In Identity Manager, in Management Agents view, click the Fabrikam GALMA.

184. From the Actions menu, click Run.

185. In Run Management Agent, in Run Profiles, click Full Import(Stage Only) , and then click OK.

Next, you perform a full synchronization for each of the management agents.
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To run delta synchronization for the Contoso GALMA

186. In Identity Manager, in Management Agents view, click the Contoso GALMA.

187. From the Actions menu, click Run.

188. In Run Management Agent, in Run Profiles, click Delta Synchronization, and then click OK.
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To run delta synchronization for the Fabrikam GALMA

189. In Identity Manager, in Management Agents view, click the Fabrikam GALMA.

190. From the Actions menu, click Run.

191. In Run Management Agent, in Run Profiles, click Delta Synchronization, and then click OK.

Next, you export the data to each Active Directory forest.

[image: image45.wmf]
To run the export run profile for the Contoso GALMA

192. In Identity Manager, in Management Agents view, click the Contoso GALMA.

193. From the Actions menu, click Run.

194. In Run Management Agent, in Run Profiles, click Export, and then click OK.
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To run the export run profile for the Fabrikam GALMA

195. In Identity Manager, in Management Agents view, click the Fabrikam GALMA.

196. From the Actions menu, click Run.

197. In Run Management Agent, in Run Profiles, click Export, and then click OK.
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Note

When you perform an export, Microsoft Identity Integration Server 2003 cannot be certain that the export was completely successful. To manage this situation, Microsoft Identity Integration Server 2003 stores the exported changes for an object in the connector space. During the next import, Microsoft Identity Integration Server 2003 compares the imported data with the exported changes to confirm the export.
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To run a delta import for the Contoso GALMA

198. In Identity Manager, in Management Agents view, click the Contoso GALMA.

199. From the Actions menu, click Run.

200. In Run Management Agent, in Run Profiles, click Delta Import, and then click OK.

Verify that 101 Adds and 110 Updates are reported back from Active Directory to Microsoft Identity Integration Server 2003 as a result of the Delta Import run profile.
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To run a delta import for the Fabrikam GALMA

201. In Identity Manager, in Management Agents view, click the Fabrikam GALMA.

202. From the Actions menu, click Run.

203. In Run Management Agent, in Run Profiles, click Delta Import, and then click OK.

Verify that 110 Adds and 101 Updates (the reverse of the Contoso GALMA) are reported back from Active Directory to Microsoft Identity Integration Server 2003 as a result of the Delta Import run profile.

Verifying the Results

You can examine the results of the synchronization process by using the Active Directory Users and Computers console on each of the domain controllers.
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To verify the synchronized contacts in the Connoa domain

204. On the domain controller for the connoa Active Directory domain, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Users and Computers.

205. Expand the organizational unit named after the domain controller, and then expand GALSynchronization.

206. Expand Fabrikam, and then click Contacts.

Verify that 110 new contacts now exist in this organizational unit.
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To verify the synchronized contacts in the Fabnoa domain

207. On the domain controller for the fabnoa Active Directory domain, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Users and Computers.

208. Expand the organizational unit named after the domain controller, and then expand GALSynchronization.

209. Expand Contoso, and then click Contacts.

Verify that 110 new contacts now exist in this organizational unit.

Administering the GAL Synchronization Infrastructure

Administering the GAL synchronization scenario involves synchronizing changes to Active Directory data by using Microsoft Identity Integration Server 2003. In this section, you perform the following operations:

· Delete an account

· Delete a synchronized target contact

· Delete a mailbox in a the source forest

· Hide a mailbox from the Exchange Address Book

· Display a hidden mailbox in the Exchange Address Book

Only objects that have the necessary attributes configured should be available in the synchronized contacts organizational unit. The following operation examines what happens when the attributes of an object are changed to no longer meet the requirements.

Setting the Hide from Address List Attribute to True

At this stage in the scenario, all user accounts have been successfully synchronized with the target domain as contacts, because all source user accounts were enabled. To demonstrate a source account modification, we will set the msExchHideFromAddress list attribute to true, which will result in the deletion of the corresponding contact in the target domain during the next synchronization cycle. 
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To set the msExchHideFromAddresList attribute

210. On the domain controller for the connoa Active Directory domain, click Start, click Control Panel, double-click Administrative Tools, and then double-click Active Directory Users and Computers.

211. Expand the domain controller name, and then expand Contoso.

212. Click Users.

213. Right-click the user account afell, and then click Properties, and select the Exchange Advanced tab.

214. Select the Hide From Exchange Address Lists check box
Next, run the delta import to delete the synchronized contact in the Fabnoa domain for the user afell.
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To run a delta import for the Fabrikam GALMA

215. On the domain controller for the connoa Active Directory domain, in Identity Manager, in Management Agents view, click the Fabrikam GALMA.

216. From the Actions menu, click Run.

217. In Run Management Agent, in Run Profiles, click Delta Import, and then click OK.
By running the delta import, you import the disabled user account. After the run is complete, one update is reported by Microsoft Identity Integration Server 2003. Because provisioning is enabled, all connectors for this object in the Fabrikam GALMA connector space are removed by the provisioning extension logic. If you were to run an Export run profile on the Fabrikam GALMA to push out the deletion, one delete operation would be reported in the export statistics. Then, if you were to run a Delta Import on the Fabrikam GALMA, the delete operation would be imported into Microsoft Identity Integration Server 2003 again.

Delete a User Account

To demonstrate the two-way synchronization of the GAL synchronization scenario, the following operation shows how a contact in the target Active Directory data source is deleted when the associated object in the source Active Directory data source is deleted.
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To demonstrate the results of a target source account deletion

218. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, select the user account that you enabled in the last operation, afell.

219. Right-click the user account and then click Delete.

220. On the domain controller for the connoa Active Directory domain, in Identity Manager, run a Delta Import on the Fabrikam GALMA.

221. Next, run the Export run profile on the Fabrikam GALMA.

222. Verify the modification of the synchronized objects organizational unit in the Connoa domain (this is the Fabrikam organizational unit).

The export statistics should report one delete operation and the contact should be deleted in the Connoa domain.

223. Run a Delta Import on the Fabrikam GALMA.

This imports the delete operation into Microsoft Identity Integration Server 2003 again.

Delete a Synchronized Contact in the Target Forest

When a synchronized Contact is deleted in the target forest organizational unit, Microsoft Identity Integration Server 2003 synchronization re-creates it. To demonstrate this event, you delete a contact in the Contoso organizational unit of the fabnoa domain, and then synchronize the GAL synchronization infrastructure to re-create the object.
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To demonstrate a synchronized contact deletion and recreation

224. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, delete the contact amihan from the synchronized Contacts organizational unit in the Contoso organizational unit.

225. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Delta Import run profile on the Fabrikam GALMA.

Verify that one delete appears in the import statistics.

226. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Full Synchronization run profile on the Fabrikam GALMA.

227. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Export run profile on the Fabrikam GALMA.

Verify that one add appears in the exports statistics.

228. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, verify that the amihan contact has been recreated in the Contoso organizational unit.

229. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Delta Import run profile on the Contoso GALMA.

This imports the add operation into Microsoft Identity Integration Server 2003 again.

Delete a Mailbox in the Source Forest

When a mailbox in the source forest is deleted and synchronization is run the corresponding contact in the target forest is deleted.
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To delete a mailbox in a source forest

230. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, select any user object from the Users organizational unit in the Fabrikam organizational unit.

231. Right-click the user and click Exchange Tasks.

232. Click Delete the Mailbox and confirm the deletion.

233. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Delta Import run profile on the Fabrikam GALMA.

234. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Export run profile on the Contoso GALMA.

235. On the domain controller for the connoa Active Directory domain, in Active Directory Users and Computers, verify the content of the Contacts organizational unit in the Fabrikam organizational unit in the Connoa domain.
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Note

The corresponding contact should be updated in the Connoa domain.

236. On the domain controller for the connoa Active Directory domain, in Active Directory Users and Computers, run a Delta Import on the Contoso GALMA.

Hide a Mailbox from the Exchange Address Book

The GAL Synchronization scenario enables you to synchronize the mailbox hidden from the Exchange Address Book.
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To hide a mailbox from the Exchange address book

237. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, from the View menu, click Advanced Features.

238. In the Fabrikam organizational unit, choose any user in the Users organizational unit.

239. Right-click the user and click Properties, and then click the Exchange Advanced tab.

240. Select the Hide from Exchange address lists check box.

241. Click OK.

242. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Delta Import run profile of the Fabrikam GALMA.

243. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Export run profile on the Contoso GALMA.

244. On the domain controller for the connoa Active Directory domain, in Active Directory Users and Computers, verify the content of the synchronized contact in the Contacts organizational unit in the Fabrikam organizational unit.
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Note

The corresponding contact should be deleted in the Fabrikam organizational unit.

245. On the domain controller for the connoa Active Directory domain, in Identity Manager, run a Delta Import on the Contoso GALMA.

This imports the delete operation into Microsoft Identity Integration Server 2003 again.

Display a Hidden Mailbox in the Exchange Address Book

Now that you synchronized the hidden mailbox in the Exchange Address Book, you will reverse this setting and synchronize the change.
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To display a hidden mailbox in the Exchange address book

246. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, right-click the user whose mailbox was hidden in the previous procedure.

247. Click Properties and then click the Exchange Advanced tab.

248. Disable the Hide from Exchange Address lists check box.

249. Click OK.
250. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Delta Import run profile of the of the Fabrikam GALMA.

251. On the domain controller for the connoa Active Directory domain, in Identity Manager, run the Export run profile on the Contoso GALMA.

252. On the domain controller for the fabnoa Active Directory domain, in Active Directory Users and Computers, verify the content of the synchronized contact in the Contacts organizational unit in the Contoso organizational unit.

253. The corresponding contact should be re-created in the Connoa domain.

254. As a last step run a Delta Import on the Contoso ADMA. This will re-import the add operation into Microsoft Identity Integration Server 2003.
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Note

If the source object is hidden or displayed in the Exchange Address Book, a direct import and export attribute flow rule sequence also hides or displays the synchronized contact.

