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Abstract

This subject covers the benefits of deploying RMS, and how RMS works, including the platform and features. It also includes prerequisites and a checklist, a list of new features in Service Pack 1, and a quick deployment guide.
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Overview of RMS

Microsoft® Windows® Rights Management Services (RMS) for the Microsoft® Windows Server™ 2003 family of operating systems is a security technology that works with applications to help safeguard digital content — no matter where it goes — for people who need to protect sensitive Web content, documents, and e-mail. Users can define exactly who can open, read, modify, and redistribute the content. Organizations can create rights policy templates that enforce policies that you can apply to content. 

This subject provides an overview of the RMS system. It describes the benefits of deploying the system and covers the basic features, functions, and technologies. For a terminology reference describing RMS features, see “RMS Terminology.” 

In this subject

Benefits of Deploying RMS

How RMS Works

The RMS Platform

RMS Features

Prerequisites and Checklists for RMS

New in this Release

Quick Deployment Guide
Benefits of Deploying RMS

Organizations of all sizes are challenged to protect valuable digital information against careless mishandling and malicious use. The increasing incidences of information theft and the emergence of new legislative requirements to protect data underscore the need for better protection of digital content. The growing use of computers to create and work with these types of sensitive information, the introduction of extensive connectivity through private and public networks (including the Internet), and the appearance of increasingly powerful computing devices have made protecting organizational data an essential security consideration. 

Types of digital content may include dynamic, database-driven reports on an information portal, confidential e-mail messages, strategic planning documents, military defense reports, and other sensitive government files. This section describes some basic reasons why you may want to deploy RMS to protect content.

This section covers:


Vulnerable Organizational Information

Enhanced Network Security

Better Protection for Digital Content
Vulnerable Organizational Information

Organizations create and use a broad assortment of valuable content that they want and need to protect. The following list provides examples of content that you can protect by using RMS:


Traditional digital files and information. Typical examples of traditional digital files and information are e-mail communications, project-related documents, confidential reports, marketing plans, and product overviews. Information workers share these documents regularly through e-mail messages, conferencing applications, disk shares, and server-based or peer-to-peer systems. This category can also include other sensitive content, such as employee performance reviews and personal records that users may need or want to maintain in a secure, readily available state.


Proprietary organizational information. Senior management uses this information to administer, monitor, and direct an organization's activities. This proprietary content might include an organization's sales and market share reports, financial performance information, and strategic forecasts and overviews. Improper distribution or use of such content may cause significant damage to an organization, either in the competitive market or in a court of law.

Deploying RMS can be an important part of a security strategy to protect this vulnerable content.

Enhanced Network Security

Protecting digital content is a difficult and ongoing task. Typically, organizations secure digital files and information by using perimeter-based security methods. Firewalls can limit access to the corporate network, and discretionary access control lists (DACLs) can restrict access to specific data. In addition, organizations may use encryption and authentication technologies and products (such as public key infrastructure [PKI] and Kerberos), to help secure e-mail while it is in transit, as well as to help ensure that the intended recipients are the first recipients to open the messages.

These methods help organizations control access to sensitive content. However, recipients are still free to do whatever they want with the content that they receive. After the user is authenticated and the content is decrypted, no restrictions control what can be done with the content or where it can be sent. Perimeter-based security methods cannot enforce business rules that control how people use and distribute the content outside the network perimeter, or after the perimeter is breached.

If you rely on individual discretion and responsibility for the manner in which digital content is shared and used, an unacceptable degree of risk may be introduced into this network security model. Even accidental security breaches can cause serious harm. For example, users could mistakenly forward sensitive e-mail messages or documents to recipients who have potentially malicious intent.

In addition to the threats of theft and mishandling, a growing list of legislative requirements adds to the ongoing task of protecting digital content. For example, many organizations must comply with Securities and Exchange Commission (SEC) fair disclosure codes, which address the problem of selective disclosure of certain information to inside investors. Similarly, the finance, government, healthcare, and legal sectors are increasingly challenged by the need to better protect digital content because of emerging legislative standards.

Without an end-to-end software solution such as RMS in place to effectively control the use of digital content no matter where it goes, the content can too easily end up in the wrong hands, whether maliciously or accidentally.

Better Protection for Digital Content

Digital content must be better protected. Although no form of information will ever be invulnerable to unauthorized use, and no single approach will shield data from misuse in all cases, the best defense is a comprehensive solution that safeguards information.

As an essential part of an organization's security strategy, a solution for better information protection should provide the means to control how content is used and distributed beyond simple access control. A solution for better information protection should help:


Protect an organization's records and documents on the company intranet, as well as from being shared with unauthorized users.


Ensure that content is secure and tamper-resistant.


Expire content based on time requirements when appropriate, even when that content is sent over an extranet to other organizations.


Require an audit trail to track who has gained access to and used the content.

RMS provides all of these capabilities.

How RMS Works

The term "Rights Management Services (RMS)" encompasses all of the server and client technologies that are required to support information rights management in an organization. The RMS certification and licensing servers in the organization along with the Microsoft-hosted RMS services (that run the Enrollment, Activation, and RMS account certification services) certify trusted entities that are in the RMS system. In addition, the RMS licensing servers in the organization issue publishing and use licenses that control how RMS-protected content is consumed by the RMS client applications. RMS client technologies, including the RMS client, lockbox, and RMS-enabled applications, run on client computers and allow users to create, publish, and consume RMS-protected content.

The different RMS client and server technologies work together to support the following functions:


Creation of RMS-protected content. Users who are trusted entities in an RMS system can easily create and manage protected files by using applications and tools that incorporate the features of RMS technology. In addition, RMS-enabled applications can use centrally defined and officially authorized rights policy templates to help users efficiently apply a predefined set of corporate usage policies. RMS-enabled applications are developed by Microsoft and other non-Microsoft developers to be used with an RMS installation


Licensing and distribution of RMS-protected content. Certificates that are issued by the servers that are in an RMS system identify the trusted entities that can publish and consume RMS-protected content. Users who are trusted entities in an RMS system can assign usage rights and conditions to content that they author and want to protect. These usage policies specify who can use the content and what they can do with it. Authors can request publishing licenses, which bind the usage policies to the specified content. They can then distribute the content, for example, by sending it to other users who are in their organization, posting it to internal servers for company use, or distributing it to trusted external partners. 

In a process that is transparent to users, the RMS system validates the trusted entities in a publishing licensing request, and then issues a license that contains the specified usage rights and conditions for the content. The RMS-enabled application then generates the symmetric keys and uses them to encrypt the content. After the content is protected by this mechanism, only the users who are specified in the publishing licenses can decrypt and consume that content. Those users must also be trusted entities in the RMS system.


Acquiring licenses to decrypt RMS-protected information and enforcing usage policies. Users who are trusted entities can consume RMS-protected content by using trusted clients. These clients are RMS-enabled computers and applications that allow users to view and work with RMS-protected content, to preserve that content's integrity, and to enforce usage policies. When users attempt to gain access to RMS-protected content, requests are sent to an RMS server to issue use licenses for the user to consume that content. 

In a process that is transparent to users, the RMS server issues unique use licenses that the RMS client can read and interpret. The RMS client inspects the certificate chain of the content, reviews the content revocation list if required to make sure that all of the criteria that establish the validity of the content are in place. Then subsequently, the RMS client enforces the usage rights and conditions specified for the user as specified in the publishing license. Provided that all of the usage rights and conditions are met, the RMS-enabled application uses the content key issued by the RMS server to decrypt the content. The usage rights and conditions are persistent and can be enforced wherever that the content goes. 


For more information about creating RMS-protected content, see “RMS-enabled Applications” in “RMS Technical Reference” in this documentation collection.


For more information about the hierarchy of trusted entities in an RMS system, see “Trust Hierarchy” in “RMS Technical Reference” in this documentation collection. 


For more information about publishing and consuming RMS-protected content, see “Publishing” in “RMS Technical Reference” in this documentation collection.


For more information about the process of publishing and consuming RMS-protected content, see “Publishing” in “RMS Technical Reference” in this documentation collection.  

The RMS Platform

RMS platform comprises the following basic elements that enable rights management:


A trusted entity to issue a root certificate. This entity is provided by Microsoft. For more information, see “Trust Hierarchy” in “RMS Technical Reference” in this documentation collection. 


RMS. RMS is a server technology for Windows Server 2003 that certifies trusted entities, licenses RMS-protected information, enrolls servers and users, and administers functions of rights management. The RMS technology facilitates the setup steps that enable trusted entities to use RMS-protected information. You can extend RMS to support additional features by using the Microsoft Windows Rights Management Services Software Development Kit (SDK). 


The Rights Management Services client. To install and use RMS-enabled applications, users who are in an RMS system must have a client computer that has the Microsoft Windows Rights Management Services client software installed and activated. You can download the RMS SP1 client from Windows Update on the Microsoft Web site. 


RMS-enabled applications. These applications allow users to specify usage rights for the content that they create and distribute. You can develop RMS-enabled applications for versions of Microsoft Windows 2000 and later. You can extend existing applications so that they are RMS-enabled. One example of an RMS-enabled application that has been extended to support RMS is Microsoft Internet Explorer. You can download the Rights Management Add-on for Internet Explorer at the Microsoft Web site. You can use this add-on in versions of Internet Explorer version 5.01 or later to enable viewing RMS-protect content. You can develop RMS-enabled applications by using the Rights Management Services SDK. 

RMS Features

RMS provides a unified solution that you can use to protect content. RMS also provides tools that you can use to set up and configure the servers, clients, and user accounts for trusted entities that are in an RMS system. This setup involves the following features:


Server enrollment. An organization sets up a root certification server in each forest that will participate in its RMS system by enrolling each root certification server in the Microsoft Enrollment Service. The enrollment process can occur automatically if the server is connected to the Internet, or if the server is not connected to the Internet, you can use the offline enrollment process to enroll the server manually by submitting an enrollment request to Microsoft from another computer that has Internet connectivity. Once the server is enrolled it is assigned a root server licensor certificate that identifies it in the organization’s RMS trust hierarchy. The organization then sets up the remaining servers that will be part of the system by either joining them to the root certification server cluster in that forest or by subenrolling one or more licensing servers with the root certification server. The server enrollment process establishes the certificates that allow servers to issue licenses that are trusted by RMS. For more information, see "RMS Enrollment" in "RMS Technical Reference" in this documentation collection. 


Client-software installation. An organization must install the RMS client software on all client computers that will be used to create or consume RMS-protected information. After the software is installed, the computer must be activated. The computer is activated when a machine certificate is created for the logged in user. The machine certificate contains the computer's public key. The activation process is internal to the computer and transparent to the user. 


User certification. Organizations must identify the users who are trusted entities within their RMS installation. To allow this, RMS issues rights account certificates that associate user accounts with a key pair that is protected specifically to the user's computer. These certificates allow users to publish and consume RMS-protected content. Each certificate contains a public key that is used to license information that is intended for that user's consumption. For more information, see "RMS Account Certification" in "RMS Technical Reference" in this documentation collection. 


Client enrollment. If client computers will be used to publish RMS-protected content when they are not connected to the corporate network, client enrollment is required. Client computers that enroll with RMS receive client licensor certificates, which allow users to publish RMS-protected content when the computers are not connected to the corporate network. For more information, see "RMS Client Enrollment" in "RMS Technical Reference" in this documentation collection. 


Standard usage rights and conditions definitions. RMS uses an XML vocabulary to express usage rights and conditions, the eXtensible rights Markup Language (XrML), version 1.2.1. For more information, see "XrML" in "RMS Technical Reference" in this documentation collection.


Publishing licenses that define usage rights and conditions. Authors can use simple tools in RMS-enabled applications to assign to their content-specific usage rights and conditions that are consistent with their organization's business policies. These usage rights and conditions are defined within publishing licenses that specify the authorized users who can consume the content and how that content can be used and distributed. For more information, see "Publishing Licenses" in "RMS Technical Reference" in this documentation collection. 


Use licenses that enforce usage rights and conditions. A user who receives RMS-protected content must request and receive a use license from RMS to be able to view the content. A use license is granted to an individual and lists the usage rights and conditions when that person consumes that content. An RMS-enabled application can use RMS technology features to read, interpret, and enforce the usage rights and conditions. For more information, see "Use Licenses" in "RMS Technical Reference" in this documentation collection. 


Encryption and keys. RMS-protected content is always encrypted. RMS-enabled applications use symmetric keys to encrypt content. All RMS SP1 servers, client computers, and user accounts have an associated key pair of 1024-bit RSA keys. RMS uses these key pairs to encrypt the content key in both publishing and use licenses, and to sign RMS certificates and licenses to ensure that access is granted only to properly authorized users and computers. Specifically, the content key is encrypted using the server's public key in the publishing license, when the user attempts to consume the protected content the content key is encrypted using the users rights account certificate public key in the use license to enable it to specify and enforce the rights granted to the specific user account. For more information, see "RMS Encryption and Keys" in "RMS Technical Reference" in this documentation collection.  


Rights policy templates. Administrators can create and distribute official rights policy templates that define the usage rights and conditions for a predefined set of users. These templates provide a manageable way for organizations to establish document classification hierarchies for their content. For example, an organization might create rights policy templates for its employees that assign separate usage rights and conditions for company-confidential, classified, and private content. RMS-enabled applications can use these templates, which provide a simple, consistent way for users to apply usage policies to content. For more information, see "Rights Policy Templates" in "RMS Technical Reference" in this documentation collection. 


Revocation lists. Administrators can create and distribute revocation lists that identify the compromised principals that are invalidated and essentially removed from the RMS system. An organization's revocation list can invalidate the certificates for specific computers or user accounts. For example, the rights account certificate of a terminated employee can be added to the revocation list, so that it can no longer be used for any operations, such as acquiring new publishing and use licenses. For more information, see "RMS Revocation" in "RMS Technical Reference" in this documentation collection. 


Exclusion policies. Administrators can implement server-side exclusion policies to deny license requests that are based on the requestor's user ID (Windows logon credential or Microsoft® .NET Passport ID), rights account certificate, or lockbox version. Exclusion policies deny new license requests that are made by compromised principals but, unlike revocation, exclusion policies do not invalidate the principals. Administrators can also exclude potentially harmful or compromised applications so that they cannot decrypt RMS-protected content. For more information, see "RMS Exclusion" in "RMS Technical Reference" in this documentation collection. 


Logging. Administrators can track and audit the use of RMS-protected content within an organization. RMS installs support for logging, so that organizations have a record of RMS activities, including the publishing and use licenses that have been issued or denied. For more information, see "Managing Logging " in "Operating an RMS Server" in this documentation collection. 


Extensible and customizable solution. You can extend RMS to support additional features by using the Windows Rights Management Services SDK. 

Prerequisites and Checklists for RMS

Before you begin installing RMS, review the technology prerequisites for using RMS, each of the technologies listed are integral to RMS and a basic understanding of them is important to successfully deploying RMS. The use the following checklists to help you create task lists and plans for deploying and administering RMS:


Technology Prerequisites

RMS Deployment Checklists

RMS Administration Checklists
Technology Prerequisites

This documentation collection provides information to help you understand how Windows RMS works, how to plan and carry out a deployment for your organization, and how to administer the system on a day-to-day basis. It assumes that you have knowledge in the following areas:


Windows Server 2003 deployment and administration 


Active Directory deployment and administration 


Microsoft® Internet Information Services 6.0 (IIS) deployment and administration 


Microsoft® SQL Server™ 2000 administration 


Basic public key infrastructure (PKI) concepts 


Server networking and security 

For more information about these topics, see “Additional Resources” in Operating an RMS Server in this documentation collection.

RMS Deployment Checklists

This section provides checklists for the following deployment tasks:


Deploying a Single Server Installation

Deploying Root Certification and Licensing Clusters

Deploying RMS Across Forests
For more information about deploying RMS, see “Deploying an RMS System” in this documentation collection.

Deploying a Single Server Installation

Use the following checklist to deploy a single RMS server.

	Step
	Reference

	Review concepts and planning information.
	"Preparing for an RMS Deployment" in Deploying an RMS System.

	Review system requirements and verify that all required hardware and software is available.
	"Infrastructure Prerequisites for RMS" in Planning an RMS Deployment.

"Planning the Database Server Infrastructure" in Planning an RMS Deployment.

	Set up the infrastructure, including hardware and software prerequisites, administrative accounts, and SMS or Group Policy support, as appropriate.
	"Preparing for an RMS Deployment" in Deploying an RMS System.

	Install and configure RMS on the server.
	"Setting Up Certification and Licensing Services on the First Server" in Deploying an RMS System.

	Test the deployment.
	"Setting Up a Test Environment" in Deploying an RMS System.

	Implement RMS in the production environment.
	"Defining the Scope of the RMS Implementation" in Deploying an RMS System.


Deploying Root Certification and Licensing Clusters

Use the following checklist to deploy root certification and licensing clusters.

	Step
	Reference

	Review concepts and planning information.
	"Preparing for an RMS Deployment" in Deploying an RMS System.

	Review system requirements and verify that all required hardware and software is available.
	"Infrastructure Prerequisites for RMS" in Planning an RMS Deployment.

"Planning the Database Server Infrastructure" in Planning an RMS Deployment.

	Review your deployment plan to understand the topology and components to be installed.
	"Determining Your RMS Topology" in Planning an RMS Deployment.

	Set up the infrastructure, including hardware and software prerequisites, administrative accounts, and SMS or Group Policy support, as appropriate.
	"Preparing for an RMS Deployment" in Deploying an RMS System.

	Install and configure RMS on the servers that are in the root certification cluster.
	"Setting Up Certification and Licensing Services on the First Server" in Deploying an RMS System.

"Adding Servers to Support Certification and Licensing" in Deploying an RMS System.

	Install and configure RMS on the servers that are in the licensing clusters. 
	"Setting Up Certification and Licensing Services on the First Server" in Deploying an RMS System.

"Adding Servers to Support Certification and Licensing" in Deploying an RMS System.

	Set up load balancing.
	"Expanding the Basic Infrastructure to Support Clustering" in Deploying an RMS System.

	Test the deployment.
	"Setting Up a Test Environment" in Deploying an RMS System.

	Implement RMS in the production environment.
	"Defining the Scope of the RMS Implementation" in Deploying an RMS System.


Deploying RMS Across Forests

Use the following checklist to deploy root RMS across forests. 

	Step
	Reference

	Review concepts and planning information.
	"Preparing for an RMS Deployment" in Deploying an RMS System.

	Configure the required permissions based on your trust model.
	"Deploying RMS Across Forests" in Deploying an RMS System.

	Set the appropriate Active Directory attributes for your forests.
	"Deploying RMS Across Forests" in Deploying an RMS System.


RMS Administration Checklists

This section provides checklists for the following administration tasks:


Implementing a Rights Policy Template

Deploying a New RMS Client

Adding a Trusted User Domain

Adding a Trusted Publishing Domain
For more information about managing RMS, see Operating an RMS Server in this documentation collection. 

Implementing a Rights Policy Template

Use the following checklist to implement a rights policy template.

	Step
	Reference

	Review pertinent concepts.
	"Rights Policy Templates" in RMS Technical Reference.

	Specify the rights policy template location.
	"To Specify the Location of Rights Policy Templates" in Operating an RMS Server.

	Create the rights policy template.
	"Creating and Modifying Rights Policy Templates" in Operating an RMS Server.

"To Add a Rights Policy Template" in Operating an RMS Server.

	Distribute the rights policy template.
	"Distributing Rights Policy Templates" in Operating an RMS Server.


Deploying a New RMS Client

Use the following checklist to deploy a new version of the RMS client.

	Step
	Reference

	Review pertinent concepts.
	"Client Distribution Planning" in Deploying an RMS System
"Excluding Lockbox Versions" in Operating an RMS Server.

	To force all clients to upgrade to the most recent client version, exclude the outdated lockbox version.
	"To Exclude Lockbox Versions" in Operating an RMS Server.


Adding a Trusted User Domain

Use the following checklist to add a trusted user domain.

	Step
	Reference

	Review pertinent concepts.
	"Trusted User Domains" in RMS Technical Reference.

"Adding and Removing Trusted User Domains" in Operating an RMS Server.

	Obtain the server licensor certificate of the user domain that you want to add. (The administrator of the installation to trust must provide this.) Then add the user domain to your installation.
	"To Add a Trusted User Domain" in Operating an RMS Server.


Adding a Trusted Publishing Domain

Use the following checklist to add a trusted publishing domain.

	Step
	Reference

	Review pertinent concepts.
	"Trusted Publishing Domains" in RMS Technical Reference.

"Adding and Removing Trusted Publishing Domains" in Operating an RMS Server.

	Obtain the encrypted server licensor certificate and private key of the publishing domain that you want to add, and then add the publishing domain to your installation.
	"To Add a Trusted Publishing Domain" in Operating an RMS Server.


New in this Release

Rights Management Services (RMS) with Service Pack 1 (SP1) provides support for the following features:


Enrolling the RMS server without server Internet connectivity. In the previous release, the RMS server needed to be able to connect to the Internet to enroll with the Microsoft Enrollment Service and receive the root server licensor certificate. With RMS SP1, the root server licensor certificate must still be requested from the Microsoft Enrollment Service, but it can be requested using another computer with Internet connectivity and then imported into the RMS server after provisioning. 


Clients are self-activating. In the previous release, the machine certificates and lockboxes for the client computers had to be downloaded from the Microsoft Activation Service. With RMS SP1, a connection back to the Microsoft Activation Service is not required. 


Support for more client types. In this release, the RMS server can be used to support clients on mobile devices and server services. As a RMS server administrator you will be able to control whether or not your server will provide certification to these clients when they attempt to use your services. 


Support for multiple language templates. In the previous release, templates were based on the language setting of Internet Explorer. In this release, you can specify on the RMS Administration Web page which language to use to create a template.


Support for client authentication using smart cards. In this release, the RMS client can use credentials stored as x.509 certificates on smart cards to authenticate with the RMS server to obtain rights account certificates (RACs) and use licenses.

Quick Deployment Guide

This guide is intended to help you quickly set up a server running RMS with Service Pack 1 so that you can evaluate it and decide if you want to do a more wide-scale deployment in your organization.

Step 1 - Preparing for RMS
RMS depends on other components that you install and configure before you use the service. Your infrastructure will satisfy the basic requirements for RMS after you complete the following steps: 

1.
Configure a computer that is running Windows Server 2003, and then join the computer to an Active Directory domain. (For small organizations that have only one server, this computer may also be the domain controller for Active Directory. However, in this case the computer must be running Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; or Windows Server 2003, Datacenter Edition. A computer running Windows Server 2003, Web Edition, cannot be a domain controller.) 

2.
Configure the server for the Application Server role. To do this, click Start, double-click Control Panel, and then double-click Add or Remove Programs. In Add or Remove Programs, click Add/Remove Windows Components, and then make sure that the following services are enabled under Application Server: 


ASP.NET 

Internet Information Services (IIS) 

Message Queuing 
Accept the default options for each service. No further configuration is necessary.

3.
Configure a database server by using one of the following database applications: 


Microsoft® SQL Server 2000 with SP3a. This may be a local installation of SQL Server 2000, or a remote installation that is in the same domain. 


Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) Release A. This must be a local installation. You can download MSDE 2000 from the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkID=17799). 

It is recommended that Microsoft SQL Server Desktop Engine be used to support RMS databases only in test environments because Microsoft SQL Server Desktop Engine does not include the tools necessary to fully operate and support an enterprise wide database. Additionally, because MSDE does not support remote networking, you must install it on the same server as RMS and you cannot add additional RMS servers to the RMS cluster. The terms of use for Microsoft SQL Server Desktop Engine specify that you cannot use SQL Server client tools to manipulate a Microsoft SQL Server Desktop Engine database. With this restriction you will be unable to backup and restore the RMS configuration database, view logging information or directly modify data stored in the configuration database.

4.
Decide what name you want this service to be known as when users try to connect to it over your intranet (for example, http://certification.contoso.com). Configure the Domain Name System (DNS) to resolve that URL to the RMS computer's IP address. You should use a fully qualified DNS domain name for the cluster URL to ensure clients in other DNS zones are able to resolve the IP address of the RMS server or servers.

5.
Create an administrator account to use with RMS. 

6.
You are now ready to install RMS SP1. For further instructions about this step, see “To Install RMS with Service Pack 1” in “Operating an RMS Server” in this documentation collection.

Commonly Used Optional features
The following features are optional, if you elect to use them, be sure to make the necessary preparation before starting the installation and provisioning process for RMS:


You can configure RMS to use a hardware security module (HSM) to store private keys. If you want to use a hardware security module, make sure that the drivers are properly configured and that the security world is defined. 


You can automatically download a server licensor certificate during the provisioning process if your RMS computer is able to communicate with the Internet. If your organization uses a proxy server to connect to the Internet, verify proxy settings in Internet Explorer, including any authentication requirements, and record them to use later. 


If you will be running RMS on a domain controller and you plan to use a user account to run the RMS services, make sure that the Domain Controller Security Policy is configured to grant the user account permission to log on locally. For more information about how to configure the Domain Controller Security Policy, see Windows Server 2003 Help and Support Center.

Step 2 - Provision the first RMS Server
Provisioning is the process of configuring a Web site with RMS so that users can begin to use the service. Use the following steps to provision the root certification server for your organization:

1.
Log on to the computer as a domain user with local administrator privileges. If you are installing RMS on a domain controller, log on as a domain administrator. 

2.
Click Start, point to All Programs, point to Windows RMS, and then click Windows RMS Administration to open the Global Administration page. This page lists the Web sites that are available on this server. 

3.
Click the Web site that you want to provision with RMS, and then click Provision RMS on this Web site. When the page opens, it says Provision the RMS Root Certification Server at the top of the page. 

4.
Complete the page with the information for your organization. 


In the Cluster URL box, type the service name (such as certification.contoso.com) that you configured in step 4 in the previous procedure. If you want to use SSL with your installation, click the HTTPS protocol in the protocol list. When you do this, SSL is enabled; however, making this selection will not require SSL for RMS Web services. You must configure that separately through IIS. 


If your server is connected to the Internet through a proxy server, in the RMS Proxy Settings area complete the section with the information that you recorded from Internet Explorer as described in the optional features portion of the previous procedure. 


In the Server Internet Connectivity area select Online if you want the server to connect to the Microsoft Enrollment Service using the Internet and obtain a server licensor certificate automatically during the provisioning process. Select Offline if you want to manually connect to the Microsoft Enrollment Service and download the server licensor certificate and then import it after provisioning RMS. 

5.
Click Submit. 

In approximately 60 to 90 seconds, provisioning is completed successfully, which allows you to return to the Global Administration page where you can administer your newly provisioned RMS server. 

6.
On the Global Administration page, select Administer RMS on this Web site to open the Administration home page for the RMS server. 

If you selected Offline for Server Internet Connectivity in Step 4, complete the procedure "To Manually Enroll a Root Certification Server" before continuing.

7.
On the Administration home page, click the RMS service connection point link. 
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Note: 

The next step in this procedure, registering a service connection point, requires using a domain account that has sufficient privileges to create a container object underneath the Services container in the Active Directory forest Configuration container. The predefined security group, Enterprise Admins, is an example of an account with the required privileges.

1.
On the RMS service connection point page, click the Register URL button. This registers the service connection point of RMS in Active Directory so that RMS-enabled applications can discover RMS licensing, activation proxy, and certification services.  

Step 3 - Test RMS
Before you can fully use RMS, you need to install the Microsoft Windows Rights Management Services client and an RMS-enabled application on the client computers. Users should be members of the Active Directory domain, and the client computers should be joined to the domain. Also, domain users should all have e-mail addresses that are defined in Active Directory. To test RMS:

1.
Log on to the client computer as a valid domain user. 

2.
Install the RMS client for Service Pack 1. 

3.
Install an RMS-enabled application. 

4.
Create an RMS-protected file, give everyone read-only rights to that file, and then save the file to a shared folder to which users have full access. 

5.
Log on to the computer as a different user. Open the file and attempt to make changes. If RMS is properly installed, you cannot make changes to the file. 
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