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Introduction

 [Company Name] recognizes that software is a major tool for all of our lines of business.  As such, certain steps need to be taken to protect our investment and ensure maximum continuity of function in the event of a disaster.  This plan provides an overview of the steps necessary to protect this important part of our business.

Overview
Goals

1. Provide methods to recover from:

a. Loss of inventory data

b. Loss of installation media

c. Loss of proof of ownership

2. Define steps needed to keep the system up to date

3. Define steps needed to restore onsite media and information to previous state in the event of a disaster

Summary of Steps to be Taken

1. Create a centralized inventory of software titles owned.

a. Maintain a copy offsite and update it regularly.

2. Create a centralized set of backup copies of installation media for software titles owned.

a. Maintain a second set of copies of installation media offsite and update it regularly.

3. Create a centralized set of proof of ownership documentation for software titles owned.

a. Maintain a second set of copies of all documentation offsite and update it regularly.

Inventory

The first thing we have to know is what software we have licenses for.  To achieve this goal we will need to maintain a central inventory of all software licensed by the company.  In order to ensure that inventory data is maintained and kept up to date, we will enter all new software into the system upon arrival.  We also will conduct regular audits of the system to verify continuing data integrity.  Lastly, we will ensure that a full copy of our inventory data is maintained offsite and updated regularly.

The entry of new software into the system will occur as part of a standard software check-in process.  This check-in process will be performed before newly arrived software is disseminated for use.  This will allow us to ensure that no software is installed without first being entered into the inventory system.  This will also provide an opportunity to protect proof of ownership documentation and installation media as outlined elsewhere in this document.

Regular audits are key to maintaining the integrity and relevance of our inventory data.  We will perform quarterly spot checks to verify inventory counts on a randomly selected cross section of our software and use the resulting counts to update our inventory.  On an annual basis we will conduct a full inventory and compare the results to our existing inventory data, spot-checking for any inconsistencies.

We need to maintain an o offsite copy of this data to protect ourselves in the event of a disaster that destroys our on site records.  This data should be updated on a regular basis to ensure consistency.  At a minimum, the offsite copy should be updated whenever an inventory audit is completed.  This copy should be housed at a safe location that several people at the company can gain access to.  This will prevent dependence on any one person for access in the event of an emergency.

Installation Media

Software installation media also needs to be protected in the event of a disaster, though it should be easily accessible to support staff as well.   To ensure safety in the event of a disaster, we will locate copies of all installation media in a protected, offsite location.  To provide support staff with needed access we will also keep a central library of installation media available for use.  The offsite repository should be updated as regularly as possible.

One original of the installation media for each software title should be set aside and taken to the offsite repository.  This media (CD, user manuals, etc.) should always be an original so that it can provide additional proof of ownership if needed.  The offsite repository should be updated as often as is feasible, quarterly at a minimum.  No more than one copy of media for each version of each software title should be stored offsite in order to minimize the size of the repository.

If the manufacturer permits making backup copies, at least one copy of the software installation media should be filed in the central installation media library for use by our technicians.  If copies are not allowed, additional original media will be needed.  If we do not own several copies of the software package, and hence several copies of the media, additional copies of the installation media can usually be obtained from the manufacturer for a small fee.  Any additional copies of the media should also be stored in the onsite library, to give as much flexibility to our support staff as possible.

Proof of Ownership

Proof of ownership documentation is the most important factor in protecting the company’s investment in software assets.  As such, we will send the originals of all such documentation to our offsite repository.  We will retain copies of this documentation in an onsite location to assist in the event of a software-license audit.

During the software check-in process we will remove and retain all documentation that pertains to ownership of the software package.  This documentation can consist of any or all of the following:  

· End User License Agreements

· Certificates of Authenticity

· Purchase Invoices

· Bills of Lading

· Software Boxes

All of this type of documentation should be retained.  The software boxes should be flattened to facilitate storage and all originals should be placed in a manila envelope and labeled for offsite storage.  As always, the offsite storage should be updated regularly to ensure the continuity of our protection.

Whenever possible, photocopies should be taken of the documentation and the copies should be kept onsite in a central set of files.  This onsite set of copies will provide the proof of ownership needed in the event of an audit, while still allowing us to protect our software assets if disaster strikes.
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