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Windows Platform Design Notes

Design Information for the Microsoft® Windows® Family of Operating Systems

Using Authenticode to Digitally Sign Driver Packages

Abstract

Microsoft® Windows Server™ 2003 and later versions support using Microsoft Authenticode™ digital signatures to authenticate driver packages that are not eligible for the Windows® Logo Program. This paper describes how to use Authenticode to digitally sign a driver package so that Windows can validate it.
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Introduction

Windows uses digital signatures to authenticate a driver package before device Setup installs the package. Authenticating a driver package verifies the identity of the publisher and the fact that the package not been altered since it was published. To authenticate a driver package, device Setup uses the following types of digital signatures, depending on whether the driver package is eligible for the Windows Logo Program:

· Windows 98/Me, Windows 2000, and later versions. If the driver package is eligible for the Windows Logo Program, you must use a WHQL digital signature to authenticate a driver package. If a driver package has a WHQL digital signature, the signature also verifies that the package has passed a WHQL test program.

· Windows Server 2003 and later versions only. If the driver package is not eligible for the Windows Logo Program, you can use an Authenticode digital signature to authenticate a driver package. However, note the following:

· An Authenticode digital signature does not indicate that the package has passed a test program. 

· If the device setup class of a driver package is included in the Windows Logo Program at a future date, you will have to obtain a WHQL digital signature for the driver package.

This paper is for the providers of driver packages that are not eligible for the Windows Logo Program.

This paper includes the following topics about using Authenticode digital signatures to authenticate a driver package:

· How to sign a driver package with an Authenticode digital signature. 

· How to deploy Authenticode digital signatures in an enterprise.

· How Setup interacts with a user during installation of a driver package for device setup classes that are not included in the Windows Logo Program.

For information about the Windows Logo Program, see “Windows Logo Program Hardware” at http://www.microsoft.com/winlogo/hardware/default.mspx. 

For information about the WHQL digital signatures, see “Driver Signing for Windows” at http://www.microsoft.com/hwdev/driver/digitsign.asp.

For information about Authenticode technology, see “Authenticode Overviews and Technologies” at http://msdn.microsoft.com/library/default.asp?url=/workshop/security/authcode/authenticode_ovw_entry.asp.

For more information about how Setup applies WHQL and Authenticode digital signatures to authenticate driver packages, see the topics about driver signing in the Windows Device Driver Kit (DDK). 

The information in this paper about using an Authenticode digital signature to authenticate a driver package applies only to Windows Server 2003 and later versions.

Signing a Driver Package with an Authenticode Digital Signature 

To sign a driver package with an Authenticode digital signature:

· Obtain a digital certificate from a certificate authority.

· Obtain the necessary CryptoAPI tools from Microsoft.

· Create a catalog file for the driver package.

· Sign and verify the catalog file.

For general information about cryptographic security in Windows, see the topics on cryptography in the Platform SDK.

Obtaining a Digital Certificate

To digitally sign code that is distributed to the public, you can obtain a digital certificate from GTE, VeriSign, Inc., or another certificate authority. For more information about obtaining a digital certificate, see “Creating, Viewing, and Managing Certificates” at  http://msdn.microsoft.com/library/default.asp?url=/library/en-us/security/Security/creating_viewing_and_managing_certificates.asp and “Microsoft Root Certificate Program Members” at http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnsecure/html/rootcertprog.asp.

Obtaining Code-Signing Tools

You should use the MakeCat and SignTool CryptoAPI tools that are provided in the Platform SDK. MakeCat is used to create a catalog file, and SignTool is used to sign and verify a catalog file. (You can also use the legacy tools SignCode and ChkTrust to sign and verify a catalog file.) 

Creating a Catalog File

To create a catalog file for a driver package:

· Specify the name of the catalog file in the INF file of the driver package by using a CatalogFile.Xxx entry in the Version section of the INF file.

· Use the ChkINF tool or the INFCatReady tool to verify the INF file of the driver package. ChkInf is supplied with the DDK, and INFCatReady can be downloaded from the Windows Hardware Quality Lab at http://www.microsoft.com/hwdq/hwtest.

· Copy all driver package files to a single directory. 

· Create an unsigned catalog file (.cat) for the driver package by using the MakeCat tool. The catalog file contains hashes and attributes of the driver package files. The MakeCat tool creates the catalog file based on the information in a catalog definition file that contains a list of the files to be cataloged and their attributes. For example, the following command creates a catalog file that is based on the information in the catalog definition file filename.cdf. (The filename.cdf file must be in the same directory as the files to be signed.) 

MakeCat -v -r <path to files to be signed>\<filename.cdf>

For information about using MakeCat and creating catalog definition files, see http://msdn.microsoft.com/library/default.asp?url=/library/en-us/security/security/makecat.asp and http://msdn.microsoft.com/library/default.asp?url=/library/en-us/security/security/using_makecat.asp.

· Include the catalog file in the driver package.

Signing and Verifying the Catalog File

To sign and verify a catalog file, do the following:

· Sign the catalog file by using the SignTool tool. The following command runs the interactive signing wizard that SignTool supports:

SignTool signwizard <CatFile>

· Verify the catalog by using SignTool. A typical example of the command used to verify a signed catalog file is: 

SignTool /c <CatFile>

Deploying Authenticode Digital Certificates in an Enterprise

To ensure the best experience for users of Windows, an Administrator should install the Authenticode digital certificates used by vendors to sign driver packages in the trusted publisher certificates store. The trusted publisher certificates store contains the Authenticode digital certificates of trusted publishers that are installed on a machine. An Administrator usually adds certificates to the certificate store at system setup time, either as part of corporate deployment or an OEM preinstall. An Administrator can also add certificates after Windows setup by using Group Policy to distribute certificates to an organizational unit on a network.

An Administrator installs Authenticode digital certificates in one of the following ways: 

· If the Administrator adds an Authenticode-signed driver package to the Windows distribution, the publisher’s signing certificate is automatically added to the trusted publisher certificates store when that driver package is installed during GUI-mode setup. 

· An Administrator can install certificates during GUI setup by adding the certificates to a directory on a local system drive and specifying the location of the directory by using a TrustedPublisherCertificates entry in the Unattended section of the unattend.txt setup file. For example, if the unattend.txt file contains the following TrustedPublisherCertificates entry and the system drive is E:, Setup installs the certificates in the E:\certs directory in the trusted publisher certificates store: 

[Unattended]

TrustedPublisherCertificates = certs

After Setup installs a certificate, it deletes the certificate from the specified directory. If a file in the specified directory is not a valid certificate, Setup skips the file. If all of the certificates in the specified directory are successfully installed and the directory is empty, Setup deletes the specified directory.

· A Network Administrator can use a Group Policy to distribute certificates to an organizational unit on a network. An Administrator establishes trust in a publisher by adding a Certificate Rule to a Group Policy. Certificate Rules are part of the software restriction policies that is supported by Windows Server 2003 and later versions. For general information about software restriction policies and using Certificate Rules, see the information about these topics provided by the Help and Support Center in Windows XP and later versions; see also the information about these topics provided by Microsoft TechNet Online at http://www.microsoft.com/technet.

How Setup Interacts with a User during Installation of a Driver Package 

When a user attempts to install a driver package for a device setup class that is not included in the Windows Logo Program, the action that Setup takes depends on the following criteria:

· Whether the driver package has a valid Authenticode digital signature. A signature is valid if the file has not changed since it was published and a trusted certificate authority can verify the identity of the publisher.

· Whether an Authenticode digital certificate for the package is installed in the local machine’s trusted publisher certificates store. (For more information about the trusted publisher certificate store, see Deploying Authenticode Digital Certificates in an Enterprise in this paper.)

· The driver signing option that an Administrator sets for a machine (Block, Warn, Ignore). For information about setting the driver signing option, see the information about driver signing that is provided by the Help and Support Center in Windows XP and later versions.

These criteria control the installation of a device in the following way:

· If the driver package has a valid Authenticode digital signature and the Authenticode digital certificate that was used to sign the package is in the trusted publisher certificates store, Setup validates the driver package, does not display a dialog, and installs the driver package.

· If the Authenticode signature is valid for a driver package, but its corresponding Authenticode digital certificate is not in the trusted publisher certificates store, Setup does one of the following, depending on the driver signing option:

· If Ignore is set, Setup installs the driver package without displaying a user dialog. 

· If Block is set, Setup informs the user that the driver package cannot be installed.

· If Warn is set, Setup displays a user dialog that informs the user who the publisher of the driver package is, that the driver package is signed with a valid Authenticode signature, but that the driver package is not certified by WHQL. The dialog gives the user the option to cancel the installation of the driver package.

Note, however, that Setup does not display user dialogs for a fully unattended GUI-mode Setup; in this case, Setup installs a device only if the Ignore option is set. 
The following is an example of the dialog that Setup displays to warn the user before it installs a driver package.
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· If the Authenticode signature is not valid, Setup does one of the following, depending on the driver signing option:

· If Ignore is set, Setup installs the driver package without displaying a user dialog. 

· If Block is set, Setup informs the user that the driver package cannot be installed. 

· If Warn is set, Setup displays a dialog that informs the user that it cannot authenticate the driver and gives the user the option to cancel the driver installation. 

Note, however, that Setup does not display user dialogs for a fully unattended GUI-mode Setup; in this case, Setup installs a device only if the Ignore option is set. 

The following is an example of the dialog that Setup displays to warn the user before it installs a driver package.
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Resources

For questions about using Authenticode digital signature to authenticate driver package, send e-mail to pattye@microsoft.com.

Resources:

Designed for Microsoft Windows XP Application Specification

http://www.microsoft.com/winlogo/software/windowsxp-sw.mspx
Microsoft Hardware and Driver Developer Information

http://www.microsoft.com/hwdev/
Microsoft Platform Software Development Kit (SDK)

http://msdn.microsoft.com/downloads/
Microsoft Windows Driver Development Kit (DDK)

http://www.microsoft.com/ddk/
Microsoft Windows Logo Program System and Device Requirements, Version 2.1a

http://www.microsoft.com/winlogo/hardware/default.mspx
Windows XP Application Compatibility Toolkit

http://msdn.microsoft.com/compatibility/
Microsoft Windows XP Hardware Compatibility Test Kit, Version 11.2

http://www.microsoft.com/hwtest/
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