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Introduction
Microsoft® System Center Mobile Device Manager (MDM) 2008 Service Pack 1 is a standards-based solution for integrating mobile and handheld devices as trusted and fully managed members of the enterprise with minimal effect on existing infrastructure. 

This document is one of four technical papers designed to help implement MDM:


MDM Architecture Guide


MDM Planning Guide


MDM Deployment Guide


MDM Security Guide

Additionally, these guides complement the following:


MDM Technical Library .chm

MDM System Overview

System Center Mobile Device Manager consists of the following four main system components:


One or more computers that are running MDM Gateway Server 


One or more computers that are running MDM Device Management Server 


One computer that is running MDM Enrollment Server 


Microsoft SQL Server® 2005 databases 

Except for Microsoft SQL Server 2005, these components require 64-bit editions of Windows Server® 2003 with Service Pack 2 (SP2). You can run Microsoft SQL Server 2005 on a 32-bit platform. However, Microsoft SQL Server 2005 SP2 or a later version is required.

The following illustration shows a high-level overview of how these components work with existing IT infrastructure to provide an authenticated connection to line-of-business (LOB) applications, managed Group Policy, and application packages.
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The following list describes these components:


MDM Gateway Server: Typically, MDM Gateway Server is located in the perimeter network, also known as the DMZ or screened subnet. This server provides the ingress for managed device sessions, and handles network and device management communications between the company network and the device. MDM Gateway Server provides the endpoint for the device network connection that includes the following:


Authenticates incoming connections for authorized devices.


Allocates a stable IP address for the device to enable Direct Push updates and support application persistence.


Enables fast resume and reconnect features for devices and applications.


Negotiates keys to encrypt traffic over the Internet.

Multiple computers that are running MDM Gateway Server may exist in multiple perimeter networks throughout the enterprise environment. You can also load balance traffic across multiple computers that are running MDM Gateway Server. 


MDM Device Management Server: MDM Device Management Server is the primary administration and management service for all managed devices. MDM Device Management Server is the functional hub for device Group Policy application, device software packages, and device data wipes. This server communicates with existing infrastructure servers, such as domain controllers, and manages the translation of information and commands between the MDM system and managed devices. MDM Device Management Server may exist as multiple, identically configured load balance servers.


MDM Enrollment Server: This server manages the requests for and retrieving of certificates for devices and for creating the Active Directory® Domain Service objects that will represent these devices. By using these objects, you can manage the devices as if they were members of a domain. The process uses a one-time password to perform security-enhanced enrollment over untrusted connections, such as the Internet and mobile data networks. This role enables users to enroll their devices from anywhere without connecting the devices to a computer or having physical access to the company network. For more information about device enrollment, see the section, Device Enrollment with Mobile Device Manager.

MDM Enrollment Server makes sure that both the device and the server authenticate mutually before it accepts or issues enrollment certificates. MDM Enrollment Server uses Active Directory to provide the identity store. 


Databases: The services on MDM Device Management Server and MDM Enrollment Server maintain databases to manage device configuration, tasks, and status settings. These SQL databases are essential to the process of updating and managing devices. 
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Important: 

Encryption such as Secure Sockets Layer (SSL) is not configured between MDM system components and your SQL server database. You must rely on internal company security to help prevent interception, altering, or tampering of messages between the database and MDM system components. You can use Internet Protocol security (IPsec) communication to help prevent malicious intent with this data channel.

With MDM in place, security-enhanced network access is available from managed devices to your company LOB applications. Additionally, you can use Group Policy and software packages to manage the enrolled Windows Mobile® devices. 

To manage a Windows Mobile device from the MDM system, the device must be running Windows Mobile 6.1. This version of the operating system contains the application that is required to manage the device from the MDM system, and supports the standards that enable the device to establish an authenticated and encrypted communications channel to MDM Gateway Server.

Standards

MDM is based on several open industry standards for mobile devices. By using these standards, MDM extends a company infrastructure with features to manage devices by using familiar tools and capabilities. 

MDM is based on the following standards: 


TCP/IP 


Open Mobile Alliance Device Management (OMA DM)


IPsec and Internet Key Exchange Protocol Version 2 (IKEv2)


IKEv2 Mobility and Multihoming (MOBIKE) protocol


Software Component Management Object (SCOMO)

Services

MDM components work with key IT services to give managed devices access to selected business data. The following shows the primary IT services that work with MDM:


Active Directory Domain Service: The Windows®-based operating system directory service stores credentials for virtual private network (VPN) and 802.1X-based connections and the Group Policy settings that configure the required settings on each managed device. Examples include configuring ActiveSync® settings or enabling a “password required” policy.


MDM software distribution: MDM software distribution uses Windows Server Update Services (WSUS) to allow for the distribution of applications to managed devices. The administrator uses MDM software distribution to create, monitor, and push application packages to managed devices.


Certificate services: The MDM client and server security model requires X.509 certificates. MDM works directly with your existing Public Key Infrastructure (PKI) for client and server certificate signing. If no current PKI is in place, or if you want to maintain a separate certification authority for device authentication, you can add a Microsoft enterprise certification authority. The Windows Server 2003 Enterprise Edition operating system certification authority is the only fully supported issuing certification authority for MDM.


LOB application servers: Windows Mobile devices managed by MDM can gain more secure access to your company LOB application servers. This includes the following:


Exchange servers: Outlook Mobile grants direct access to your company Exchange servers. This provides Windows Mobile devices access to calendar and e-mail services.


Custom application servers: You can make any custom-built applications for your organization that provide Web services to mobile clients, available to managed devices. 

Related Links

OMA

For information about OMA DM, see this OMA Web site: http://go.microsoft.com/fwlink/?LinkId=31849.


For information about SCOMO, see OMA specification for installing, uninstalling, launching, and terminating software on mobile devices at this OMA Web site: http://go.microsoft.com/fwlink/?LinkId=31849.

IKEv2 and MOBIKE

For the Internet Engineering Task Force (IETF) specification, see Mobile IPv6 Operation with IKEv2 and the revised IPsec Architecture, at this IETF Web site: http://go.microsoft.com/fwlink/?LinkId=98108.

MDM Gateway Server Architecture

Mobile Device Manager Gateway Server is the pivotal access point for managed devices. Typically, this server is installed in your perimeter network where a defense-in-depth approach helps protect the network security of your company. MDM Gateway Server is a stand-alone gateway that faces the Internet from inside the perimeter network. Typically, it is not domain-joined and shares no accounts or passwords with your company domain. It does not directly use Active Directory Domain Service, NTLM, or Kerberos access to authenticate devices because these would require Mobile Device Manager Gateway Server to be domain-joined or to store domain credentials. 

MDM Gateway Server authenticates incoming connection requests by using an offline certificate evaluation process that queries the device machine certificate. It allows an end-to-end SSL session to be maintained between the client application and MDM application servers.

The following illustration shows the detailed architecture of MDM Gateway Server:
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MDM Gateway Server has the following components:


Certificate store: MDM uses machine certificates to authenticate Windows Mobile devices and MDM Gateway Server and MDM Device Management Server. These certificates are stored in the Windows Certificate Store. 


MDM VPN agent: The virtual private network (VPN) agent handles communications between MDM Device Management Server and MDM Gateway Server. For MDM Gateway Server, the MDM Gateway Server cannot start communication with servers in the company network. For improved security, the MDM VPN agent does not start connections to MDM Device Management Server. 

As a best practice, we recommend that you implement firewall rules so that MDM Device Management Server is the only internal host with which MDM Gateway Server communicates, and that the direction of the traffic is outgoing (MDM Device Management Server to MDM Gateway Server) only.


Mobile VPN policy engine: This component establishes and manages the IPsec tunnel to and from the device. It works with the Mobile VPN driver in the networking stack to enable the Mobile VPN client to establish authenticated and encrypted communications over the mobile operator network or through a Wi-Fi network.


MDM Alerter agent: The Alerter agent notifies the device that pending Open Mobile Alliance Device Management (OMA DM) commands are waiting, such as a device wipe. The Alerter agent then notifies the device to start an OMA session. The managed device communicates with MDM Device Management Server through the usual mechanisms and then retrieves the command.


Mobile VPN driver: The Mobile VPN driver manages network communications with the device. It checks that data coming from the device is valid and that the device has a valid IPsec Security Association (SA). If the connection is valid, the data is forwarded. If the connection is not valid, the data is discarded or is moved up the network stack to the Mobile VPN policy engine to negotiate a new connection. 

After the managed device establishes a valid IPsec tunnel with MDM Gateway Server, it can access IT services for which the administrator provides access on your company network. The connection will fail if the user is denied access to a company IT service. 
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Note: 

The internal and external facing interfaces from the MDM Gateway Server must be on separate subnets.

MDM Device Management Server Architecture

Mobile Device Manager Device Management Server provides the services necessary to interface the management infrastructure servers and services of your company with MDM Gateway Server in the perimeter network. MDM Device Management Server transforms protocols that are used within your company to Open Mobile Alliance Device Management (OMA DM). This enables you to manage Windows Mobile devices in a manner similar to how you manage portable and desktop computers for your company.

Device management includes the following tasks:


Application distribution


Group Policy application


Firmware inventory


Device wipe

The following illustration shows the detailed architecture of MDM Device Management Server.
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MDM Device Management Server has the following components:


Administration services: These Web services manage the administration tasks received from Mobile Device Manager Console. When commands are received, the relevant service translates them into OMA DM tasks and then stores them in the relevant MDM database.


OMA service: This Web service works as an OMA proxy and enables the managed device to use OMA DM to communicate with MDM. This method provides more secure communication with systems in your company network. The OMA service converts tasks from the MDM database into OMA DM commands and then sends them to the managed device for execution. When the device has completed the commands, the OMA service updates the database with the device status.

This service supports load balanced arrays of MDM Device Management Server that provide a scalable architecture. You can use an appliance or the native Windows Network Load Balancer (WNLB) capability to load balance these arrays.


MDM software distribution: This service provides the interface to Windows Server Update Services (WSUS). All external communications use the standard WSUS interfaces. Therefore, no update to the WSUS servers is required.


Group Policy service: This service communicates with the Group Policy service on your company domain controllers. This service determines the Resultant Set of Policy (RSoP) from the Active Directory Domain Service for each device object in the domain. The service translates Group Policy settings into tasks and then stores them in the MDM database. The OMA service processes them and applies them to a device the next time that the device connects. 


Remote Wipe service: This service manages the command to wipe data from a managed device. This service is notified when a device has been wiped or the wipe command has expired. The service then does several things:


It communicates with a domain controller to remove the Active Directory Domain Service object for the device. 


It communicates with the MDM Enrollment Server to revoke the device certificate and delete its account from Active Directory. 


It updates MDM Gateway Server and databases so that the device cannot connect to the system by using its previous credentials. The device can complete the enrollment process again if it has to rejoin the managed environment.


Gateway Central Manager (GCM) service: This service helps overcome the difficulty of configuring a computer that is running MDM Gateway Server in the perimeter network in a more secure manner. The GCM service communicates configuration changes and updates to MDM Gateway Server. This communication is pushed through a Secure Sockets Layer (SSL) connection from MDM Device Management Server on the company network to the management Internet Information Services (IIS) instance on MDM Gateway Server.
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Note: 

For increased security, MDM Gateway Server is unable to start communications with MDM Device Management Server. Additionally, the GCM service uses ports other than the standard TCP 443 to manage Mobile Device Manager Gateway Server. The administrator can configure the port to use for the GCM service.

MDM Enrollment Server Architecture

Mobile Device Manager Enrollment Server provides the services that are required to enable a Windows Mobile device to join the managed device environment. 

The following illustration shows the architecture of MDM Enrollment Server.
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The MDM Enrollment Server has the following components:


Administration services: This collection of Web services is functionally similar to the administration services on MDM Device Management Server. Because the Enrollment Web service uses TCP port 443, the Administration Services uses other TCP ports that the administrator can configure. The default administration Web site port for enrollment is 8445.


Enrollment Web service: Internet Information Services (IIS) hosts this Web service that manages incoming requests from Windows Mobile devices to enroll in the managed infrastructure. After the Enrollment Web service receives a request, the service manages later communications with the Windows Mobile device until it becomes a domain-joined managed device. Then, MDM Gateway Server handles the communications. 


Enrollment service: This Windows service handles all communications to your Active Directory Domain Service and PKI infrastructure. 

MDM Enrollment Server provides a protected over the air (OTA) process to request and retrieve certificates for Windows Mobile devices. To help protect against malicious attacks, MDM Enrollment Server uses shared-secret encryption to perform protected enrollment over nonsecure connections, such as public General Packet Radio Service (GPRS), or other mobile data networks. This lets users enroll their device without having to cradle it and without having physical access to the company network.

Regardless of the size of your organization, the enterprise requires only one MDM Enrollment Server. If your company has to support the concurrent enrollment of thousands of Windows Mobile devices, consider MDM Enrollment Server similar to a server that is running IIS. In this scenario, you should follow the best practices for any IIS instance, and scale MDM Enrollment Server according to the expected traffic load and help protect by adding a proxy.

For more information about how MDM Enrollment Server enrolls a Windows Mobile device into the managed environment, see Device Enrollment with Mobile Device Manager.

MDM Client Architecture

The System Center Mobile Device Manager client application that lets you manage a Windows Mobile device through MDM is built into Windows Mobile 6.1 devices. It is not included in earlier versions of Windows Mobile. Windows Mobile 6.1 supports the standards needed to allow the client to establish an authenticated and encrypted communications channel to MDM Gateway Server.
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Note: 

Mobile operators can disable the MDM management functionality on your managed devices. Check with the operator to make sure that it will allow this functionality on devices that you purchase from them.

The following illustration shows the architecture of the MDM client on a Windows Mobile 6.1 device:
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The MDM client architecture consists of the following primary components:


Enrollment client: The Enrollment client is responsible for enrolling the device onto the managed MDM environment. During the enrollment process, the device is bootstrapped with the necessary settings and the certificates and certificate chain install. The device will use these certificates to authenticate on the company network.


Device Management client: The Device Management client receives the settings and policies from Group Policy and applies them to the managed mobile device. This communication authenticates by using MDM Device Management Server. Secure Sockets Layer (SSL) is used for the communication, even when data is encapsulated over the virtual private network (VPN) tunnel.


Software Distribution client: The Software Distribution client enables over-the-air (OTA) distribution of software packages to managed Windows Mobile devices. This client works together with Windows Server Update Services (WSUS) to deploy packages that can contain new software applications, updates to existing applications and systems, new policies, and changes to existing policies.


Device applications: The device applications, for example, line-of-business (LOB) mobile applications, are included with the Windows Mobile devices, or you can install them later. These applications may require access to the company network or to the Internet, depending on their nature.


Mobile VPN client: The Mobile VPN client is based on IPsec and has the logic, rules, policies, and settings for the VPN tunnel. After the enrollment process configures the Mobile VPN client, there is a sustained, always-on connection to MDM Gateway Server. 

The Mobile VPN client establishes the Mobile VPN tunnel to MDM Gateway Server. MDM Gateway Server then authenticates the tunnel by using the machine certificates provided to the device during the enrollment. The negotiation for the encrypted and authenticated IPsec connection is done by using Internet Key Exchange Protocol version 2 (IKEv2). 

The encryption mechanisms supported for this IPsec tunnel are the Data Encryption Standard (3DES) and Advanced Encryption Standard (AES) that use 128-, 192-, or 256-bit key lengths. SHA-2 is used for hashing. The Mobile VPN client has default settings and policies that define its behavior. The administrator can use Group Policy to reconfigure and control these settings. 

The Mobile VPN client supports key features for a mobile environment such as Network Address Translation-Traversal (NAT-T) and IKEv2 Mobility and Multihoming (MOBIKE) to negotiate fast reconnections.

If administrator policies allow the user to disable the Mobile VPN client, the user can do so if access to the company network is temporarily unnecessary. Administrators can configure the client to operate in a low-traffic mode for times when the device is roaming. 


Mobile VPN drivers: When the Mobile VPN tunnel is connected, the Mobile VPN driver intercepts all traffic and then sends the traffic over the Mobile VPN tunnel or discards it.

MDM Device Access Connection Method

Many Windows Mobile devices support two methods of connecting to a network:


The cellular data network of the mobile operator that connects to the Internet.


An 802.1X-based Wi-Fi connection. The Wi-Fi service could connect the device to several different types of networks. 

These connection types affect how to manage the devices and how they interact with your company infrastructure. 

The Mobile virtual private network (VPN) for the managed Windows Mobile device uses the best Internet connection available when it connects to Mobile Device Manager Gateway Server. If a better connection becomes available, the device does not switch to the new connection automatically. As an example, a device connected through Mobile VPN over a cellular connection to MDM Gateway Server continues to use the cellular connection even if a Wi-Fi connection becomes available. However, if the cellular connection does not become available, the Mobile VPN transitions seamlessly to the best communication channel that is available.
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Note: 

To minimize battery consumption, if the Mobile VPN connects over Wi-Fi, the device may disable Wi-Fi when the device goes into hibernation. If this occurs, the Mobile VPN can connect to MDM Gateway Server over the cellular connection if it is available.

The following illustration shows how the device can use the two connection types to access MDM Gateway Server in your organization. 
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The following list identifies the main access connection routes for a device:


Cellular data connection: This is the standard cellular mobile data service, such as General Packet Radio Service (GPRS) or Code Division Multiple Access (CDMA). Devices make these connections by using the data network of the cellular provider, and then connect to the Internet through the Mobile Operator IP network. From this point, the devices connect to the external MDM Gateway Server, where they authenticate and connect to internal resources. The mobile operator may provide direct, private access from the cellular mobile data service to an entry point in your company network. In this case, devices can connect over the cellular network and access the external MDM Gateway Server, where they authenticate and then connect to internal resources.


Wi-Fi hotspot connection: These connections provide a route to the Internet through Wi-Fi connections that are owned and managed by third-party providers. Wi-Fi hotspots are in many public places around the world, such as airports and coffee shops. With these connections, your devices connect to the network owned by the third party (usually protected by an IEEE 802.1X password or certificate) and are routed to the Internet. From there, the device connects to the external MDM Gateway Server for authentication and connection to internal resources.


Wi-Fi direct connection: MDM can manage devices that can connect directly to the Wi-Fi access points of your organization by using an 802.1x connection if the devices can access MDM. The transition to the Wi-Fi direct connection will not be seamless for devices that use MDM Gateway Server to connect to MDM over the Internet. To connect to the company network by using the Wi-Fi direct connection option, the user must manually disable the device Mobile VPN. We do not recommend this option when you have MDM installed and configured for your organization because the user must manually enable and disable the Mobile VPN on the device to transition to or from the Wi-Fi direct connection.  


Wi-Fi gateway connection: In this configuration, the organization has configured an internal MDM Gateway Server to manage the Windows Mobile devices as they connect to the Wi-Fi network of your organization. Although this approach may seem unusual, especially if you already enable devices to make direct Wi-Fi connections, it enables organizations to take advantage of MDM management and security-related features that are not available to directly connected devices.

For both internal and external gateway connections, we recommend that the network administrators for your company configure a firewall between MDM Gateway Server and your company internal resources. This configuration gives you a finer level of control over how you manage network traffic between the internal resources and the Windows Mobile devices.

MDM Server Configuration Overview

With System Center Mobile Device Manager, Windows Mobile 6.1 devices can become a trusted member of your company network. As soon as it is enrolled, the managed device can access internal network resources for your company that the administrator enables. This includes file shares, internal applications, Microsoft Exchange e-mail messages, Microsoft SharePoint® sites, and other services that before only desktop and portable computers could access.

The following MDM features help you manage, control, and make your mobile messaging environment more secure:


Enforce Active Directory group policies specific to managed devices


Wipe all data from managed devices and the contents of removable storage cards


Use Windows Server Update Services (WSUS) with MDM software distribution components to distribute .cab files to managed devices

With MDM architecture, you can configure MDM in your company infrastructure in many ways. However, this depends on the scalability option that you select and the availability of system requirements for your company. The following illustration shows an overview of the three primary server configurations:
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There are three primary configuration options:


Integrated configuration: For the minimal MDM configuration, install the components on two physical 64-bit servers: MDM Gateway Server on a stand-alone or workgroup server in the perimeter network; and MDM Enrollment Server, MDM Device Management Server, and Microsoft SQL Server on a domain-joined server in the company network. Although the integrated option provides a simple implementation, it is not the most secure configuration and can restrict an organization that has many Windows Mobile devices to manage.


Distributed configuration: Deploy each MDM component—MDM Gateway Server, MDM Device Management Server, MDM Enrollment Server, and SQL Server—on separate, dedicated physical 64-bit servers. This configuration provides better scalability than the integrated configuration. However, this configuration offers no redundancy and makes it more difficult to scale out with more servers when the number of managed devices increases. 


Scaled-out configuration (recommended): Configure MDM Gateway Server and MDM Device Management Server in load-balanced arrays. At first, an array may consist of only one server, but when the initial installation is set up as a scaled-out configuration, you can add more servers easily. We recommend that you have a dedicated computer that is running SQL Server to make software distribution on a larger scale easier. This is the recommended configuration for a production enterprise environment. The scaled-out configuration allows for the greatest scalability and the highest levels of availability for managed mobile devices.
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Note: 

To scale out MDM Device Management Server or MDM Enrollment Server, you can deploy either hardware or software load balancers. See the product technical documentation for features and limitations of load balancers. With either software or hardware balancers, affinity must be enabled in the load balancer configuration.

For more information about these configuration options, see Planning for Mobile Device Manager in the MDM Planning Guide.

MDM Multiple Instance Overview

In MDM, an instance specifies a separate, independent installation of MDM in a forest or in a domain. Microsoft System Center Mobile Device Manager (MDM) 2008 Service Pack 1 can support multiple instances in a single domain or across a forest, which provides flexibility and increased manageability for companies that deploy MDM in an enterprise-wide topology. This architecture provides a security-enhanced boundary between each MDM instance; therefore, managed devices will not have access to MDM servers in other instances.

To plan your MDM multiple instance topology, see Planning for Mobile Device Manager.

MDM Multiple Instance Functionality

The MDM multiple instance functionality is summarized by the following:

Single forest, multiple instances

	
MDM allows an administrator to set up one or more instances and manage the devices that are associated with each instance. Each instance runs independently from any other instance in the forest. Also, an administrator may create multiple instances within a single domain.

	Security-enhanced access


An MDM Gateway Server in any geographical location will only accept traffic from managed devices that are permitted to connect to its instance. The MDM Gateway Server inspects managed device traffic and either allows or blocks the Internet Protocol security (IPsec) session based on whether the device is authorized for that particular instance.


Help Desk support and management

	
Help Desk administrators can manage devices and servers in one or more specific instances. Also, other MDM management roles—such as MDM server administrators, device administrators, security administrators, and device support personnel—can be restricted to manage servers and devices in one or more specific instances.


Administration of an instance

	
MDM IT administrators can easily detect the instance to which they are attaching in MDM Console or in MDM Shell. Their management actions are only permitted in instances for which they have the authority to manage.


The following illustration shows a multiple instance environment for MDM.
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MDM Gateway Server in either instance will block communication from managed devices that are not authorized to access its instance. MDM Gateway Server will also not establish a trusted connection with an MDM Device Management Server from another instance.

In MDM 2008 SP1, all instances are separate and independent from other instances. Also the MDM Gateway Server is tied to a specific instance. For more information about separating MDM instances, see Configure Certificates with OIDs in the MDM Planning Guide.

MDM server, group, and, service components provide instance authorization at different points in the MDM architecture. The following illustration shows points of instance authorization in an MDM topology.
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The following are highlighted by number in the diagram:


1: Managed device to the MDM Gateway Server. The MDM Gateway Server authenticates managed device communication by referencing a list of approved device certificate object identifiers.


2: Managed device to the MDM Device Management Server. The MDM Device Management Server authenticates managed device communication by referencing the SCMDMEnrollDevices (<instance>) group. Only devices that are enrolled into this instance and are members of this group are authorized to contact the MDM Device Management Server.


3: Gateway Central Management (GCM) service to the MDM Gateway Server. The MDM Gateway Server validates that the MDM Device Management Server can connect to it by referencing a list of authorized GCM certificate object identifiers (as known as OIDs). The GCM service validates that it is contacting an MDM Gateway Server of the same instance by referencing a list of authorized Web server certificate object identifiers.


4:MDM Administrator Tools. Administrators are authorized against an instance based on their MDM group membership in the Active Directory directory service.

To read more on multiple instances with the MDM Enrollment Server, see Device Enrollment with Mobile Device Manager.

MDM Administrator Tools

You can manage the MDM system by using the following management consoles and extensions that are available in Mobile Device Manager Administrator Tools:

MDM Management Console: MDM Console is a GUI-based management tool you can install on the MDM Device Management Server, MDM Enrollment Server, or on computer workstations. With the Microsoft Management Console (MMC 3.0) snap-in, you can manage Windows Mobile devices, components, and gateway servers. The following list shows some examples of you how you can use this console:


Begin pre-enrollment requests.


Manage all Windows Mobile devices attached to the domain.


Service the infrastructure of the MDM system. 


Configure MDM Gateway Server. 


Perform administrative tasks, such as a device wipe.

Group Policy Extensions: With Group Policy extensions, administrators can manage device, network, and certificate settings through the Group Policy Management Console (GPMC). You use the GPMC to push MDM mobile group policies to managed devices and to enforce these policies. The GPMC extensions can assign specific Group Policy objects (GPOs) to organizational units (OUs), security groups, and Windows Management Instrumentation (WMI) filters. If it is required, the GPMC extensions block specific devices from receiving policies.

MDM Software Distribution Management Console: MDM Software Distribution Console provides software distribution capabilities and gives you the ability push software .cab files to a managed device. You can also manage and distribute software and firmware to managed devices by using MDM Software Distribution Console. 

MDM PowerShell Console: MDM Shell is built on Microsoft Windows PowerShell™ technology. It provides a command-line interface that enables the automation of administrative tasks by using cmdlets (pronounced "command-lets"). 

With the MDM Console and MDM Shell in MDM 2008 SP1 you cannot manage servers and devices from previous versions of MDM. You must use the MDM Console and MDM Shell from MDM 2008 to manage MDM 2008 components, and the MDM Console and MDM Shell from MDM 2008 SP1 to manage MDM 2008 SP1 components. Additionally you cannot install the MDM 2008 SP1MDM Console and MDM Shell on the same server or computer with the MDM 2008MDM Console and MDM Shell. The same applies for the MDM Software Distribution Console.

MDM Management Console Architecture

Mobile Device Manager Console architecture lets you manage servers and devices by using either a GUI console or a command line-based Microsoft Windows PowerShell console. 


The MDM Console snap-in is a GUI-based management tool. With this Microsoft Management Console (MMC 3.0) snap-in, you manage Windows Mobile devices and the MDM system.


MDM Shell provides a powerful command-line interface for MDM services and databases. 

Whichever console you use, a collection of PowerShell scripts called cmdlets (pronounced "command-lets") perform requested tasks. A cmdlet is a single-feature command that manipulates objects in Windows PowerShell. You can recognize cmdlets by their format: a verb and noun separated by a hyphen (-), such as Get-Help, Get-Process, and Start-Service.

These cmdlets provide the logic that performs the primary management tasks in areas such as the following:


MDM Device Management Server management


Enrollment service management


Priority tasks, such as device wipe 


Asset management

To support the new mobile device Group Policy settings, you use extensions to the Group Policy Editor and Group Policy Management Console (GPMC) tools. Setup installs a new MMC snap-in to enable MDM software distribution to a device.

MDM Shell Console

The computer that has MDM Console installed also stores the cmdlets. When you use the consoles, they call the cmdlets as needed. 

The following illustration shows you how MDM Console provides access to these functional management areas.
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You can manage MDM components directly on MDM Device Management Server by using a server-based management console, or by using a workstation-based console in a remote location. 

For MDM Gateway Server management tasks, the MDM GCM service is used on MDM Device Management Server to issue the command to the server by using a security-enhanced Secure Sockets Layer (SSL) connection through the internal firewall of the enterprise. This method helps minimize the security risk of communicating with MDM Gateway Server in the perimeter network by making sure that communications start only from MDM Device Management Server to MDM Gateway Server, and not vice versa. 

For local MDM Device Management Server–based management tasks, MDM Administration Service controls the communications and makes sure that tasks perform as requested. Finally, if the management task requires communication with the managed device, MDM Device Management Server communicates with the device by using an Open Mobile Alliance Device Management (OMA DM) session by using the Mobile virtual private network (VPN) connection set up from the MDM Gateway Server.

Overview of Group Policy Extensions for MDM
With System Center Mobile Device Manager extensions to the Group Policy Management Console (GPMC) and Group Policy Object Editor, network administrators can control managed Windows Mobile devices in a familiar environment and in a manner consistent with how they manage other networked desktop and portable computers. These extensions support existing GPMC functionality such as scripting, backup of Group Policy objects (GPOs), planning mode, and logging mode. 
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Note: 

These extensions are not supported for the Resultant Set of Policy (RSoP) snap-in.

Device Settings

From the GPMC, you can create GPOs that contain the configuration settings that you want to push to the managed devices. Then, you apply the GPO to the Active Directory Domain Services object that represents the managed device that you want to target. The settings are then sent to the device the next time that it connects to MDM Device Management Server. 

To configure groups of devices, you link the GPO to an Organization Unit (OU) that contains Active Directory objects for the managed devices that you want to target. Or, you use familiar tools such as Security Groups and Windows Management Instrumentation (WMI) filters to apply a GPO to a group of managed devices that meet group membership or WMI Filter query criteria.

MDM Administrative Templates hold most device-related settings. You use the Group Policy Object Editor user interface to access this information. 

Network and Certificate Management Settings

The Group Policy Object Editor provides the settings for more complex tasks such as configuring new network connections, editing or deleting existing network connections, and managing certificate stores on a managed device. 

Overview of Software Distribution Management Console for MDM
Mobile Device Manager Software Distribution Console is a Microsoft Management Console 3.0 (MMC 3.0) snap-in that you can use to deploy software packages to managed Windows Mobile devices.

MDM Software Distribution Console shows a hierarchical view of your software distribution deployment. It also shows status information and lets you select actions to perform. The following shows what you can do with the available services in MDM Software Distribution Console:


Create packages to distribute to managed devices.


Modify existing packages.


Approve packages for installation.


Delete packages.


Assign separate dependency rules for each package.


Support language dependencies.


View reports on software distribution results.

How MDM Works

This section describes how System Center Mobile Device Manager works.

In This Section

Device Enrollment with Mobile Device Manager
	Before a device can use MDM to connect to the company network, it follows a process of authentication and provisioning that ensures it is a recognized and verified member of the Active Directory domain in your company.


Mobile VPN with Mobile Device Manager
	This is the authenticated and encrypted connection established between a managed Windows Mobile device and MDM Gateway Server. After the Mobile virtual private network (VPN) is established, all network traffic from the device cellular wireless wide area network (WWAN) or its Wi-Fi connection redirects through it and back to MDM Gateway Server.


Device Management with Mobile Device Manager
	A managed device can communicate with MDM Device Management Server after it successfully negotiates the authenticated network access connection with MDM Gateway Server. The server collects information about the device and then pushes the appropriate Group Policy settings and software packages to it.


LOB Access with Mobile Device Manager
	Device-based applications can use an authenticated network access connection to create communication sessions with the e-mail and line-of-business (LOB) applications for your company. This communication requires that users provide account information to authenticate their account on the servers in your company network. MDM denies the connection if the user account does not have permissions to your company LOB servers.


Group Policy Application on Mobile Device Manager
	By using Group Policy, an administrator can enable or disable any device functionality. For example, an administrator could disable all cameras as a default setting, and the end user could not override this setting.

	Software Distribution on Mobile Device Manager
MDM Device Management Server regularly checks with MDM software distribution for newly published software packages and evaluates managed devices against package applicability rules and approval information.


Application Authentication on Mobile Device Manager
	After a managed Windows Mobile device establishes an authenticated network access connection, it can access IT services on your company network. 


Device Enrollment with MDM
Before a Windows Mobile device can connect to Mobile Device Manager Gateway Server, it must establish itself as a known and authenticated object in the Active Directory Domain Service. In general, this is accomplished in the following way:

1.
A Windows Mobile device requests a certificate. 

2.
MDM Enrollment Server creates an Active Directory Domain Service computer account for the device and issues the machine certificate based on the certificate request.  MDM Enrollment Server also links the computer account to the Active Directory account for the user.

3.
MDM Enrollment Server then creates a link between the certificate and the device object in the Active Directory Domain Service.

By design, this process includes issuing an enrollment password that is for one-time use within a default eight-hour time period. If the enrollment process fails, the password is valid until it is either used successfully or expires. After expiration a new enrollment request must be generated and the password communicated to the user.

Device enrollment in a multiple-instance scenario differs slightly from that in a scenario that has only one MDM instance. 

Device Enrollment for One Instance

The following illustration shows device enrollment in a one-instance scenario.

[image: image18.png]Web Publishing Domain
Server oM Controller
Windows Mobile Erpotment
Device
s Certifcate
\ Services
- —
sl Server
MDM Gateway
Server
Perimeter
Network | Company Network





The following enrollment steps show how a Windows Mobile device can authenticate to MDM Gateway Server and become an MDM–managed device:

1.
A device enrollment request is generated.

2.
The device enrollment request process generates a one-time enrollment password that is shared with the user of the device in a security-enhanced manner. Also, the MDM Enrollment Server creates an Active Directory computer account for the device.

3.
The user starts the enrollment wizard on the device and provides the e-mail address that the wizard uses to discover and connect to MDM Enrollment Server. 

If the enrollment process cannot discover the address for MDM Enrollment Server, it prompts the user for the URL. 

4.
The enrollment wizard on the Windows Mobile device contacts MDM Enrollment Server and requests the Enterprise Trust Root Certificate. 

5.
The enrollment wizard authenticates the server response by verifying that the returned data was derived from the one-time enrollment password and the Enterprise Trust Root Certificate.

6.
The enrollment wizard generates a certificate request and sends it to MDM Enrollment Server together with a hash that is generated from the one-time enrollment password and the certificate request.

7.
MDM Enrollment Server locates the Active Directory Domain Service computer account for the device, and the device certificate is issued based on the certificate request received from the device. MDM Enrollment Server also links the computer account to the Active Directory account for that user.

8.
The machine certificate is returned to the device, completing the process. 

9.
The device disconnects from MDM Enrollment Server.

10.
If the mobile virtual private network (VPN) is required, the user is prompted to reset the device.

Device Enrollment for Multiple Instances

In MDM 2008 SP1, an instance specifies a separate, independent installation of MDM in a forest or in a domain. When you install more than one instance of MDM, each instance requires an MDM Enrollment Server. In a multiple-instance scenario, when you want to enable enrollment autodiscovery so the user does not have to provide a URL, only one MDM Enrollment Server is published to the Internet with the mobileenroll.<domain.com> name. The MDM Enrollment Server for other instances may still be accessed through the Internet but must be given a different external name, such as mobileenroll02.<domain.com>, and must have Secure Sockets Layer (SSL) certificates corresponding to the published name. All communication for device enrollment goes to this published server. 

When you install an MDM Enrollment Server in more than one instance, the MDM Enrollment Server published to the Internet relays incoming enrollment requests to other MDM Enrollment Servers to find a valid pre-enrollment record. It returns all MDM Enrollment Server names that have a pre-enrollment record for the device. The device then establishes communication with one of these MDM Enrollment Servers to complete the enrollment process.

The following illustration shows the enrollment process in a multiple-instance scenario.
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In this example, instance 1 and instance 2 each contains an MDM Enrollment Server. The following steps describe the enrollment process: 

1.
A pre-enrollment request is created for instance 2. 

2.
The user begins the enrollment process on the Windows Mobile device. 

3.
The mobile device discovers the public MDM Enrollment Server in instance 1. 

4.
The MDM Enrollment Server in instance 1 checks the Active Directory service connection points (SCPs) that contain information for all instances. It contacts the MDM Enrollment Servers for all other instances in the Active Directory forest, and in this case finds the pre-enrollment request for the user in instance 2. 

5.
The MDM Enrollment Server in instance 1 searches internally for the Domain Name System (DNS) name of the MDM Enrollment Server in instance 2. Once it is located, the external DNS name of the MDM Enrollment Server in instance 2 is provided to the device.

6.
The mobile device is redirected to the MDM Enrollment Server in instance 2, and the user is asked to supply a password. This completes the enrollment process.

MDM 2008 SP1 also supports enrollment autodiscovery that finds a specific MDM Enrollment Server from an e-mail address that the user enters in the device enrollment tool. 
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Note: 

Enrollment autodiscovery in MDM 2008 SP1 works for devices that are running Windows Mobile 6.1.4 or later. On previous versions, autodiscovery will work only if all devices are all enrolled to the instance that has the published MDM Enrollment Server. 

For more information about using enrollment autodiscovery, see Best Practices in MDM Deployment, under MDM Server Installation.

Mobile VPN with MDM
After a device successfully finishes the enrollment process, it uses its Mobile virtual private network (VPN) client to connect to Mobile Device Manager Gateway Server. The Mobile VPN client uses Internet Protocol security (IPsec) to authenticate and encrypt data passed between the devices and MDM Gateway Server. After authentication, you can manage the device over Mobile VPN, and you can access your company network resources in a controlled manner.
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Note: 

MDM manages network traffic from wireless wide area network (WWAN) and Wi-Fi connections only. It does not manage remote network driver interface specification (RNDIS) connections, or personal area network (PAN) connections, such as Bluetooth or Infrared Data Association (IrDA).

The following illustration shows you how to create a connection to MDM Gateway Server from a Windows Mobile device:
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The Windows Mobile device must create an IPsec tunnel to MDM Gateway Server to access the internal resources of your organization. The following steps show how the VPN tunnel is created:

1.
The device begins an Internet Key Exchange version 2 (IKEv2) connection request by using the Mobile VPN client software that is included in Windows Mobile 6.1.

2.
MDM Gateway Server receives the connection request, starts an IKEv2 or IKEv2 Mobility and Multihoming (MOBIKE) negotiation with the devices.

3.
During this negotiation:


To authenticate the device, MDM Gateway Server verifies with the certification authority that the machine certificate of the device is valid.


The device verifies that the machine certificate for MDM Gateway Server is valid and trusted.


The device and MDM Gateway Server negotiate the Mobile VPN connection parameters.

If these checks completed successfully, the device and server have authenticated themselves.

4.
The device then requests or renews a virtual IP address from MDM Gateway Server. The server first checks that this is the only connection that it has with the device (only one connection per device is allowed), and then issues an IP address from the available Mobile VPN address pool configured during MDM Gateway Server Setup. If previously connected to MDM Gateway Server, the device can request the same virtual IP address previously assigned. MDM Gateway Server will assign it if it is available.

5.
The device uses the IP address received from the server as the virtual IP address for the IPsec connection. After the IP address is assigned and the connection parameters negotiation is complete, an IPsec-encrypted tunnel can be set up between the device and server.

6.
This IPsec connection forwards all traffic through the IPsec tunnel to and from the device.

MDM Gateway Server now manages all network traffic from the device and provides an endpoint for the Mobile VPN tunnel. MDM Gateway Server can now route traffic from the device to your company network. MDM Gateway Server can be configured to forward Internet traffic toward a network proxy service (as shown in the diagram). Device traffic destined for the Internet is forwarded by the proxy to the Internet or the company network as appropriate. Typically, device network traffic that leaves MDM Gateway Server filters through a firewall before reaching your company network. However, this depends on the infrastructure design and the location of MDM Gateway Server.

Device Management with MDM
After the VPN tunnel is established, the managed Windows Mobile device sends a request to Mobile Device Manager Device Management Server through MDM Gateway Server. Based on the local routing settings, MDM Gateway Server routes the message directly to MDM Device Management Server through the internal firewall. MDM Device Management Server pushes a Group Policy setting to the managed device. These settings include the client VPN proxy and an exception proxy. The client proxy becomes active. Unless listed in the proxy exception list, all traffic that uses the connection manager on the managed device, including Open Mobile Alliance Device Management (OMA DM) traffic, now routes through this proxy.

The following illustration shows how this is a direct process between MDM Device Management Server and the managed device. MDM Gateway Server only forwards network traffic to and from the managed device.
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The first time that the managed device successfully connects to your company network by using MDM Gateway Server, it communicates with MDM Device Management Server to report its configuration and check for updates. The following steps detail this process:

1.
After the device connects to MDM Gateway Server, it begins an OMA DM connection to MDM Device Management Server.

2.
MDM Device Management Server authenticates the managed device by using Internet Information Services (IIS) Active Directory Certificate Mapping, which uses the machine certificate for that device, the Secure Sockets Layer (SSL) authentication process, and Active Directory Domain Service machine account mapping. There is a one-to-one mapping between the machine certificate and the domain machine account. 

3.
MDM Device Management Server configures the managed device with an initial connection schedule and then queries the device for information about its current configuration. When the query returns, the device disconnects.

4.
MDM Device Management Server calculates the Group Policy and the initial managed applications that are required for the device. These settings are calculated and cached as OMA DM commands in the MDM database to use when the client connects again. 

5.
The device reconnects to MDM Device Management Server by using the schedule it received during the first connection. At this point, MDM Device Management Server pushes the OMA DM commands to the device to configure it.

6.
After the initial schedule and changes are complete, the device is set to a default reconnection schedule of eight hours. The administrator can change this setting.

7.
If the device has to receive Group Policy or software packages, MDM Device Management Server pushes these settings through MDM Gateway Server, down the Internet Protocol security (IPsec) tunnel and to the device.

Internet Access

Before it is provisioned with proxy settings, the client might be unable to access the Internet. After it is provisioned with proxy settings, the managed device sends an HTTP request to an Internet Web site. The managed device checks the URL within the request and then sends the request to the provisioned proxy through the VPN tunnel. When the request from the managed device arrives, the MDM Gateway Server queries the local routing table to see how to route this traffic to the Web proxy. The proxy receives the message, applies the proxy policy, changes its source IP address to a routable Internet IP address, and then sends the IP address back to the Internet.

LOB Access with MDM
The following are four ways that you can configure System Center Mobile Device Manager to route internal line-of-business (LOB) traffic:


Direct access by using NetBIOS name: The LOB application that is running on the managed Windows Mobile device sends a request to the NetBIOS name of an LOB service that resides within the company internal or perimeter network. The managed device transmits this message through the virtual private network (VPN) tunnel. Based on the local routing table, MDM Gateway Server forwards the message to the next router, which then sends it to the server that hosts the LOB service. This is also known as a network hop. 
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Note: 

For direct access to work by using a NetBIOS name, WINS must be available and MDM Gateway Server must configure the WINS servers in the device as part of the VPN negotiation.


Direct access by defining networks or domains that map to the company network: During the provisioning process, you can use Group Policy settings to configure the list of company-internal destinations on the managed device. After the company network destinations are configured on the managed device, the LOB application that is running on the device sends a request to an LOB service that resides within the company internal or perimeter network. This LOB service destination is listed in the company network list. Network traffic then moves from the managed device through the VPN tunnel, bypassing the provisioned proxy. Based on the local Windows-based operating system routing table, MDM Gateway Server forwards this message to the next network hop.


Proxy access (Web proxy traffic): In this case, when the Mobile VPN connected, a proxy was configured for network access. The LOB application that is running on the managed device sends a request to an LOB service that resides within the company internal or perimeter network. The destination URL is a fully qualified domain name (FQDN) or an IP address. The managed device sends the request to the provisioned proxy through the VPN tunnel. MDM Gateway Server queries the local Windows-based operating system routing table for the proxy location. The proxy receives this message, applies the proxy policy, changes its source IP address, and then sends it back to its destination LOB service.


Direct access: In this case, when the Mobile VPN connected, no proxy was configured for network access. The LOB application that is running on the managed device sends a request to an LOB service that resides within the company internal or perimeter network. The destination URL is a FQDN or an IP address. The managed device sends the request to MDM Gateway Server directly. MDM Gateway Server queries the local Windows-based operating system routing table for the LOB service location and then sends the request to the destination LOB service.

Group Policy Application on MDM
A managed device processes Group Policy settings in a manner similar to a standard Windows-based operating system desktop or portable computer. By using the updated MDM-aware Group Policy management tools, an administrator can use the following features to assign specific Group Policy objects (GPOs):


Organizational Units (OUs)


Security groups


Windows Management Instrumentation (WMI) filters

Software Distribution on MDM
Mobile Device Manager Device Management Server regularly checks with MDM software distribution for newly published software packages and evaluates all managed devices against package applicability rules and approval information. MDM Device Management Server uses this information to determine which packages to apply to each device, and then it creates the required Open Mobile Alliance Device Management (OMA DM) commands in the database. 

When a device connects, it automatically downloads and installs the packages offered to it by MDM Device Management Server. 

The following steps describe how MDM software distribution issues software packages to a managed mobile device:

1.
At a scheduled connection time, the device connects to the OMA service on MDM Device Management Server by using MDM Gateway Server. A Secure Sockets Layer (SSL) session is established between the device and the OMA service by using an OMA DM session. 

2.
MDM Device Management Server obtains the OMA DM commands for the device from the database.

3.
MDM Device Management Server offers the applicable software packages to the device.

4.
The device downloads and automatically installs the software packages.

5.
The device reports the result of the software package installation back to MDM Device Management Server.

6.
MDM Device Management Server updates the inventory information for the device in its SQL database.

Application Authentication on MDM
A managed Windows Mobile device that establishes an authenticated network access connection is granted access to the IT services that are published from the existing IT infrastructure. 

From this point, permissions to access these services come from the user credentials that are requested from the applications or services themselves. For example, a managed device can connect to an internal Microsoft SharePoint portal that is configured to allow anonymous connections. However, if the SharePoint site requires user authentication, users must provide their credentials before they can browse the site.
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