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Abstract
Computer virus and worm attacks, spyware, phishing, pop-ups, dangerous controls and other types of malware are a reality of conducting business in the 21st century. These potential threats continue to propagate on the Internet and attacks are growing in both frequency and sophistication. Over-stressed IT departments, especially those of small business and mid-market organizations, struggle with the challenges of deploying a seemingly endless flow of security updates. Failure to quickly deploy the most critical of these updates can result in a paralyzing security breach for the organization. The need to identify security threats, plan and evaluate security strategies, and keep up with the latest security technologies can be challenging to any IT organization. 

This white paper summarizes the experience of 12 small business, mid-market, and enterprise organizations that participated as early adopters of Microsoft® Windows® XP Professional Service Pack 2 (SP2). These organizations migrated from environments based on various Windows desktop operating systems to Windows XP Professional Service Pack 2. Although participating organizations varied widely in terms of the number of computers supported, size of dedicated IT staff, and Windows XP Professional use scenarios, they all benefited from the improved architecture and associated security benefits of the new operating system. 
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Executive Summary

Securing modern IT infrastructures from external threats and internal vulnerabilities is a complex, challenging task. If not properly identified and addressed, security issues can interrupt business-critical services, drive up operating costs, and erode the productivity of an organization’s IT professionals and PC users.

Microsoft introduced the advanced security technologies of Microsoft® Windows® XP Professional Service Pack 2 (SP 2) to help IT departments plan and execute strategies that avoid or reduce security threats to their network assets. 
,
 The service pack provides the software tools and updates that can help IT organizations of all sizes meet current and ongoing security challenges more effectively than with previous versions of Microsoft desktop operating systems (OS). 

This white paper is based on results of an independent study of 11 early adopter organizations conducted by Wipro Technologies during the autumn of 2004. Microsoft’s internal operations and technology group (OTG) also provided evidence related to application compatibility planning, testing procedures, and best practices. The study documents how the security enhancements of Windows XP Professional Service Pack 2 helped these organizations avoid or reduce virus and malware threats from outside the organizational firewall, become less vulnerable to e-mail and download-related security threats, and spend less time and effort in IT support tasks. 
Early adopter organizations report the following benefits:

· Greater system availability. A county government in the southern United States reduced system interruptions caused by viruses, spam, and pop-up ads to virtually zero. Improved system performance enabled the county to prosecute suspects in a more timely manner and also improved network administrator and end-user productivity.
· Reduced security-related system management effort. A Midwestern insurance agency blocked malicious code at the desktop level, which saved the company 10 to 15 hours a month that would otherwise be spent paying the company’s third-party IT support provider to disinfect desktop PCs.

· Lower IT support costs. A construction aggregate supplier in the southern United States accelerated delivery of security updates and reduced IT support costs by an average US$ 3,000 per month by using the Automatic Updates service.
In another example, an IT consultancy in the Midwestern U.S. reduced its exposure to security threats and reduced the group’s computer maintenance costs by 33 percent by replacing its manual security update and tracking system with automated updates based on the Automatic Updates service. Reducing IT support costs enabled the company to preserve precious resources that can be used to support the company’s mission.
· Improved employee productivity. Customers of the same IT consultancy used the easy-to-use, easy-to-configure Windows Security Center to monitor security settings such as Automatic Updates, the Windows Firewall, and antivirus software from a single network location. The reduced workload that resulted improved the customers’ protection against security threats and helped them avoid having to hire extra personnel to support security-related tasks. As a result, the customer companies can spend less time resolving security issues and more time generating business.
Introduction

Computer virus and worm attacks, spyware, phishing, pop-ups, dangerous controls and other types of malware are a 21st century business reality. These potential threats continue to propagate on the Internet, and attacks grow in frequency and sophistication. Over-stressed IT departments struggle with the challenges of deploying a seemingly endless flow of security updates. Failure to quickly deploy the most critical of these updates can result in a paralyzing security breach. 

Researchers at the University of California at Berkeley recently published a paper predicting that a worm attack could cause US$ 50 billion in damages in the United States alone.
 Having already weathered outbreaks of high-profile worm and viruses such as MS Blaster and Sobig, IT departments are well aware of these risks. Although no approach to fend off these threats is foolproof, organizations that harden their IT infrastructure and employ best practices to distribute critical security updates can significantly reduce their exposure to security threats.

During the autumn of 2004, the Product Strategy and Architecture practice of Wipro Technologies performed a study of Windows XP Professional Service Pack 2 early adopters. These 11 organizations represented a broad range of market sectors, including financial services, manufacturing, information technology, and government agencies. The study focused on how these organizations used the advanced security technologies of Windows XP Professional Service Pack 2 and which features provided them with the most tangible financial value. 

This paper summarizes the results of this study and describes the benefits that Windows XP Professional Service Pack 2 provided the organizations participating in the study. This paper includes the following sections:

· “Windows XP Professional Service Pack 2 Security Capabilities” describes components and capabilities of Windows XP Professional Service Pack 2.
· “Early Adopter Experience with Windows XP Professional Service Pack 2” describes how early adopter organizations used Windows XP Professional Service Pack 2 capabilities to reduce security threats and vulnerabilities, simplify security-related IT support tasks, and ensure application compatibility in complex security environments. This section also highlights the application compatibility planning and testing methods that Microsoft’s internal IT group engaged in when they became early adopters of Windows XP Professional Service Pack 2. 
· Appendix A, “About This Report” describes the methods used to conduct the Wipro early adopter study and profiles participating organizations.
· Appendix B, “Microsoft Windows XP Professional Service Pack 2 Deployment Experience” describes the deployment planning and installation experience of Microsoft’s internal operations and technology group (OTG) when they first adopted Windows XP Professional Service Pack 2.

Components and Capabilities of Windows XP Professional Service Pack 2

In August 2004, Microsoft released Windows XP Professional Service Pack 2, a free service pack update of Windows XP Professional. Service pack functionality included a variety of advanced security technologies that establish strong default security settings and add new capabilities that can protect personal computers (PCs) from worms, hackers, and other security threats. 

This section describes the security-related components and capabilities of Windows XP Professional Service Pack 2 and how IT professionals can use them to create more secure and reliable IT infrastructures.
Security Components 

Windows XP Professional Service Pack 2 delivers improved security technologies that help to protect organizations against viruses, malware, and other security-related threats to the IT infrastructure of their organization. These technologies are not intended to replace periodic security updates. Instead, they are meant to help strengthen the overall defenses of Windows XP Professional against malicious attacks.

The advanced security technologies of Windows XP Professional Service Pack 2 are designed to help IT professionals spend less effort in meeting security challenges and help IT organizations reduce the costs of security-related system management. Major security-related components of Windows XP Professional Service Pack 2 include:
· Strong, policy-based firewall. Windows Firewall, previously called the Internet Connection Firewall (ICF) is a desktop-based, stateful filtering firewall used in Windows XP Professional. Windows Firewall protects computers that are connected to a network by preventing unsolicited incoming traffic through TCP/IP version 4 (IPv4) and TCP/IP version 6 (IPv6) connections. Many past attack scenarios were based on exploiting weaknesses in applications associated with known services. In Windows XP Professional Service Pack 2, the ports for these services are now closed by default to all unsolicited incoming connection requests. Windows Firewall provides more flexible port management by enabling IT professionals to open and close ports based on specific security zones or on policy-based rules associated with specific applications.
· Buffer overrun protection. Although no single technique can completely eliminate this type of vulnerability, Windows XP Professional Service Pack 2 uses different approaches to reduce the threat of buffer overrun attacks. Windows XP Professional Service Pack 2 reduces the exposure of buffer overruns by recompiling some components of Windows XP with the /GS flag. This approach prevents buffer overruns that overwrite the return address of the function by terminating the process. Overflows rely on overwriting data structures with malicious code and then executing that code. Windows XP Professional Service Pack 2 uses support from Microsoft’s hardware partners to permit only the execution of code in memory regions specifically marked as executable.

· Group Policy and command-line configuration options. Windows XP Professional Service Pack 2 extends the manageability of client computers by using Group Policy objects of the Windows Active Directory® directory service. This approach helps IT organizations to manage security settings of Windows Firewall, Internet Explorer, and RPC functionality. By using these objects, IT organizations can selectively open ports in the Windows Firewall for specific systems and customize specific security settings of Internet Explorer. Although Group Policy objects are not required to deploy the service pack successfully, their use ensures that client PCs are configured correctly and offers flexibility if configuration changes are required in the future.
· Enhanced Internet Explorer security behavior. Windows XP Professional Service Pack 2 blocks unknown and unsigned Active X controls that could potentially damage a local-area network (LAN). Protections embedded in the browser are designed to thwart hacker tricks such as user interface (UI) spoofing. These protections also enhance the privacy of users who run Internet Explorer. 
To prevent malicious applications from being started from Internet Explorer, Service Pack 2 uses default security behaviors such as verification that all Active X controls are signed, warning users about unsigned Active X controls, and blocking Active X and applications that are not user-initiated. 
· Attachment execution services. Windows XP Professional Service Pack 2 uses the Attachment Execution Services application program interface (API) to open and evaluate potentially unsafe attachments in a safe environment. This feature opens Internet Explorer, Microsoft Outlook® Express, and Windows Messenger attachments with restricted privileges that reduce their access to OS resources such as system calls, which prevents a malicious attachment from executing harmful code.
· Pop-up blocker. Browser add-ons have the potential to disrupt desktop operating systems and cause crashes. Eliminating add-ons enhances the overall stability of Windows XP Professional, which in turn reduces help desk effort. Windows XP Professional Service Pack 2 also includes a very effective pop-up blocker to create a more pleasant and productive Web browsing experience. In addition, the enhanced security of Internet Explorer and the new pop-up blocker will significantly reduce exposure to spyware and malware.

· Reduced remote procedure call attack service. By default, Windows XP Professional Service Pack 2 eliminates anonymous access to remote procedure call (RPC) interfaces on client computers. This restriction blocks anonymous calls to the RPC service, which malicious users have exploited to breach the security of client computers. Windows XP Professional Service Pack 2 enables IT professionals to restrict RPCs to the local client PC, run RPC services with reduced privileges, and block unauthenticated RPC calls by default. RPC over universal data protocol (UDP) is disabled by default, which limits unapproved access to a client desktop.
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Exhibit 1 compares selected features of Windows XP Professional service Pack 2 and previous versions of the Windows desktop operating system.
 
Exhibit 1: Comparison of Windows operating system security features

Application Compatibility Issues 
In many IT departments, where staff members often struggle to maintain day-to-day operations with limited resources, pre-deployment application testing can be a time-consuming challenge. IT professionals at many Microsoft customer organizations recognize the value of advanced Windows XP Professional Service Pack 2 security technologies. However, they have also voiced concerns that their IT organizations lack the time and other resources needed to test the service pack for application compatibility with packaged and legacy applications installed in their computing environments. 

These valid concerns reflect inherent tradeoffs of deploying Windows XP Professional Service Pack 2. The service pack provides distinct benefits to organizations that choose to deploy it. However, these benefits require a deliberate tradeoff of enhanced security and pre-deployment planning and testing, resources that might not have been necessary with previous deployments of Windows desktop operating systems. This testing is necessary because some applications might not work in a Windows XP Professional Service Pack 2 environment.
Mindful of these additional requirements, Microsoft has provided technical support materials to reduce the time and effort of compatibility planning and testing. The white paper, “Application Compatibility Testing and Mitigation Guide for Windows XP Service Pack 2,” describes how to test for application compatibility with Windows XP Professional Service Pack 2 and mitigate possible issues caused by its new security technologies.

A detailed description of how Microsoft’s internal IT group (OTG) conducted application compatibility planning and testing methods is provided in “Application Compatibility in Complex Security Environments” later in this report. For additional information about other white papers, deployment guides, and technical resources related to security and application compatibility, see “For More Information” later in this report. 
Early Adopter Experience with Windows XP Professional Service Pack 2

Results of the early adopter study conducted by Wipro Technologies revealed that participating organizations used Windows XP Professional Service Pack 2 in many different ways. Some specific uses include:

· Reduce frequency and severity of security incidents. Blocking viruses and malware, alerting users to potentially unsafe email attachments and downloads, protecting virtual private network (VPN) and other remote access communications, and reducing the vulnerability of wireless local area network (WLAN) communications
· Control access to network resources. Restricting access to sensitive data and network resources
· Block unwanted e-mail ads and content. Blocking unauthorized or unwanted ads and Internet content
· Reducing the time and effort of security-related support tasks. Monitoring networks for security status, distributing security updates, and ensuring application compatibility in complex computing environments
This section describes how study participants used selected service pack technologies to avoid or reduce external security threats, reduce internal security vulnerability, and simplify security-related system management tasks. 

Frequency and Severity of Security Incidents

Early adopters used the strong, policy-based firewall and pop-up blocker of Windows XP Professional Service Pack 2 to help protect documents and network communications from viruses and worms, improve responses to day-zero attacks, and protect mobile devices from unwanted e-mail and harmful code.
Prevent Virus Attacks to Ensure Continuous Operations

Delivering dependable, nonstop service required the IT staff of a southern U.S. county government to respond to potential IT threats and maximize security of the county’s IT infrastructure. County officials estimate that 25 percent of incoming e-mail messages contain viruses. Although the county had typical security measures such as firewalls and antivirus software in place, it succumbed to the Blaster computer virus in August 2003. The virus caused a widespread 48-hour outage, which delayed processing of criminals in the county jail. Because IT system downtime delayed prisoner release and prevented prosecution of suspects, these delays caused complaints to be filed against the county. Viruses, spam, and pop-up ads also resulted in ongoing service interruptions, which in turn eroded network administrator and end-user productivity.

To prevent virus attacks from interrupting county services, the IT staff introduced Microsoft Windows XP Professional Service Pack 2 to its computer environment to provide continuous service and improve employee productivity. Since install​ing Windows XP Professional Service Pack 2, the county has seen little or no downtime.
The IT staff of a western U.S. electrical utility also understands that reducing the effects of security-related outages is an essential part of ensuring continuous, cost-effective service to its customers. The company uses enterprise resource planning (ERP) software to operate all of its departments as a single, integrated network that runs off of a single database. Although this approach simplifies communication and information sharing, it also makes the entire system more vulnerable to security-related service interruptions. The IT staff wanted to reduce the risk of security breaches on its network, decrease the number of pop-up ads, and update its desktop operating system. 

Utility technicians took many precautions such as installing a network system firewall and anti-virus software on company desktops, yet IT staff members felt that they were relying too much on the sophistication of its users. These fears became reality in August 2003, when a small percentage of the company’s computers were hit by a virus. The utility committed itself to further reducing the risk of security breaches or at the very least, reducing the cost of mitigating the risk. Since 2003, the utility has deployed Service Pack 2 on almost all of its 1,200 workstation computers and plans to install the service pack at its subsidiaries in the near future. 
Improve Response to Day-Zero Attacks

The security office of a large U.S. university medical center estimated that the virus events of August 2003 resulted in the loss of 100,000 hours of employee productivity and disruptions of patient care, which the center’s staff deemed unacceptable. Although the center’s automated patch management solution based on Microsoft Systems Management Server 2.0 (SMS) and Microsoft Software Update Services (SUS) provided some protection, it could not prevent potential day-zero attacks. 

The medical center used Windows XP Professional Service Pack 2 as a component of an overall initiative to protect its network from computer viruses and worms. By using the Windows Firewall to protect laptops that run on networks inside and outside the center, center officials expect to eliminate the scenario in which mobile devices are the source of virus outbreaks on the campus network. Additionally, the ability to control the Windows Firewall with Group Policy objects also enables users to prevent attacks after a security threat is announced, but before the center’s IT staff deploys an update. As a result, the security features in Windows XP Professional Service Pack 2 will allow employees to focus more effort on meeting the center’s patient care, education, and research mission and spend less time fighting viruses and worms.

“Microsoft’s inclusion of the Windows Firewall in Windows XP Service Pack 2 allows us to provide a rudimentary centrally-managed host-based firewall with no additional software acquisition costs for our organization. With the Windows Firewall in place, our substantial laptop population will be protected against viruses when they are connected to foreign networks, even if those laptops [PCs] do not have current updates. This additional protective measure is one of the key components of a broader strategy to secure the center’s network from worms and viruses. Before we implemented the Windows Firewall, these laptops were one of the primary remaining potential sources of the introduction of viruses into the center’s network.” Manager of Network Technical Services at a large U.S. university medical center
Protect Mobile Devices 

At the same university medical center, 75 percent of the employees use mobile computing devices in their day-to-day duties. Laptop PCs are an integral part of the medical school curriculum and are used both on and off campus. The medical center uses outsourced IT support services, installation services, and dedicated IT personnel in various university departments. 

The single biggest advantage that Windows XP Professional Service Pack 2 provides the center is substantially improved security of mobile devices that leave the university campus. Medical center officials expect that the Windows Firewall will be the service pack’s biggest contributor to a lower IT support and maintenance workload. The firewall will reduce some of the pressure on the IT staff to rapidly deploy security updates and will help them test them more thoroughly before deployment. The firewall and other capabilities such as data execution protection will help to protect PCs between announcement of a security vulnerability and deployment of a security update. Also, Internet Explorer security features such as the pop-up blocker will reduce the amount of spyware that gets installed onto center PCs, thus reducing help desk calls to repair machines infested with spyware.

Access to Network Resources

Participating organizations used the centralized management capabilities of the Active Directory and Group Policy objects to standardize and enforce security policies and provide secure computing in disparate IT infrastructures.
Lock Down Desktop Functions 

The computer network at an electrical utility in the western United States lacked robust security policies. As a result, users downloaded spyware and adware as they copied programs and screen savers from the Internet. Many employees tried to implement security remedies themselves without considering how those measures might affect their computer or the network. As a result, calls to the help desk continued to increase. The utility’s program manager acknowledged that unless the IT staff had the appropriate protection in place, any user with an infected laptop computer could bring down the whole network. 

New Group Policy settings of Windows XP Professional Service Pack 2 enabled the company’s IT staff to standardize and enforce corporate security standards. Now, with Windows XP Professional Service Pack 2, network management is almost entirely in the hands of the IT staff. As a result of the new corporate security standards and the significant decrease in downloaded shareware, the help desk now receives a mere fraction of the calls that it had received in the previous environment.

"For the IT administrative staff, being able to create and manage network policy has decreased the number of threats to network security. In the previous environment, we struggled with corporate security in part because technicians lacked an effective enforcement mechanism. By using Active Directory and Group Policy objects, the IT staff lock down users’ ability to change Windows Firewall configurations.” Senior Analyst, IT Infrastructure at a large western electrical utility
The utility’s IT staff also took advantage of more than 600 new Administrative Template policy settings in Windows XP Professional Service Pack 2 to add more Group Policy settings to the network. These policy settings, which are related to Internet Explorer, Windows Firewall, Automatic Updates, and security functionality, enabled the group to establish 25 domain policies rather than the 3 that the group used before service pack deployment. 

Harmful Code and Unwanted Email 
Early adopters of Windows XP Professional Service Pack 2 used the service pack popup blocker to eliminate distracting email messages and potentially harmful downloads.
Block Harmful Code

At organizations that conduct business on the Internet, the opportunity for harmful code to disrupt transactions is constant. An insurance agency based in the Midwestern United States uses online transactions to provide quotes and other services to customers. The company operates a corporate firewall and antivirus software in its computing environment. In spite of these precautions, employees frequently encounter instances of pop-up ads, spyware, and malware. Often, employees are unaware that when they download unsafe software or accept unsafe attachments, they are breaking the company's online usage polices and exposing the company's network to attacks. Over time, malicious software began to slow network speed and erode system performance. The agency’s third-party IT service provider received repeated requests for support and had to send a technician to remove spyware and malware on each infected machine. 

After installing Windows XP Professional Service Pack 2, the service pack blocked unwanted ads and alerted users to potentially unsafe Internet Explorer, Outlook Express, or Windows Messaging attachments. As a result, pop-up ads and malware no longer distract agency representatives, cause breaks in online customer service, contribute to system instability, or erode network performance. Users save time because they don't have to constantly close annoying pop-up ads. 

"New security settings in Internet Explorer now block the spyware from getting on the machine in the first place. It's one of those things users will never see, but it makes all the difference. What users will notice is a reduction in the amount of time they spend closing countless pop-ups. With Windows XP Professional blocking malicious code at the desktop level, we save 10 to 15 hours a month that would otherwise be spent paying our IT support providers to perform maintenance. Saving time saves us money." Comptroller, Midwestern U.S. insurance agency
The IT department of a county government in the southern United States also had problems with pop-up ads, which carried unsafe attachments, eroded network performance, and increased IT support costs. The county’s Assistant Director of Networks and Telecommunications estimates that manual cleanup of a desktop contaminated with pop-up ads, adware, and malicious software required between one-half to three hours per PC. He noted that if PCs lacked a pop-up blocker, he would have to do the same cleanup work a week later. Pop-up blockers built into Windows XP Service Pack 2 helped to decrease system downtime and increased the IT staff’s productivity. 
Microsoft also offers Windows XP users additional protection against harmful code by offering the Windows Malicious Software Removal Tool, which is available through the Automatic Updates service. 

Security-Related IT Support 
Improved firewall protection, centralized security policy management, and more efficient security monitoring and control capabilities of Windows XP Professional Service Pack 2 helped participating organizations automate security updates and generally reduce security-related IT effort.

Reduce Effort of Security-Related Tasks

Many customers of an IT consultancy in the Midwestern United States used the Windows Security Center and other service pack management tools to spend less time watching and reacting to changes in the security status of their IT operations. The company’s customers also commented that the desktops running Windows XP Professional Service Pack 2 were easier to configure than those without the service pack. The Windows Security Center enables users to monitor security settings such as Automatic Updates, Windows Firewall, and antivirus software from a single network location.
 The company’s Infrastructure Practice Lead also commented that the new features of Windows XP Professional Service Pack 2 are easy to understand and that most people can figure out how to use them and thus benefit from them. 

“Smaller businesses love Windows XP Service Pack 2. Many of them don’t have an IT staff, who can train users or configure standard settings. With Windows XP Professional Service Pack 2, these businesses are now better protected and don’t have to hire extra personnel for help. Our customers can spend less time resolving security issues and more time generating business.” President, Midwestern IT services company
In another example, a Midwestern insurance agency used new security features of Windows XP Professional Service Pack 2 to avoid ongoing IT support costs incurred by repeated infections of desktop computers by harmful code and unwanted popup ads. Before deploying the service pack, when the company’s IT service provider cleaned up infected computers, it took technicians an average of 45 minutes to restore each machine to a proper working state. After service pack deployment, the Windows Firewall was turned on by default, and there was no need for repeated cleanup visits.

Automate Security Updates to Accelerate Security Protection 

After the MS Blaster attack of August 2003, a southern construction materials supplier implemented an aggressive security update schedule. However, with a dispersed system of 300 remote rock quarry locations and very limited network bandwidth, it often required up to 3 weeks for the company’s IT staff to push updates for viruses the size of Sasser (approximately 7 megabytes) to remote locations. The IT staff copied security updates onto CDs, sent one to each location, and relied on end users to install the software. By using Windows XP Professional Service Pack 2 to automate distribution of security updates, the company reduces the time its facilities are exposed to security threats and avoids some of the expense of sending update CDs to company plants, a task that costs an average US$ 3,000 per month. 

Before the release of Windows XP Professional Service Pack 2, an IT consultancy in the Midwestern U.S. also tracked and installed security updates manually. Because the company’s system engineer visited each customer site only once a month, security updates that arrived during the month had to wait until his next visit. To avoid threats caused by out-of-date security software, the company used the Automatic Updates service to alert users that Windows XP Professional updates are available and prompt users to install the updates accordingly. The company is confident that enabling this service for its customers has reduced their computer maintenance costs. One specific customer estimated that its software update costs were reduced by 33 percent.
Ensure Application Compatibility in Complex Security Environments 

The Microsoft Operations and Technology Group (OTG) is responsible for managing more than 85,000 users and more than 150,000 client computers on the global Microsoft corporate network. To fulfill its mission, Microsoft OTG must protect its client computers from Internet-based security threats. To achieve these security objectives, Microsoft OTG must deploy tools that enable both IT administrators and employees to manage desktop security more efficiently and effectively than was possible with previous versions of the Windows OS. This section describes the compatibility planning and testing methods used by Microsoft OTG. 

Microsoft OTG is often the first group to implement new Microsoft products in a production environment or to develop line-of-business (LOB) applications based on Microsoft technologies. The group’s IT professionals use the security and application compatibility challenges they face in production environments to develop procedures and best practices that help Microsoft customers plan and execute similar projects. 

Microsoft uses approximately 2,000 LOB applications on its corporate network. Most applications do not require TCP/IP connectivity to function properly. However, the Windows XP Professional Service Pack 2 deployment team tested network communications applications such as network monitoring tools and Windows Messenger to identify potential issues related to the Windows Firewall. The deployment team also tested LOB applications such as HeadTrax and MS Expense, which are accessed through Internet Explorer, to verify that Internet Explorer security improvements did not affect the functionality of these applications.

Microsoft OTG engaged in compatibility planning and testing with these core technologies:

· Windows XP Professional or Windows XP Professional with Service Pack 1 

· Microsoft Windows Server™ 2003 with the Active Directory

· Microsoft Systems Management Server 2003

· Windows Update Services 

Compatibility planning. Although Microsoft OTG did not require any ports to be opened for application compatibility reasons, the group opens ICMP Echo Request messages that some troubleshooting tools such as like Ping.exe require and allows users to open individual ports in Windows Firewall on a computer-by-computer basis. Because Microsoft did not require any ports to be opened in the firewall, Microsoft OTG deployed the service pack out of the box, which is a very secure configuration. 

After carefully evaluating the new security features in Windows XP Professional Service Pack 2, the deployment test team narrowed the list of critical LOB applications that the service pack would likely affect to 30 and determined that another 150 commonly used applications might also be affected. These 180 applications formed the core group of applications to be tested by the deployment team for application compatibility with Windows XP Professional Service Pack 2. The Windows product team simultaneously performed extensive tests of third-party applications to ensure that they work with the service pack.

To identify potential hardware compatibility issues related to the deployment of Windows XP Professional Service Pack 2, the deployment test team selected 40 of the more commonly used desktop, laptop PC, and Windows XP Professional Tablet PC Edition computer configurations to form a hardware compatibility testing lab environment. The test team used this group of systems throughout the application testing process.

Functional testing. Early functional testing of the new features occurred in this lab setting with 100 to 300 users. Tests focused primarily on identifying potential application compatibility issues before the service pack was deployed to a wider audience.

For the early laboratory testing, Microsoft OTG primarily deployed Windows XP Professional Service Pack 2 from internal download servers. This deployment enabled lab test participants to install the service pack on demand. Later deployments used SMS to ensure that all test systems used the same prerelease version of the service pack.

Test cases involved running the Internet-based applications by using Internet Explorer with the extra security features disabled (to verify baseline functionality), and then running the applications by using Internet Explorer configured with the settings that are present after a normal installation (including both upgrades and new installations). 

For network-based applications, test cases involved using the applications with Windows Firewall disabled (baseline) and then performing the tests again with all Windows Firewall settings enabled. The test team created test groups, and through the use of Group Policy controlled the Internet Explorer and Windows Firewall security features for these groups. As a result it was easy these groups to enable and disable the security features of Internet Explorer or Windows Firewall during the testing process.

Compatibility test results. Results of the application compatibility tests showed few application-related issues. Of the 296 LOB applications that Microsoft OTG tested, only 24 items required application-level adjustment. Of these applications, 19 were Internet-based applications that required the appropriate business unit IT groups to make slight coding changes to work in the more secure environment of Internet Explorer. After examining the 19 Internet-based applications, the test team determined that the application compatibility issues of these applications resulted from insecure coding practices in these applications. The improved security environment in Internet Explorer demonstrated the need to modify these applications so that they provided an acceptable level of security on the network.

For example, MS Expense would not run because one of the Active X controls that it used was unsigned. The application worked acceptably in Windows XP Service Pack 1, but it did not work in the more restrictive security environment of Windows XP Service Pack 2. However, after the Active X control was properly signed (an easily implemented change), normal application functionality returned.

Mitigation measures. Among the remaining four network-based applications, Microsoft altered all of them to work in the tighter security context that the service pack creates. One of these applications is the Secure Remote User (SRU) application, which allows remote access services. The SRU application uses scripts to enforce secure connection policies and procedures during remote access logon to the Microsoft corporate network. Microsoft OTG updated these scripts so that the scripts used the new application programming interface in Windows Firewall.

The test team discovered only one application compatibility issue with Windows Firewall that that could not be resolved by making a slight fix in the underlying application code. This issue was in the Remote Assistance application. Microsoft help desk technicians routinely initiate remote assistance sessions to help users resolve computer-related issues. User-initiated sessions normally function with Windows Firewall. However, Windows Firewall blocks sessions that originate from the help desk. Because Microsoft OTG had already segmented the corporate network logically with Internet Protocol Security (IPsec), the group changed a Group Policy object to allow only the systems of help desk technicians to initiate communications using IPsec. As a result, help desk technicians could use the Remote Assistance application without opening a port in Windows Firewall. 
, 


Conclusions and Recommendations

Microsoft Windows XP Professional Service Pack 2 offers a wide range of resources that can help organizations address current and ongoing security challenges. Results of an early adopter study conducted by Wipro Technologies showed how the IT staffs of 11 organizations used the service pack to secure operations, protect revenue, improve employee productivity, and reduce IT support costs.
Study results indicated that participating organizations used Windows XP Professional Service Pack 2 to achieve measurable cost savings, improved employee productivity, and operational benefits. However, achieving these benefits requires careful and deliberate pre-deployment compatibility planning and testing effort. 

The study also indicated that by implementing and internalizing processes and best practices recommended in technical support materials into their IT procedures, these organizations reduced the frequency and IT support cost of security incidents and spent less time and effort in routine security-related tasks. 
Recommendations: Deployment 

Organizations considering deployment of Microsoft Windows XP Professional Service Pack 2 should:
· Clean current systems of spyware and adware. It is especially important to remove all spyware and adware before deploying the service pack to the installed base. Failing to do so risks failed installations or post-installation crashes. Microsoft is presently conducting public beta testing of its new anti-spyware software. Use it or any one of a number of highly-rated spyware removal tools to clean your systems. Note that it is important to remove spyware and adware from each PC in the installed base, not just those used in testing, because it’s the PCs in the installed base that will malfunction.

· Keep anti-virus software activated and up-to-date. Having the advanced features of Windows XP Professional Service Pack 2 on each corporate PC is a great start, but it does not replace the need for good virus hygiene. Testing and deploying Windows XP Professional Service Pack 2 is a great time to make sure that the anti-virus software in use is working and up-to-date on all PCs. Many organizations take this opportunity to upgrade any legacy versions of anti-virus software to the most recent version, which contains the latest virus definition files.

· Leverage your deployment tools. As a best practice approach to implementing a managed rollout of Windows XP Professional Service Pack 2, customers are encouraged to use a corporate update management solution such as Systems Management Server 2003 or Microsoft Software Update Services. 
· Use your Windows XP Professional deployment plan as the model for Windows XP Professional Service Pack 2 deployment. Save planning time and effort by using your Windows XP deployment plan as the basis for Windows XP Professional Service Pack 2 deployment. The features and additional technologies in the service pack might require additional time, but they should fit into established steps for client deployment.

· Consider defining the Exceptions list in Windows Firewall and distributing by Group Policy if necessary. Windows Firewall ships with very conservative settings. Every time a user launches a program that uses ports that are not open by default, they will be prompted to open those ports as exceptions. To save time and minimize user confusion, include regularly used applications in a firewall exceptions list that will be distributed by Group Policy objects. Although the choice of global or local exceptions is up to the administrator, it is recommended that local exceptions are used unless global ones are truly called for.

Recommendations: Application Compatibility 

Organizations considering Microsoft Windows XP Professional Service Pack 2 compatibility planning and testing should:

· Allocate sufficient time for compatibility testing. No amount of testing completely eliminates the application compatibility problems that arise when deploying new software. Windows XP Professional Service Pack 2 is no exception, and all organizations should address application incompatibilities proactively as soon as possible. 
· Test commercial software that is thought to be compatible. To be pragmatic, limit testing of this software to areas or defects that the vendor themselves claim to have fixed and the core use cases that your users engage in on a daily basis. With this approach, problems should appear quickly. Also test commercial software with known issues or whenever the vendor cannot claim compatibility. This approach is especially important when you have a degree of uncertainty about what may or may not work in a production environment. 
· Do your software compatibility homework. Find out which software applications are compatible with Windows XP Professional Service Pack 2 and which applications have problems. Microsoft actively maintains a list of commercial software packages that are known to have compatibility issues with the service pack.
 
Although in many cases, software vendors have updated their offerings to eliminate these problems, do not assume that because you updated a commercial package recently, it will be compatible with the service pack. Double-check and test the vendor’s claims.

For More Information

Readers are encouraged to read more about Windows XP Professional Service Pack 2 technologies and related security, application compatibility, and update service issues at the following Internet locations:

· Trustworthy Computing (security) at http://www.microsoft.com/security/default.mspx 
· Security updates at http://www.microsoft.com/security/bulletins/default.mspx 
· Security-related issues on Microsoft TechNet at http://www.microsoft.com/technet/security/default.mspx 
· Microsoft anti-spyware software at http://www.microsoft.com/athome/security/spyware/software/default.mspx or http://www.microsoft.com/athome/security/spyware/strategy.mspx 
· Windows Security Center at http://www.microsoft.com/windowsxp/sp2/wscoverview.mspx 
· “Application Compatibility Testing and Mitigation Guide for Windows XP Service Pack 2 (SP2)” at http://www.microsoft.com/technet/prodtechnol/winxppro/deploy/appcom/apcintro.mspx 
· Detailed best practices for use of Microsoft Systems Management Server and Microsoft System Update Services with Windows XP Professional SP2 at http://www.microsoft.com/technet/prodtechnol/winxppro/deploy/xpsp2sus.mspx 

· Windows update services are available at http://windowsupdate.microsoft.com 
Appendix A: About This Report

This report documents the experience of companies migrating from desktop environments based on previous versions of Windows XP Professional to ones based on Windows XP Professional Service Pack 2. 

Wipro Technologies interviewed 11 Microsoft customer organizations that deployed Windows XP Professional Service Pack 2 in their IT operations. The evidence provided in this report was compiled and summarized from surveys and case studies that resulted from these interviews.

Exhibit 2 presents the organizations that participated in the study.

	Company 
	Sector
	# Employees

	Global financial services firm 
	Financial Services
	Approx 48,000

	University medical center 
	Healthcare
	11,000

	Southern financial services firm 
	Financial Services
	9,000

	Southern construction aggregate supplier 
	Construction
	9000

	Southern county government 
	Government
	7000

	New York-based law firm 
	Professional Services
	2840

	Western electrical utility company 
	Energy
	1200

	California-based IT services firm 
	IT 
	1000

	Western heating and air conditioning firm 
	Manufacturing
	480

	Midwestern IT services firm 
	IT 
	40

	Midwestern insurance agency
	Financial Services
	24

	Regional bank 
	Financial Services
	19,500


Exhibit 2: Windows XP Professional Service Pack 2 early adopter organizations

Ten of the profiled companies have completed their upgrade to Windows XP Professional Service Pack 2. These firms upgraded to Service Pack 2 in the summer and fall of 2004. The last organization is, as of the date of publication of this report, in process of finalizing the deployment of Windows XP Professional Service Pack 2 to 19,500 employees; data from this organization that is used in this report is based on a pilot project of their overall PC infrastructure.
Wipro Technologies

The Product Strategy and Architecture (PSA) practice of Wipro Technologies focuses on the strategic intersection of business, information technology, and globalization. The Wipro PSA practice combines deep technology expertise in IT and embedded systems, broad strategic planning skills, proficiency in global sourcing strategies, and an understanding of high-growth emerging countries. The practice uses senior teams of technical architects and management consultants to help vendors, service providers, and large enterprises to document the business value of technology and global sourcing and to develop product and market-entry strategies. For more information about Wipro Technologies, go to http://www.wipro.com.

Appendix B: Microsoft Windows XP Professional Service Pack 2 Deployment Experience

Organizations of all sizes can achieve measurable security benefits by deploying Windows XP Professional Service Pack 2. However, realizing these benefits requires somewhat more pre-deployment planning and application testing than previous versions of the Windows desktop operating systems. This section describes the deployment methods and experience of the Microsoft OTG. This evidence, which supports the best practices provided in the “Conclusions and Recommendations” section presented earlier in this report, provides guidance for organizations considering deployment of Windows XP Professional Service Pack 2. 
Deployment Methods

Microsoft OTG followed the same basic deployment framework as the one they used to deploy Windows XP Professional. As with all beta software deployments at Microsoft, Microsoft OTG began its work with extensive planning and careful consideration of business requirements and product capabilities. For example, the group carefully defined the deployment goals and project scope to ensure that the deployment would satisfy Microsoft business requirements for new software products: increased reliability and security with lower support costs.

Hardware Considerations. Deployment of Windows XP Professional Service Pack 2 did not require any hardware upgrades to existing client PC systems. The hardware requirements for the service pack are identical to those of Windows XP Professional. Note that the installation process requires at most 1.5 gigabytes (GB) of free disk space. Immediately after installation, 150 megabytes (MB) of disk space is released. After 10 days, when the download cache expires, an additional 500 MB is released.
Software distribution. Although Microsoft OTG primarily used its internal download server and SMS for software distribution, Microsoft also chose to test Automatic Updates installation because it has advantages for mobile and remote workers not subject to SMS. A version of Automatic Updates that was not available during early prerelease deployments enabled Microsoft OTG to manage the amount of bandwidth required by people installing the service pack and improved the experience for people receiving updates. 

Software distribution methods at Microsoft OTG include the following:
· Systems Management Server. Microsoft OTG distributes software by using SMS but allows users to choose when and whether or not to install the prerelease software. This choice is necessary because not all users have the flexibility to work with prerelease versions.

· Automatic Updates. Microsoft OTG sent a notice that invited users to participate in Automatic Updates for Windows XP Professional Service Pack 2. Ten thousand users opted in and received a notification to install the service pack when it became available. Within a week of notification, 9,000 users installed the service pack. Automatic Update downloads occur gradually in the background by means of available network bandwidth, occur over the Internet, and—like SMS—enable users to choose when to install updates.

· Internal download server. Microsoft OTG provides on-demand installations as an alternate download method for users whose computers are not SMS clients or who want to download the software immediately.

· Windows Update. Windows XP Professional Service Pack 2 is available on http://windowsupdate.microsoft.com. Users can initiate the installation from the Windows Update Web site. The site provides the option for users to update immediately, enable the Automatic Updates feature, or request an installation CD.
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� For more information about Windows XP Service Pack 2 go to � HYPERLINK "http://www.microsoft.com/windowsxp/sp2/default.mspx" ��http://www.microsoft.com/windowsxp/sp2/default.mspx�.


� To download Windows XP Service Pack 2 go to � HYPERLINK "http://www.microsoft.com/athome/security/protect/windowsxp/choose.mspx" ��http://www.microsoft.com/athome/security/protect/windowsxp/choose.mspx�.


� Nicholas Weaver and Vern Paxson. “A Worst-Case Worm.” � HYPERLINK "http://www.icir.org/vern/papers/worst-case-worm.WEIS04.pdf" ��http://www.icir.org/vern/papers/worst-case-worm.WEIS04.pdf�.


� For more information about features and capabilities of Windows XP Professional, go to � HYPERLINK "http://www.microsoft.com/windowsxp/pro/default.mspx" ��http://www.microsoft.com/windowsxp/pro/default.mspx�.


� For more information, go to � HYPERLINK "http://www.microsoft.com/technet/prodtechnol/winxppro/deploy/appcom/apcintro.mspx" ��http://www.microsoft.com/technet/prodtechnol/winxppro/deploy/appcom/apcintro.mspx�.


� Information about the tool is available at � HYPERLINK "http://www.microsoft.com/security/malwareremove/default.mspx" ��http://www.microsoft.com/security/malwareremove/default.mspx�.


� For more information about the Windows Security Center go to � HYPERLINK "http://www.microsoft.com/windowsxp/sp2/wscoverview.mspx" ��http://www.microsoft.com/windowsxp/sp2/wscoverview.mspx�.


� For detailed compatibility methods and best practices, see � HYPERLINK "http://www.microsoft.com/technet/itsolutions/msit/deploy/winxpsp2tcs.mspx" ��http://www.microsoft.com/technet/itsolutions/msit/deploy/winxpsp2tcs.mspx�.


� Recommended best practices that arose from Microsoft OTG compatibility testing experience are summarized in “Conclusions and Recommendations” later in this report. 


� A complete list of security-related compatibility best practices is available at http://www.microsoft.com/technet/itsolutions/msit/�deploy/winxpsp2tcs.mspx#EBAA.


� For more information about commercial software application compatibility go to � HYPERLINK "ttp://www.microsoft.com/downloads/details.aspx?FamilyId=9300BECF-2DEE-4772-ADD9-AD0EAF89C4A7&displaylang=en" ��ttp://www.microsoft.com/downloads/details.aspx?FamilyId=9300BECF-2DEE-4772-ADD9-AD0EAF89C4A7&displaylang=en�.
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