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Audience

Part 1 of this paper provides a business overview and discussion of interoperability, intended for those involved with e-Government programs. This includes business owners and e-services policy and operations personnel.

Part 2 provides more technical detail concerning the range of issues associated with achieving true interoperability and is intended for a more technical audience. This includes those involved with the design, architecture and delivery of interoperable Government systems.

Purpose

This paper illustrates the value of interoperability in the delivery of Government e-services: Government-to-Government, business-to-Government and citizen-to-Government. It describes the many issues involved in achieving successful interoperability programs—together with the tools, technologies and standards that help make this possible.

Government systems are generally purchased on a solution-by-solution basis, and driven by the need to acquire the best solution for a specific purpose. The result of this is the creation of a wide range of separate information and data islands across Government—with no easy way of unlocking the valuable information assets they collectively contain to support more useful and productive processes.

Interoperability programs can help resolve these problems. A well-structured approach to interoperability helps open up data and information silos and enable information to be exchanged more easily and usefully between systems. Business applications can then take advantage of that integrated information to provide greater insight, better control and improved operational efficiency in information handling. The net outcome can be better-informed and more timely decision–making and related cost efficacy.

E-Government interoperability programs need to be based on a clear set of publicly accessible technical standards and policies that act as a foundation for the overall e-Government strategy. Such technical standards range from those defined by the numerous open standards bodies (like ISO, ECMA, ETSI, ITU and ANSI-accredited developers), to those proprietary standards adopted by companies across the marketplace. For example, HTML and TCP/IP are widely recognized open standards, while Adobe’s PDF format, the Microsoft® Office XML file formats and the Java and Win32® APIs are widely accepted proprietary standards. Yet each of these standards provides proven interoperability between different systems and applications. 
Successful interoperability programs exploit existing Government investments—and provide a means of enabling those existing systems to participate in a wider ecosystem of information systems. By exploiting best interoperability practice, Government systems are able to achieve improved data exchange and more integrated systems and application access. The result is more effective use of information not only within the public sector, but also between the public sector and citizens and businesses.

Establishing an agreed approach to interoperability can help lead to a step-change improvement in Government services through, for example, internal efficiencies and the provision of better online access. The adoption of interoperability initiatives by various Governments around the world has already provided a powerful means of ensuring true interoperability across public sector systems and between the public, private and voluntary/not-for-profit sectors. 

Microsoft and Interoperability

As a well-established and recognized industry leader, Microsoft has long embraced the importance of interoperability. It has been one of the leading players in designing interoperable products, licensing its intellectual property to enable interoperability, developing interoperability standards such as C#/CLI, IPv6, USB, XML and Web services, and collaborating with partners and competitors to provide interoperable solutions (such as the Nokia-Microsoft mobile music solution, the Cisco-Microsoft security initiative, the Sun-Microsoft interoperability Agreement, the palmOne-Microsoft e-mail interoperability effort, and Siebel-Microsoft effort to enhance interoperability)

Among the comments that have been made about Microsoft and interoperability are:

· Helge Sander, Minister of Science, Technology and Innovation, Denmark:  “The [Danish] Government has in its software strategy put great emphasis on the need for effective competition and on coherency between public IT-systems, so data and documents can be exchanged across different types of organizations and different types of software. Microsoft’s initiative benefits both these goals and shows Microsoft has listened to Danish wishes.”

· Otto Schily, Minister of the Interior, Germany:  “Microsoft has also agreed to publish specifications for interfaces and data formats, in addition to supporting open standards in its products…. These assurances will give the [German] agencies greater flexibility in building their IT systems.”

· Erin Joyce, internetnews.com (12/3/03):  “In another sign that the world's largest software company is intent on changing its past behavior, Microsoft on Wednesday announced a new policy of expanded access to its intellectual property (IP) portfolio...It also signals a new openness on the part of Microsoft …”

· Jupiter Research Interoperability Study (4/7/04):  “… 72 percent of technology managers give Microsoft high marks for interoperability.”

· Waters Award (2/05):  Microsoft .NET was recently named the best program development platform in the financial industry by Waters magazine in part due to Microsoft’s success in enhancing interoperability in the Web services space: “With .Net's support of Web services, firms can wrap their legacy applications within a .Net environment and easily integrate them with other environments, such as Java, via Web services.  This is especially true as Microsoft continues to deploy further XML capabilities within its suite of products.”

· Lawrence Associates/Forbes Study (2003):  Concluding that Windows provides a 102 percent improvement over competing open-source products for standards compliance.
The European Union’s IDA (Interchange of Data between Administrations) program has also acknowledged Microsoft’s practical commitment—both now, and in the future—to meet interoperability requirements.

Microsoft’s technology strategy is designed to put customers first:
“Microsoft’s future depends on our continued ability to improve the value of our products, including Windows and Office, as integrated platforms providing more and more benefits for customers, developers and partners.” 

Steve Ballmer, 2003

Microsoft has consistently invested in helping customers integrate our platform and applications with a broad array of popular (and even not so popular) hardware, software and networks … As a result of these efforts, Microsoft offers a comprehensive portfolio of interoperability software capabilities, from the operating system to individual applications. Our software works with a vast array of technologies in the marketplace, whether they shipped last week or decades ago. Microsoft software can talk to mainframes and minicomputers from IBM and other manufacturers; other operating systems such as the Mac OS and various UNIXes including Linux; NetWare or AppleTalk networks and native Internet protocols; dozens of programming languages, ranging from COBOL and RPG, through C++ and Java, to the latest experimental languages; hundreds of databases including Oracle, Sybase and DB2; popular business applications like SAP or Siebel; vertical industry standards like SWIFT or HL7; email systems; and infrastructure products providing message queues, directory, management and security.

Bill Gates, 2005

Microsoft’s practical delivery of interoperability reflects a long-standing drive for continuous improvement in software quality to support better and more predictable software experiences, even in a highly interconnected environment. Microsoft is committed to enabling interoperability between Microsoft products and other companies’ technologies to meet customers’ present and future needs. Microsoft Office, for example, is not only a familiar desktop office suite but also provides strong support for interacting with existing information systems, enabling the smart use of data drawn from multiple underlying information systems. Using Office in this way minimizes training (since users are already familiar with Office) and enables more efficient interactions with new and existing data, regardless of the underlying systems in which such data resides.

Beyond the significant development time Microsoft spends to ensure interoperability between old and new generations of software, it incorporates hundreds of industry standards into its products to enhance their interoperability with third-party products and services. Microsoft also participates in many formal and informal industry standards organizations to help define the specifications that are a prerequisite for interoperability. We publish APIs, protocols and software development kits, and we also license our underlying intellectual property associated with this and other technology, to help others deliver interoperable software. And we work with a wide array of partners, some of them direct competitors, to deliver interoperability solutions that work well with our products. In the last year alone, Microsoft entered into interoperability agreements with AOL and Yahoo! (instant messaging interoperability); Cisco (interoperable security solutions), Oracle (database interoperability), palmOne (e-mail interoperability), Sun Microsystems (Windows Client and Server and Java/.NET interoperability); and Vodaphone (PC-mobile interoperability).

The design and development of the Microsoft platform creates compelling opportunities for third-party software and hardware—something that is only achievable if the platform provides interoperable mechanisms. This is further underpinned by the increasing transparency provided to the industry (for example, documented Windows interfaces and access to the Windows source code for Governments under the Government Security Program).

In addition to the extensive support for open standards across its product range (such as, for example, the features in Microsoft Office System that enable it to use open standards such as XML and Web services), Microsoft provides other products specifically focused on helping ensure interoperability between systems (linking for example the world of XML data interoperability with those of proprietary applications and technologies). These help to ensure the kind of cross-system integration necessary to underpin online service delivery and e-Government programs.
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Figure 1: Microsoft Interoperability

As illustrated in the preceding graphic, the result of Microsoft’s commitment is that we offer a comprehensive portfolio of interoperability software capabilities, from the operating system to individual applications. Specifically, Microsoft software can talk to mainframes and minicomputers from IBM and other manufacturers; other operating systems such as the Mac OS and various UNIX derivatives including Linux; NetWare or AppleTalk networks and native Internet protocols; dozens of programming languages, ranging from COBOL and RPG, through C++ and Java, to the latest experimental languages; hundreds of databases including Oracle, Sybase and DB2; popular business applications like SAP or Siebel; vertical industry standards like SWIFT or HL7; email systems; and infrastructure products providing message queues, directory, management and security.

An important feature of Government interoperability programs is that they interact successfully with systems in use in the wider IT marketplace—notably the private and voluntary/not-for-profit sectors. Government systems do not exist in isolation and need to interact with external systems, taking advantage of the same industry standard applications and technologies that the competitive world of private business enjoys. For this reason, successful Government interoperability frameworks are built on adoption of the systems, specifications and standards in widespread use—including open and proprietary standards—together with published interfaces, file formats and protocols.

Part 1: Business Overview

Interoperability Defined

Interoperability in this white paper is concerned with enabling Government systems to work successfully and productively together—regardless of which technology or application is in use, or which vendor has supplied the underlying system. This paper’s use of the term e-services spans both internal Government use of systems and information, as well as the delivery of external, online services to citizens and businesses.

Although interoperability may have different meanings depending on contexts, in the IT area the term is generally understood to mean “the ability of disparate IT products and services to exchange and use data and information (that is, to ‘talk’) in order to function together in a networked environment.”

Various sources worldwide agree with this definition:

· Newton's Telecom Dictionary defines interoperability as “the ability to operate software and exchange information in a heterogeneous network, i.e. one large network made up of several different local area networks.”

· The USA’s e-Government Act of 2002 defines interoperability as “the ability of different operating and software systems, applications, and services to communicate and exchange data in an accurate, effective, and consistent manner.”

· Likewise, the USA’s Digital Millennium Copyright Act (DMCA) of 1998 defines interoperability as “the ability of computer programs to exchange information, and of such programs mutually to use the information which has been exchanged.”

· A June 2004 white paper on interoperability by EICTA, a European IT trade association, defines interoperability as “the ability of two or more networks, systems, devices, applications or components to exchange information between them and to use the information so exchanged.”
· The European Interoperability Framework, an initiative to facilitate the interoperability of services and systems at a pan-European level, defines interoperability as “the ability of information and communication technology (ICT) systems and of the business processes they support to exchange data and to enable sharing of information and knowledge.”

Put at its simplest, interoperability is about ensuring systems work together.

Some of the underlying drivers for implementation of interoperability programs in Government include the desire to deliver on policies such as:

· citizen centric services: ensuring the provision of public services and information in ways that make sense to citizens
· operational efficiency: enabling Government to streamline business and technology processes and work more effectively as a collective organization rather than a set of separate silos
· delivering a return on investment: interoperability between new environments and existing systems enables any move to new platforms to be gradual, efficient and evolutionary
Many of the factors involved with achieving true interoperability are discussed in this paper. Discussions of interoperability are often narrowly focused on only subsets of the overall requirements. In this paper, interoperability is looked at in a broad context including:

· interoperability between technology vendors

· interoperability standards (e.g. TCP/IP, 802.3, 802.11, USB, XML, HTTP, SOAP)

· interoperability between file formats

· interoperability between software applications

· interoperability between operating systems

The intention is to provide guidance on some of the best practices that help underpin successful e-Government programs. In reality, there are always local-specific requirements to be taken into account, as well as a recognition that technology continues to develop rapidly: standards can mature quickly and hence version control between different versions of the same standards, or even between new and obsolete standards, are all factors that need to be planned for. Given this background, centrally imposed mandates and strict regulations can prove highly brittle, reactive, expensive and inflexible. Pragmatic best practice suggests that the use of standards is often best treated as a matter of guidance—and as only one component to be considered in successful IT projects.

Interoperability should also not be confused with “interchangeability.”  The latter term means the creation of a piece of software or other IT component which replicates the functions of another piece of software or component.  Merely creating a carbon copy or clone of another component is problematic because it discourages—indeed prevents—parties from developing competing, yet interoperable, implementations, and therefore reduces innovation, competition, and consumer choice.  Interoperability, by contrast, allows different kinds of software and systems to do what they do best—thereby fostering creativity, innovation, competition, and enhanced consumer choice, while at the same time agreeing on a common set of standards, protocols, or interfaces for how disparate systems can communicate to exchange data with one another.
Business Benefits

One of the main problems facing Governments at present is that they are often running blind: many of today’s IT systems are discrete islands of information that exist in isolation from each other and do not communicate with each other. What has been built is analogous to an electronic version of the old world of metal filing cabinets: there is no easy way to exchange data between systems or to implement higher-level intelligence that can make sense of the complex of data that exists.  There is also no easy way to enhance and upgrade these systems to include new functionalities.

Governments are looking for ways to make their internal processes and operations more efficient and more citizen-focused. Information Technology (IT) plays a key role in enabling Government to organize and operate itself in a more efficient and cost-effective manner. Truly informed business decisions and policy-making only become possible when better and more reliable information is made available across the range of Government systems that contain relevant information.

Interoperability can help resolve these problems and achieve these Government objectives by providing the ability to exchange information more effectively between systems and to make better use of information—by, in essence, creating a world in which the result is greater than the sum of the parts. Specifically, successful interoperability programs:

· support important social and policy solutions, such as accessibility, user identification, privacy and security

· promote choice, competition and innovation

· reduce costs, and single vendor lock-in

· promote open access to information and address backward compatibility issues

· increase efficiency, flexibility and the value of existing investments in systems

· increase transparency to users and provide them with value-added information by bringing together data that currently exists across multiple silos

How best to achieve these business benefits for Governments is the focus of the remainder of this paper. And it is important to recognize that there is no simple recipe book or one-size-fits-all approach to interoperability. Where security is an issue, for example, Governments may want less interoperability to ensure the integrity of systems and to minimize vulnerabilities.

Interoperability Framework Components

Key components of an interoperability framework for e-Government typically include:

· a clearly defined policy: a basis in the use of broadly available technical specifications, such as recognized open standards and broadly licensed proprietary standards, to ensure that, regardless of suppliers and technologies used, systems are able to work together both across the public sector and between the public sector, the voluntary/not-for-profit sector and the private sector

· guidance on which open standards and broadly licensed proprietary standards are currently in use: to ensure that systems are able to exchange appropriate information with each other
· a well-defined approach for legacy integration: to ensure that the considerable existing public investment in information systems can be exploited
· a set of metadata standards: to ensure that the terms and catalogue language used to describe information are consistent across the many arms of Government
· a security framework: to ensure that both information and communications are adequately protected and that appropriate authentication and authorization mechanisms are in place to control access
· a set of re-usable or common components that act as an enabler: to provide economies of scale and common infrastructure that jump-starts the overall e-Government initiative
· a set of clear objectives for delivery (internal and external)—to provide citizens, businesses and Government agencies with compelling and efficient services that drive take-up
Interoperability and Policy Setting

A written statement of interoperability policy helps to clarify requirements to purchasers on the Government side as well as system integrators and others involved with Government projects on the supplier side. Policy statements are in general clear, succinct and long-lived. For interoperability, a policy statement such as:

The Government encourages the use of recognized standards and broadly licensed proprietary standards in all public procurements

makes very clear the policy intent. Such a policy is also technology and time agnostic—it will not need to be changed or modified as a consequence of the rapidly changing technology landscape.

This distinction between policy and current technical and operational standards is important. Beneath a clear policy statement will sit more specific information such as the current technical industry standards required to be supported (examples at present might include for example Web services for systems interfaces and interconnectivity, and XML for data interchange) together with some kind of “watching” brief, that monitors up-coming standards and industry initiatives that may have an impact in the near future. For example, if a new technical standard was only a few months away from ratification at the start of a seven year Government project, there could be a good business case for assessing that draft standard for inclusion in the project. However, it is important that those standards which are adopted have widespread industry implementation or committed support; there is little point promoting the use of a standard that has not been adopted in the marketplace or which does not have good prospects of such adoption. Standards need to be fit for purpose—and work. 

In the past, there was a tendency to expend considerable resources on the development of unique approaches to tackling Government information requirements—defining proprietary or highly-customized, so-called standards that were unique to Government. This proved both expensive and ineffectual. Not only did it result in additional ongoing costs and internal incompatibilities for Governments, but also caused further interoperability problems with third-party systems in the voluntary/not-for-profit and private sectors. A more cost-effective, vendor-neutral and open model is most often achieved through the adoption of industry standards—although there could be circumstances where, for example, matters of national security might take precedence.

The failed examples of the attempt to impose committee-developed standards such as OSI (which has lost out to industry-backed TCP/IP) and X.400 (which has lost out to industry-backed SMTP) show the costs and risks associated with attempting to engineer custom-built standards. Best practice is now based not on developing such committee-driven closed models, but on adopting ubiquitous standards that the marketplace provides and supports. Many of the best known, widely-adopted technology standards in existence today (for example, TCP/IP, MPEG, HTML, 802.11, XML, SMTP) were developed through industry-led, voluntary efforts. This reflects the fact that the IT industry’s competitive dynamics means it is often well placed to respond to consumer and industry demand—and hence determine the appropriate timing for the development and promotion of a standard.  

The model adopted in the industry at present around Web services is a useful reference point for how meaningful specifications and standards can be developed. Web service standards are developed by a group of cross-industry representatives (such as Microsoft, IBM, BEA and others) to ensure they can be rapidly developed and validated by vendor implementations. Once the stage is reached where the vendors have a stable and workable draft standard, it is released to a wider group of stakeholders for development and comment. Finally, the standard is handed over to a standards body for more formal ratification and evolution. By the time the standard is formally adopted, not only is there an agreed specification which a wide range of vendors are signed up to, but also practical implementations of that specification across a wide range of vendors’ platforms and products.

Defining the Boundaries of an Interoperability Program

In recognition of the fact that Governments generally now look to exploit industry best practice rather than developing their own custom definitions, the adoption of existing proposals often defines a common baseline for Government interoperability programs. Some e-Government interoperability frameworks look for guidance from a range of third-party bodies that develop interoperability specifications. Such specifications form only one part of an overall framework—since interoperability covers a wide range of issues, including both open and proprietary standards.

There is also a need to distinguish interoperability from some of the other ideas that these organizations may develop (which might include, for example, code portability or presentation tier and coding recommendations). The focus for interoperability programs is on technical and semantic interoperability standards that have widespread support from available products and vendors in the marketplace.

Achieving Interoperability

Interoperability can be achieved through many complementary means:

· Open standards adoption: An open standard is a technical specification (that is, a set of technical functionality requirements) that has the following characteristics:



(1) regularly developed, maintained, approved, or ratified by consensus, in a market-driven standards-setting organization that is open to all interested and qualified participants; 



(2) published without restriction (in electronic or tangible form) in sufficient detail to enable a complete understanding of the standard’s scope and purpose (for example, potential implementers are not restricted from accessing the standard); 



(3) publicly available without cost or for a reasonable fee for adoption and implementation by any interested party; and



(4) any patent rights necessary to implement open standards are made available by those developing the specification to all implementers on reasonable and non-discriminatory (RAND) terms (either with or without payment of a reasonable royalty or fee).

These standards typically come from international or regional/local standards organizations like ISO or ECMA.

· “Recommendations” adoption: this includes technical specifications from industry bodies like the W3C. They are not “standards” per se, but specifications that vendors agree to support. These specifications may be attached to specific intellectual property.

· “Proprietary” standards adoption: these are technical specifications that are developed and maintained by a single entity or by a private, closed group of co-operating entities and which are typically available through publication and broadly licensed under commercially reasonable terms so that they may be widely adopted across the marketplace (for example, Adobe PDF, Java, Win 32 APIs).
· Published formats, APIs or protocols: these are published specifications that enable interoperability with various platforms and applications. These can be file formats enabling interoperability at the file exchange level (including XML schema for applications such as Microsoft Office), APIs that enable interoperability at the programming level between an application and an underlying platform, and protocols which define the way software talks directly across the wire.

· Publication and licensing of technologies and related intellectual property:  these are specifications, processes, or interfaces that are published and broadly licensed (e.g. IBM’s patent licensing program)

· Market-driven voluntary industry collaboration efforts;  these are efforts among partners and competitors to solve interoperability related problems with the intent of satisfying customer and market demands (e.g. Sun-Microsoft Interoperability Agreement)
Successful interoperability frameworks need to ensure or allow inclusion and implementation of all of these elements. Many existing systems and applications, for example, will only be accessible through published formats, APIs or protocols. Yet they can contribute high value to on overall information architecture once they have been made interoperable through interfaces that convert between their local formats and those used for more generic inter-system interoperability (XML for data representation, for example).

Moreover, it is important to note that as technical standards often compete and evolve to meet industry needs, their nature also may evolve over time. So, for example, pursuit of a proprietary standard by a group of companies may make the most sense under certain circumstances because the standard can be developed and adopted more quickly than in the open standards process and because only a few organizations will rely on the standard to achieve interoperability. Later, if that proprietary standard becomes more broadly well known and implemented by other organizations, it may rise to the status of a de facto industry standard (such as Adobe PDF format and Microsoft’s Office XML formats). At such point, it may also be contributed to an open standards organization, such as ITU or ISO, for formal ratification as an open standard in order to achieve even wider implementation.  For this reason and the others mentioned above, Governments and public policy need to keep open all of these options in making procurement decisions, since each may play an important role in achieving and sustaining interoperability.

However, it should be recognized that interoperability is concerned with more than just low-level technical issues. To be successful, interoperability programs need to address a range of issues that span technical, semantic, cultural and organizational interoperability as well as security, confidentiality, data protection, privacy and freedom of information obligations. Each of these contributory issues is discussed below.

Technical Interoperability

Technical interoperability relies upon solutions that enable information to move successfully between systems. This technical level of interoperability spans both infrastructure (such as network protocols) and system level interoperability (such as Web services). Examples include the use of the eXtensible Markup Language (XML) for system-independent transfer of information between systems, or broadly adopted and licensed industry formats such as Adobe PDF or Microsoft Office XML file formats: it is equally possible to ensure interoperability between, for example, Novell and Microsoft systems using proprietary standards. Most information systems have always provided some means of interfacing with them, often through the use of open, documented interfaces. So while open standards approaches such as XML are highly valuable as a means of ensuring a common denominator between systems, so too is the ability to use existing technologies and products that enable information to flow between different systems and applications.

Systems themselves are often procured for particular specialist purposes (such as a Human Resources system, a Pensions Calculation system, a Tax Calculation system and so on) and internally may be using any platform or application technology. This does not necessarily inhibit interoperability however—provided that these systems can expose external interfaces that enable the movement of information in and out of such systems and its onward communication and interaction with other systems.

Technical interoperability also involves the ability to ensure adequate process management across different systems—and ways of handling data and the integrity of data across various participants in an interoperability scenario. Recent developments such as the business process execution language (BPEL) provide a means of handling the important business process aspects of end-to-end interoperability.

Semantic Interoperability

Semantic interoperability is concerned with ensuring consistency in the way in which information is represented and understood. Taking one simple example, one system might describe a citizen as a taxpayer, another as a patient, another as a student. Attempting to interpret such information across different systems is likely to fail unless some kind of semantic interoperability is established—by ensuring that information is mapped within an overall classification system that can semantically relate equivalent elements. Typically such issues are addressed through the use of an agreed thesaurus of related terms, or a data dictionary/catalogue that can automatically assess and map semantic equivalence and hence handle information appropriately.

Cultural Interoperability

In addition to establishing some of the underlying architectural and operational building blocks that will help deliver interoperability, planning at the cultural level within and between organizations is also a critical success factor. Enabling information to flow between systems in more successful and productive ways can often highlight areas of concern to do with duplication of functions between and within Government organizations, as well as personnel issues such as perceptions of loss of ownership of particular information silos. Support for the more complex interactions of information and inter-system dependencies that can arise when more systems start to work more closely and efficiently together needs to be planned for.

Set against these issues are the significant benefits to be taken from unlocking a diverse range of disparate and separate information and utilizing it in more useful and intelligent ways—such as improving customer relationship handling, or being able to assess more accurately an overall business problem or situation by having all the relevant information brought together in a more consistent and comprehensive fashion.

Organizational Interoperability

In the same way that within an organization successful interoperability will depend upon planning across technical, semantic and cultural issues, the same issues arise across organizational boundaries. For example, one organization may have developed a semantic set of standards internally that meets its own needs, but these may be different to another organization with whom it wishes to collaborate. At a macro level therefore, the same issues (technical, semantic, cultural) also need to be addressed. It is for this reason that many Governments have been developing and promoting pan-Government interoperability frameworks for use between all Government departments and agencies. And, at a level above that, work is also developing on international interoperability frameworks, such as the European Interoperability Framework for Pan-European e-Government Services in the European Union.

Freedom of Information

Many countries have either legislative or policy commitments to the concepts of freedom of information (FOI). Such FOI commitments generally operate on the principle of enabling citizens to easily access information held by the state—either about themselves, or about aspects of policy and the decision-making processes behind them. Fulfilling FOI obligations can often prove expensive, complex and time-consuming for the organizations concerned—since relevant information may be spread across different systems and there may be no simple way of ensuring that an FOI request has been met in full. Implementation of an interoperability framework can help ensure that all relevant, appropriate information is identified, located and made available to ensure compliance with FOI obligations.

The length of time information is retained in official records also needs to be included as a consideration in an interoperability framework: there will be a need to access and use information assets a long way into the future. In the past, official records were maintained on paper and stored in physical archives. Today they often consist of electronic data only, and records may span word processing documents, emails, telephone conversations and other electronic formats. Being able to access these into the future is a fundamental requirement in most Government environments.

Privacy, Confidentiality, Security and Data Protection

Achieving interoperability has the potential to provide huge efficiencies and improvements in operational processes and contribute to informed policy and decision-making. But alongside the cultural changes implied by an efficient interoperability framework, new issues are also raised. In particular, the enhanced ability to share information across currently disparate networks raises issues relating to the privacy of individuals, the confidentiality of sensitive information, the security framework between systems and organizations and the need to ensure compliance with legislative requirements such as those set out in data protection laws. An interoperability framework needs to ensure that privacy, confidentiality, security and data protection are addressed.

In many countries, data protection legislation purposefully prohibits the exchange and sharing of information about an individual unless that individual has given their explicit consent for their information to be shared. The desire to enable information to be shared and used more efficiently in order to improve both the quality of public services and the operational processes that help deliver them has the potential to conflict with the rights of the individual in terms of not only privacy but in legislative terms relating to data protection. 

Some countries are considering modifying their data protection legislation in order to make Government itself a single legal entity—so that it would be able to pass information freely between its many departments and agencies. While legally this may solve one problem—if it is one organization, Government will then be free to share whatever information it needs across its many internal business functions and systems—this can bring other challenges. For example, once Government constitutes itself as a single legal entity, it also has commensurate corporate legal responsibilities. One example could be that if a citizen notifies a change in their personal circumstances—even something as mundane as a change of address—to any agency or department of Government, Government will then have a legal responsibility to ensure that information is communicated to every other part of Government. Without having a strong interoperability framework in place that enables such information flows to happen, Government would not be able to meet its own corporate responsibilities.

Accessibility

Accessibility in the context of Government interoperability ensures equality of the ability to access and participate in e-services. This can include measures to ensure compliance with disability discrimination laws or to ensure that e-services are multi-lingual to meet the needs of local or regional populations. Typically accessibility becomes more of an issue at the presentation tier rather than at the interoperability tier—but good design needs to ensure that appropriate planning takes place in the way an interoperability framework is implemented to ensure that accessibility requirements of the presentation tier are supported by the underlying technical environment. In the same way, the underlying technical environment should be as channel agnostic as possible—so that different channels such as interactive digital television, PCs, smart and WAP phones, kiosks and other devices can all be supported. Some of these channels and devices may present more accessibility challenges than others—another reason why a wide choice of channels and devices is good accessibility practice.

Governance

For interoperability to happen and deliver a benefit, agreement must be reached on the process of governance—to ensure the many contributing factors are aligned and agreed between systems and organizations. 

Based on practical experiences from around the world, an outline checklist of how to establish a viable interoperability program contains key elements such as:

· Leadership Vision and Commitment

· Clear priority from Government leaders

· Resource commitment

· Development of the appropriate governance structures

· Funding sources, public/private relationships (including both private and public sectors inside the interoperability program and process)

· Oversight, ownership in a cross-boundary environment

· Technology Infrastructure to support Interoperability

· Establishing an Enterprise Architecture based on recognized industry standards

· Identifying the standards for inclusion—and addressing issues such as version control and the co-existence of systems built to different versions of the same standards

· Defining best practice guidance on the practical use and implementation of the standards

Participation and Process

The outcome of the process of identifying and adopting appropriate interoperability standards is the evolution of a consolidated interoperability framework for Government that has widespread private and public sector support. Examples include:

· the UK’s e-Government Interoperability Framework (eGIF)

· the United States’ Federal Enterprise Architecture (FEA)

· the New Zealand e-Government Interoperability Framework (eGIF)

· the Brazilian Interoperability Patterns for Electronic Government (e-PING)

The agreed framework needs to be implemented consistently and effectively if the benefits it sets out to achieve are to be realized. Recommending a broad range of interoperability enablers is often the baseline method of ensuring consistent adoption, but additional options also exist such as implementation of a compliance regime which can range from certification and accreditation agencies, through to compliance audit reviews for projects to ensure they are aligned with both the spirit and the letter of the interoperability agenda.

In addition to making clear the interoperability requirements that need to be complied with, a third function of frameworks is often to keep a watching eye on emergent trends and technologies in the industry so that an informed and forward-looking decision can be taken at the time of procurement. Particularly as Government projects can span many years, it is important not to become locked into a particular standard at a snapshot in time—and understanding the broader picture is key to avoiding such problems.

Version control is a fundamental element that needs to be addressed: as updated versions of standards and new, replacement standards emerge, the governance process needs to make clear what impact this has on existing and proposed systems. It may be neither desirable nor cost-effective for all systems to always track the very latest standards—and there will need to be a policy of co-existence between systems that may be built against different versions of the same standard.

While interoperability has clear and proven business benefits, the use of standards does also have an associated cost and management overhead since standards evolve and change over time: ensuring proper governance will help to minimize the overhead and maximize the return on investment involved with tracking appropriate interoperability standards.

Summary

Successful interoperability programs are pragmatic and adaptive. They make a clear distinction between policy—which is long lived and requires change only rarely—and operational issues and implementations (which update regularly in line with advances in technology). They ensure that existing information assets can be used, by interacting with them through a wide mix of open and proprietary standards, and system or application specific interfaces and protocols. They need to cover not only technical level issues, but wider issues such as cultural and organizational interoperability. They also need to address associated issues of privacy, confidentiality, security and accessibility. And they also need to resolve how best to handle version control and the absorption of new industry developments, to ensure interoperability over time and to ensure access to historic archives of electronic data alongside taking advantage of the latest innovations and products.

The benefits to be derived from successful interoperability programs include improved operational efficiency and better flows of business-critical information—which in turn provides support for improved decision- and policy-making.

Part 2: Technical Overview

Technical Interoperability and Standards

As the EC Software Directive sets out, interoperability between computing components generally means “the ability to exchange information and mutually to use the information which has been exchanged.” Recent policy initiatives—from the USA to Europe and New Zealand to Brazil—demonstrate a growing awareness of the importance of interoperability, enabling users to access and use a more diverse range of products and services through a greater number of devices and technologies. Interoperability is also critical to ensuring that the wide range of different vendors’ systems in use are able to exchange appropriate information between them, regardless of the technologies or platforms on which those various systems are built.

The use of appropriate standards helps to drive interoperability across the many vendors, technologies and products in the marketplace and hence enables disparate products to share data in order to function together in a networked environment. This desired objective can be best achieved through a rich mix of approaches including proprietary and open standards.

Interoperability would be greatly simplified of course if we possessed:

· a standard syntax, in which information from all systems could be unambiguously expressed

· standard semantic models, so that organizations could express their business practices in a consistent language

· standard protocols, so that information could be passed across boundaries between operating environments and between organizations

· a standard means for binding behavior to business documents

But then again, in such a Utopian world, we might not need an interoperability framework at all. While we do not have an IT world that provides such interoperability ubiquitously today, technologies such as XML, XSD, WSDL, UDDI and the WS-* specifications (such as WS-Security and WS-Policy) are providing encouraging, meaningful steps towards the goal of enabling systems to communicate effectively with each other.

Yet even with such standards in place, it is important to have a policy of consistent use otherwise a whole host of issues can arise, such as:

· if WS-I standard profiles are not adopted consistently, interoperability issues will continue to occur and systems will become more tightly coupled to the specifics of the XML Web service implementation technologies chosen on each project

· if XML schema are developed by multiple business units for the same concepts or entities then interoperability issues are likely to occur

· the lack of leverage of vertical schemas will increase the likelihood of interoperability issues and increase the cost of integration with business systems and processes

· the absence of conventions around naming and versioning will increase the cost of management of schema and reduce the likelihood of schema reuse

· the lack of an XML Web service directory will restrict the reuse of XML Web services across Government. This can result in a continuation of stove-piped systems, even if XML Web service technologies are used internally to projects

· incorrect XML Web service versioning and provisioning practices can break client systems consuming XML Web services and so will result in a lack of trust in both the XML Web service technology and the services being consumed

· any failure to appropriately secure externally facing XML Web services has the potential to expose Government systems to unnecessary risks

· a failure to address appropriate Service Level Agreements (SLA) between providers of different services could put key elements of intra and inter-Government processes at risk

· there could be an increased cost of integrating systems that use XML and XML Web services due to potential schema and interface incompatibilities

· there could continue to be too close a coupling between legacy systems if legacy interfaces are simply XML Web service-enabled rather than exposing the system via an agreed Enterprise Service interface

A Core Model for Interoperability

A framework architecture for interoperability helps to ensure that the many different levels of interoperability within Government organizations can be tackled in a meaningful way. Such a framework can be expressed across six distinct levels.

Level 1: Infrastructure and Networking

Most of us take the use of TCP/IP (supported by DHCP and DNS) for granted. The fundamentals of the various protocols that make up this layer—for example, the Internet Protocol (IP), User Datagram Protocol (UDP), Transmission Control Protocol (TCP)—have not changed a great deal over the last few decades. But even if development is slow, it is important to bear in mind that even this layer is subject to change—as evidenced by newer protocols, such as IPv6.

Level 2: Data Access

Data can be stored in a variety of places using a variety of methods. It is important that systems which interoperate can share data across these boundaries. Two major advances at this level are the growth in ADO.NET and the use of XML. ADO.NET helps to simplify access to data sources of all kinds and XML provides a standard, self-describing data format which simplifies the exchange of data between different systems.

Level 3: Service and Component

This is the layer where Web services help to improve the ability to interoperate. Web services standards in the areas of messaging, security, reliable messaging and transactions are making interoperability at this level a reality.

Level 4: Service and Process Integration

At this layer, an organization composes and integrates the lower level services into business processes, which can then be linked to processes from other units or organizations (for example, business-to-business type processing). This often involves a degree of orchestration. Industry standard tools such as Microsoft BizTalk Server enable integration with existing applications and the use of process management between applications (both internal and those involving interaction with other organizations).

Level 5: Security and Identity

Security is a key aspect of any interoperability program. Security requires methods of authorization and accounting. Standards such as Kerberos and WS-Federation enable secure interoperability across systems. Directory tools such as Active Directory, Identity Integration Server and Active Directory Federation Services (ADFS) provide a rich set of tools and services to manage identity across systems.

Level 6: Management

Enabling operational efficiency and overall environment management for the variety of systems involved is also a major element in ensuring a reliable and properly implemented interoperability solution. Tools such as Microsoft Operations Manager (MOM) and Microsoft System Center provide the means to manage heterogeneous environments. Such tools are more useful when combined with industry best practice, such as the OGC ITIL (IT Infrastructure Library), encapsulated in the likes of the Microsoft Operations Framework.

Interoperability, Standards and Microsoft

Microsoft has a strong and proven commitment to interoperability covering:

· generic support for standards (such as W3C, XML, UDDI, SOAP, etc.)

· specific implementations of the standards in our products and technologies (e.g.,  Services for UNIX, Services for NetWare, BizTalk, Host Integration Server)

Microsoft provides a broad and closely integrated platform that embeds industry standards such as XML, UDDI, SOAP and related technologies, ensuring that our products interoperate using worldwide best practice. As a strong advocate of interoperability enablers, Microsoft plays an active part in developing industry best practices to help address the reality that IT is a complex, heterogeneous world.

The Microsoft platform is designed to interoperate with other applications and other platforms. From Microsoft Host Integration Server, which can be placed in front of existing proprietary systems to enable Web service integration to those platforms, through Microsoft BizTalk Server, which allows other applications to be Web service enabled, Microsoft products and technologies help support real-world interoperability. Live service operations products such as Microsoft Operations Manager (MOM) are also helping to develop frameworks that partners can plug into to allow MOM to operate a heterogeneous environment. For example, MOM can operate a Sun Solaris platform box, or a Linux box, as well as existing well in an integrated environment with other operational platforms.
Some of the most interoperable communications systems in the world owe their success to their ability to operate across multiple technologies by virtue of their use of standardized data formats. For instance, open standards for Internet content coded in HMTL, XML and related formats have resulted in high levels of interoperability between various hardware devices, operating systems and applications. Similarly, the text messaging or short message service (SMS) features of mobile phones and related wireless devices achieves high levels of interoperability because the standardized format for SMS data permits data to be conveyed by multiple competing platforms on GSM and 3G handsets.

Microsoft’s publication of the XML Reference Schema for Microsoft Office is a good example of how interoperability can work at various levels. The Office XML Reference Schema enable documents created in Microsoft Office to be read into and understood in other applications. While this level of user-experience interoperability is beneficial (it enables, for example, formatting to be consistent regardless of the application used to work on the document), it is only part of the story. The real benefit of XML is to enable documents to have a meaning and structure that lets applications make use of the information they contain. For this reason, Microsoft Office also supports the ability to create Custom XML schema. So two types of interoperability are represented here:

· the ability to exchange documents on the basis of how they are represented (the Reference Schema)—for consistency in terms of a how a user interacts with them

· the ability to exchange structured data contained in documents, for re-use by other applications or systems (the Custom Schema)—enabling machine-to-machine interoperability, which in turn can help drive a radically improved user experience that brings together information from one or more data sources and takes maximum benefit from the application of standards such as XML and Web services
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XML Reference Schema:

· display-oriented (e.g., bold, italics, tables, paragraphs, styles)

· open document format

· enables archival and file format interoperability
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XML Custom-defined Schema:

· data-oriented (e.g., price, invoice)

· represents the business information stored in the document

· enables system integration
Interoperability Best Practice—Service Oriented Architectures

A relatively recent concept in the world of interoperability is that of the service oriented architecture (SOA). The underlying principle behind the concept of an SOA is the idea that IT systems, software, devices and services will integrate and “talk” to each other—even if they were never specifically designed for each other in the first place. An SOA is implemented using Web services, and applications are constructed as sets of re-useable, co-operating services with each being responsible for one or more clearly identified and bounded user tasks, business processes or information services. 

In this model there is often no presentation tier: this can be because the interactions are solely machine to machine and not intended for human presentation and interaction. At the same time, the underlying components can expose functionality and interfaces that can be used by presentation tiers that are written independently—and which could run, for example, via a browser, or through a rich open standards client application such as Microsoft Office running on a PC. This is achieved by ensuring that the underlying components expose their functionality via open standards for other presentation tiers to access and use. This service interface presents business layer functions in a format that presentation tiers are able to understand and exploit. 
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Figure 2: the service oriented architecture approach

The service end-points that are made available in an SOA use Web services, which in turn are exposed using standards such as:

· XML: the eXtensible Markup Language, which, as noted above, provides vendor-independent data interoperability between systems

· SOAP: the Simple Object Access Protocol, which provides the syntax for accessing services

· WSDL: the Web Services Description Language, which effectively provides the contract for Web services, setting out what inputs are expected and what outputs will be supplied

It is the principle of:

· providing service interfaces

· developing a rich set of such services

· developing applications that compose and aggregate these services in order to provide and support higher-value business systems and processes

that is increasingly being referred to as a Service Oriented Architecture (SOA).

The SOA model relies upon industry standards, which enable services to run on many different platforms and ensure that they can still interoperate and communicate with each other. Services can be delivered to user interfaces that run on any platform or device capable of talking to the underlying service interfaces. The only requirement of the consuming application is its ability to comply with and use the standards involved.
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Figure 3: cross-vendor integration via the SOA

Using this approach, a .NET Web service can be used for example by Windows rich client applications, Smartphones, a PDA or a Web browser or Java application. Similarly, a J2EE Web service can be used by exactly the same clients—or, indeed, such Web services on different platforms can talk to each other directly. For Government this is an absolutely key feature—enabling services built on different platforms and technologies to communicate and interoperate with each other both within departments, between departments and between departments and external users, such as citizens, businesses and intermediaries.

Existing legacy applications can be brought into the SOA world (dependent on the precise system involved) through a variety of approaches. Such legacy applications can be wrapped as components and expose their functionality and data as Web services using XML. This can be achieved through technical solutions such as custom-built adaptors, the use of API’s (Application Programming Interfaces) and other interfaces. Microsoft BizTalk Server, for example, can provide an effective means of linking the open world of XML interoperability with existing systems: it has in excess of 300 off-the-shelf adaptors that can link to technologies such as IBM MQ Series, mySAP, CICS, and Oracle and applications such as Siebel, Oracle Financials and JD Edwards
. In addition, Microsoft Host Integration Server provides integration components that enable data integration, application integration, network integration and security integration of host-based systems—for example, providing access to, and hence interoperability with, IBM AS/400 applications and IBM Mainframe CICS and IMS applications
. Part of the work involved in migrating to a true SOA is the baseline analysis of existing systems to help develop a roadmap to enable them to play their part in the overall e-services architecture.

Government applications often need to be scalable, available and to meet demanding levels of performance—particularly if they are part of the overall infrastructure delivering e-Government services, or mission critical applications (such as benefits calculations and payments). An SOA allows functions that are designed, implemented and exposed as services to make use of other services—regardless of where they are and on which physical machine they are deployed. When aggregated, these services can provide a user with a system that provides a range of cross-functional features and business facilities.

Services need to communicate with each other successfully, regardless of the platform or technology and independent of physical location. The term used to describe the mechanism through which they communicate with and access each other is known as a message bus (also sometimes referred to as an enterprise bus). This bus can exist on any physical network and typically can be a common carrier such as the Internet. Within a particular organization, the message bus could use a local LAN or WAN, or run across Government internal networks.

Developing a strong interoperability framework will help lay the foundation for a cross-Government service oriented architecture, with all the benefits that brings in terms of improved operational efficiency and streamlined business processes—brought about by enabling the right information to be available at the right time to the right people: securely.

The Foundations of a Technical Framework

Core Standards

The core standards that help deliver a successful interoperability framework are relatively well-defined. Several building blocks are now generally accepted as the basis on which to build interoperable systems. These include:

· interoperability standards for data (with XML the preferred and most widely adopted generic method)

· a vendor-independent method of exposing functionality between diverse systems (with WS-I based Web services the most widely adopted method)

· consistent metadata (with Governments developing specific metadata catalogues that encapsulate their vocabularies)

These interoperability enablers need to be underpinned by appropriate industry supported standards such as:

· TCP/IP for wire-level transport

· HTTP and HTTPS 128 bit SSL vs 3 for the data communications transport

· HTML, XHTML and XSL for the presentation of Web-page based information

· XML for the structured and consistent exchange of information

· x.509 certificates—where digital certificates and digital signing are required, for example

· the W3C digital signature standard and PKCS as methods for the use of digital certificates for digitally signing information

· SOAP for accessing systems in a vendor-neutral way

· SMTP and SMIME/3 for the exchange of email

· Web services as the primary vendor-neutral method of interacting with different services

· WS-I specifications (WS-Security, WS-Trust, WS-Policy etc) for providing consistency and composability in the ways that systems are designed to interoperate with each other in a secure, reliable and predictable fashion

By applying this toolkit of interoperability enablers, Governments are able to ensure that their systems are capable of exchanging information in a consistent fashion. But in addition to these tools, a higher level guiding framework should set out more specifically how these tools can be used to deliver consistent results. This is typically defined through the use of an enterprise architecture (EA). An EA sets out more specifically, even prescriptively, how the items in the toolkit should be combined and used together in a consistent and interoperable fashion.

XML as Enabler—Just One Part of the Solution

One of the most common elements across all areas of interoperability is the pervasiveness of the XML. XML has proved itself a powerful means of providing a high degree of data interoperability between diverse systems, ensuring a strong, vendor-neutral interoperability story and playing a key role in the design and delivery of Web services.
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Figure 4: XML as interoperability enabler

In a typical interaction, for example, one organization (such as a Government department) may make a request of another using Web service calls. The request (typically containing some form of business document), is sent by the originator to the respondent. At this point a product such as Microsoft BizTalk Server can transform the incoming XML request and use one of more than 300 different application and technology adaptors to interact with the local application—which will then be able to process the incoming business document contained in the request. As a result of this processing, the application will output a response that BizTalk Server can understand and transform back into agreed XML and generate a formal recipient response for return to the originator.

The interoperability in this example happens at two levels: generic inter-system interoperability is achieved using XML to represent the data; the specific interoperability between that XML data and existing systems and applications is achieved through the use of a product such as BizTalk Server, which is able to translate and map between XML and other technologies and systems. To achieve this second level of interoperability, BizTalk adaptors that enable the translation between XML and specific systems or technologies make use of a variety of APIs, protocols and file formats so that they can communicate with the wide diversity of systems and technologies that exist in the typical Government IT estate. So XML itself is not a magic bullet to the problems of interoperability: it is just one part of the solution. So too are products and solutions that help interface with existing IT investments, such as Microsoft BizTalk Server and Microsoft Host Integration Server.

Legacy Integration

As the preceding illustration makes clear, the adoption of interoperability standards (such as XML) for new systems and projects also needs to take account of the real world practicalities of integrating with existing systems. Development of suitable legacy integration modules allows e-Government programs to quickly build new standards-based business-critical applications while preserving the considerable investment in existing systems and applications. While each integration project will be specific to the implementation involved, common elements will tend to include:

· Network and Security Integration: the provision of security-aware managed host access seamlessly connecting legacy host systems with open standards e-Government systems
· Data Integration: the provision of complete, secure access to enterprise data through object-oriented and programmatic access to existing databases and flat file data on mainframes
· Application Integration: the use of distributed applications that integrate open standards e-Government systems with existing legacy transactions
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Figure 5: XML / system integration

The general move away from resource expensive and inflexible backend systems such as mainframes needs to be part of a coordinated e-Government program. This ensures that there is no expensive rip-and-replace approach, but instead a sequenced and structured series of integrations and migrations that move progressively towards implementation of the interoperability framework. Early benefit can be taken of the interoperability standards publicly exposed for both public and Government internal use, even while existing systems continue to operate in a relatively silo’d fashion, ensuring a return on investment on Government’s existing IT estate.

There are also early benefits to be taken from using a familiar desktop environment such as Microsoft Office 2003—which enables users to interact in an intuitive way with a wide range of existing information contained in backend systems. With full support for interoperability standards such as XML and Web services, Microsoft Office also includes the Information Bridge Framework (IBF)
, a toolset that builds on these capabilities to help forge solutions that connect Office to traditional line of business applications using Web services. This use of the desktop environment is key to empowering Government workers to interact intelligently with data and information in ways that has previously not been possible due to the way data was isolated in separate silos.

Microsoft BizTalk Server (BTS), discussed briefly in the preceding section, is another example of a leading platform for providing effective cross-platform interoperability. Built around XML, BTS provides the ability for data and information to flow easily between many different systems. It also includes a variety of associated tools that ease interoperability, including advanced mapping functions that enable information to be transformed from one format into another—a key part of ensuring interoperability between systems that may, for example, hold even basic information such as name and address data in entirely different formats.

In addition to these core interoperability features, BTS also provides advanced scheduling features that enable complex business rules and logic to be encoded and acted upon: for example, to take the address scenario further, imagine a Government service that enables a citizen to update their address record once and then have that propagated across all Government systems that contain copies of their address information. BTS can be configured to connect to all of the backend systems that contain such information—using adaptors that connect into application systems such as SAP, Oracle Financials and proprietary technologies such as MQ Series.

Beyond these physical connections, the mapping and scheduling features can be used to ensure that the address data is always in the right format for the target systems—and to ensure suitable business rules around the address updates. For instance, the scheduling rules can determine what happens if some of the address updates fail (where perhaps a backend system is offline or contains some kind of record mismatch): it could at one extreme roll-back all the address updates across all systems and notify the citizen that it is not possible to update their address—or, as another option, could report back to the citizen only those systems where the update failed and provide information on what the citizen should do next (such as telephoning a contact centre to manually have those records resolved).

BTS is in widespread use in a variety of highly demanding and mission critical systems—ranging from Government projects such as the UK Government Gateway which handles all of the UK’s user identity management and messaging requirements through to use in other demanding domains, such as the retail sector.

Often there will also be a need to share data between heterogeneous operating systems—such as UNIX/Linux, Novell NetWare and Microsoft Windows. Microsoft Services for UNIX (SFU) enables Microsoft Windows to support UNIX and Linux protocols, command-line scripting and Application Programming Interfaces (APIs). These features can help with both migration from legacy UNIX environments and with interoperability between different operating system environments. SFU provides the ability to simplify the port of applications from UNIX to Microsoft Windows.

Likewise, Microsoft Services for NetWare (SFN) enables Microsoft Windows to support Novell NetWare operating systems and other Novell specific technologies, such as IPX, SPX and NetWare Core Protocol. SFN supports important areas such as directory integration between Active Directory and Novell Directory Services (NDS) and support for NetWare file and print services. SFN also helps with migration from NetWare environments to the Microsoft platform. 

For directory interoperability across multiple directory stores, Microsoft Identity Integration Server (MIIS) helps with user identity management, including interoperability between Active Directory and other identity data stores such as iPlanet and NDS.

Business Processes Management

To be successful, automated business processes executed across systems in a wider interoperability framework are characterized by attributes which include:

· the visibility of end-to-end process activities

· process components and functionality that are exposed and self-describing

· the ability to integrate disparate information sources and application functionality into a process

· information flows and event notifications that can be automated and monitored throughout a process 

· workflow participation that makes the most of desktop productivity and communication tools

· service level agreements that can be specified, monitored, and enforced for activities in a process

· the ability to add, remove, or reconfigure any process activity or component, without disrupting the process

· processes that can be monitored in real time or near real time 

· process designs that can accommodate any exception handling requirement

· processes that can be easily replicated, extended, and scaled 

With the support of XML and Web services, Business Process Management (BPM) systems are transforming the way in which IT can implement and execute workflow components. XML applies structure to information, freeing it from any functional dependency on the software that operates on it. Web services on the other hand provide the framework for application-to-application messaging and invocation over an unbounded network. BPM tools provide the additional support infrastructure to harness these capabilities to create, deploy and execute the entire scope of workflow management, enterprise application integration (EAI), and trading partner integration (TPI).

The Business Process Execution Language for Web Services (BPEL4WS or BPEL) is another important standard that can help in the delivery of interoperability programs and is supported by Microsoft in BizTalk Server 2004. Developed collaboratively as a cross-industry initiative by Microsoft, IBM, and BEA Systems, BPEL was designed to orchestrate and coordinate Web services so they can be engaged in collaborative and transactional behavior. The BPEL specification has been submitted to OASIS for review and eventual designation as a protocol specification.

While Web services provide the methodology for application-to-application messaging and method invocation over an unbounded network, by themselves they cannot satisfy the operational requirements of a business process. A business process is a set of dependent and ordered activities, the execution of which results in a predictable and repeatable outcome in a timely manner. BPEL enables Web services to meet these requirements. BPEL formally defines basic and structured activities that are used to compose sophisticated business processes. Because a BPEL instruction set is an XML representation of a process with a precise language and grammar structure, it provides a readable and understandable instruction set for documenting a process. 

BPM technology represents a major reworking of how best to manage workflow development and deployment for business processes running across diverse systems. Although XML, Web services and BPM platforms introduce a new model to business process development and execution, the technologies required to do so are available in proven Microsoft products that natively support these important aspects of achieving true system interoperability. For example:

· BizTalk Server: which provides the platform for Enterprise Application Integration (EAI) and BPM, supporting the integration and automation capabilities of XML and Web services technologies. BizTalk Server functions as a process execution engine and as a multi-transport hub for messaging and document transformations.

· Visual Studio .NET: which provides an integrated development environment. The Orchestration Designer for BizTalk Server is an integral part of Visual Studio .NET. It is a visual development tool for building workflows and processes that incorporate business rules, events, transactions and exceptions and for linking these elements to implementation objects and messaging events. The assembled process generates an XML-based run-time script (BPEL) of the process that is executed in BizTalk Server.

· SQL Server:  which is tightly coupled with BizTalk Server and functions as its real-time data store for document tracking information and de-hydrated instances of long-running processes.

· Office 2003: which enables Word and Excel to use XML as their native file format. These applications now behave like network clients, in the manner of a Web browser or e-mail client, but are capable of far more sophisticated and automated interactions with any source of XML information. In Office 2003, Microsoft also introduced InfoPath, an XML-based form application designed to address complex workflow documentation requirements. Because these applications can generate and decode XML documents with their respective schema definitions and processing instructions, they can directly engage in event-level interactions with BizTalk Server.

· Active Directory: which provides automated and federated authentication and authorization facilities as part of the process development and execution architecture. Its authentication and authorization capabilities facilitate sophisticated workflow processes that involve multiple participants, applications, documentation flows and information sources. Active Directory also defines role-based participation attributes for workflow activities.

· Host Integration Server and BizTalk Server Adaptors: which facilitate integration with enterprise applications, legacy networking and transport protocols, and numerous data formats.

· Microsoft Operations Manager and Application Centre: which provides data centre class system tools for building, monitoring and scaling high-performance, mission-critical deployments of BizTalk Server and its supporting technologies.

Microsoft recognizes the importance of the many aspects that contribute to the delivery of successful interoperability programs. These issues range across far more than just the lower level technical and application interoperability standards: they need to embrace the higher level business processes and functions that enable the intelligent structuring of information flows, improved operational efficiency and informed business and policy decision-making.

Microsoft is at the forefront of XML, Web services and Business Process Management development and is committed to the implementation of these enabling technologies. Nowhere are the potential capabilities of XML and Web services more evident than within Microsoft’s integration, development and productivity technologies. The core XML and Web services capabilities found in BizTalk Server, Visual Studio .NET, Visio and Microsoft Office 2003 demonstrate a coherent vision for distributing EAI and BPM development and deployment activities, both along functional lines and among stakeholders. 

Web Services Protocols

It is clear that Web services are now an increasingly common feature of interoperability programs. The core components of an open-standards based Web services interoperability stack are shown below.
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Figure 6: Web Services Protocols

These protocols are essential building blocks in helping deliver Service Oriented Architectures and true vendor-independent interoperability. They have been developed as a cross-industry initiative involving companies such as Microsoft, IBM, SAP, BEA, Verisign and RSA. The strategy has been to:

· work with platform vendors and subject matter experts to publish specifications that address the needs of each functional area

· accelerate broad adoption of the specifications

· deliver a robust implementation of the protocols through a series of interoperability workshops—a key step in ensuring that the specifications are given real-world meaning through proven, practical cross-vendor implementation and support

This approach has ensured both widespread industry support and that the defined standards and protocols are supported in working technology and products across a wide range of industry players. The development of these standards has involved a range of vendors working together in interoperability labs to prove that the standards deliver true cross-system and cross-application interoperability. Using practical labs and feedback as part of the development of these standards means that by the time they are published there is a wide range of support from the major IT suppliers. This helps to avoid the type of committee-designed, paper-based standards that plagued some previous attempts at standards work.

Working up through the protocol stack in more detail:

· The Transports tier builds on the ubiquitous transport standards of the Web: HTTP, TCP, SMTP and so on. Web services need to be transport independent so that the optimal choice can be made for each situation.

· XML is used for data interoperability between diverse systems: XML, SOAP and WSDL have become the lingua franca for interoperability across systems and trust boundaries. XML, SOAP, and WSDL are supported widely in shipping products from all mainstream suppliers including Microsoft, IBM, Iona, BEA, Sun, Oracle, etc.
· The Foundation tier uses a range of associated standards that handle messaging, security, reliability, transactions and metadata: standards such as WS-Security, WS-ReliableMessaging and so on. The function of this tier is to ensure secure, reliable and transactional capabilities. It too has wide support across vendors and customers.

· The Applications and Application Infrastructure tier handles the application space, together with associated management and business processes. Once the foundation is in place, connected applications can be developed using either rich client or browser-based functionality. Underlying some of these connected applications, there will be a need for advanced business process management and systems management capabilities.

Since these Web service protocols have widespread cross-industry support, they provide a useful baseline for Government interoperability standards. Underpinning this high-level representation are areas and standards such as:

Description and Discovery

The ability to find and exploit existing information assets and the systems and applications that provide them is an important aspect of successful interoperability programs. It is not unusual for organizations to be running literally hundreds of different applications. Effective ways need to be found of enabling them to be both rationalized over time and in the interim exploited to their maximum value. 

Finding such Web services interfaces and how to use them is the purpose of the Universal Description, Discovery and Integration (UDDI) standard, co-developed by Microsoft, IBM, and Ariba and now widely adopted in the marketplace. This is a specification and reference implementation for distributed XML-based information registries for Web services. UDDI registries describe and discover the Web services exposed by an organization. UDDI therefore provides a platform-independent, open framework for discovering businesses and integrating services over the Internet or internal networks using Internet protocols.

Microsoft Windows Server 2003 includes integrated support for enterprise UDDI Services that can be used to deploy either a private UDDI solution inside an organization, such as a Government department, or a shared solution with trusted partners via an extranet or a virtual private network (VPN) on the Internet. The use of these UDDI Services can help Governments organize and catalogue programmatic resources and provide an efficient mechanism for the discovery, sharing and reuse of Web services—both across Government and with the outside world.

The use of such directories within Government enables Government entities to:

· discover each others’ services

· define how they interact over the Internet (or a secured Government-use network)

· share information in a trusted registry that will accelerate the adoption of electronic methods of interaction in Government

Underlying the UDDI and Web services standards are a variety of building blocks which include WSDL, the Web Services Description Language, which provides a description of Web services as individual messages. The operations and messages are described abstractly, and then bound to a concrete network protocol and message format to define an endpoint. WSDL is natively supported by Microsoft development tools such as Visual Studio.NET

There are also a range of more recent standards that help define the framework within which interactions between systems are developed and executed. These standards include:

· WS-Policy: extensions to SOAP that describe a mechanism for requesting and communicating acceptable and required formats, elements and message characteristics

· WS-PolicyAssertions: a set of common message policy assertions that can be specified within a policy

· WS-PolicyAttachment: three specific attachment mechanisms for using policy expressions with existing XML Web service technologies

· WS-MetadataExchange: a generalization of the PolicyExchange mechanisms to provide a Web services based mechanism to also acquire WSDL, Schema and other metadata

Such Web service standards are supported by Microsoft’s Web Services Extensions (WSE) toolkit for Visual Studio.NET. WSE itself is an interim building block on a roadmap towards a set of features known as Indigo.

Insight into Indigo

Indigo is an important set of .NET technologies for building and running connected systems and forms part of a new breed of communications infrastructure built around the Web services architecture. Advanced Web services support in Indigo provides secure, reliable and transacted messaging along with interoperability. Indigo's service-oriented programming model is built on the Microsoft .NET Framework and helps to simplify the development of connected systems. Indigo unifies a broad array of distributed systems capabilities in a composable and extensible architecture, spanning transports, security systems, messaging patterns, encodings, network topologies and hosting models.

Indigo will be available for Windows "Longhorn" (the next release of the Windows operating systems) as well as for Windows XP and Windows Server 2003. It is a further sign of the practical commitment Microsoft has across its technical roadmap and vision of supporting interoperability at the core of its products.
Messaging and Reliable Messaging

Inter-system messaging is another foundation component of successful interoperability. There is a core of Web services standards that provides the baseline set of messaging standards, which include:

· SOAP 1.1: the widespread base standard for sending messages over various transports, including HTTP

· SOAP 1.2: the revised version of the base standard, used for sending messages over various transports, including HTTP

· WS-Inspection: which provides for site inspection of services

· UPNP Version 2 Discovery Protocol: a Web Service protocol that is simple and well integrated into the rest of UPNP v2 architecture

· WS-Addressing: which provides transport-neutral mechanisms to address Web services and messages 

Alongside the core message requirements is a richer set of typical needs that include those associated with ensuring that messaging is conducted reliably and predictably. An associated set of Web service specifications exists specifically to help ensure such reliability and these include:

· WS-ReliableMessaging: a messaging protocol for sending SOAP messages reliably in a bi-directional communication between endpoints.

· WS-TransmissionControl: a set of constructs for controlling the exchange of messages between services to improve reliability by preventing message loss due to service unavailability, overloading queues and other causes.

· WS-EndpointResolution: a set of Web service mechanisms that support selecting a specific endpoint for an operation or message from a set of allowed candidates. This is particularly useful in server farms and mobile environments.

The combination of Visual Studio.NET and WSE—and in the longer term, Indigo—ensures that developers have a set of tools that natively support these important interoperability enablers.

Transactions

In addition to basic, reliable messaging between systems, many messaging interactions will need to be associated with transactional interactions. Transactions may also typically span more than one associated system and hence require more complex co-ordination than a simple one-on-one relationship between two applications. Examples of interactions that require a high degree of transaction co-ordination are applications that span multiple Government departments and systems—such as, for example, an integrated benefits claim or even potentially something that appears superficially straightforward, such as a notification of change of address, which could impact a wide range of systems.

To support these types of interaction, other Web services standards have been defined, including:

· WS-Transaction: which describes coordination types that are used with the extensible coordination framework set out in the WS-Coordination specification

· WS-Coordination: which describes an extensible framework for providing protocols that  coordinate the actions of distributed applications

Security

Any set of Web services interactions also needs to be conducted securely—to ensure the integrity, authenticity and privacy of the interaction. An important set of Web services standards have been developed to ensure the security of interactions between systems and applications, including:

· WS-Security: a protocol for secure communication with SOAP

· WS-Trust: extensions that build on WS-Security to request and issue security tokens and to manage trust relationships

· WS-SecurityPolicy: an addendum to WS-Security and indicates the policy assertions for WS-Policy which apply to WS-Security

· WS-SecureConversation: extensions that build on WS-Security to provide secure communication. Specifically, it defines mechanisms for establishing and sharing security contexts, and deriving session keys from security contexts

· WS-Federation: mechanisms that are used to enable identity, authentication and authorization federation across different trust domains including access from Web browsers

· WS-Privacy: extensions that build on WS-Policy to declare privacy policies and privacy preferences/requirements

· WS-Authorization: a format for describing authorization data that integrates with WS-Security and other security extensions

Semantic Interoperability—the Metadata Framework

Governments require a common understanding of what is being referred to across their many functions and departments if they are to share information efficiently both internally and externally. The best way of doing this is through a common metadata language, catalogue and thesaurus.

Metadata is essentially "data about data", which sounds like something of a tautology. However, it underpins a coherent, consistent approach to efficient information use and reuse. For example, the metadata of a CD library is information relating to the CDs—their publishing companies, artists, titles and so on. The thesaurus ensures that the terminology used across an organization (between business units and between Government and other organizations) is consistent, so that the same metadata is always described using the same terms. By building a catalogue of standard terms and descriptors to be used across the whole range of services, a common and efficient set of keys will enable information to be retrieved and used by everyone with the required authorization. 

Cultural and Organizational Interoperability

There are no quick technology solutions to tackling cultural and organizational interoperability issues—but without attention to these important aspects, IT-based interoperability solutions will fail or at least never deliver the anticipated benefits. As part of the overall project and program design, employees in organizations need to be involved to ensure they understand the objectives of an interoperability initiative, what the impacts could be on current working practices and their own roles—and how management will ensure these issues are included and addressed as part of a comprehensive change management process.

These higher-level business issues need to be supported by consistent technical approaches—for example, in the development of metadata standards within and between organizations. The role of enterprise architectures and overall information system strategies is important in establishing a broader framework within which the softer interoperability factors can be resolved.

To help support common solutions across and between various organizations, departments and agencies of Government at all levels, Microsoft supports the smart re-use of solutions. The Solution Sharing Network (SSN) for Government provides a community of public sector organizations, partners and developers with the ability to share best practices, intellectual property (IP) and solutions on the Microsoft platform.

The SSN program provides:

· a Web-based platform allowing access to hosted knowledge and solutions

· a community/collaborative environment facilitating the sharing, rework and enhancement of Government solutions

· a series of mechanisms for searching, rating and cataloguing solutions and projects

· an open forum for partners to contribute to and showcase their solutions and capabilities

The benefits for Governments include:

· increased sharing

· faster knowledge transfer—the ability to find what has worked elsewhere faster and hence move more quickly through the education process around new projects

· faster solution realization—customers can share solutions on our platform to help reduce inefficiency and drive additional value

· improved reuse—why re-invent the wheel? Leverage the work done by other agencies and save time, risk and money

Overall this program delivers an extensive collection of shared public sector applications, architectures, white papers, studies, plans and references. All material and IP is shared fee-free amongst the community of peers and collaborators. This provides another example of how relying on the Microsoft platform helps drive value up and costs down. It enables Governments to focus more of their limited resources on frontline business needs rather than in tackling technical back-office services. The program also dispenses with the need for complex and resource-consuming IT work, such as attempting to get multiple technologies from multiple vendors to work together properly—which is typically where one of the largest portions of IT budgets is consumed.

Freedom of Information and Official Records

As interoperability will enable key information and data to move more easily and be located more easily between systems, in principle ensuring compliance with freedom of information obligations will become easier. But this will only be true if adequate designs are put into place around such interoperability elements as semantic equivalence and metadata standards. Likewise, security boundaries and related issues are fundamental problems to be addressed: there is little point being able to aggregate a whole suite of information to respond to an FOI request if it is not possible to determine easily the security context of that information, and which of it may or may not be released automatically into the public domain.

In addition, there is the need to ensure access over time to electronic data. Given the speed with which technologies change, this is no small challenge. There are various ways of accessing older format files and applications—ranging from applications such as Microsoft Office which provide openly published XML schema file formats to the use of virtualization technologies, which enable previous generation applications and operating systems to be run as a virtual environment on current operating system platforms.

Virtualization technologies such as Microsoft Virtual PC and Virtual Server products enable systems to run multiple operating systems and applications on a single physical PC or server. This ability enables improved management of heterogeneous environments:

· the PC version can support a wide range of operating systems including Windows 2000 Professional, XP Professional and XP Tablet Edition as the host system and the likes of MS-DOS, OS/2 Warp and Windows from version 95 to operate as guests

· the server version uses Windows Server 2003 as the host and supports the likes of DOS, Windows, NetWare and Linux as guests. Server and application consolidation can be a vital aspect in ensuring manageable delivery of the systems required to support e-Government initiatives without going to the expense of rip-and-replace or the management of a complex set of multiple PCs and servers

Virtualization is one key means by which older applications and operating systems can remain available to assist with obligations around historic archiving and records management and retrieval issues.

Privacy, Confidentiality, Security and Data Protection

Privacy and Confidentiality Best Practice

Citizens and businesses provide personal or company information to Government on the basis of trust. For example, citizens generally trust that their medical or tax records will not be disclosed casually to anyone other than the medical or Government officials who need access to them. And businesses provide a great deal of commercially sensitive information to Government, often through procurements where they make bids that include financial and product information that could be damaging if it was casually made available to competitors.

Government has a duty of care to ensure that it has strong privacy and confidentiality measures in place to control access to data, record who has used what data and for what purpose, place restrictions on specific uses of information and to guarantee that inappropriate access to or release of such information will not occur. This can be complex enough to achieve when only a single application or system is involved: it becomes more complex again where interoperability results in applications sharing data between more systems. Appropriate measures need to be in place across all the likely interactions—be they Government-to-Government, business-to-Government or citizen-to-Government.

Government IT organizations typically use a combination of security-oriented technologies to protect sensitive data: firewalls to protect network access, access control lists (ACLs) to protect sensitive files, and encryption to protect confidential e-mail messages. While valuable, these protection methods share a common limitation in that once the intended (or unintended) recipient gains access to the information, they are free to use it in whatever manner they wish. Such risks need to be properly addressed. More control and accountability is needed through a combination of more granular and manageable role-based access control, tamper-proof auditing and reporting of data access events, and the extension of rights management to information assets.

By attaching rights policy to information, Microsoft Windows Rights Management (RM) technology enables Government organizations to gain highly granular control and protection of all types of digital information they own—both online and offline, and inside and outside of the perimeter of the firewall. Regardless of where the data is accessed and distributed, RM helps to ensure that only the intended users can access it, and only under the conditions and restrictions specified by the attached rights policy.  Windows RM technology helps meet the needs of Governments that are looking for a complete information security solution to help protect sensitive information—and hence ensure adequate compliance with privacy requirements while still taking a benefit from interoperability. But note that even approaches such as Rights Management should not be used alone—for example, they remain vulnerable to analogue attacks. They should form only part of an overall security and privacy policy.

Security Best Practice

User Identity Management

User identity management is an essential building block that needs resolving before online services can be delivered with any degree of assurance and protection. Government needs to confirm it knows both with whom they are dealing and that they have the right to interact with the particular service being offered. How complex such online verification need to be varies Government by Government—and in part depends on social and cultural backgrounds, such as whether national identity cards exist. Where national identity cards and proven methods of verifying identity already exist, enabling them to work in the online space may be relatively trivial. In other countries, with no tradition of state identity cards, the process of establishing the true identity of an online user may prove more complex.

Microsoft Windows Server provides a rich range of user identity management features, including integrated certificate and smart card support (likewise Windows clients such as Microsoft Windows XP natively support smart card and certificate authentication alongside their usual user id/password authentication model). Using Windows Server Active Directory and associated products such as Microsoft Identity Integration Server helps provide management of multiple platforms. This is essential, both within Government where single sign-on and appropriate access across systems needs to be provided in order to enable interoperability to become a reality, but also externally where Governments are engaged in e-Government initiatives and the provision of online services.

Data Protection

Data protection demands a high level of due diligence on the part of IT departments—not just on the security side, but on ensuring the integrity and availability of that data. Microsoft Windows Server 2003 provides a set of tools that can help ensure critical data is never accidentally damaged or lost. For example, the Distributed File System (DFS) provided with Windows Server 2003 provides automatic recovery from server failures. In addition, the File Replication Service (FRS) helps to ensure that critical files are replicated in multiple locations. And the integrated Encrypted File System (EFS) can help ensure that files are held in an encrypted format, further enhancing the already very strong user access rights management features provided. These tools can be combined with other Windows Server redundancy features such as Automatic System Recovery (ASR), which allows an administrator to recover from a catastrophic system failure. ASR backs up disk and system information, allowing a rapid repair or replacement of a managed system. All of these core, integrated elements of Windows Server 2003 help to support important requirements associated with data protection obligations.

Futures

The IT industry is currently more aligned in its general approach and direction than in the past. This should help to ensure that the problems of interoperability will be tackled more effectively. Recognizing that specifications alone would not be enough—earlier attempts at standardization failed to achieve interoperability in the real world—Microsoft, IBM, and others have together created the Web Services Interoperability Organization (WS-I).

WS-I provides a forum for the common interpretation of the Web service standards, so that technology customers can be confident that two implementations of WS-Security, for example, really will interoperate. Founded in February 2002, WS-I now has approximately 150 members, from system vendors to system integrators to solution providers to healthcare providers to Government agencies. America Online Inc., BEA, Fujitsu, HP, Microsoft, NEC Corp., Oracle Corp., SAP AG, Siebel Systems Inc., Sun Microsystems Inc., and TIBCO are all WS-I members.

Using this foundation, Microsoft is building standards-based interoperability into its product line. In addition to the XML and Web services support that has been incorporated within Microsoft products and technologies as outlined earlier in this paper, two upcoming product enhancements—Visual Studio and SQL Server 2005—further illustrate the extent to which Microsoft is placing these cross industry standards at the heart of its work.

The next release of Visual Studio will introduce a new modeling canvas for architects focused on the challenge of designing distributed systems using Web services. Two design tools will ship with Visual Studio that use this canvas: 

· a logical application designer, for modeling the components of a service-oriented solution and their interactions

· a logical data centre designer, for modeling the processors onto which the services will be deployed, and the security zones into which those processors are fire-walled 

The focus of these modeling tools is to support the early communications between solution architects and system architects to ensure the operational requirements of the solution are fully considered in the design phase. Microsoft has taken over many projects that were delayed and pushed over budget by deployment problems that could have been averted by better modeling up front.

Both of the Visio Studio design tools target the System Definition Model (SDM), an XML schema for describing software components, computer hardware, networks and interaction models. As a modeling language for the description and analysis of connected systems, the SDM is the technical keystone of the Dynamic Systems Initiative—which helps simplify the operations and management of heterogeneous IT environments.

Among the many enhancements in another next generation product, SQL Server 2005, is improved support for XML and Web services. SQL will offer the following: 

· native storage of XML documents

· support for XQuery to search those documents

· returning result sets in XML

· the exposure of stored procedures as Web services

Several architectural elements in SQL Server will support solution scenarios in a service-oriented data centre: 

· notification services can be used to publish and subscribe to information feeds

· reporting services can perform scheduled queries, and produce XML notifications of the analysis results

SQL Service Broker can be used to support services designed on a distributed data model, including superscalar information repositories.

As is apparent from this outline of just two forthcoming products, Microsoft’s next generation of products will natively support not only the baseline levels of interoperability built around XML and Web services that today’s generation of Microsoft products provides, but a much richer and more powerful set of depth features. For example:

· “Avalon”—a new presentation subsystem, Avalon will provide the foundation for building applications and high fidelity experiences, blending together application UI, documents and media content. The functionality extends to support for the TabletPC and other forms of input, a more modern imaging and printing pipeline, accessibility and UI automation infrastructure, data-driven UI and visualization

· “Indigo”—as discussed briefly earlier in this document, Indigo is an important set of .NET technologies for building and running connected systems and forms part of a new breed of communications infrastructure built around the Web services architecture. Advanced Web services support in Indigo provides secure, reliable, and transacted messaging along with interoperability. Indigo's service-oriented programming model is built on the Microsoft .NET Framework and helps to simplify the development of connected systems

· “WinFX”—the move of the .NET Framework into the core operating system, with a rich range of APIs for developers and applications to exploit

These next-generation products and technologies will further streamline and enhance interoperability in business and IT environments.

Summary

Technical interoperability is about enabling different applications and systems to communicate successfully, and to exchange information reliably and securely with each other. Interoperability enablers include a mix of open standards and broadly licensed proprietary standards, as well as the ability to exploit APIs, formats and protocols of existing applications and technologies.

Over the last few years, XML and Web services have become widely adopted and recognized as the best method of ensuring interoperability between systems and applications. This is reflected by the extent to which products and technologies, ranging from Microsoft Windows Server 2003 to Microsoft Office 2003 and Visual Studio.NET, natively support these standards and help simplify and accelerate interoperability between systems.

We are on a journey towards a world where systems and applications are much more likely to become part of a mesh or grid of seamless services—enabling the information assets spread across them to be exploited in ways which may not yet be possible to fully predict. To take advantage of such an environment, new technologies for integrating these information assets in an even more seamless and intuitive way will need to be developed—areas in which Microsoft is actively pursuing research and investment. Our platform today is already architected on key interoperability standards such as XML and Web services. As our roadmap develops, the ease of use of these features and their depth and breadth of support will be progressively enhanced.

Microsoft is committed to ensuring that our products and technologies continue to deliver practical, usable and reliable interoperability solutions that help solve real world problems: efficiently and cost-effectively.

Useful Links
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� Building Software That Is Interoperable By Design. Bill Gates Executive Memo. See � HYPERLINK "http://www.microsoft.com/mscorp/execmail/" ��http://www.microsoft.com/mscorp/execmail/� 


� Of course, interoperability should be but one factor in a Government’s procurement decisions. Such decisions should be made based on objective criteria, including not only the ability to interoperate with existing and new systems, but also total cost/value for money, appropriateness to task, functionality, security, innovation, and adaptability to future technologies.


� See � HYPERLINK "http://e-government.cabinetoffice.gov.uk/Resources/FrameworksAndPolicy/fs/en" ��http://e-Government.cabinetoffice.gov.uk/Resources/FrameworksAndPolicy/fs/en� 


� See � HYPERLINK "http://www.feapmo.gov/fea.asp" ��http://www.feapmo.gov/fea.asp� 


� See � HYPERLINK "http://www.e-government.govt.nz/interoperability/" ��http://www.e-Government.govt.nz/interoperability/�  


� See � HYPERLINK "http://www.eping.e.gov.br" ��http://www.eping.e.gov.br�


� See � HYPERLINK "http://www.microsoft.com/biztalk/evaluation/adapter/default.asp" ��http://www.microsoft.com/biztalk/evaluation/adapter/default.asp� for the most up-to-date list of Microsoft BizTalk Server adaptors


� See � HYPERLINK "http://www.microsoft.com/hiserver/" ��http://www.microsoft.com/hiserver/� for the most up-to-date information on Microsoft Host Integration Server (HIS)


� See � HYPERLINK "http://msdn.microsoft.com/office/understanding/ibframework/" ��http://msdn.microsoft.com/office/understanding/ibframework/� for more information
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