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Introduction to Troubleshooting

[This topic is pre-release documentation and is subject to change in future releases.]

This guide helps you determine the cause and resolution for problems you might experience while using Microsoft® Forefront™ Client Security. This document first presents general troubleshooting information, such as a list of the log files that Client Security uses, and then it addresses some specific issues you might encounter, with information and solutions for each.

For the most current version of this document, see the following address:

http://go.microsoft.com/fwlink/?LinkId=82194
To submit feedback about this guide, use the following address information in an e-mail:

Address: mailto:mcpfdbck@microsoft.com
Subject: Microsoft Forefront Client Security feedback: Troubleshooting Guide
About components and prerequisites

This guide assumes that you have a working knowledge of Client Security prerequisites, including Windows Server™ 2003, Microsoft Operations Manager (MOM), SQL Server 2005, SQL Server 2005 Reporting Services, and Windows Server Update Services (WSUS). Although some basic information about these products is included in the guide, it cannot replace neither the documentation for these products nor formal training.

For troubleshooting information about this software, see the following addresses: 


For Windows Server 2003 troubleshooting, go to this address: http://go.microsoft.com/fwlink/?LinkId=82196

For MOM troubleshooting, go to this address: http://go.microsoft.com/fwlink/?LinkId=81597

For SQL Server 2005 troubleshooting, go to this address: http://go.microsoft.com/fwlink/?LinkId=81611

For WSUS troubleshooting, go to this address: http://go.microsoft.com/fwlink/?LinkId=81613
The server portion of Client Security consists of the following components:

	Component
	Software Used

	Distribution server
	
WSUS 2.0 SP1 or WSUS 3.0
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Note: 

The Release Candidate of Client Security and later releases will support WSUS 3.0


Internet Information Server (IIS) 6.0


SQL Server or Microsoft SQL Server Desktop Engine (MSDE) for storing updates


Client Security Update Assistant

	Management server
	
Client Security


MOM Operator console


MOM Administrator console


Client Security Management Service


Client Security console


MMC 3.0 and .NET 2.0 

	Collection server
	
MOM Server 2005


MOM Operator console

	Reporting server
	
IIS 6.0 with ASP.NET


SQL Server Reporting Services (SSRS) 2005 


MOM Reporting Services

	Collection database server
	
SQL Server 2005


Collection server database (also referred to as the OnePoint database)

	Reporting database server
	
SQL Server 2005


Reporting database (also referred to as the SystemCenterReporting or Datawarehouse database)


General Troubleshooting

[This topic is pre-release documentation and is subject to change in future releases.]

You determine where the issue lies by first identifying when during Client Security operation the problem occurs. The following table describes possible problems and their causes.

	Issue
	Possible cause

	The Client Security console does not fully open.
	Inadequate user account permissions on the collection (or OnePoint) database

	The console displays no trends or gauges
	
Reporting server or the SQL Server hosting the reporting database is unreachable or down


User account permissions issues


IIS configuration problems (SSL, Ports, etc.)


Inadequate SQL database permissions

	Clicking on a report in the Client Security console produces a "ReportingServiceUnavailable" message
	
SSRS stopped


Server running SSRS unavailable

	Clicking on a report in the Client Security console results in "Permissions granted to username are insufficient for performing this operation"
	
Inadequate permissions to the Reporting Database or the SSRS server

	Clicking on a report produces a "Page cannot be displayed" error
	
World Wide Web service not running


Issues with contacting the reporting server


Log Files

[This topic is pre-release documentation and is subject to change in future releases.]

During installation and operations, Client Security uses log files that can be helpful in locating and resolving issues.

Installation logs

The following tables list the log files, their locations, and the components that use them.

For the server components of Client Security, the installation log files are located in the installation folder on each computer in your topology. If you used the default location during Setup, the log files are in the following location:  

%Program Files%\Microsoft Forefront\Client Security\Server\Logs
	Log File
	Used During

	ServerSetup_YYYYMMDD_HHMMSS.log
	Client Security installation (by Serversetup.exe)

	ServerConfig_YYYYMMDD_HHMMSS.log
	Configuration wizard log file

	MOMReporting.log
	MOM reporting installation

	MOMServer.log
	MOM 2005 Server installation

	MOMConsole.log
	MOM 2005 Server console installation

	MOMDB.log
	Collection database installation

	FCSCS.log
	Collection server component setup

	FCSUA.log
	Client Security Update Assistant service installation

	FCSDWH.log
	Client Security reporting database installation

	FCSMS.log
	Client Security management server component installation

	Qnnnnn.log
	Hotfix installation, where nnnnn is the hotfix number


For the client components of Client Security, the log files are located in the installation folder on the client.  If you did not specify a custom installation location when running clientsetup.exe, the log files are in the following location:  

%Program Files%\Microsoft Forefront\Client Security\Client\Logs
	Log File
	Used During

	Clientsetup.log
	Installation procedures (by Clientsetup.exe)

	MOMAgent.log
	MOM Agent 2005 installation

	FCSSSA.log
	Security State Assessment service installation log

	FCSAM.log
	Antimalware service installation


Operations logs

The client components generate various logs during operations. On client computers running Windows Vista™, these logs can be found in the following location:

ProgramData\Microsoft\Microsoft Forefront\Client Security\Client\Antimalware\Support

On client computers running Windows XP and Windows Server 2003, these logs can be found in the following location:

Documents and Settings\All Users\Application Data\Microsoft\Microsoft Forefront\Client Security\Client\Antimalware\Support

These locations are hidden folders. To view them, you must allow your computer to display hidden folders. 
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To view hidden folders

	1.
In Control Panel,select Folder Options
2.
Click the View tab, select Show hidden files and folders, and then click OK.


The following table describes the files contained in the log file location.

	Log File
	Description

	MPLog-daterange.log
	A log of scanned resources, threats detected, and signature update versions. Generated by the antimalware engine

	MPRegistry.txt
	Lists current registry settings for Client Security. Generated by running the command MpCmdRun –Getfiles

	MPSWE.txt
	Lists information from the Software Explorer tool in the Client Security interface.  Generated by running the command MpCmdRun –Getfiles

	MPApplicationEvents.txt
	Lists events generated by the antimalware component of Client Security, logged in the Application log of Event Viewer.  Generated by running the command MpCmdRun –Getfiles

	MPSystemEvents.txt
	Lists events generated by the antimalware component of Client Security. Pulls the events from the System log of Event Viewer.  Generated by running the command MpCmdRun –Getfiles

	WindowsUpdate.log
	Lists Windows Update Agent activity.  Generated by running the command MpCmdRun –Getfiles

	MpCmdRun-NetworkService.log
	Lists scheduled scans and signature updates done under the NetworkService security principal.  Generated by running MpCmdRun –Getfiles

	MpCmdRun-System.log
	Lists scheduled scans and signature updates done under the LocalSystem security principal.  Generated by running the command MpCmdRun –Getfiles

	MpSigStub.log
	Lists activity of the signature update component of the antimalware service


Running the command MpCmdRun -Getfiles also collects the above files (with the exception of MPLog-daterange.log and MpSigStub.log) into an archive named MPSupportFiles.cab.

Troubleshooting Installation

[This topic is pre-release documentation and is subject to change in future releases.]

This section helps you identify and solve possible problems during Client Security installation.

Setup reports errors on the Verifying Data and Requirements page of the Setup wizard

Background

Reasons this can occur: 


Prerequisite software is not installed.

For information about the software required to deploy each role, see “Deploying Microsoft Forefront Client Security.” 


A required service is not started.


The computer has less than 1 GB RAM.


A user account or password specified for the database access accounts has been entered incorrectly.

Solution

Click View Log on the Verifying Data and Requirements page of the wizard.  The reason for the verification failure will be listed in the log file.  Remedy the reason for the failure and restart the wizard. 

Account validation fails during installation

Background

In order for Client Security to validate the user accounts specified during the installation procedure, provided the username and password are entered correctly, the computer must be able to contact an Active Directory domain controller for the domain in which the account exists.  The location of a domain controller is determined by a query to the DNS servers configured in the TCP/IP properties.

Solutions


Check that a domain controller is online and reachable


Check that the username and password are entered correctly.


Check that the connection to the network has not been lost.


Check that the TCP/IP address and subnet mask are correct.


Check that the TCP/IP addressing information has the correct DNS addresses entered.

Setup doesn't install component

Setup might fail to install all of the components you specified in the Setup wizard.

Background

When installing Client Security, Setup attempts to install all of the selected components, even if there is insufficient room on the designated hard disk.  Setup generates errors for each component that does not have enough room on the hard disk, and a partial installation is completed.

Solution

Ensure there is sufficient free disk space for the configured size of the databases. (The defaults are 15 GB for the collection database and 1 GB for the reporting database.)

Resolve the low disk space issue and run Setup again.

Installation fails with error 1303

Installation might fail with error 1303 and event 11303 might be logged in the Application log of the Event Viewer. The event would contain the following description:

"The installer has insufficient privileges to access this directory: C:\Config.Msi"

Background

This issue can occur on slower computers, computers with slower hard disk drives, or computers experiencing heavy disk activity during the installation.  For more information, see the following Knowledge Base article:

http://go.microsoft.com/fwlink/?LinkId=82197
Unexpected CPU usage

After installing SQL Server and WSUS, you might notice that SQL Server is using substantial amounts of processor time when no actions are being performed. 

Background

When WSUS is first installed, it initiates synchronization with the Microsoft Update servers, and it stores this information about the updates in the SQL Server database.

Solution

WSUS should be allowed to complete synchronization before installing Client Security.

Unable to access reports on a remote Reporting server

After installation of SQL Server Reporting Services, an attempt to access the Report Manager might result in the following message: "The current identity (NT AUTHORITY\NETWORK SERVICE) does not have write access to 'C:\Windows\Microsoft.Net\Framework\v2.0.50727\Temporary ASP.NET Files'" 

Solution

This issue may occur on topologies with remote MOM Reporting Servers.  To resolve this problem, you must explicitly grant network service write-permissions to the .NET Framework folder.
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To grant write permissions to the .NET Framework folder

	1.
Open the following folder:C:\Windows\Microsoft.Net\Framework\ v2.0.50727\Temporary ASP.NET Files
2.
Right-click the folder and click Sharing and Security.

3.
Click the Security tab and click Add.
4.
In the Enter the object names to select box, type Network Service, and then click OK.

5.
Under Allow, ensure that the Read & Execute, List Folder Contents, and Read checkboxes are selected.

6.
Under Allow, select the Write checkbox, and then click OK.
7.
On the warning message that appears, click Yes.


Client computers do not appear under Pending Actions

Client computers might not be listed under Pending Actions in the MOM Administrator Console (under Administration > Computers > Pending Actions).

Solution

Verify that you meet one of the following conditions:


No firewall is installed on the computer.


The firewall is disabled.


The firewall has UDP/TCP ports 1270 open.


The computer’s security policy allows "Access this computer from the network" permissions to either Everyone (in the case of clients that are not members of the domain) or Authenticated Users (for domain members).

For more information, see the Knowledge Base article at this address:

http://go.microsoft.com/fwlink/?LinkId=82198
Troubleshooting Client Security Operations

[This topic is pre-release documentation and is subject to change in future releases.]

Event ID 21711

After the second client for Client Security is deployed, you might see Event ID 21711 in the Application log:  

"There are x more managed computers in this management group than the number of specified MOM management licenses."

Where x is the number of clients you currently have deployed, minus one.

Background

The MOM server installation provided by Client Security is not configured for any specific number of client licenses. 

Solution
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To eliminate the error 

	1.
On the MOM server, open the MOM 2005 Administrator console by selecting Start, All Programs, Microsoft Operations Manager 2005, Administrator Console.

2.
Expand the Administration node and select Global Settings
3.
In the right pane, double-click Licenses. 

4.
On the Licenses tab, under Licenses Purchased, enter the number of client computers you are managing and click OK.


MOM uses port 1270

After installing Client Security, you might notice that the MOM server is not receiving events from the MOM agents on the client computers.

Background

MOM uses TCP/UDP on port 1270 to communicate with the agents. 

Solution

Check the Collection server and ensure there is not a firewall blocking these ports.

14 Day History report does not display in the Client Security console

Upon opening the Client Security console, you might notice that the 14 Day History Report area displays the following message:

"Microsoft Forefront Client Security cannot display this report. Confirm that the reporting server is available, the account name and password are correct, and the account has permissions to access the report."

Background

The SQL Reporting Services site needs to be added to the list of Trusted Sites.

Solution
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To add the site 

	1.
In Internet Explorer, on the Tools menu, click Internet Options. 

2.
Click the Security tab, and then click the Local Intranet zone.

3.
Click the Sites button.

4.
Click the Advanced button.

5.
In the Add this website to the zone box, type the URL of the SQL Reporting Services site. For example, http://servername. 

6.
Click Add, and then click OK for all subsequent dialog boxes.

7.
Close and re-open Internet Explorer.


Alerts report a malware infection twice for the same client computer

Background

This can occur when a malware alert is generated on a client computer. The alert is generated twice: first for the malware detection in the organization, and again for the malware detection on the individual computer. For any additional instances of this malware in the organization, the alerts will be consolidated into the first alert. For any additional instances of this malware on this computer, the alerts will be consolidated into the second alert.

Event ID 10008

Event ID 10008 is logged in the System log of the Event Viewer, with the following in the description:

"The description for Event ID ( 10008 ) in Source ( FcsSas ) cannot be found. The local computer may not have the necessary registry information or message DLL files to display messages from a remote computer."

Background

This Event ID indicates that the Beta Evaluation period for this copy of Client Security has expired. 

Solution

Install a retail version when it becomes available, or obtain an updated beta version.

Safe mode results in no events reported

Client computers running in Safe Mode might not report events to the reporting server.

Background

The MOM agent cannot be started in Safe Mode. This service must be running in order for events to be reported to the reporting server. 

Solution

To begin receiving events, restart the client computer in normal mode.

Uninstall prompts to close other programs

When attempting to uninstall Client Security from a client computer, you might receive the following error message:

"The following applications should be closed before continuing the installation: <program names>"

Background

This problem occurs with Microsoft Office 2003. For more information, see the knowledge base article at this address:

http://go.microsoft.com/fwlink/?LinkId=82250
Solution

Close all running programs on the client computer and restart the uninstall procedure.

Troubleshooting reporting services

For issues with SQL Server Reporting Services, see the following address:

http://go.microsoft.com/fwlink/?LinkID=82251
For issues with MOM reporting, see the following address:

http://go.microsoft.com/fwlink/?LinkId=82252
For issues with IIS 6.0, see the following address:

http://go.microsoft.com/fwlink/?LinkId=82254
Client Troubleshooting

[This topic is pre-release documentation and is subject to change in future releases.]

The Client Security agent consists of three components:


The Microsoft Forefront Client Security Antimalware service (MsMpeng.exe)


The Microsoft Forefront Client Security State Assessment service (FcsSas.exe)


The MOM agent (MOMHost.exe and MOMService.exe)

To begin determining the source of a problem on the client side, start the Event Viewer and look in the logs for messages from the above services.  The MOM agent logs errors, warnings, and informational data to the Application log.  The Antimalware service and the Security State Assessment service log errors, warnings, and informational data to the System log. 

Troubleshooting definitions

[This topic is pre-release documentation and is subject to change in future releases.]
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