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Overview

The Health Insurance Portability and Accountability Act (HIPAA) proposes standards regarding the security of individual health information.  To understand the impact of these standards on the Information Technology (IT) environment within the healthcare organization, it is useful to examine the regulations and the applicable software tools and technologies that may be used to securely create, maintain, transmit and store health information.

From a generic perspective, there are many types of security; from locking a door to monitored alarm systems.  These types of security represent physical security.  Additionally, security measures are not very effective unless everyone practices them in a consistent manner.  The HIPAA regulations discuss, in much detail, the various aspects of physical security, establishing policies and procedures to be followed, performing security audits, etc…  However, those portions of the regulations are outside the scope of this document.   Rather, this paper will focus completely on the security of information while it is being created, maintained, transmitted and/or stored in electronic (digital) format.

Securing electronic information in today’s dynamic, distributed and well-connected environment is a complex challenge.  Not long ago, securing digital information was primarily a function of securing an island of connected systems from a known set of potential attackers.  However, with the advent of the Internet, distributed work forces, dynamic trading and business relationships not only has the challenge increased, but so has the need to make information available to more people.  Interestingly, it seems that security is about protecting information and business is increasingly about making it available.

The ability to truly secure information hinges on having a comprehensive approach to security.  In general this would likely include physical security, policies and procedures, audits and any electronic devices (like alarms), etc.  The same is true when attempting to secure digital information.  It requires an end-to-end approach to security.  The Microsoft® Windows platform supplies various functionality and technologies needed to construct a secure technical environment capable of supporting the Internet, distributed work forces and dynamic business relationships while embracing both existing applications and information systems that are actually used to run the business as well as emerging technologies.

Data is the key element we’re interested in securing here.  To help facilitate a useful discussion of the applicable technologies, we will look at some of the ways data is created, maintained, transmitted and stored.  In an attempt to look at the issues from various perspectives, we will discuss multiple types or categories of data interaction.  Everything from users interacting with information about a patient, to information systems communicating information to each other, to applications accessing information. 

Knowledge Management applications can improve the effectiveness of an organization by giving knowledge workers the tools and information needed to support the decision-making process.  An example of this would be a document management system that allows a physician to retrieve transcribed reports.  Another example might be a data analysis application that allows an administrator to analyze the cost of performed services across departments. 

E-Commerce applications can help an organization develop successful relationships with both customers and partners.  This might include on-line consumer (employee or patient) interactions such as benefits enrollment or appointment requests.  It might also include business-to-business transactions such as insurance eligibility verification or submission of insurance claims.

Line of Business (LOB) applications support an organization’s daily business operations.  Within the healthcare environment, LOB applications might include patient scheduling, registration, clinical reporting, and billing.

Each of these applications create, maintain, transmit, and store health information to some degree and are therefore impacted by the proposed HIPAA standards.  The rest of this document will explore how applications developed on the Microsoft platform can address the security issues outlined in the HIPAA proposals.

Relevant HIPAA Standards

As mentioned earlier, the HIPAA regulations include portions that address physical security, policies and procedures, as well as, technical services and mechanisms.  This paper will focus exclusively on the later, technical services and mechanisms.  The following tables present a summary of these portions of the regulations and also identify some of the available Microsoft tools and technologies that might be used to address the HIPAA standards:

	Technical Security Services To Guard Data Integrity, Confidentiality, and Availability

	Requirement
	Implementation
	Technical Solutions

	Access Control
	Role-based access
	The COM+ component services that are part of Windows® 2000 operating system enable applications to provide access to functionality based on roles.  These roles can then be assigned to user accounts or groups within a Windows 2000 operating system domain.  In addition, Microsoft SQL Server™ allows permissions to be assigned based on fixed system-defined roles or administrator-created roles.

	
	User-based access
	The Windows 2000 operating system uses Access Control Lists (ACLs) to protect files, applications, and other resources from unauthorized use.  ACLs can be used to grant permission at either the user account or group level.  Microsoft’s information storage technologies (Microsoft SQL Server and Web Store) also provide the ability to assign permission at the user or group level.

	
	Encryption
	Windows 2000 supports encryption at many levels.  Application data and files can be stored using the Encrypting File System (EFS).  Transmitted data can be encrypted using a variety of public key or private key encryption mechanisms.  Examples of this would include the Kerberos authentication protocol, SSL, and Secure RPC.  In addition, the CryptoAPI allows Solution Developers to add cryptography-based security to their applications.

	Audit controls
	
	Windows 2000 operating system provides the ability to audit a variety of system and security events – logon, logoff, directory access, access to resources such as files, etc.  The level of auditing is controlled via the Group Policy management application.  Microsoft SQL Server and the Web Store can also be configured to capture and log relevant events.  In addition, Solution Developers have the ability to leverage the Event Tracing API to log application-specific events.

	Data authentication
	
	Digital signatures (in the form of message digests) can ensure the integrity of data that has been transmitted over a network.  For secure Web communications, the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are standard protocols that ensure message integrity.  Internet Explorer (IE 5.0) and Internet Information Server (IIS) both support digital signatures via SSL and TLS.  Exchange and Outlook also support digital signatures through the use of the Secure Mime (S/MIME) protocol.

	Entity authentication
	Unique user identification
	The Windows 2000 operating system authentication system (Kerberos) is based on the concept of individual user accounts identified by a unique user name within a Windows 2000 domain.  In addition, the Windows platform supports Digital Certificates, which can provide Authentication information across a secure communications channel.

	
	Automatic logoff
	Applications utilizing web technologies can use the functionality of Internet Explorer and Internet Information Server to accomplish automatic logoff.  Time sensitive cookies can be distributed which force clients to sign-on after some period of time.  Traditional applications can utilize functionality of the Win32 API to logoff the system. 

	
	Password
	Requirements for Windows 2000 domain passwords can be configured via the Group Policy management application.  Options include minimum password length, maximum password age, password reuse, etc.

	
	Token
	Windows 2000 operating system supports authentication via a Smart Card.


	Technical Security Mechanisms To Guard Against Unauthorized Access To Data That Is Transmitted Over A Communications Network

	Requirement
	Implementation
	Technical Solutions

	Communications /Network controls


	Access controls
	The Windows 2000 operating system uses Access Control Lists (ACLs) to protect files, applications, and other resources from unauthorized use.  Digital Certificates can provide authentication of users across a network.

	
	Alarm
	The Windows 2000 operating system and many of the Microsoft BackOffice® products like Exchange Server support system events that can be utilized to create alarm functionality.  Depending on the exact features required, Microsoft partners have created products that provide this functionality.

	
	Audit trail
	See audit controls above

	
	Encryption
	Transmitted data can be encrypted using a variety of public key or private key encryption mechanisms.  Examples of this would include the Kerberos authentication protocol, SSL, and Secure RPC.

	
	Entity authentication
	The Windows platform supports X.509 Digital Certificates, which can provide Authentication information across a secure communications channel.

	
	Event reporting
	Windows 2000 operating system provides the ability to audit and report on a variety of system and security events – logon, logoff, directory access, access to resources such as files, etc.  

	
	Integrity controls
	Digital signatures (in the form of message digests) can ensure the integrity of data that has been transmitted over a network.  For secure Web communications, the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are standard protocols that ensure message integrity.  Internet Explorer (IE 5.0) and Internet Information Server (IIS) both support digital signatures via SSL and TLS.  Exchange and Outlook also support digital signatures through the use of the Secure Mime (S/MIME) protocol.

	
	Message authentication
	Digital signatures (described above) provide the ability to authenticate the content of a message that has been transferred across a network.


The Core Infrastructure

The single most important piece of the Microsoft platform is the operating system.  The Windows 2000 operating system represents the foundation for security, administration and applications.  Today, networked computing is more important than ever for businesses to remain competitive. As a result, modern operating systems require mechanisms for managing the identities and relationships of the distributed resources that make up network environments. A directory service provides a place to store information about network-based entities, such as applications, files, printers, and people. It provides a consistent way to name, describe, locate, access, manage, and secure information about these individual resources. 

Further, a directory service acts as the main switchboard of the network operating system. It is the central authority that manages the identities and brokers the relationships between these distributed resources, enabling them to work together. Because a directory service supplies these fundamental network operating system functions, it must be tightly coupled with the management and security mechanisms of the operating system to ensure the integrity and privacy of the network. It also plays a critical role in an organization's ability to define and maintain the network infrastructure, perform system administration, and control the overall user experience of a company’s information systems. 

The need for an ever more powerful, transparent, and tightly integrated directory service is driven by the explosive growth of networked computing. As local area networks (LANs) and wide area networks (WANs) grow larger and more complex, as networks are connected to the Internet, and as applications require more from the network and are linked to other systems through corporate intranets, more is required from a directory service. A directory service is one of the most important components of an extended computer system because it: 

· Simplifies management. Provides a single, consistent point of management for users, applications, and devices. 

· Strengthens security. Provides users with a single sign-on to network resources and provides administrators with powerful and consistent tools to manage security services for internal desktop users, remote dial-up users, and external e-commerce customers. 

· Extends interoperability. Supplies standards-based access to all Active Directory features as well as synchronization support for popular directories. 

A directory service is both a management and user tool. As the number of objects in a network grows, the directory service becomes essential. The directory service is the hub around which a large distributed system turns. To address these needs, Windows 2000 Server operating system introduces Active Directory, an integrated set of directory services that improve the management, security, and interoperability of the Windows network operating system. 

What is Active Directory

Active Directory™ service is an essential and inseparable part of the Windows 2000 network architecture that improves on the domain architecture of the Windows NT® 4.0 operating system to provide a directory service designed for distributed networking environments. Active Directory service lets organizations efficiently share and manage information about network resources and users. In addition, Active Directory service acts as the central authority for network security, letting the operating system readily verify a user's identity and control his or her access to network resources. Equally important, Active Directory service acts as an integration point for bringing systems together and consolidating management tasks.

Combined, these capabilities let organizations apply standardized business rules to distributed applications and network resources, without requiring administrators to maintain a variety of specialized directories.
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Active Directory service provides a single point of management for Windows-based user accounts, clients, servers, and applications. It also helps organizations integrate systems not using Windows with Windows-based applications, and Windows operating system compatible devices, thus consolidating directories and easing management of the entire network operating system. Companies can also use Active Directory service to extend systems securely to the Internet. Active Directory service thus increases the value of an organization’s existing network investments and lowers the overall costs of computing by making the Windows network operating system more manageable, secure, and interoperable.

The Microsoft Directory Service Strategy

Many vendors build specialized repositories or directory services into their applications and devices to enable the specific functionality their customers require. For example, e-mail products include directory services that let users look up and send mail to others. And server operating systems use directory services for features such as user account management and storing configuration information about applications. Because these directory services are targeted narrowly to the needs of the application or device and often lack standards-based interfaces, most companies have found that they are responsible for many different directories that can’t be managed centrally or interoperate easily with each other. Having many incompatible directory services means that:

· End users must use multiple user accounts and passwords to log in to different systems, and they must know the exact locations of information on the network. 

· Administrators must understand how to manage each directory within the network and must duplicate many steps when procedures, such as adding a new employee to a company, involve many different directories. 

· Application developers must write different logic for every directory that their applications need to access. 

The proliferation of customized directory services translates directly into a continually rising cost of ownership: it requires greater management, necessitates more complex applications, and adversely affects the productivity of the end user. In the near term, companies need to find ways to halt this trend and minimize the total number of directories that they have through proactive consolidation. Over the longer term, the best solution is to standardize based on technologies that provide the required levels of scalability, standards-based interoperability, and operating system integration. 

Active Directory service is the first enterprise-class directory service that is scalable, built from the ground up using Internet-standard technologies, and fully integrated with the operating system. In addition to providing comprehensive directory services to Windows operating system applications, Active Directory service is designed to be a consolidation point for isolating, migrating, centrally managing, and reducing the number of directories that companies have. This makes Active Directory service the ideal long-term foundation for corporate information sharing and common management of network resources, including applications, network operating systems, and directory-enabled devices. 

Strengthens Security

Strong and consistent security services are essential to corporate networks. Managing user authentication and access control is often tedious and prone to error. Active Directory service centralizes management and enforces role-based security consistent with an organization's business processes. For example, support for multiple authentication protocols such as Kerberos, X.509 certificates, and smart cards — combined with a flexible access control model — enables powerful and consistent security services for internal desktop users, remote dial-up users, and external e-commerce customers. The following are some ways in which Active Directory service strengthens security:

· It improves password security and management. By providing single sign-on to network resources with integrated, high-powered security services that are transparent to end-users. 

· It ensures desktop functionality. By locking-down desktop configurations and preventing access to specific client machine operations, such as software installation or registry editing, based on the role of the end user. 

· It speeds e-business deployment. By providing built-in support for secure Internet-standard protocols and authentication mechanisms such as Kerberos, public key infrastructure (PKI) and lightweight directory access protocol (LDAP) over secure sockets layer (SSL). 

· It tightly controls security. By setting access control privileges on directory objects and the individual data elements that make them up. 

How Active Directory Strengthens Security

One of the most important architectural advantages of Windows 2000 Server operating system is the integration of Active Directory service and its advanced security features that enable a new level of data protection. This is particularly important for organizations that do business over the Internet.
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  Figure: Active Directory provides Internet-ready security services to protect data while facilitating access.

As illustrated in Figure above, Active Directory service acts as the central authority for governing authentication of user identity and controlling access to network resources. It supports a number of authentication mechanisms used to prove identity upon logon to Windows 2000 operating system, including Kerberos, x.509 certificates, and smart cards. Once a user is authenticated and logged on, all resources in the system are protected and access is granted or denied based on a single authorization model. This means that organizations don't have to protect resources one way for users who logon via the intranet and another way for those who use digital certificates to access resources over the Internet.

In addition, Active Directory service natively supports a fully integrated public key infrastructure and Internet secure protocols, such as LDAP over SSL, to let organizations securely extend selected directory information beyond their firewall to extranet users and e-commerce customers. In this way, Active Directory service strengthens security and speeds deployment of e-business by letting administrators use the same tools and processes to manage access control and user privileges across internal desktop users, remote dial-up users, and external e-commerce customers.

A Matter of Perspective

Scenario

To help facilitate a thorough understanding of the issues, and thus the applicable technologies, a scenario to base this discussion on is useful.  Keep this scenario in mind, as it will be referenced repeatedly below.  A simplified Healthcare scenario might progress as follows:

A patient, “John”, arrives at the hospital for his appointment and approaches the admissions desk.  A receptionist launches the admission system, enters the patient’s name, sees that John is scheduled for an X-Ray and he is asked to wait in the waiting room.  Next, a nurse retrieves John from the waiting room and measures his vital statistics.  The vital statistics are recorded and John is escorted to an observation room where he waits for the technician.  The technician arrives and accompanies John to the radiology area where an X-Ray is taken.  John returns to the receptionist and is discharged.  

Enterprise Perspective

Today’s Healthcare enterprise computing environment is a conglomeration of heterogeneous systems purchased one system at a time.  Each system is typically a “best of breed” application, available at a given point in time, providing the appropriate functionality.  Integration of that application into a cohesive technical infrastructure with a common security model has not historically been required.  However, in order to secure access to both the data and the application itself this is becoming a necessity.

The challenge in purchasing “best of breed” applications and using them to construct a manageable and integrated infrastructure is a function of overlapping features of each application.  For instance, traditionally, Healthcare Line Of Business (LOB) applications have implemented their own security.  As discussed earlier, when applications implement their own security model, this precludes integrating them into a common security model across an entire organization.  A common security model implemented for an entire enterprise is the easiest, most manageable, most scalable and safest way to accomplish a given level of security.  

Given the scenario above, an organization might be concerned with securing the patients demographic information, vital statistics and bill that is generated from the visit.  This information is generated and interacted with via multiple disparate and likely disconnected systems.  The ability of a particular user to sign-on, ideally one time, and have access to the all the applications and data they need to perform their jobs is essential.  The ability of administrators to manage the security one time in a consistent manner may mean the difference between a secure infrastructure and a security leak.

Windows 2000 operating system manages the user’s network security credentials transparently after a single successful sign-on. The user is not concerned about whether a connection to a network server or application uses NTLM, Kerberos or a public-key-based security protocol. From the users’ perspective, they have signed on to the system and now have access to a wide variety of network services, applications and relevant information. 

Within the enterprise, access to resources is determined by the rights granted to users' accounts or by group memberships. Across the Internet, a user’s access is based on their identity proven by a private-key signature operation and the corresponding public-key certificate. All of the security protocols rely on some form of user credentials, which are presented to a server when a connection is established. Windows 2000 manages these user credentials and automatically uses the appropriate set of credentials, based on the security protocol involved.

The Windows 2000 operating system with Active Directory service supports multiple security credentials as part of the secure portion of user account information. These credentials are used for enterprise authentication services that use the domain controller for online user authentication. Advanced application servers can support integrated Windows 2000 operating system authentication by using the Security Service Provider Interface for network authentication.

NTLM Credentials

The NTLM authentication protocol is used by Windows 2000 operating system clients to connect to servers running previous versions of Windows NT operating system. For example, NTLM authentication is used to connect to a remote file share on a Windows NT 4.0 operating system server or to connect a Windows NT 4.0 operating system client to a Windows 2000 operating system file share. NTLM credentials consist of the domain name, user name, and encrypted password entered once during the initial sign-on. 

The security services on a domain controller manage a secure copy of the NTLM user credentials in the Active Directory service to use for NTLM authentication. A Windows 2000 operating system client manages the NTLM credentials entered at system sign-on on the client side to use when the client connects to Windows NT 4.0 operating system servers using NTLM authentication. Support for NTLM credentials in the Windows 2000 operating system security is the same as for Windows NT 4.0 operating system for compatibility.

Kerberos Credentials

The primary authentication protocol for the Windows 2000 operating system domain is Kerberos authentication. Kerberos credentials consist of the domain and user name (which could be in the form of Internet friendly names, such as BobbyB@microsoft.com), and the Kerberos-style encrypted password. When the user signs on to the system, Windows 2000 obtains one or more Kerberos tickets to connect to network services. The Kerberos tickets represent a user’s network credentials in Kerberos-based authentication. 

Windows 2000 operating system automatically manages the Kerberos ticket cache for connections to all network services. Tickets have an expiration time and occasionally need to be renewed. Ticket expiration and renewal are handled by the Kerberos security provider and associated application services. Most services, such as the file system Redirector, automatically keep session tickets up-to-date. Regular ticket renewal gives added session security by changing the session keys periodically.

Private/Public-Key Pairs and Certificates

Internet credentials in the form of private/public-key pairs and certificates are managed by the user. The Active Directory service is used to publish public-key certificates for users, and standard directory access protocols are used to locate them. Private keys and certificates issued to end-users are kept in secure storage, either on the local system or on a smart card. The secure storage is provided with the Internet security technologies and is known as a Protected Store.

The implementation of the Protected Store is based on the CryptoAPI architecture for Windows NT operating system. CryptoAPI provides key management functionality and other cryptographic capabilities for building a secure store, with certificates kept in a Certificate Store. The Windows 2000 operating system implementation of public-key-based security protocols uses keys and certificates accessed from the Protected Store and Certificate Store as user credentials for accessing Internet-based servers. In many cases, user-defined properties of certificates in the Certificate Store allow the security protocols to automatically select and use the correct certificate and signature key. Advances in Internet security protocols (SSL3/TLS) allow a server to request specific credentials from the client that are used automatically from the Certificate Store if they are available.

The information in the Protected Store and Certificate Store is available to roaming users because they are implemented securely as part of the user’s profile. When a user initially logs on to the Windows client, the user’s profile information is copied to that computer. If the user gets new keys and certificates during that session, the user profile is updated to the central server when the user logs off. 

Seamless Transition

The transition from the NTLM authentication used in Windows NT 4.0 operating system (and previous versions of Windows NT operating system) to Kerberos domain authentication will be very smooth. Windows 2000 services supports client or server connections using either security protocol. Security negotiation, either by the SSPI layer or the application protocol, provides another option to select the best match from available security protocol options.

The transition from enterprise-based services using Kerberos authentication to Internet-based services using public-key authentication is completely transparent to the user. Windows 2000 operating system support for multiple user credentials makes it possible to use secret-key authentication technology for enterprise application services with very high performance and public-key security technology when connecting to Internet-based servers. Most application protocols, such as LDAP, HTTP/HTTPS, or RPC, support authentication, and they are designed to support multiple authentication services and select those services during connection establishment.

Rather than relying on a single authentication technology and a single authentication protocol, Windows 2000 operating system uses multiple protocols as needed to fit the application and user-community requirements for secure network computing

Internet Perspective

Internet-based enterprises are already doing business with customers and partners over the Internet.  Anyone who is part of the extended business may connect to corporate intranets and access important company information. Employees and representatives in the field increasingly use local access to public networks, and then connect to remote corporate information sources. Windows NT operating system security is evolving to support the changing needs of distributed computing over the Internet.

The current trends in Internet-based Healthcare include everything from performing Healthcare transactions (insurance eligibility verification, insurance claims submission, etc…) to sharing patient information between a doctor’s office and a hospital.  Obviously there are many security implications.  For example, in our scenario the receptionist admitted a patient.  One activity that could be performed as part of the admission process is to perform an eligibility verification request/response (HIPAA 270/271).  The user or system that sends the message must be allowed to initiate the communication.  The sender’s identity must be communicated to the receiver, possibly with a digital signature.  When they send a message it should be encrypted.  Once a message has been received, the sender’s identity must be verified.  The message must be checked to ensure it has not been tampered with in transit.  The receiver (assuming it is a person) must be authenticated and their access to the message verified.  The message decrypted, etc.  This is just the security aspects and does not touch on the physical connectivity or other aspects required to communicate in the first place.  The ability to manage that communication from an organizational perspective must be provided.
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To help address these issues, Microsoft is developing a public-key security infrastructure to integrate public-key security with Windows 2000 operating system security. Public-key cryptography is the security technology that enables strong security for enterprise and Internet communications. Microsoft Internet security technologies include a Certificate Server, a secure channel security provider that implements SSL/TLS protocols, the SET secure payment protocol for credit card transactions, and CryptoAPI components for certificate management and administration.

The components of the Microsoft public-key security infrastructure are shown below.

The Microsoft Internet security infrastructure is based on industry standards for public-key security, including support for RSA Public-key Cipher, X.509 certificate formats, and PKCS standards.

The Windows NT 4.0 operating system release provided the first components for using public-key security, including: 

· CryptoAPI, with programmer support for key generation and exchange, digital signatures, and data encryption, using a provider architecture to support installable Cryptographic Service Providers.

· Crypto API support of X509 certificates and PKCS, which was released in Service Pack 3 for Windows NT 4.0 operating system, and is used by Internet Explorer 4.0 and Windows 2000 operating system.

· Secure Channel implementation of the Secure Sockets Layer (SSL) version 2.0, version 3.0 client-side support, and Private Communications Technology (PCT) version 1.0 public-key security protocols.

· Authenticode®, an industry-standard solution, using digital signatures to verify the integrity of software downloaded from the Internet and identification of the software publisher.

The Microsoft Internet security infrastructure builds on these components and provides additional functionality to support public-key security for Windows operating system platforms, including Windows 2000 operating system.  Microsoft Internet Explorer and Internet Information Server use many of these Internet security components. The new features of the Microsoft Internet security infrastructure for Windows 2000 operating system Distributed Security Services include:

· Client Authentication with SSL 3.0 based on public-key certificates.

· Certificate Server for issuing certificates to Windows 2000 operating system domain accounts.

Windows 2000 operating system security uses Internet standards for public-key security with features built into the operating system.

External Users

Interbusiness distributed computing is not limited to a single architecture, and the security technology should not limit business to a single way of accessing information. Many approaches are available as security technology rapidly changes. Windows 2000 operating system integrates support for the security protocols and user models that fit application or business needs. More importantly, Windows 2000 operating system provides a migration from the enterprise security in use today, with the opportunity to fully utilize Internet public-key security as the infrastructure matures.

Here are some of the options Windows 2000 operating system security provides for managing and supporting interbusiness relationships:

· An initial approach widely used today is creating user accounts for business partners to access corporate information services. Integrating Windows 2000 security with the Active Directory service makes management of these special accounts much easier. Organizational units in the directory can be used to group related accounts by partner, supplier, or other business relationship. Administration of these accounts can be delegated to the people in the organization who manage these partner relations. Virtual Private Networks are established between organizations to encrypt network traffic carried over the public network. Using this approach, business partners can use remote access services to get to corporate information in the same way as any other remote employee. Access to databases or information repositories can be controlled with Windows 2000 operating system access control.

· Domain trust relationships are another tool for establishing cross-business relationships. The Active Directory service provides much more flexibility to manage a tree of hierarchical domains. With Windows 2000 operating system domain names integrated with DNS naming, Internet routing of information between two domains is easy to configure. If the business relationship requires it, domain trust can be used as one way to configure client/server applications that also have the privacy and integrity features necessary to communicate over the Internet. Users can use either Kerberos or public-key authentication protocols to access shared resources in remote domains.

· Organizations can use the Microsoft Internet security infrastructure to solve Internet security problems. Companies can issue public-key certificates to specific partners who need to access specific information resources. Instead of creating a user account or defining a domain trust relationship, certificates can be used as a way of providing user identification and authorization. Public-key certificates—and the infrastructure required to support issuing certificates and verifying certificate revocation—are the most effective ways to support business-to-business relationships over the Internet. Windows 2000 operating system supports X.509 version 3 certificates issued by any certificate issuing system. System administrators on Windows 2000 operating system define which Certificate Authorities are trusted. They can also associate external users authenticated by public-key certificates to Windows 2000 operating system user accounts to define the access permissions associated with those users.

· Support for public-key certificate authentication in Windows 2000 operating system allows client applications to connect to secure services on behalf of users who do not have a Windows 2000 operating system domain account. Users who are authenticated based on a public-key certificate issued by a trusted Certificate Authority can be granted access to Windows 2000 operating system resources. The Directory Service administration tools allow administrators, or delegated authorities, to associate one external user or more to an existing Windows 2000 operating system account for access control. The Subject name in the X.509 Version 3 certificate is used to identify the external user that is associated with the account.

· Businesses can share information securely to selected individuals from other organizations without having to create many individual Windows 2000 operating system accounts. Many-to-one mapping of certificates to Windows 2000 user objects provides for strong authentication based on public-key certificates and common access control permissions. Client authentication of external users still requires the system administrator to configure the Certificate Authority for the external user’s certificates as a trusted CA. This prevents someone with a certificate issued by an unknown authority from authenticating to the system as someone else.

Microsoft Certificate Server 

The Microsoft Certificate Server, which is included with Windows 2000 operating system and Microsoft Internet Information Server 4.0, provides customizable services for issuing and managing certificates for applications using public-key cryptography. The Certificate Server can perform a central role in the management of such a system to provide secure communications across the Internet, corporate intranets, and other nonsecure networks. The Microsoft Certificate Server is customizable to support the application requirements of different organizations.

The Certificate Server receives requests for new certificates over transports such as RPC, HTTP, or e-mail. Each request is checked against custom or site-specific policies, sets optional properties of the certificate to be issued, and issues the certificate. It also allows administrators to add elements to a certificate revocation list (CRL), and publish a signed CRL on a regular basis. Programmable interfaces are included for use by developers to create support for additional transports, policies, certificate properties, and formats.

The policy module for the Certificate Server uses network authentication of certificate requests to issue certificates to users with Windows 2000 domain accounts. The policy module may be customized to meet the needs of the issuing organization. Certificate Server generates certificates in a standard X.509 format. Certificates in the X.509 format are commonly used to authenticate servers and clients involved in secure communications, using either the TLS or SSL protocols. The following sections describe uses of and some key features of Certificate Server.

On a corporate intranet or on the Internet, servers such as the Microsoft Internet Information Server can perform client authentication for secure communications using certificates generated by the Certificate Server. Certificate Server can also generate server certificates used by Microsoft Internet Information Server and other Web servers to provide server authentication to assure clients (browsers) that they are communicating with the intended entity.

CryptoAPI 

Windows NT 4.0 provided the low-level cryptography support and modular Cryptographic Service Providers in CryptoAPI. Windows 2000 operating system benefits from the introduction of CryptoAPI Certificate Management to support public-key security.

Major new features of CryptoAPI include:

· Support for X.509 version 3 certificates and X.509 version 2.0 CRLs through common encoding/decoding functions, certificate parse, and verification.

· Support for PKCS #10 certificate requests and PKCS #7 for signed and enveloped data.

· Adding and retrieving certificates and CRLs from certificate stores, locating certificates by attributes and associating private keys.

· Digital signature and verification and data encryption support using higher-level functions available to applications in HTML, Java, Visual Basic® Scripting Edition (VBScript), and C/C++.

· CryptoAPI features are used by Windows 2000 operating system components, such as the Software Publisher Trust Provider for Authenticode verification. Other applications and system services use CryptoAPI version 2.0 to provide the common functionality to enable public-key security technology.

Line of Business Application Perspective

The pending HIPAA regulations will place a large burden on Healthcare Line of Business (LOB) application vendors as well as the Healthcare organizations.  Security has always been a concern for LOB applications and to address that, many vendors have created their own security infrastructure inside or in addition to their application.  The additional burden will be in the form of their application’s ability to integrate into an existing security infrastructure defined and created by the Healthcare organization.  Since different organization will inevitably utilize different protocols and standards, the applications must be able to leverage different technologies depending on the environment.

As stated throughout this document, Microsoft’s strategy is to leverage the directory services, management capabilities and security provided by the underlying infrastructure.  This approach has benefits for both the Healthcare organization and the application vendor.  The organization can define and implement a security model and infrastructure that fits their needs.  While the application vendor can eliminate the security infrastructure from its application.  The remainder of this section will discuss the Application Programming Interfaces (APIs) that exist within the Microsoft Windows operating system platform to allow application vendors to leverage the platforms services.

Microsoft’s Security Support Provider Interface (SSPI) is the Win32® application programming interface between transport level applications and network security service providers. The interface is not specific to the Microsoft® Windows NT® network operating system; it is also supported by the Microsoft RPC runtimes for Windows 95® operating system, MS-DOS® operating system, Windows 3.11 operating system, and Macintosh® operating system.

SSPI Enhances Security Capabilities of Distributed Applications

To unfold the SSPI story, let’s start with a review of the SSPI APIs and how to integrate Windows NT operating system authentication, message integrity, and privacy into distributed applications.  The diagram below shows where the SSPI security services fit into the overall distributed application architecture.
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Figure: Where does SSPI fit in the Windows NT Security Model?

The architecture diagram shows that application developers have many options today for building distributed applications. The SSPI provides an abstraction layer between application-level protocols and security protocols. But there are many ways to take advantage of integrated security protocols and one approach might be better than another to fit the application design. Here are some of the ways to use SSPI services:

· Traditional socket-based applications may choose to call SSPI routines directly and implement the application protocol that carries SSPI security-related data using request/response messages.

· DCOM applications provide the best level of integrated security features. Applications can use DCOM to call security options, which are implemented using authenticated RPC and SSPI at lower levels. Applications do not call SSPI APIs directly.

· WinSock 2.0 extends the Windows operating system Sockets interface to allow transport providers to expose security features. This approach integrates the SSPI security provider into the network stack and provides both security and transport services through a common interface.

· WinInet is an application protocol interface that is designed to support Internet security protocols, such as Secure Sockets Layer (SSL), over Internet protocols. The implementation of WinInet security support uses the SSPI interface to the Secure Channel (Windows NT implementation of SSL) security provider.

SSPI API

The Security Support Provider Interface (SSPI) provides a common interface between transport-level applications, such as Microsoft RPC or a file system redirector, and security providers, such as Windows NT operating system Distributed Security. SSPI provides a mechanism by which a distributed application can call one of several security providers to obtain an authenticated connection without knowledge of the details of the security protocol. 

SSPI consists of following APIs:

1. Credential Management APIs—Credential Management APIs provide access to credentials (password data, tickets, and so on) of a principal or free such access. The APIs are:

· AcquireCredentialsHandle—This method acquires a handle to the reference credentials.

· FreeCredentialsHandle—This method releases a credential handle and associated resources.

· QueryCredentialAttributes—This method allows queries on various credential attributes like associated name, domain name, and so forth.

2. Context Management APIs—Context management APIs provide methods for creating and using security contexts. The contexts are created on both the client and the server side of a communication link. These contexts can then be used later with the message support APIs. The APIs are:

· InitializeSecurityContext—Initiates a security context by generating an opaque message (security token) that can be passed to the server.

· AcceptSecurityContext—Creates a security context using the opaque message received from the client.

· DeleteSecurityContext—Frees a security context and associated 
resources.

· QueryContextAttributes—Allows queries on various context attributes.

· ApplyControlToken—Applies a supplemental security message to an existing security context.

· CompleteAuthToken—Completes an authentication token, since some protocols, like DCE RPC, need to revise the security information once the transport has updated some message fields.

· ImpersonateSecurityContext—Attaches the client’s security context as an impersonation token to the calling thread.

· RevertSecurityContext—Ceases impersonation and defaults the calling thread to its primary token.

3. Message Support APIs—Message support APIs provide communication integrity and privacy services based on a security context. The APIs are:

· MakeSignature—Generates a secure signature based on a message and a security context.

· VerifySignature—Verifies that the signature matches a received message.

4. Package Management APIs—Package Management APIs provide services for different security packages that the security provider supports. The APIs are:

· EnumerateSecurityPackages—Lists available security packages and their capabilities.

· QuerySecurityPackageInfo—Queries an individual security package for its capabilities.

SSPI does not currently provide any public interfaces for encryption/decryption functionality. Future versions of the SSPI will make message support routines for encryption available.

A security provider is a dynamic-link library that implements the Security Support Provider Interface and makes one or more security packages available to applications. A security package maps the SSPI functions to an implementation of the security protocol specific to that package, such as NTLM, Kerberos, or SSL. Security packages are sometimes referred to as “SSPs,” such as the “NTLM SSP.” The name of the security package is used in the initialization step to identify a specific package.

The Security Support Provider Interface allows an application to use any of the available security packages on a system without changing the interface to use security services. SSPI does not establish logon credentials because that is generally a privileged operation handled by the operating system.

An application can use the package management functions to list the security packages available and select one to support its needs. The application then uses the credential management functions to obtain a handle to the credentials of the user on whose behalf they are executing. With this handle, the application can use the context management functions to create a security context to a service. A security context is an opaque data structure that contains the security data relevant to a connection, such as a session key, the duration of the session, and so on. Finally, the application uses the security context with the message support functions to ensure message integrity and privacy during the connection.

Security Package Capabilities

The capabilities of the security package determine what services it provides to the application. These capabilities include, for example, support for client-only authentication or mutual authentication, or support for message integrity and message privacy. In addition, some packages are designed for use only on reliable transport protocols and are not designed for use on datagram transports.

The security package capabilities available by a specific package are obtained using the QuerySecurityPackageInfo API. The following lists show the security package capabilities:

1. Authentication-related capabilities:

· Client-only authentication

· Multileg authentication required

· Supports Windows NT impersonation

2. Transport-related capabilities:

· Datagram-style transports

· Connection-oriented transports

· Data stream connection semantics

3. Message-related capabilities

· Supports message integrity

· Supports message privacy

Applications will typically select security packages based on the type of security capabilities available to meet the application needs. 

Establishing an Authenticated Connection

In a client/server application protocol, a server typically binds to a well-known communication port (for example, a socket, RPC interface, and so forth) and waits for clients to connect and request service. The role of security at connection setup is two fold:

· Server should be able to authenticate the client.

· Client should be able to authenticate the server.

Associated with these two basic requirements are other security issues, such as; the authentication information should not be prone to replay, corruption, and so on. The application does not need to worry about how these are handled. It can simply request it from the chosen provider, which will encapsulate the underlying security protocol.

The protocol used to establish an authenticated connection involves the exchange of one or more “security tokens” between the security providers on each side. These tokens are sent as “opaque” messages by the two sides along with any other application protocol specific information. The application level protocol strips the security token out of the received message and passes on to the security package on their side to figure out if authentication is complete or if further exchange of tokens is required. Theoretically, the exchange of security tokens can continue ad infinitum, however, in practice it contains one to three legs of message exchange. 

For example, NTLM authentication is based on the challenge/response scheme, and uses three legs to authenticate a client to the server, as shown in the figure below.
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Figure: Using NTLM Challenge Response Authentication Protocol via SSPI

Secure Message Exchange

Microsoft SSPI provides message APIs that can be used to ensure application protocol message integrity. Message privacy APIs (data encryption) are not exposed directly but a particular provider may expose them and document them separately.

If the application wants to generate signed messages, the client must have specified the ISC_REQ_REPLAY_DETECT or ISC_REQ_SEQUENCE_DETECT flag as the Context Attributes argument in the first call to the InitializeSecurityContext function.
After an authenticated connection has been established, the security support providers on each side establish a common session key that is used to sign messages on the sending side and to verify messages on the receiving side. The algorithms used in message signatures are private to the security package.

The SSPI message APIs are the following:

· MakeSignature—Generates a secure signature based on a message and a security context.

· VerifySignature—Verifies that the signature matches a received message.

The message APIs provide integrity for application data messages. MakeSignature generates a checksum of the message and also includes sequencing information to prevent message loss or insertion. 

Impersonation

An important aspect of client/server communication besides authentication and message exchange is the ability of a server to determine whether it should service the client’s request. A large number of servers run under system’s context and therefore have far more privileges and abilities than a typical client requesting service. An example of this is a network file server, which has full access to all files, whereas requesting users may not. Therefore, the server should carry out a client request if and only if the client has sufficient access rights for the requested service. 

There are two approaches for determining whether a client has sufficient access rights for the operation: an access check by the server, or an access check by the system. The brute force approach builds the logic of doing authorization checks for client access into the server. The server code uses authorization information, for example, from a separate authorization file, and determines if the client has sufficient rights to perform the requested operation.

Windows NT operating system provides a straightforward way for servers to determine client authorization by using a mechanism called impersonation. Impersonation is based on temporarily changing the security context of the server to match the client before attempting resource access. Windows NT operating system implements the access check on a resource automatically when the server attempts to open the system resource. Using impersonation and system-level access verification simplifies server development and uses Windows NT operating system access control.

During the connection setup, the client specifies an impersonation level that the server can impersonate the client at when servicing a request. There are four impersonation levels in Windows NT operating system:

1. Anonymous—the server is not allowed to find any information on the client’s security context.

2. Identification—the server can only authenticate the client but not use the client’s security context for access checks.

3. Impersonation—the server can authenticate the client and use the client’s security context for local access checks directly or by passing the context to another server on the same machine.

4. Delegation—the server can authenticate the client and use the client’s security context for local access checks (direct or via other servers) as well as pass on the context to a remote server to request service on behalf of the client.

Note:  Windows NT 4.0 operating system does not support delegation because of the current limitation of NTLM challenge response protocol.

SSPI provides an API, ImpersonateSecurityContext, that allows a server to impersonate the client’s security context, as well as RevertSecurityContext, to revert back to it’s own security context when done servicing. 

Application servers can use impersonation and Windows operating system access control for determining access to application data files and other resources. Servers can also use integrated access control for private application data by using security descriptors on registry keys that represent whom is allowed to connect to the server, or for specific application data. Windows operating system provides a number of system-level APIs to implement private object security descriptors for full integration.

Using Delegation in Windows 2000 Operating System Kerberos

The Kerberos authentication protocol supports delegation. When delegation is supported, the impersonating server can use the client’s delegation level credentials to initialize a security context with a remote server to request a service on the client’s behalf.

The diagram below shows how the client’s security context, identified by C, is established on Server 1. When Server 1 impersonates the client, the impersonation context on Server 1 is identified as C/S1. Server 1 makes an off-machine connection to Server 2. Through the use of delegation, Server 2 is also able to impersonate the client’s security context. Server 2’s impersonation of the client is identified as C/S2.
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Figure: Delegation of Security

Building Secure Distributed Applications

Application developers have the option of using SSPI directly in a distributed application. Calling SSPI to add security to existing socket-based applications is a straightforward way to integrate Windows NT security.

On the other hand, developers who want to concentrate more on the design and development of the application rather than worrying about details of how to add security into the application have other options available. These developers would much rather have a transparent capability provided to them by the underlying transport mechanism so that they don’t have to worry too much about it and let the transport handle the operation itself. 

As shown in the Figure 1 in the Introduction, there are other ways to use the security services available provided by SSPI without calling SSPI functions directly. The most efficient way to integrate Windows security providers into distributed applications is through DCOM security. DCOM is layered on authenticated RPC and provides security features based on SSPI without exposing SSPI details to the application developer.

Authenticated RPC also provides simplified RPC binding semantics to use the authentication and message integrity features implemented by SSPI. The RPC run time uses SSPI directly for security support, but like DCOM, does not expose SSPI semantics to the application developer.

WinSock 2.0 and WinInet also provide a mechanism to use transport-level security providers and these providers themselves are implemented to depend on SSPI for security services.

In this section we walk through developing secure distributed applications using security features of higher-level application interfaces that are layered above SSPI.

Using DCOM Security

DCOM can make distributed applications secure without any security specific coding or design in either the client or the component. Just like the DCOM programming model hides a component's location, it also hides the security requirements of a component. The same (preexisting or off-the-shelf) binary code that works in a single-machine environment, where security may be of no concern, can be used in a distributed environment in a secure fashion.

For more information about DCOM in general, see the DCOM Technical Overview and DCOM Architecture white papers. This section will try to summarize how DCOM security features are layered on the Windows SSPI.

There are two distinguishable categories of security provided by Distributed COM. The first form is termed Activation Security, and it controls which objects a client is allowed to instantiate. The second form is Call Security, which dictates how security operates at the per-call level between an established connection from a client to an object (server). Activation security controls which classes a client is allowed to launch and retrieve objects from.

DCOM provides two mechanisms to secure calls. The first mechanism DCOM provides is APIs and interfaces that applications may use to perform their own security checking. The second mechanism is done automatically by the DCOM infrastructure. An important item to note is the automatic mechanism does security checking for the process, not for individual objects or methods. 

Since DCOM security is layered on secure RPC, there are frequent references to constants defined for RPC-level interfaces. The section below on Using Secure RPC shows how the RPC constants map to SSPI security provider features.

Client Security

In a typical scenario, the client queries an existing object for IClientSecurity, which is implemented locally by the interface remoting layer. The client uses IClientSecurity to control the security of individual interface proxies on the object prior to making a call on one of the interfaces.

Server Security

When a call arrives at the server, the server may call CoGetCallContext to retrieve an IServerSecurity interface, which allows the server to check the client’s authentication and to impersonate the client, if needed. The IServerSecurity object is valid for the duration of the call. CoInitializeSecurity allows the client to establish default call security for the process, avoiding the use of IClientSecurity on individual proxies. CoInitializeSecurity allows a server to register automatic authentication services for the process. 

The IServerSecurity interface is used by a server to help identify the client and is also used to impersonate the client during a call. By calling IServerSecurity::ImpersonateClient, the server can impersonate a client for the duration of the call. One should note that CoImpersonateClient is a helper function that calls CoCallGetContext in order to retrieve an IServerSecurity interface pointer and then it calls IServerSecurity::ImpersonateClient. 

The IServerSecurity::ImpersonateClient maps through the RPC run time layer to the SSPI call ImpersonateSecurityContext.

HRESULT IServerSecurity::ImpersonateClient();

This method allows a server to impersonate a client for the duration of a call. The server may impersonate the client on any secure call at the identify, impersonate, or delegate level. At the identify level, the server may only find out the clients name and perform ACL checks; it may not access system objects as the client. At delegate level the server may make off machine calls while impersonating the client. The impersonation information only lasts until the end of the current method call. At that time IServerSecurity::RevertToSelf will automatically be called, if necessary.

Using Secure WinSock

WinSock 2.0 extends the Windows Socket interface to allow the underlying transport provider to expose security features that may be built into the provider. It is conceivable that a TCP/IP provider could use SSPI to encapsulate security functionality such that it can be invoked by a WinSock application. This will be very similar to how RPC encapsulates this functionality and all the application needs to do is to request it! Note that such a provider does not currently exist for Windows NT 4.0 operating system. Microsoft is implementing a WinSock 2.0 provider for SSL 3.0 which will be available soon. A general purpose SSPI-TCP/IP transport provider is not currently implemented, but Microsoft will make one available in a future release.

Using the TCP/IP and SSL security provider as an example, all that an application needs to do to use SSPI services is the following:

· Enumerate the available transport providers

· Create a socket in which to use the transport, and initialize the necessary callback functions

· Initialize the SSL security provider options using WSAIoctl calls

· Connect to the server

Once the socket is set up, the application can use WSAConnect API to connect to the server and the underlying provider will use the socket security settings to authenticate the connection using an appropriate security package, and so forth. From then on, all communication can occur transparent of any message signing and sealing that may be done by the provider via SSPI.

Using Secure WinInet

Win32 Internet APIs, also known as WinInet, is another way of building secure distributed applications without having to deal with SSPI directly. Please refer to the WinInet documentation in the SDK for details. After initializing the WinInet API, you call the InternetConnect API to create a session and all that is needed to turn on security is INTERNET_FLAG_SECURE. The WinInet.Dll under the cover talks to SSPI and gets an authenticated connection using an appropriate provider

Security in Other Application Protocols

The DCOM, RPC, WinSock, and WinInet examples above illustrate an important concept with respect to SSPI:

It does not matter which underlying protocol the distributed application is built on, as long as the application protocol defines security requirements for connection authentication, message integrity, message privacy, and security quality of service, SSPI can be used as the common abstraction layer to obtain these services.

Therefore, other protocols like POP3, LDAP, IRC/MIC, IMAP, and so on. can be implemented using SSPI to take advantage of the integrated security services available in Windows NT.

Application Development Takeaways

Microsoft’s Security Support Provider Interface provides an interface for integrating Windows NT operating system authentication and security into distributed applications. The SSPI APIs consist of functionality to use security providers in the areas of:

· Credential management

· Context management

· Message support

· Security package management

SSPI is designed to support the semantics of connection-oriented transports, as well as datagram and stream transports. 

The major feature of SSPI is that applications have a common API to use different security packages, including Windows NTLM authentication, SSL/PCT public key cryptography providers, and a Kerberos authentication security provider.

Application developers have the option to call SSPI functions directly to integrate Windows NT operating system security or use higher-level application interfaces based on DCOM, authenticated RPC, or WinSock. Microsoft continues to support SSPI by developing new security packages based on the interface specification. Microsoft encourages all Win32 application developers to use the integrated security features of SSPI for secure distributed application development.

Summary

There are currently over 500 Healthcare Line of Business applications built on the Microsoft Windows operating system platform.  Each of these applications leverage the functionality of the platform that its builders felt was appropriate for their product.  This includes everything from the functionality of the operating system to the development tools they use to build the application.  Clearly, the Microsoft platform is made up of products that support the design and development of both applications and technical infrastructure to run any business.  These products are built on standards that are applicable across all vertical industries and with a determined eye towards privacy and security.  The HIPAA regulations are still currently in draft form and specific to the Healthcare industry; thus they were not used directly as requirements for our products.  However, to the extent they leverage current computing standards to secure and protect Healthcare information, there is every reason to believe the Microsoft platform will be directly applicable.  Furthermore, Microsoft is committed to creating a platform that will addresses Healthcare industry issues.  To that end, we will continue to track the regulations as they become more clearly defined and assist the industry with understanding how the Microsoft platform can be utilized to construct applications and infrastructure that address HIPAA regulations.
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