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 Overview
Users using the Microsoft® CRM Web application enter their credentials in Microsoft Internet Explorer. These credentials must be authenticated by the Microsoft CRM Web application using Integrated Windows authentication on the Microsoft CRM server. 

When Microsoft CRM is on the same server as Microsoft SQL Server™ and Microsoft SQL Server Reporting Services, this single authentication is all that is required, and you do not need to follow any of the procedures in this article.
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Figure 1

Typical installation with Microsoft CRM, Microsoft SQL Server, and Reporting Services on one server

However, because some reporting tasks are processed by Microsoft CRM, some by Reporting Services, and some by Microsoft SQL Server, when Reporting Services is on a different computer than either the Microsoft CRM server or the server running Microsoft SQL Server, a second authentication must occur. This second authentication is done by the service on the middle computer that is impersonating the end-user to the service on the third computer. This is called double-hop Kerberos authentication.
For double-hop Kerberos authentication to work, there are two requirements:

1. Internet Explorer on the client computer must use Kerberos authentication.

2. The middle server(s) must be set up as trusted for delegation to the services on the third server. 

This article provides procedures for these two requirements.

User requests to list reports and to view reports are processed by different servers. When a user uses the Microsoft CRM Web application to list reports, the Microsoft CRM server first authenticates the user, and then passes the request to the Reporting Services server. When a user views a report, the Reporting Services server authenticates the user, and then passes the request to the server running Microsoft SQL Server in order to retrieve the data for the report.
There are four configurations that require double-hop Kerberos authentication to list reports, view reports, or both. 
Configuration 1: Microsoft CRM on separate server from Reporting Services

In this configuration with Microsoft CRM on one server, and Microsoft SQL Server and Reporting Services on another, double-hop Kerberos authentication is required for listing reports:
●
When a user lists reports, authentication is done first by the Microsoft CRM server (hop 1), and then by the Microsoft SQL Server Reporting Services server (hop 2). 

●
When a user views a report, the request goes directly to Reporting Services and from there to the Microsoft CRM database on the server running Microsoft SQL Server. Since Reporting Services and Microsoft SQL Server are on the same server, double-hop authentication isn’t required.
In this configuration, the Microsoft CRM server is the middle server, so it is the server you must configure for trust for delegation.
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Figure 2
Configuration 1: Microsoft CRM on separate server from Reporting Services
Important   In configuration 1, if the following conditions are true, Microsoft CRM Setup automatically sets up trust for delegation: 

· Microsoft CRM is installed by a domain administrator.
· Network Service or Local System is selected as the service account during Microsoft CRM Setup.
· The Microsoft CRM server and/or the Reporting Services Web sites are not configured to use host headers.
As a result, double-hop Kerberos authentication will work without additional configuration.
Configurations 2 and 3: Reporting Services on separate server from Microsoft SQL Server

There are two configurations where Reporting Services can be on a separate server from Microsoft SQL Server: Microsoft CRM can be on the same server as Reporting Services (figure 3), or on the same server as Microsoft SQL Server (figure 4).

In either of these two configurations, double-hop Kerberos authentication is required for viewing reports:
●
When a user lists reports, authentication is done first by the Microsoft CRM server, and then by Reporting Services, and these are on the same server.
●
When a user views a report, the request goes to the Reporting Services server (hop 1) and from there to the Microsoft CRM database on the server running Microsoft SQL Server (hop 2).

In these configurations, the Reporting Services server is the middle server, so it is the server you must configure for trust for delegation.
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Figure 3
Configuration 2: Reporting Services on separate server from Microsoft SQL Server, Microsoft CRM and Reporting Services on one server

Important   In configuration 2, if the following conditions are true, Microsoft CRM Setup automatically sets up trust for delegation: 

· Microsoft CRM is installed by a domain administrator.

· Network Service or Local System is selected as the service account during Microsoft CRM Setup.

· The Microsoft CRM server and/or the Reporting Services Web sites are not configured to use host headers.

· Microsoft CRM Setup installs Reporting Services.

As a result, double-hop Kerberos authentication will work without additional configuration.
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Figure 4 
Configuration 3: Reporting Services on separate server from Microsoft SQL Server, Microsoft CRM and Microsoft SQL Server on one server
Configuration 4: Separate Servers

In this configuration, double-hop Kerberos authentication is required for both viewing reports and listing reports. There are two double-hop Kerberos authentication paths: 
●
When a user lists reports, authentication is done first by the Microsoft CRM server (hop 1), and then by Reporting Services (hop 2). 

●
When a user views a report, the request goes to Reporting Services (hop 1) and from there to the Microsoft CRM database on the server running Microsoft SQL Server (hop 2).
In this configuration, both the Microsoft CRM server and the Reporting Services server are in the middle, so both must be configured for trust for delegation.
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Figure 5 
Configuration 4: Reporting Services, Microsoft SQL Server, and Microsoft CRM on separate servers
Overview of Tasks Required to Set Up Trust for Delegation
Use the flowchart later in this article to keep yourself organized as you identify your configuration, and do the required tasks. At the bottom of the flowchart, there are four parallel branches labeled path A, path B, path C, and path D. You have to complete the tasks in either one or two paths depending on your configuration. 
The following table summarizes which servers need trust for delegation set up for each configuration.

	Configuration
	Figure
	Middle Servers
	Flowchart 
Branch to Follow

	Configuration 1:

  Server 1: Microsoft SQL Server and 
                  Reporting Services

  Server 2: Microsoft CRM 
	Figure 2
	Microsoft CRM server
	Path A or B

	Configuration 2:

  Server 1: Reporting Services

  Server 2: Microsoft CRM and Microsoft SQL Server 
	Figure 3
	Reporting Services server

Microsoft CRM server
	Path A or B AND
Path C or D

	Configuration 3:

  Server 1: Microsoft CRM and Reporting Services

  Server 2: Microsoft SQL Server
	Figure 4
	Reporting Services server
	Path C or D

	Configuration 4:

  Server 1: Microsoft CRM Server

  Server 2: Reporting Services

  Server 3: Microsoft SQL Server 
	Figure 5
	Reporting Services server

Microsoft CRM server
	Path A or B AND
Path C or D


The detailed steps to set up trust for delegation depend on many factors in your environment:

●
Which server or servers are middle servers, and need to be set up for trust for delegation

●
Whether constrained trust for delegation is available

●
The security accounts you used when you installed Microsoft CRM and Reporting Services

●
Whether you use host headers for Web-site name resolution

●
In the configurations shown in figures 2 and 3 above, whether or not Microsoft CRM was installed by a domain administrator or local administrator

The procedures used for setting up trust for delegation are significantly more complex when Microsoft CRM or Reporting Services are set up using a user account instead of Network Service or Local System, and when host headers are used to identify the Microsoft CRM or Reporting Services Web sites. In any one of these cases, you must manually set up a Service Principal Name (SPN) for the security account that identifies each service on the third computer. 
A Service Principal Name (SPN) is the name by which a client uniquely identifies an instance of a service. A service instance can have multiple SPNs if there are multiple names that clients might use for authentication.
By default, Host Service Principal Names are set up for Network Service or Local System accounts when a computer is joined to a domain. Therefore, when Web sites are identified by IP address, computer name, or port number, and Network Service or Local System is selected as the service account during Microsoft CRM Server Setup, no additional SPNs must be configured. SPNs are not set up if a user account is used for the security account or if host headers are used to identify the Web site. 
In order to create SPNs, you must install tools from the Microsoft Windows® 2000 Server or Windows Server™ 2003 CD. Two tools are used: 
●
adsiedit.msc is used to enter SPN values for a specific computer or user account. This tool requires adsiedit.dll.
●
search.vbs is used to identify if the SPN value is used anywhere else. 
Because an SPN can be registered on only one account, before you create an SPN, you must search to make sure that SPN is not registered elsewhere in your Active Directory® or in other Active Directories in your Active Directory Forest. 
For more information about Service Principal Names, see “Service Principle Names” (http://go.microsoft.com/fwlink/?LinkId=57545)
Flowchart of Required Tasks
Use this flowchart to determine which tasks are required in your configuration.
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Figure 6
Flowchart of tasks required to configure the viewing and listing of reports in specific configurations
Verify Client Internet Explorer Authentication Settings

By default, Internet Explorer is set up to use Integrated Windows Authentication. Integrated Windows Authentication uses Kerberos authentication.

If, on any one of your client computers, you upgraded to Internet Explorer 6 or Internet Explorer 6 with Service Pack 1 (SP1), the upgrade might have changed the security settings so that Integrated Windows Authentication is not used. To verify that Internet Explorer is set up correctly, follow these steps. 

►
For each client computer, verify that the Enable Integrated Windows Authentication check box is checked

1. In Internet Explorer, on the Tools menu, click Internet Options, and then click the Advanced tab.

2. Scroll down to the Security section, and verify that Enable Integrated Windows Authentication (requires restart) is selected. 

3. If it is not, select it, and then restart Internet Explorer.

For more information, see the Knowledge Base article “Unable to negotiate Kerberos authentication after upgrading to Internet Explorer 6” (http://go.microsoft.com/fwlink/?LinkId=57544)
Determine Whether Constrained Delegation Is Available
The procedures for setting up trust for delegation are different depending on which types of delegation are available in your environment. There are two types of delegation possible: full delegation and constrained delegation. 
●
Full delegation allows the middle server to impersonate an authenticated user to all services on the third server. 
●
Constrained delegation allows the middle server to impersonate an authenticated user to specified services on the third server.

The type of delegation available depends on several components of your environment. Constrained delegation is available only if all the following conditions are true: 
●
The domain functional level is Windows Server 2003. 

●
To view the domain functional level, on the domain controller, open Active Directory Domains and Trusts, right-click the domain, click Properties, and look at the value in the Domain functional level setting.
●
The middle server is running the Windows Server 2003 operating system.

●
The middle server is running Internet Information Services (IIS) in worker process isolation mode, instead of in IIS 5.0 isolation mode. Worker process isolation mode is the default for IIS 6.0, and is unavailable for IIS 5.0.
●
To view the isolation mode in IIS 6.0, on the middle server (Microsoft CRM server, Reporting Services server, or both), start Internet Information Services Manager, expand the computer name, right-click Web Sites, and then click the Service tab. If Run WWW service in isolation mode is not selected, worker process isolation mode is used.

If constrained delegation is available, it should be used.

Identify the Security Account Names for the Middle Servers
The procedures for setting up trust for delegation are different depending on the security account under which you installed Microsoft CRM and Reporting Services: Local System, Network Service, or a user account. 

This section includes procedures for identifying the security account. If you already are sure of the security accounts used, you can continue to the following sections for procedures for setting up trust for delegation.

►
Identify the security account names for Microsoft CRM (Path A or B)
1. For IIS 6.0 in worker process isolation mode:
a. On the Microsoft CRM server, open Internet Information Services (IIS) Manager.

b. Expand the computer name, and then expand Application Pools.

c. Right-click CRMAppPool, click Properties, and then click the Identity tab. The security account will be either predefined or configured as a specific user name.
2. For IIS 5.0 or IIS 6 with IIS 5.0 isolation mode: 
a. Start Internet Explorer on the Microsoft CRM server, and browse to the Microsoft CRM Web site.
b. Start Windows Task Manager, and then click the Processes tab.
c. View the aspnet_wp.exe process, and identify the value in the User Name column. It will be either SYSTEM or a user name.

If the User Name column is not visible, in Task Manager, click the Processes tab, and on the View menu, click Select Columns, and then select User Name.

►
Identify the security account names for Reporting Services (Path C or D)
1.
For IIS 6.0:

a. On the Reporting Services server, open Internet Information Services (IIS) Manager.

b. Expand the computer name, expand Web Sites, right-click the Web site that has Reporting Services, and then click Properties.

c. On the Home Directory tab, look in the Application pool box and identify the application pool used for the Web site. Close the Properties page.

d. Expand Application Pools.

e. Right-click the application pool you identified in step c, click Properties, and then click the Identity tab. The security account will be either predefined as Network Service or Local System, or configured as a specific user name.

2.
For IIS 5.0 or IIS 6.0 with IIS 5.0 isolation mode: 

d. Start Internet Explorer on the Reporting Services server, and browse to the Microsoft CRM Web site.

e. Start Windows Task Manager, and then click the Processes tab.

f. View the aspnet_wp.exe process, and identify the value in the User Name column. It will be either SYSTEM or a user name.

If the User Name column is not visible, in Task Manager, click the Processes tab, and on the View menu, click Select Columns, and then select User Name.

Identify Whether Host Headers Are Used

The procedures for setting up trust for delegation are different depending on whether host headers are used to identify the Web site. If host headers are used, note the host header name value, as you will have to use it when you create SPNs.
►
Identify whether host headers are used to identify the Microsoft CRM Web site (path A and B)

1. On the Microsoft CRM server, start Internet Information Services Manager.

2. Expand the computer name, expand Web Sites, right-click the Microsoft CRM v3.0 Web site, and then click Properties.

3. On the General tab, in the Web site identification area, click Advanced.

4. In the Multiple identities for this Web site area, see whether any IP address lines have a value in the Host header value column. 

►
Identify whether host headers are used to identify the Reporting Services Web site (path C and D)

1. On the Reporting Services server, start Internet Information Services Manager.

2. Expand the computer name, expand Web Sites, and determine which Web site has the ReportServer virtual root.

3. Right-click the Web site that you identified in step 2, and then click Properties.

4. On the General tab, in the Web site identification area, click Advanced.

5. In the Multiple identities for this Web site area, see whether any IP address lines have a value in the Host header value column. 

If Needed, Install SPN Tools (All Paths)

For paths B and D, these tools are required. For paths A and C, these tools are required only if host headers are used. 

To verify that an SPN is unique, and then associate an SPN value with a computer or account, you need several tools from the Support/Tools folder on the Windows 2000 Server or Windows Server 2003 CD. By default, SUPTOOLS.msi installs 89 tools in the C:\Program Files\Support Tools folder. You will need the adsiedit.dll, adsiedit.msc, and search.vbs tools. You will need these tools on the domain controller, as well as on the middle server(s).

►
Install needed tools from Support Tools folder on the CD on the specified computers
1.
On the computers identified in the table, perform the following steps:

	Path
	Computer

	Path A (only if host headers)
	●
On the Microsoft CRM server 

●
On the domain controller

	Path B
	●
On the Microsoft CRM server 

●
On the domain controller

	Path C (only if host headers)
	●
On the Reporting Services server

●
On the domain controller

	Path D:
	●
On the Reporting Services server

●
On the domain controller


Steps

a.
Insert the Windows Server CD and browse to the Support Tools folder.

b.
Double-click SUPTOOLS.MSI.

c.
Click Next, click I agree, click Next, enter your user information, click Next, adjust the installation folder as needed, and then click Install Now.

d.
Click Finish.
Path A: Steps to Set Up Trust for Delegation

Each procedure includes steps for when constrained delegation is available, and steps for when only full delegation is available.

The order of the steps is important: if you have to create SPNs, these must be created before trust for delegation is set up.

Path A with Host Headers: Create SPNs

►
Identify SPNs

You need two SPNs:

http/<host_header_name_in_NetBIOS_format>

http/<host_header_name_in_DNS_format>

For example, if your host header name is crm, and your domain is example.microsoft.com, the SPN values would be:

http/crm

http/crm.example.microsoft.com

►
Make sure SPNs are not already used on any Active Directory forest

1.
For each domain in your Active Directory forest:

a.
On the domain controller, in Windows Explorer, open the Program Files\Support Tools folder.

b.
Double-click adsiedit.msc.

c.
Expand the domain.

d.
Right-click the DC= line, and then click Properties. Copy the value for the distinguishedName property.

e.
On your Microsoft CRM server, open a Command Prompt window.

f.
Change directories to the Program Files\Support Tools folder.

g.
Type the following command, filling in the first SPN name from the previous procedure and step d of this procedure:
Cscript search.vbs “LDAP://DC=<value from step d>” /C:”(serviceprincipalname=<desired_SPN_value>)” /S:Subtree /P:DistinguishedName 

If the SPN is not used anywhere, you will see No object satisfying the criteria has been found within the LDAP://DC=<value from step d>. If the SPN is used, you will see Found 1 object.
h.
Repeat step g, using the second SPN name from the previous procedure and the domain information from step d of this procedure.

2.
If steps g and h are completed with no duplicate SPN names found in any domain in your Active Directory forest, continue to the next procedure, “Creating SPNs”.

►
Create SPNs

1.
On your Microsoft CRM server, in Windows Explorer, open the Program Files\Support Tools folder.

2.
Double-click adsiedit.msc.

3.
Expand the domain, expand the node that starts with DC=, and expand CN=Computers.

4.
Right-click the computer on which Microsoft CRM is installed, and then click Properties.

5.
In the Attributes list, scroll down, select servicePrincipalName, and then click Edit.

6. 
In the Value to add box, type the unique SPN you identified that includes the host header name, and then click Add.

7.
In the Value to add box, type the unique SPN you identified that includes the host header name in DNS format, and then click Add.

8. 
If you are using host headers, repeat step 7 for the two host-header SPNs.

9.
Click OK two times.

Path A All: Set Up Trust for Delegation
►
Set up the security account on the Microsoft CRM server to be trusted for delegation (path A)
1. On your domain controller, open Active Directory Users and Computers.
If constrained delegation is available, use a server running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.
2. In Computers, right-click the server name for the Microsoft CRM server, and then click Properties.

If constrained delegation is available:

a. Click the Delegation tab.

b. Select Trust this computer for delegation to specified services only.

c. Select Use Kerberos only.

d. Click Add.

e. Click Users or Computers, click Advanced, click Find Now, select the Reporting Services server, and then click OK two times. 

f. Select the http service, and then click OK.

If constrained delegation is not available, and the domain controller is running IIS 5.0:
a. On the General tab, select the Trust computer for delegation check box.

b. Click OK.

3.
Stop and restart the server.

Path B: Steps to Set Up Trust for Delegation

Follow these procedures only if Microsoft CRM is set up to run as a user.

The order of the steps is important: SPNs must be created before trust for delegation is set up.

Path B: Create SPNs and Set Up Trust for Delegation
►
Identify SPNs if you are not using host headers
If you are not using host headers, you need two SPNs:

http/<NetBIOSname_of_Microsoft_CRM_Web_Server>

http/<DNS_name_of_Microsoft_CRM_Web_Server>

For example, if the NetBIOS name of your Microsoft CRM server is crmweb01, and your domain is example.microsoft.com, the two SPN values would be:

http/crmweb01

http/crmweb01.example.microsoft.com

To determine the NetBIOS and DNS names for your Microsoft CRM server:

1.
On the Microsoft CRM server, click Start, right-click My Computer, and then click Properties. 

2.
Click the Computer Name tab, and then click Change.

3.
The value in the Computer name box is the NetBIOS name. The value listed under Full computer name is the DNS name.

4.
Click Cancel twice to close the Properties dialog box.

►
Identify SPNs if you are using host headers

If you are using host headers on the Microsoft CRM Web site, the SPNs should use the host header name, rather than the computer name:

http/<host_header_name_in_NetBIOS_format>

http/<host_header_name_in_DNS_format>

For example, if your host header name is crm, and your domain is example.microsoft.com, the SPN values would be:

http/crm

http/crm.example.microsoft.com

►
Make sure SPNs are not already used on any domain in your Active Directory forest
1.
For each domain in your Active Directory forest:

a.
On the domain controller, in Windows Explorer, open the Program Files\Support Tools folder.

b.
Double-click adsiedit.msc.

c.
Expand the domain.
d.
Right-click the DC= line, and then click Properties. Copy the value for the distinguishedName property.

e.
On your Microsoft CRM server, open a Command Prompt window.

f.
Change directories to the Program Files\Support Tools folder.

g.
Type the following command, filling in the first SPN name from the previous procedure and step d of this procedure:
Cscript search.vbs “LDAP://DC=<value from step d>” /C:”(serviceprincipalname=<desired_SPN_value>)” /S:Subtree /P:DistinguishedName 

If the SPN is not used, you will see No object satisfying the criteria has been found within the LDAP://DC=<value from step d>. If the SPN is used, you will see Found 1 object.
h.
Repeat step g, using the second SPN name from the previous procedure and the domain information from step d of this procedure.

2.
If steps g and h are completed with no duplicate SPN names found in any domain in your Active Directory forest, continue to the next procedure, “Creating SPNs”.
►
Create SPNs

1.
On your Microsoft CRM server, in Windows Explorer, open the Program Files\Support Tools folder.

2.
Double-click adsiedit.msc.
3.
Expand the domain, expand the node that starts with DC=, and expand CN=Users.

4.
Right-click the user account under which Microsoft CRM is installed, and then click Properties.

5.
In the Attributes list, scroll down, select servicePrincipalName, and then click Edit.

6. 
In the Value to add box, type the first SPN name you identified, and then click Add.

7.
In the Value to add box, type the second SPN name you identified that includes the domain name, and then click Add.

9.
Click OK twice.

►
Set up the user account on the Microsoft CRM server to be trusted for delegation

1. On your domain controller, open Active Directory Users and Computers.

If constrained delegation is available, use a server running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.

2. Expand the domain, and then expand Users.

3. Right-click the user name, and then click Properties.

4. If you are using full delegation:
a. Click the Account tab.

b. In the Account options section, scroll down, and select Account is trusted for delegation. This option does not appear if the SPN has not been defined.

If you are using IIS 6.0 and constrained delegation:
a. Click the Delegation tab.

b. Select Trust this account for delegation to specified services only.

c. Select Use Kerberos only.

d. Click Add.

e. Click Users or Computers, click Advanced, click Find Now, select the server that is running Microsoft CRM, and then click OK two times. 

f. Select the http service, and then click OK.
5. Stop and restart the server.

Path C: Steps to Set Up Trust for Delegation

The order of the steps is important: SPNs must be created before trust for delegation is set up.

Path C with Host Headers on Reporting Services Web Site: Create SPNs

►
Identify SPNs

In this scenario, you need one SPN for the MSSQLSVC service, and two for the http service. The SPN for MSSQLSVC must include the port number for Microsoft SQL Server.
MSSQLSVC/<computer_name_in_DNS_format>:1433
http/<host_header_name_in_NetBIOS_format>

http/<host_header_name_in_DNS_format>

For example, if the NetBIOS name of the server running Microsoft SQL Server is crmsql01, the domain is example.microsoft.com, and the host header value for the Reporting Services Web site is crmreports, the SPN values would be:

MSSQLSVC/crmsql01.example.microsoft.com:1433

http/crmreports

http/crmreports.example.microsoft.com

►
Make sure SPNs are not already used in any domain in your Active Directory forest

1.
For each domain in your Active Directory forest:

a.
On the domain controller, in Windows Explorer, open the Program Files\Support Tools folder.

b.
Double-click adsiedit.msc.

c.
Expand the domain.

d.
Right-click the DC= line, and then click Properties. Copy the value for the distinguishedName property.

e.
On your Reporting Services server, open a Command Prompt window.

f.
Change directories to the Program Files\Support Tools folder.

g.
Type the following command, filling in the first SPN name from the previous procedure and step d of this procedure:
Cscript search.vbs “LDAP://DC=<value from step d>” /C:”(serviceprincipalname=<desired_SPN_value>)” /S:Subtree /P:DistinguishedName 

If the SPN is not used, you will see: No object satisfying the criteria has been found within the LDAP://DC=<value from step d>. If the SPN is used, you will see Found 1 object.
h.
Repeat step g, using the second desired SPN name from the previous procedure and the domain information from step d of this procedure.

2.
If steps g and h are completed with no duplicate SPN names found in any domain in your Active Directory forest, continue to the next procedure, “Creating SPNs”.

►
Create SPNs

1.
On your Microsoft CRM server, in Windows Explorer, open the Program Files\Support Tools folder.

2.
Double-click adsiedit.msc.

3.
Expand the domain, expand the node that starts with DC=, and expand CN=Computers.

4.
Right-click the computer on which Microsoft CRM is installed, and then click Properties.

5.
In the Attributes list, scroll down, select servicePrincipalName, and then click Edit.

6. 
In the Value to add box, type the unique SPN you identified for MSSQLSVC, and then click Add.

7. 
Repeat step 6 for the two host-header SPNs.

8.
Click OK twice.

Path C All: Set Up Trust for Delegation

►
Set up the security account on the Reporting Services server to be trusted for delegation (path C)

1. On your domain controller, open Active Directory Users and Computers.

If constrained delegation is available, use a server running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.

2. In Computers, right-click the server name for the Microsoft CRM server, and then click Properties.

If constrained delegation is available, click the Delegation tab. 

a. Select Trust this computer for delegation to specified services only.

b. Select Use Kerberos only.

c. Click Add.

d. Click Users or Computers, click Advanced, click Find Now, select the server that is running Microsoft SQL Server, and then click OK two times. 

e. Select the MSSQLSVC service, and then click OK.

If constrained delegation is not available, and the domain controller is running IIS 5.0:

a. On the General tab, select the Trust computer for delegation check box.

b. Click OK.

3. Stop and restart the server.

Path D: Steps to Set up Trust for Delegation

Follow these procedures only if Reporting Services is set up to run as a user.

The order of the steps is important: SPNs must be created before trust for delegation is set up.

Path D: Create SPNs and Set Up Trust for Delegation
►
Identify SPNs

You need one SPN for the MSSQLSVC service. The SPN for MSSQLSVC must include the port number for server running Microsoft SQL Server:

MSSQLSVC/<DNS_name_of_Microsoft_SQL_Server>:1433
For, example, if the NetBIOS name is crmsql01, and the DNS name is crmsql01.example.microsoft.com, the value would be:
MSSQLSVC/crmsql01.example.microsoft.com:1433
To determine the DNS name for your server running Microsoft SQL Server:

1.
On the server running Microsoft SQL Server, click Start, right-click My Computer, and then click Properties. 

2.
Click the Computer Name tab, and then click Change.

3.
The value listed under Full computer name is the DNS name.

4.
Click Cancel twice to close the Properties dialog box.

If you are using host headers on the Reporting Services Web site, you need the previous SPN, plus two more:

http/<host_header_name_in_NetBIOS_format>

http/<host_header_name_in_DNS_format>

For example, if your host header name for the Reporting Services Web site is crmreports, and your domain is example.microsoft.com, the SPN values would be:

http/crmreports
http/crmreports.example.microsoft.com

►
Make sure SPNs are not already used in any domain in your Active Directory forest

1.
For each domain in your Active Directory forest:

a.
On the domain controller, in Windows Explorer, open the Program Files\Support Tools folder.

b.
Double-click adsiedit.msc.

c.
Expand the domain.

d.
Right-click the DC= line, and then click Properties. Copy the value for the distinguishedName property.

e.
On your Reporting Services server, open a Command Prompt window.

f.
Change directories to the Program Files\Support Tools folder.

g.
Type the following command, filling in the first SPN name from the previous procedure and step d of this procedure.

Cscript search.vbs “LDAP://DC=<value from step d>” /C:”(serviceprincipalname=<desired_SPN_value>)” /S:Subtree /P:distinguishedName 

If the SPN is not used, you will see: No object satisfying the criteria has been found within the LDAP://DC=<value from step d>.

h.
Repeat step g, using the second SPN name from the previous procedure and the domain information from step d of this procedure.

2.
If steps f and g are completed with no duplicate SPN names found in any domain in your Active Directory forest, continue to the next procedure, “Create SPNs”.

►
Create SPNs

1.
On your Reporting Services server, in Windows Explorer, open the Program Files\Support Tools folder.

2.
Double-click adsiedit.msc.

3.
Expand the domain, expand the node that starts with DC=, and expand CN=Users.

4.
Right-click the user account under which Reporting Services is installed, and then click Properties.

5.
In the Attributes list, scroll down, select servicePrincipalName, and then click Edit.

6. 
In the Value to add box, type the unique SPN you identified for the MSSQLSVC, and then click Add.

7. 
If you are using host headers, repeat step 6 for the two host-header SPNs.

8.
Click OK twice.

►
Set up the user account on the Reporting Services server to be trusted for delegation

1. On your domain controller, open Active Directory Users and Computers.

If constrained delegation is available, use a server running Windows Server 2003 to open Active Directory Users and Computers. Otherwise, you will not see the options for setting constrained delegation.

2. Expand the domain, and then expand Users.

3. Right-click the user name, and then click Properties.

4.
If you are using IIS 6.0 and constrained delegation:
a. Click the Delegation tab.

b. Select Trust this account for delegation to specified services only.

c. Select Use Kerberos only.

d. Click Add.

e. Click Users or Computers, click Advanced, click Find Now, select the server that is running Microsoft Reporting Services, and then click OK two times. 

f. Select the MSSQLSVC service, and then click OK.

If you are using full delegation:

a.
Click the Account tab.

b.
In the Account options section, scroll down, and select Account is trusted for delegation.

5.
Stop and restart the server.

Troubleshooting

For more information, see “Troubleshooting Kerberos Delegation” (http://go.microsoft.com/fwlink/?LinkId=57546).
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