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Slava Kavsan, Partner Architect, thanked participants for coming, and then spoke on digital identity and what a good identity system looks like.

Slava Kavsan: What aspires us. Strategy to make identity ubiquitous across boundaries. Frictionless access. Identity sorted in seamless, transparent fashion. Need to redefine parameters. Currently not allowed for this kind of interaction. Need for standards for different domains, security domains. Different to change infrastructure. Standard only way to connect. Similar for developers, at least conceptually. Same model as APIs. Loosely coupled. Able to discover policies and act at intersection. Rendezvous of capabilities. Multiple layers of protection in Enterprise. Ability to transverse freely through those barriers, showing context.

Missing identity layer. Internet becoming more identity-centric. Allow existing systems to be interoperable without impacting layer. Identity metasystem. Connect identity islands. PKI, public infrastructure. Serious limitations.

What is digital identity? Many sets for many users. In your wallet, ATM card, health card, etc. Image of identity. Different for different users. Not uniform, single identity instrument. All transactions in modern world based on that metaphor. Physical recognition of identity moving to digital world. Digital personas. Identity collection of attributes people have. 

Analyzed what good identity system would look like. Technology principles. User control and consent. Individual control of user key. Minimal disclosure for defined use. Don’t want to disclose various attributes of identity to a service provider. Control minimal set of identity information disclosed. Ability to control. Justifiable parties. Need to control how information disclosed by service provider. Proxying to or sharing information needs to be justifiable. Directional identity. Users able to direct identity to particular transaction. Unidirectional. Not symmetrical. Ability to connect loosely coupled identity system is a must. World will stay heterogeneous. Important to recognize and remember that. Human integration vulnerable. Biggest link. Good handle on protocol part, but human integration has ways to go. Consistent experience. User doesn’t explicitly recognize need to identity. Seamless with consistent experience. 

Universal Identity Metasystem. Enables user experience simply and consistently, loosely coupled. Leverages strengths of constituent systems. Leverage investment. Standards is key. Multiple ways to look at what comprises identity layer. Puzzle. Many subtopics inside identity. 

Claims of digital identity. Notion of claims. Claim expresses notion of something in doubt. Richer term than attributes. Calls for verification of claim. Use term to describe four entities. Entities are descriptors. Principles. Resources. Actions. Context. Entities participate in policy. Claims are process of identity. Fact is fact only in certain realm. If it leaves realm, goes back to status of claim. Identity is context specific set of principle claims. Set of claims describing principle.

All used for different purposes. identifier claim. User name and password. Simple claim. We taxonomize them. Relationship claims, descriptor claims, capability claims. Ability to act on resource. All claims go into policy. 

Authenticator piece is credential. User name plus password, certificates, etc. Special claim that answer questions on who you are, what you’re able to do, etc. High level of taxonomy of claims. 

Actual processing of claims. Claims transformation. More to that. 3D space of claims transformed. Form, trust, enrichment. Semantics and syntax results in form. Trust is where claims turn into fact. Capability computed and access granted.

Multiple claims transformers can participate. Describing relationship in claims. Various transformers, i.e., smart card or human being, distilling model to fundamental elements. Claims, policies, transformations. Everything maps to this simple model. 

Three access models exist. Access based. List of principle with access to a particular resource. Simple list. Match as member of group, have access to that areas. Who has access to that resource. Rich resources I have access to. Resource questions different. Second model is capability based. Where you store, compute, and enforce policy. Powerful model. Column, row, granting access. matrix enormous. Resources, principal, dynamics. Different proposition. Codify access query, grant or unit of delegation. Resources. DRM or ERM live in realm of Enterprise. Embedded in resource itself. Policy embedded, specifying where to go. Capability claim. Maps into all three models for Enterprise and consumers.

Access Process Sub Activities. Proving who you are. You might not know what you’ll do next, but prove identification. Valid match. 

Enriching security context. Collect claims. Need to know more about principle. Identifiers good enough in some systems. Need group knowledge to have access granted. Authentication, attribution, applying. Enriched context becoming bigger. No need to be sequential. Accessing high value transaction. Get user with Password PIN. Because of this, might not be sequential.

Collecting attributes. Federated identity. Where your login and password is stored. User-centric. Consent and select identity. Metaphors for identity. With Vista, allows identity selection. User wants to access resource. Policy creates action for user to follow get information requested. Identity selector. User ability to select card that constitutes collection of claim. Choice of paying Visa, MC, etc., same context in physical. Can be managed cards. Microsoft identity managed by Microsoft. I can look at, but can’t manage. Microsoft manages my Microsoft identity card. 

More information. Identity metasystem in action. Need to authenticate to user agent. Step 1. Then you request access. Returning policy. Don’t want to disclose entire policy. Need mother’s maiden name. Like to have progressive disclosure. Mutual trust. As increases, disclose more and more often.

Policies learned. Identity selector. Identities show up. You select who you want to be. Present user with Consent. Identity Provider. If not the same, need to authenticate again. If thrust between two providers … identify in way identity partner requires. Request access and obtain resources. Six steps completely user centric, secure, loads of identity. Different from today. Control+Alt+Delete. Can submit them all. High performance. Doesn’t work well outside. 

High-Assurance Identity. No silver bullet. No single instrument giving you best throughout. Spectrum. Protocols. Password tokens, smart cards, interesting card is card built and printed electronically same dimensions as now. Produces one time password. No need to card. Generate one time password on the card. Combines smart cards with one-time password. Personal processes devices, PPDs. New evolution daily. Proximity. Activates within short distance. System recognizes user. Compute transaction score. Threshold gives best way. Must have plausible framework from various vendors. 

Personal trusted devices. (PTD). Authenticator changes you password automatically. Difference is credential keep identifier in pocket. Portable, under my control. Identity claims. Storing three types of identities. Portable claims transformer. High assurance of identity. Second identification partner. Typically, identification broken into three factors. What you know. What you have. Who you are. Stronger than password. Nothing is free in that. Cost is ability and management of this piece of instrument. High. What if you lose tool. Needs to accommodate unfortunate scenarios, allowing additional access. Need to complement this personal trusted device with something else. Additional cost to deploy. 

Holistic management of identities and policies. Two approaches. Synchronization based. Need to bring in sync. Once in a while, system gets all the claims. Workflow improvement. User requests certificate. Real time from management perspective. Many components of identity provisioned. 

Picture, signature, physical access, open doors. System that manages variety of instruments that provision that card, managed by different administrators or systems. Rich claims need to go into these clients. Not technically difficult, but organizationally and process-wise difficult. Strong authentication. 

Privacy. Consumer space. Very important. User-centric control. Mutual authentication. Identify claims need to be protected. Minimal disclosures. Mutual trust image. Do I achieve that in system? Privacy bar should be very high to be able to explore all possibilities of internet. 

Claims based might be an answer. Enables common approach. Use claims as building block for entity. 

Questions?

Participant: … 

Slava Kavsan: Allow user to choose identity card. Self-managed versus managed cards. Management product, Identity Life Management, manages identity and synchronizes to smart cards. Authentication side, going beyond existing smart cards and password authentication to additional instruments such as biometrics and one time password. By definition, identity management can not be heterogeneous.

Participant: … bar code . security space … merging … proof of concept … service oriented architecture in security … 

Slava Kavsan: Yes. For Enterprise single sign on. Big partner is Ping ID. Hub for federated identity. Bought into claim based approach, providing hub for identity mapping from Simon to our protocol, vice versus. Also … is well received and is being implemented by Sun, Novell, and IBM. User will have choice. There will be more than one identity selector. Industry wide movement. More on security side than identity side. 

Participant: Problem … security … measure … tremendous … pulling solutions together … attach to information … 

Slava Kavsan: We see good trends between physical and logical security. Formerly two different issues. Now we see must work from same database. IT department and physical security department working more closely together. Forced to come together. Good trend.

Participant: Confidence level of legacy system … which vendors … approach … 

Slava Kavsan: Comes with liability. Best customers for Enterprise to accommodate are those moving into new building and needing new physical security. Converge before moving. Very difficult to change infrastructure. Tough to rip out. Identity in infrastructure. mergers and acquisitions. Bang, one company. How to federate. Not across different companies. Within company resulting from merger. Another tier, leveraging strength.

Thank you.

