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Radio frequency identification (RFID) is revolutionizing the way organizations around the world track the location and movement of goods and assets. RFID technology utilizes inexpensive wireless RFID chips or tags that report their location to nearby scanners. Items with RFID tags can be tracked from a supplier’s factory floor to the retailer’s store shelves. 

The technology is already helping major retailers better control their inventory. Soon other organizations are expected to find innovative uses for RFID. 

Hospitals will be able to instantaneously pinpoint the exact location of expensive equipment through RFID systems. Not only will the technology help hospitals maximize the use of equipment, but it will help them provide better care. In the pharmaceutical industry, companies may soon use RFID to help monitor the distribution of drugs around the world. This will help them reduce product counterfeiting while helping them better control inventory and monitor product quality. 

Microsoft recognizes the significance of RFID technology in creating unprecedented opportunities for businesses. Through the use of its products and partner solutions, Microsoft provides an innovative platform solution that will enable businesses to optimize RFID technology to create greater supply chain efficiencies, such as reducing inventories and improving product availability, thereby ensuring an improved customer experience.
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Partner Strategy 

The RFID partner strategy of Microsoft is based on collaboration with world-class industry experts, independent software vendors (ISVs), systems integrators, equipment manufacturers, and retailers. Microsoft is facilitating RFID partner solutions by providing an affordable, reliable, open-standards-based software that can support devices and applications for RFID. A growing number of partners are building innovative RFID solutions on the Microsoft platform to enhance their business processes, improve inventory visibility, and provide better customer service for manufacturers, distributors, and retailers. Microsoft is working with strategic hardware vendors and solution providers to lower the total cost of ownership (TCO) of RFID systems for all sizes of businesses.
Positioning Platform 

In its ongoing commitment to the growth and expansion of RFID-enabled solutions, Microsoft is developing features and technologies in the Microsoft platform that optimize RFID. In addition, Microsoft is developing a prescriptive architecture guide (PAG) for an RFID solution that is built on the Microsoft .NET Framework, combining RFID technologies with leading Microsoft tools. Microsoft will continue to develop go-to-market messaging for RFID solutions, conduct field research and education initiatives, and create individual product development plans and future technology roadmaps. In efforts to gain a better understanding of current technology needs and platform requirements of various RFID solutions, Microsoft is participating in several RFID pilot projects with its enterprise customers.

Addressing Privacy Issues
As RFID moves to item-level tagging, the probability of tags including personally identifiable information (PII) is a primary privacy concern for consumers. In response to the privacy concerns that surround RFID, Microsoft follows a single principle that guides all of its policies for consumer privacy and data protection: Customers are enabled to control the collection, use, and distribution of their personal information. This approach is based on the widely-accepted concept of fair information practices that form the basis of a number of privacy laws and industry guidelines. The privacy policies of Microsoft provide a set of standards that apply to PII and to any technology in use. For RFID, Microsoft employs the following privacy policies: 

· Conspicuous notification must be posted and the governing privacy statement must be available near readers and tags when RFID tags are in use. 

· Packaging or items that contain RFID tags must be labeled accordingly.

· Privacy statements must include information about the purposes for which tags and readers are being used.

· Consumers must have the option of removing or deactivating tags on purchased items.

· Consumers must be notified if personal data associated with RFID tags is being transferred to third parties and provide explicit consent for its secondary use.

· Transferring personal data must include appropriate security measures.

· Customers must have reasonable access to personal data to make corrections or changes.

· Appropriate security measures must be in place to protect personal information from unauthorized access, use, or disclosure.

· Reasonable steps must be taken to ensure that personal data is relevant for its intended use.

Consumers must have a mechanism for resolving disputes with the RFID data collector, and there must be an affordable, independent recourse mechanism when complaints or disputes cannot be resolved.

· An RFID Overview
The Basics of RFID

Automatic identification (auto ID) technologies help machines or computers identify objects by using automatic data capture. RFID is one type of auto ID technology that uses radio waves to identify, monitor, and manage individual objects as they move between physical locations. Although there are a variety of methods for identifying objects with RFID, the most common method is by storing a serial number that identifies a product and its related information. RFID devices and software must be supported by an advanced software architecture that enables the collection and distribution of location-based information in real time.

Tags and Readers

An RFID system consists of tags and readers. RFID tags are small devices containing a chip and an antenna that store the information for object identification. Tags can be applied to containers, pallets, cases, or individual items. With no line-of-sight requirement, the tag transmits information to the reader, and the reader converts the incoming radio waves into a form that can be read by a computer system. An RFID tag can be active (with a battery) or passive (powered by the signal strength emitted by the reader).

Active Tags

· Can be read from a long-range distance of more than 100 feet. 

· Are ideal for tracking high-value items over long ranges, such as tracking shipping containers in transit.
· Have high power and battery requirements, so they are heavier and can be costly.
Passive Tags

· Can only be read from a short-range distance of approximately 5–10 feet.
· Can be applied in high quantities to individual items and reused.
· Are smaller, lighter, and less expensive (and therefore more prevalent) than active tags.
RFID, Smart Cards, and Other Form Factors

RFID technology is currently being used in conjunction with smart card technology in the financial industry, primarily in Europe. Financial institutions are issuing smart cards to record personal finance information such as account balances. RFID technology is also being used in other form factors such as key fobs, bulk metal tags, garment disks, and even metal nails that can be driven into pallets.

RFID and Barcodes 
Although it is often thought that RFID and barcodes are competitive technologies, they are in fact complementary. The primary element of differentiation between the two is that RFID does not require line-of-sight technology. Barcodes must be scanned at specific orientations to establish line-of-sight, such as an item in a grocery store, and RFID tags need only be within range of a reader to be read or ‘scanned.’ Although RFID and barcode technologies offer similar solutions, there are significant advantages to using RFID:
· Tags can be read rapidly in bulk to provide a nearly simultaneous reading of contents, such as items in a stockroom or in a container.

· Tags are more durable than barcodes and can withstand chemical and heat environments that would destroy traditional barcode labels. Barcode technology does not work if the label is damaged.

· Tags have read and write capabilities and can be updated. Barcodes contain static information that cannot be updated unless the user reprints the code.

· Tags can potentially contain a greater amount of data compared to barcodes, which commonly contain only static information such as the manufacturer and product identification.

· Tags do not require any human intervention for data transmission whereas barcodes do.

It is easy to see how RFID has become indispensable for a wide range of automated data collection and identification applications. With the distinct advantages of RFID technology, however, comes an inevitably higher cost. RFID and barcode technologies will continue to coexist in response to diverse market needs. RFID, however, will continue to expand in markets for which barcode or similar optical technologies are not as efficient.

The Use of RFID

Although RFID is a proven technology that has existed since before World War II, it took several years for a large scale implementation to occur in the United States. The implementation eventually included freeway toll booths, parking areas, vehicle tracking, factory automation, and animal tagging.

In 1998, researchers at the Massachusetts Institute of Technology (MIT) Auto-ID Center began to complete global research on RFID. The Auto-ID Center focused on:
· Reducing the cost of manufacturing RFID tags.

· Optimizing data networks for storing and delivering large amounts of data.

· Developing open standards for RFID.

The work of the Auto-ID Center has helped to make RFID technology economically viable for pallet and carton-level tagging. The Auto-ID Center closed in October 2003, transferring all its RFID technology and information to the EPCglobal organization.
The most common application of RFID technology today is for tracking goods in the supply chain, tracking assets, and tracking parts from a manufacturing production line. Another common application is for security—RFID is used to control building access and network security, and also for payment systems that let customers pay for items without using cash. As technological advancements in RFID lead to an even higher level of data transmission—in addition to an inevitably lower cost—RFID technology will become ubiquitous within the supply chain industry and other industries, increasing overall efficiencies and dramatically improving the return on investment (ROI).

RFID Global Standards 

As RFID technology continues to expand, the need for establishing global standards is increasingly apparent. Many retailers have completed RFID trials within their supplier communities, adding pressure on manufacturers and suppliers to tag products before they are introduced into the supply chain. However, manufacturers cannot cost-effectively manage RFID tagging mandates from disparate retailers until global standards are established. This process requires the creation and acceptance of data standards that apply to all countries, and it requires scanners to operate at compatible frequencies.

EPCglobal 

EPCglobal is a member-driven organization of leading firms and industries focused on developing global standards for the electronic product code (EPC) Network to support RFID. The EPC is attached to the RFID tag, and identifies specific events related to the product as it travels between locations. By providing global standards on how to attach information to products, EPC enables organizations to share information more effectively. The vision of EPCglobal is to facilitate a worldwide, multi-sector industry adoption of these standards that will achieve increased efficiencies throughout the supply chain—enabling companies to have real-time visibility of their products from anywhere in the world.
Global Data Synchronization

Global Data Synchronization (GDS) is an emerging market in Supply Chain Management. It is the foundation for next-generation applications such as RFID-based tracking, collaborative planning forecasting and replenishment (CPFR), and more. GDS is designed to keep supply chain operations synchronized by ensuring that basic product data, such as the description and category stored by one company, matches the data stored by its trading partners. Organizations submit product data in a specific format to data pools around the globe, and the data is then validated against a global data registry.

Standards for GDS are guided by the Global Commerce Initiative (GCI), a collective group of retailers and manufacturers. The standards are being developed by the European Article Numbering Association International and The Uniform Code Council (EAN UCC). These standards assign attributes to product data that enables manufacturers, suppliers, retailers, and other participants in the supply chain to share product-related data across the globe. For example, manufacturers could have their product catalog accessible worldwide, and retailers could search for any type of product and take advantage of unlimited global access.
International Organization for Standardization (ISO)

The International Organization for Standardization (ISO) is a network of national standards institutes of 148 countries working in partnership with international organizations, governments, industries, and business and consumer representatives. The ISO asserts jurisdiction over the Air Interface (the frequency spectra used for RFID transmission) through standards-in-development ISO 18000-1 through ISO 18000-7. These are represented in the United States by American National Standards Institute (ANSI) and the Federal Communications Commission (FCC).
AIM Global 

AIM Global is the global trade association for the Automatic Identification and Mobility industry that manages the collection and integration of data for information management systems. Serving more than 900 members in 43 countries, AIM Global is dedicated to accelerating the use of automatic identification data collection (AIDC) technologies around the world.

As the leader in developing international RFID standards, AIM Global strives to educate the community. The company is participating as the RFID Association Sponsor for a series of symposiums worldwide to build consensus about standards for using RFID technology on commercial airplanes. Aircraft manufacturers Boeing and Airbus plan to collaborate; both companies are moving toward RFID adoption based on the Air Transport Association (ATA) automated identification and data capture guidelines.

Ubiquitous ID Center 

The Ubiquitous ID Center was created to develop technologies such as RFID and others that will enable the automatic recognition of items with the ultimate objective of creating a ubiquitous computing environment. In April 2004, China, Japan, and Korea agreed to participate in Ubiquitous ID-related events, each signing agreements to conduct joint research with the goal of establishing Ubiquitous ID Centers and T-Engine Development centers in each country. T-Engine is the development platform for ubiquitous computing technologies.

Microsoft and RFID Standards


Microsoft is an active participant in the development of global RFID standards. Microsoft is a member of the EAN UCC groups and is collaborating with organizations such as GCI and CIES, the independent global foods business network, to define standards for data synchronization. Microsoft joined EPCglobal in April 2004 to support the organization’s goal of making EPC the global standard for automatic and accurate identification of any item across the globe.
RFID Scenarios

The following fictional scenarios demonstrate just some of the benefits of RFID technology for various industries. From inventory management and real-time product visibility to increased productivity and greater security, companies around the globe are realizing a strong return on investment (ROI) with RFID.

Retail, Manufacturing, and Distribution 

RFID technology continues to offer unprecedented efficiencies for tracking goods in the supply chain—from manufacturing and product shipments to customer delivery. By providing real-time visibility into inventories, RFID enables companies to maintain and control optimum product levels to save costs and ensure better customer service.

Fabrikam, Inc., a leading bicycle manufacturer, produces high-end bicycles and custom bicycles for customers around the globe. The company purchases all of its parts from vendors, with the exception of the bicycle frames, which they manufacture from raw steel pipe. Fabrikam and each of its suppliers use RFID to share information about various parts, sub-assemblies, and inventory location. The following fictional scenario demonstrates how Fabrikam and its vendors have implemented RFID technology to create greater overall efficiencies in the supply chain, improve the response time for product recalls, and closely monitor delivery schedules.

Implementing Vendor-Managed Inventory 

Adventure Works, a bicycle tire manufacturer, supplies Fabrikam with an in-house supply of tires. Because Adventure Works uses RFID for vendor-managed inventory (VMI), they are responsible for the inventory control of tires at Fabrikam. Each tire contains an RFID tag that provides the product information, such as the item and batch number, so that tires can be reordered immediately as they are sold. Adventure Works is capable to control and manage the exact number and type of tires in the warehouse in real time, eliminating the cost and burden of ordering unnecessary supplies.
Monitoring Vendor Schedules 

After Fabrikam prepares an order of bicycle frames, it ships them to its paint vendor, Litware, Inc. Fabrikam ships the frames on RFID–tagged pallets that contain the production order number and destination information. Because the external gates at Fabrikam are equipped with RFID readers, the system is updated automatically with the RFID tag’s date and time information as the pallets leave the premises. After the shipment arrives at Litware, their RFID readers update the system with specific order information. The system can then route the pallets to the correct workstation at Litware, such as the paint booth or the powder coating facility.
After the frames have been painted, the system updates the pallet RFID tag with a status of “Production order complete” and the frames are then shipped back to Fabrikam. The system information at Litware is integrated with the Fabrikam system, so the company is made aware of the expected arrival date. If there are any exceptions to the order, such as a problem with the powder coating machine, the information is shared with Fabrikam and they can compensate immediately for any delays in the schedule. After the readers at Fabrikam have read the returning tags, the system notifies the final assembly facility and the order can be fulfilled.
Improving the Goods Receipt Processes 

Consolidated Messenger is a global wholesaler and distributor that manages order fulfillment for Fabrikam and other sporting goods manufacturers. Consolidated Messenger distributes to retailers around the world—from independently-owned small organizations in Asia to the largest chains in Europe.
When a shipment arrives at Consolidated Messenger from Fabrikam, the pallets are unloaded into the warehouse. As the pallets are moved from the delivery truck, they pass an antenna-portal that is connected to an RFID reader. The reader transmits information about the items and displays it directly on a screen next to the loading dock doors so that the driver can see what has been unloaded. After the items are unloaded, the driver can confirm the delivery by using the list of items on the screen. The system is updated in real time and directs an operator to store the bicycles in the warehouse.

Increasing Efficiencies with Picking 

Warehouse picking is done order-by-order by using RFID tagged pallets. Because Consolidated Messenger manages the fulfillment of many orders, the picking list might contain other items in addition to Fabrikam bicycles. When new orders are released, they are written to the tag on an empty pallet. The next available forklift operator retrieves an empty pallet, and the reader on the forklift reads the picking list from the tag on the pallet, displaying it on the operator’s screen. By using the picking list, the operator drives to the first location to retrieve the required items. The system monitors and verifies the items, deducting each item from the picking list or providing warnings if the incorrect item is selected. After the order is complete, the operator brings the pallet to the packing area.
RFID can also minimize the impact of recalled inventory—a common warehouse challenge. For example, when Adventure Works released a batch of defective tires, Fabrikam submitted an immediate recall for all of its bicycles built with those tires. The Consolidated Messenger system automatically notified the operator which bicycles were affected by the recall. The operator was able to move the recalled bicycles to a special section of the warehouse, where they were automatically removed from inventory and placed on a return shipment to Fabrikam.

Confirming the Completion of Shipments

Each outbound door at Consolidated Messenger has an RFID reader that reads all the pallets that are being loaded. After the pallets for a shipment have been loaded, the operator can confirm the load contents by using a screen displayed next to each door. The system also protects against human error; if the operator tries to confirm the load contents before the system has registered all the pallets, a warning is issued.

Healthcare and Pharmaceutical

The benefits of RFID for the Healthcare and Pharmaceutical industry will far exceed the supply chain level in the near future. In addition to ensuring safer pharmaceuticals, RFID will improve the drug manufacturing processes and inventory control, increase patient safety, streamline business processes, reduce costs, protect brand values, and reduce counterfeiting.
In the United States, illicit counterfeiting organizations are successfully introducing potentially unsafe diverted and counterfeit drugs into the drug distribution system. Anti-counterfeiting techniques, such as authentication and track-and-trace technologies, facilitate the identification of counterfeit drugs and minimize consumer exposure. Perhaps most importantly, the technologies reduce the financial impact that counterfeit drugs have on the existing prescription drug distribution system. For any drug distribution shipment in the United States, there is a significant danger of drug counterfeiters intercepting the shipment, altering the drugs, and then distributing them to pharmacies or directly to consumers. The following fictional scenario shows how RFID, a track-and-trace technology, is used by one pharmaceutical company for inventory control, anti-counterfeiting efforts, and more.
Providing Inventory Management 

Contoso Pharmaceuticals, a leading global pharmaceutical company, implemented RFID to enable the real-time identification of individual products throughout its supply chain. With the primary goal of ensuring the safety of its shipments, Contoso Pharmaceuticals implemented RFID tags that contain an electronic product code (EPC) on each sealed drug carton. The RFID tag is immediately scanned when it enters the internal inventory supply, and the data is automatically updated in a central database. Maintaining this level of seamless visibility enables the company to have real-time access to its ready-to-ship supply so that they can prevent stock-outs and respond immediately to incoming orders. It also prepares the items for immediate shipment—the RFID tag automatically ensures that the inventory will not leave the premises without an update to the central database.
Validating and Tracking Shipments 

The RFID tag attached to each sealed carton provides a brief description of the drug and a unique serial number, and identifies Contoso Pharmaceuticals as the place of origin. Because Contoso Pharmaceuticals ships their products globally, the information on the RFID tag is ideal for customs agencies and various international distribution companies, who can scan the tags and check a database to validate the shipment’s origin. This is also effective for domestic deliveries. On some occasions, Contoso Pharmaceuticals ships directly to pharmacies in the United States. When the shipment arrives, anyone working at the pharmacy can look up the serial number in a database and view information about the shipment.
If a particular carton does not have a serial number, or the serial number does not match the number indicated on the shipment order, the carton is suspicious. If more than one carton contains the same serial number or if there are other discrepancies, it is clear there was interference or tampering with the shipment. If counterfeiting is involved, the authorities can use the audit trail created by RFID to determine the point at which the counterfeit medicine entered the supply chain.
Processing Recalls

Contoso Pharmaceuticals had an incident in which one of its delivery trucks lost its refrigeration mechanism in transit. The driver did not realize there was a problem until after the delivery had been made to the distribution center, and the drug cartons had been sent out to various destinations. As a precautionary measure, Contoso Pharmaceuticals issued a recall for all of the cartons that were on the shipment. Fortunately, the RFID tags for these cartons contained the EPC, manufacturing lot number, and expiration date. When the driver delivered the shipment to the distribution center, each item was scanned as it was unloaded, and then scanned again when it was reloaded for its final destination. Because all of the information was accessible in a centralized database, Contoso Pharmaceuticals was able to identify and track each of the recalled cartons in transit by using the lot number and verifying the EPC. In addition to making a note in the database that would send an alert flag when the items were next scanned, they were able to notify the pharmacies of the recall so that the cartons could be pulled immediately upon delivery.

Providing an Authentication Record 

According to the Food and Drug Administration (FDA), RFID is one of the most reliable track-and-trace technologies for providing an accurate pedigree—or help secure record of origin—for pharmaceuticals. The EPC code stored in the RFID tags acts as an electronic pedigree that ensures pharmaceuticals are manufactured and distributed under safe conditions, without tampering and without counterfeit drugs being introduced into the supply chain. With an electronic pedigree, Contoso Pharmaceuticals is able to provide a reliable and cost-effective record of authenticity to its distributors and pharmacies. Consumers can also access the product’s pedigree to ensure their prescription drugs are legitimate and safe.

Logistics, Public Sector, and Government
With the global nature of the United States economy, maintaining the integrity of shipping ports is an essential part of trade operations, economic stability, and security. The need for increased port security in the United States is a subject on the minds of many Americans today. Despite efforts to implement tighter security throughout the shipping industry, less than five percent of all containers are opened and examined before entering United States ports—an alarming fact given the potential risks.
Radio Frequency Identification (RFID) technology is helping to eliminate these risks by providing unprecedented tracking capabilities for the shipping industry. Port personnel can use RFID to track containers through each stage of the shipping life cycle, from warehouse distribution and container stuffing to transport and arrival at the final port destination. RFID is currently being used as part of Operation Safe Commerce, a collaborative effort between the federal government, the maritime industry, private businesses, and others to develop best practices for the safe transport of containerized cargo. The following fictional scenario demonstrates some of the ways in which RFID technology is aiding Operation Safe Commerce and similar initiatives to help secure ports around the world.
Stuffing and Securing the Container 

The container shipping process begins at the Trey Research manufacturing plant, where the purchase order is received and filled. Trey Research delivers cartons of goods to their warehouse and the cartons are loaded into a 40-foot shipping container. When the container is full, it is secured with a padlock. At this point, the container has an active RFID tag that acts as a security device: Port security personnel can use RFID readers at any time during the shipment life cycle to ensure that no tampering has occurred. In certain instances, Trey Research equips its containers with radiation sensors that work jointly with the RFID tag. The sensors signal an alert if any level of radiation is detected coming from the container.
Transporting the Container to the Vessel

The padlocked container is then transported from the Trey Research warehouse to the local port. At the port, local customs agents use RFID readers to identify the container and its contents and provide a terminal release. At this point, the Trey Research container is loaded onto a transport vessel and is ready to be shipped to its destination port.
Ensuring Shipment Safety 

The vessel reaches its first port of call in seven days, but the container is not handled at this particular port. The vessel reaches its next port three days later, where the final transport vessel is waiting. The Trey Research container is loaded onto the new vessel, where personnel inspect and scan the container with a handheld RFID reader to verify its contents. The data is sent immediately to a centralized database, where it is evaluated based on metrics that determine the security rating of the container.
At each checkpoint throughout the life cycle of the shipment, personnel can use RFID readers to determine whether the container has been opened—and if so, how many times—whether any tampering has occurred, and also if radiation is present. Because this data is immediately transmitted to a centralized database, any port personnel can view and assess a container’s safety rating in addition to its location long before it arrives at the port dock.
Reaching the Final Destination

After stopping at two addition ports of call, in which the Trey Research container is not handled, the transport vessel reaches the final port destination. The container is offloaded from the vessel and scanned immediately, updating the database with its arrival information. The container is then picked up by local customs agents who use RFID readers to verify the container’s identity and safety rating, and then provide a terminal release.

At this point, the Trey Research container is picked up by Proseware, Inc. to be taken to its final destination. Despite the number of parties involved with the transport, and with nearly 300 containers coming off the ship, RFID technology enables personnel to scan each container and immediately assess the level of risk for each. Depending on the tag information provided, the driver can decide to inspect the container or load it immediately. The Trey Research container showed no signs of tampering, so it was loaded onto a truck to begin the 10-hour journey to the Proseware warehouse. When the container arrives, it is scanned a final time before the seal is broken and the cartons safely offloaded for storage.
Potential Challenges of RFID Implementation

The following list represents potential challenges to consider when implementing an RFID solution. The Microsoft RFID Solution Architecture, identified in the following section, addresses some of these challenges.

Large volumes of data–Readers scan each RFID tag several times per second, which generates a high volume of raw data. Although the data is redundant and discarded at the reader level, processing large volumes of data can be difficult.

Product information maintenance–When a high volume of RFID tags are processed by the reader, the attributes of each tagged product must be continually retrieved from a central product catalog database—a process that results in challenges for large-scale implementations.

Configuration and management of readers and devices–When a large number of readers and related hardware devices are deployed across multiple facilities, configuration and management can be challenging. The implementation of automated devices for these processes is essential.

Data integration across multiple facilities–In an enterprise with multiple facilities that are geographically distributed, it is increasingly difficult to manage data in real time while at the same time aggregating it into the central IT facility—a process that can place a significant burden on the network infrastructure.

Data ownership and partner data integration–When there are different companies involved in business processes, such as commonly found in the Retail supply chain, it can create issues pertaining to the ownership and integration of the data, thereby compromising the integrity of the solution architecture.

Data security and privacy–Depending on the nature of the business application and the solution scenario, security and privacy challenges could have a significant impact on the architecture.

The Microsoft RFID Solution Architecture 

Overview

Microsoft has created a reliable, cost-effective software platform to facilitate and support RFID-enabled solutions. This solution architecture represents the ways in which RFID can be integrated with various Microsoft products to achieve a comprehensive solution for a variety of business scenarios. These open-standards technologies can work flawlessly with a host of third-party applications and business processes. With the choice of integrating hardware from a wide range of suppliers, vendors can reduce hardware costs and maximize their existing technology investments.
The following illustration provides a high-level view of the comprehensive Microsoft RFID solution architecture. This is based on existing Microsoft products and some proposed new components, and is based on work that is currently underway in the Microsoft technology labs.
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Figure 1: RFID Solution Architecture

Layer 0: Devices 

The devices layer consists primarily of devices that are on the periphery of the RFID-enabled system, such as RFID readers by third-party manufacturers, 802.1x access points for wireless local area networks (LANs), barcode readers, and other related technologies that add value to the overall solution architecture.

Layer 1: Data Collection and Management

The data collection and management layer consists of the basic operating environment and foundation of the solution architecture. It includes hardware, operating system(s), network(s) and other infrastructure components across the distributed implementations. This layer also includes:

· Deployment and management tools for the various readers and devices in the Devices layer. 

· Adapters and interfaces that interoperate with the readers in the Devices layer.

Layer 2: Event Management 

The event management layer and the layers above it enable the business processes and solutions that leverage real-time data generated by the RFID technology layers below. This layer also provides the structure for integration across multiple facilities and partners, and interoperating with the EPC Network components in the event it becomes a customer requirement.

Layer 3: Services

The services layer provides services that are implemented as the “abstraction” of the layer or layers below it, and can be implemented as application programming interface (API) services and Web services. For example, the product information resolution look-up service might be implemented as a Web service to extract information from the product catalog database located in layer 2. Various business process services such as business intelligence, analytics, and query reporting can also be implemented into this layer.

Layer 4: Applications Solutions 

The applications solutions layer uses the services, data, and tools provided by the layers below it to implement application solutions that drive business processes for the end user.
Microsoft Solution Architecture Products

Many Microsoft products can be used in this proposed multi-layered architecture. The basic architectural structure uses core Microsoft products first, and then uses the surrounding products and technologies to bring unique and powerful value to the solution.
There are three primary groups of Microsoft products present in the architecture:

· Core products–These products provide the basic building blocks of the proposed architecture including Microsoft Windows, the Microsoft .NET Framework, Microsoft Visual Studio .NET, Microsoft BizTalk Server, and Microsoft SQL Server.

· Application solution products–Adding value to the architecture from a business and end-user perspective, these products include Microsoft Commerce Server, Microsoft Office, Microsoft Windows SharePoint Services, and various business solution products, such as those for employee relationship management (ERM), and customer relationship management (CRM).

· Extended value-add products–Extending the overall value of the RFID solution, these supplemental products include Microsoft MapPoint for location detection scenarios, Microsoft Real-Time Communications Server (RTC) 2003 for instant messaging and the deployment of real-time communications tools.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.
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