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Introduction

Microsoft® Office Communicator Mobile is an enterprise messaging client for mobile devices that integrates instant messaging (IM), presence, and telephony. It offers a familiar experience for users of Microsoft Office Communicator, which can be accessed anywhere that information workers can connect to their wireless service provider or network service provider.

Communicator Mobile consists of two components, the server and the client. The server component is Microsoft Office Communications Server 2007. The client component is the Communicator Mobile software that runs on Microsoft Windows Mobile® 5.0 or Windows Mobile 6.0 software for Pocket PC and smartphone devices. 

This guide leads you through the steps in deploying Communicator Mobile. In this guide, we assume that you have already deployed Office Communications Server 2007.

Overview of Communicator Mobile

Communicator Mobile provides information workers who are away from their computers with the following presence and communication features, which are similar to those in Office Communicator.
· Instant messaging with one or more participants.
· Audio communication with another person using the wireless carrier’s phone network.
· Enhanced presence status information.
· Integration with your organization’s address book, including the ability to initiate phone calls that are placed using the wireless carrier’s telephone network.
· Communication with federated partners and users of public instant messaging (IM) service providers (MSN® or Yahoo!®). A separate license is required for public IM connectivity. 

For more information about using these features, see Communicator Mobile Help or the Microsoft Office Communicator Mobile (2007 Release) User’s Guide.

What’s New in Communicator Mobile
Communicator Mobile (2007 release) includes several features that are different from the features in the previous version. Communicator Mobile’s new features include support for the following:

· Enhanced presence
· Ability to include both users of Communicator and users of a public IM service provider (such as MSN® or Yahoo!®) in the same conversation

· IM and presence with distribution groups

· Ability to group contacts according to presence status

System Requirements for Your Communicator Mobile Deployment

Before you deploy Communicator Mobile, it is important that you understand the deployment requirements on both the server and the mobile client device.

Server Requirements

Communicator Mobile requires a connection to Office Communications Server 2007. The following are the primary system requirements on the server side:

· Windows Server® 2003 operating system, Standard or Enterprise Editions, and, as related dependencies:

· Microsoft .NET Framework version 1.1 or later

· Internet Information Services (IIS) 6.0

· Office Communications Server 2007 

· Active Directory® Domain Services

Microsoft Windows Server 2003

Office Communications Server 2007 is deployed only on the Windows Server 2003 operating system. As a result, you must have this operating system deployed in your enterprise before deploying Office Communications Server. 
Office Communications Server 2007
If you plan to support only users that connect over an internal Wi-Fi network or by using Microsoft ActiveSync® technology, you must deploy Office Communications Server 2007. If you plan to also support users that connect to the server over an external Wi-Fi network or over mobile wireless connections, you must also deploy Office Communications Server 2007, Edge Server.
Communicator Mobile clients must be configured to specify the appropriate port number in both the internal and external server address. Internal servers are typically configured to use port 5060 for inbound TCP connections and port 5061 for inbound TLS connections. If you use default remote client access settings on your Office Communications Server 2007, Access Edge Server, Communicator Mobile clients must be configured to specify port 443 in the external server address. If you use nondefault remote client access settings on your Access Edge Server or if you use a separate Access Edge Server for federation, clients must specify the appropriate port number in the external server address.
If you plan to support distribution group expansion, the Subject Alternate Name in the certificate for the server must include the values for the Internal Web farm FQDN and External Web farm FQDN that you configured when you installed Office Communications Server 2007, Standard Edition or when you configured a pool for Office Communications Server 2007, Enterprise Edition.

For more information about deploying Office Communications Server, see the Microsoft Office Communications Server 2007 Standard Edition Deployment Guide or Microsoft Office Communications Server 2007 Enterprise Edition Guide. For more information about the Edge Server, see the Microsoft Office Communications Server 2007 Edge Server Deployment Guide.

Client Hardware and Software Requirements

This section describes the installation requirements for the Communicator Mobile client.

Mobile Device Requirements

Communicator Mobile can be installed on the following mobile device and operating system combinations:

· Microsoft Windows Mobile® 5.0 software for Pocket PC and smartphone

· Windows Mobile 6.0 Professional (Pocket PC) and Classic (smartphone) software

Installation Software Requirements

Either Microsoft ActiveSync® technology or Windows Mobile Device Center technology is required to install Communicator Mobile (2007 release) software on a mobile device that is running either Windows Mobile 5.0 or Windows Mobile 6.0. The minimum supported version of ActiveSync for Communicator Mobile (2007 release) is ActiveSync 4.2, but ActiveSync 4.5 is also supported.
ActiveSync can be downloaded at the following locations:

· ActiveSync 4.2: http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync42
· ActiveSync 4.5: http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync45
If you are using a computer that is running the Windows Vista® operating system to install Communicator Mobile (2007 release) onto your mobile device, you can use Windows Mobile Device Center instead of ActiveSync, Windows Mobile Device Center can be downloaded at http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_WMDC6.
Office Communicator 2007
We recommend that you deploy Communicator 2007 on client desktop computers in order to perform certain functions that Communicator Mobile does not support. 

Communicator 2007 is required on a Communicator Mobile user’s desktop computer in order for the user to perform the following functions:

· Manage groups in the Contact List.

· Include Microsoft Exchange Server calendar information as part of his or her presence status.

· Start a voice conversation with another user’s computer.

Communicator Mobile End-to-End Topology

This section describes the environment in which Communicator is deployed. Figure 1 below shows the Communicator Mobile end-to-end topology (excluding Microsoft Exchange Servers required for additional features, such as calendar information or support for distribution groups).
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 Figure 1   Communicator Mobile End-to-End Topology

Interoperability

If you plan to deploy Communicator Mobile (2007 release) in an environment where some users will continue to use an earlier version of Communicator Mobile, ensure that you and your users are aware of the interoperability issues. After a user has signed in using Communicator Mobile (2007 release), the user can no longer sign in using any earlier version of Communicator Mobile. Similarly, after a user has signed in using Communicator Mobile (2007 release), the user can no longer use Office Communicator 2005 or earlier versions.
Planning Your Deployment

The following are the key steps to take during the Communicator Mobile planning process:

· Determine if you need to upgrade clients from Communicator Mobile (2005 release).

· Determine how to deploy your Communicator Mobile clients

· Create default settings for your Communicator Mobile clients.

· Determine how to install the required certificates for the clients.

Each mobile device provider configures its devices differently and the way that the devices are secured can have an impact on your ability or your users’ ability to install certificates. If your organization issues certificates using its own Certificate Authority, ensure that the root certificate is installed on each mobile device that will run Communicator Mobile. If your organization uses a public Certificate Authority, it is possible that the root certificate is already installed on your users’ mobile devices.
Upgrading to Communicator Mobile
If you previously deployed Communicator Mobile (2005 release) in your environment, you can upgrade to Communicator Mobile (2007 release). However, your server environment is a major consideration and can become more complex if you decide to support both Communicator Mobile (2005 release) clients and Communicator Mobile (2007 release) clients.
Although Office Communications Server 2007 supports both types of clients, if you plan to support both clients in your environment, it is recommended that you support a mixed server environment. For information about migrating from Live Communications Server 2005 with SP1 to Office Communications Server 2007, see Migrating to Microsoft Office Communications Server 2007.
You must remove earlier versions of Communicator Mobile from client computers and devices before installing Communicator Mobile (2007 release). 

Choosing a Client Deployment Method

If users in your organization can install programs themselves, you can set up a file server as a software distribution point and have users install Communicator Mobile themselves. If most users in your organization are novice users, you can perform an unattended (or silent) installation using one of the other methods described below.
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Note

The client provisioning file (Default.inf) described later in this guide cannot be deployed by an unattended installation. If you want to provision the Communicator Mobile client with your organization’s preferred default settings, you can install the client by using a batch script, or you can manually copy the provisioning file to each mobile device.

If you perform an unattended installation, when users connect to the enterprise network by using their mobile devices, the system will automatically perform a silent installation. The Windows Installer informs the user that an installation is in progress but that the user is not required to take any action.

There are a number of ways to distribute the Communicator Mobile client, including the following:

· Software distribution point. If users in your organization can install their own software, you can use a file server on your network as a software distribution point for the Communicator Mobile Windows Installer package. At rollout time, you can send an e-mail to users explaining the installation process, and you can provide a link to the distribution point.

· Microsoft IntelliMirror® management technologies. If you do not need real-time tracking to know whether the software has actually been installed and is running, you can use the IntelliMirror management technologies with Windows Installer to remotely deploy and manage the installation of Communicator Mobile.
· Windows® logon script. You can write a logon script that will perform an unattended installation of Communicator Mobile when a user logs on to his or her device. You can then employ group policy objects to target logon scripts to specific devices or users.

· Microsoft Systems Management Server (SMS). Windows Installer is suitable for simple software deployments. However, for more complex software installation scenarios where scheduling, inventory, reporting, status, and support for an installation across a WAN (wide area network) is required, we recommend using Microsoft Systems Management Server 2.0 (SMS).

· Group Policy object. You can create a Group Policy object to deploy Communicator Mobile to specific users or computers based on group memberships. For more information about using Group Policy, see “Deploying and Upgrading Software” in the Help and Support Center for the Windows Server™ 2003 operating system.

For all of these distribution methods, use the Communicator Mobile Windows Installer package (.msi file), which is included in the Communicator Mobile download. The CommunicatorMobile.msi installer file detects the type of Windows Mobile device and installs the appropriate cabinet (.cab file) on the device. 

For details about specific distribution methods, search the MSDN Web site at http://msdn.microsoft.com. 

Deploying Communicator Mobile in a Standard Edition Topology

After you have decided how to deploy Communicator Mobile, you are ready to begin the implementation phase. This section describes some typical activities you will perform during the implementation phase.

· Installing the client component of Communicator Mobile in the Office Communications Server topology.

· Installing certificates for Communicator Mobile.

· Removing Communicator Mobile.

This guide assumes you have already installed and configured the server component.

Installing the Communicator Mobile Client

You can install the Communicator Mobile client manually, by using a batch script, or by using one of the deployment methods described in “Choosing a Client Deployment Method” earlier in this guide. If you install the client manually, you also need to manually copy a client provisioning file to each device if you want to preconfigure the client with your organization’s preferred settings. If you install the client by using a batch script, the script can install the client provisioning file along with the client software. You can also refer users to the Microsoft Office Communicator Mobile (2007 Release) User’s Guide if you want users to configure client settings themselves.
Installation Prerequisites

In addition to the client hardware and software requirements described earlier in this guide, the following are prerequisites for installing the Communicator Mobile client:

· You must remove all other versions of Communicator Mobile before installing Communicator Mobile (2007 release).

· The folder to which you download the Communicator Mobile Windows Installer package (.msi) must not be encrypted.

· Ensure that there is sufficient space on the mobile device to which you are trying to install. Installation of Communicator Mobile requires approximately 7.5 MB of space. 

· You must have a Windows Mobile powered device that is running either Windows Mobile 5.0 or Windows Mobile 6.0.

Manually Installing the Communicator Mobile Client

This section takes you through the steps to manually install the client component of Communicator Mobile in your Office Communications Server 2007 topology. If you want the Communicator Mobile client to display your company’s preferred default settings, see “Using a Batch Script to Install the Communicator Mobile Client” section later in this guide, or manually copy the Default.inf file to the My Documents folder on each device.

Before you install Communicator Mobile, ensure that your deployment meets the system requirements and installation prerequisites described earlier in this guide. 
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Note

ActiveSync 4.2 or later or Windows Mobile Device Center is required on the computer that you use to install Communicator Mobile (2007 release).
· Download ActiveSync 4.2 from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync42.
· Download ActiveSync 4.5 from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync45.

· Download Windows Mobile Device Center from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_WMDC6. 
To manually install Communicator Mobile using ActiveSync (Windows Server 2003, Windows XP, or earlier)
1. Connect your mobile device to the computer running ActiveSync.

2. In Windows Explorer, double-click the CommunicatorMobile.msi Windows Installer file.

3. On the Welcome to the Microsoft Office Communicator Mobile Setup Wizard page, click Next.
4. Review the license agreement, and if you agree to the terms of installation (required to continue installation), click I accept the terms in the license agreement. Click Next to continue.
5. To use the default location to install the program files, click Next. To change the location where the program files are installed, click Location, type the location of the computer where you want to install the Communicator Mobile files, and then click Next.
6. Click Next to start installing files.
7. In the Installing Applications dialog box, click Yes to install Communicator Mobile to the default location.
8. In the Application Downloading Complete dialog box, click OK.
9. Click Close to close the wizard.
To manually install Communicator Mobile using Windows Mobile Device Center (Windows Vista)

1. Connect your mobile device to the computer running Windows Mobile Device Center.

2. Copy the CommunicatorMobile.msi Windows Installer file to your computer.

3. Click Start, click All Programs, click Accessories, and then double-click Command Prompt.

4. At the command prompt, browse to the folder where you copied the Windows Installer file for Communicator Mobile.
5. Type the complete name of the Windows Installer file, and then press ENTER.

6. On the Welcome to the Microsoft Office Communicator Mobile Setup Wizard page, click Next.

7. Review the license agreement, and if you agree to the terms of installation (required to continue installation), click I accept the terms in the license agreement. Click Next to continue.

8. To use the default location to install the program files, click Next. To change the location where the program files are installed, click Location, type the location on your computer where you want to install the Communicator Mobile files, and then click Next.
9. Click Next to start installing files.

10. In the Installing Applications dialog box, click Yes to install Communicator Mobile to the default location.

11. In the Application Downloading Complete dialog box, click OK.

12. Click Close to close the wizard.
Creating a Communicator Mobile Client Provisioning File (Default.inf)

If you want to provision the Communicator Mobile clients with your organization’s preferred default settings, create a Default.inf file to install along with Communicator Mobile. Using the client provisioning file can also streamline the process of changing settings in the registry.

To create a Communicator Mobile client provisioning file

1. Use a text editor to create a text file that contains the following text. Entries are explained below.

[Server]="<externalserver.FQDN>:<port number>"

[ServerInternal]="<internalserver.FQDN>:<port number>"

[SigninName]="<username>@<domain>"

[UserName]="<domain>\<username>"

[RememberPassword]="1 | 0"

[DisableCertCheck]="1 | 0"

[AutoLogon]="1 | 0"

· [Server]. The server address that you want to display in the External server name box in Communicator Mobile Options.

· [ServerInternal]. The server address that you want to display in the Internal server name box in Communicator Mobile Options.

· [SigninName]. The account that you want to display in the Sign-in name box in  Communicator Mobile Options. It is the user’s Communicator sign-in address.

· [UserName]. The domain account that you want to display in the User name box in Communicator Mobile Options. The format is usually <domain>\<username>.

· [RememberPassword]. If set to 1, the Remember my password check box in Communicator Mobile Options is selected. If set to 0, the check box is cleared. 

· [DisableCertCheck]. If set to 1, certificate revocation list (CRL) checking is disabled for the Communicator Mobile client. If set to 0, CRL checking is enabled.
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Caution

If you disable CRL checking, the device cannot verify the authenticity or certificate revocation status of the servers to which you connect. Connecting to unknown servers is a serious security risk. We recommend that you do not disable CRL checking if your deployment meets the following criteria:

· Your organization has a PKI infrastructure.

· Windows Mobile powered devices in your organization are not locked.

· You have sufficient privileges on the mobile devices to install the CA certificate chains required for Communicator Mobile to connect to Office Communications Server.

· [AutoLogon]. If set to 1, the Automatically Sign in check box in Communicator Mobile options is selected. If set to 0, the check box is cleared. This setting is applied only if [RememberPassword] is set to 1.

2. Save the file in Unicode format with the file name Default.inf. If you are using Notepad as your text editor, click File, and then click Save As. Click File name, type Default.inf, and then click Save as type. In the Save as type list, click All files. Then, click Encoding. In the Encoding list, click Unicode. 
3. For information about how to apply the settings in the client provisioning file, see “Installing the Communicator Mobile Client,” later in this guide.

Using a Batch Script to Install the Communicator Mobile Client

If you want to use a Default.inf file to specify Communicator Mobile’s default settings, we recommend that you use a batch script. A batch script can copy the Default.inf file to the device and run the Communicator Mobile installer from a network location.

Before you install Communicator Mobile, ensure that your deployment meets the system requirements and installation prerequisites described earlier in this guide.
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Note

ActiveSync 4.2 or later or Windows Mobile Device Center is required on the computer that you use to install Communicator Mobile.

· Download ActiveSync 4.2 from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync42.

· Download ActiveSync 4.5 from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_activesync45.

· Download Windows Mobile Device Center from http://r.office.microsoft.com/r/rlidCoMo2?p1=DL_WMDC6.
To use a batch script to install Default.inf and Communicator Mobile client

13. Use a text editor to create a batch script that copies the Default.inf file from the local computer to the My Documents folder on the device and runs the Windows Installer file (.msi) for Communicator Mobile from the network location. The following is a sample batch script for a Windows Mobile 5.0 smartphone.

echo off

cecopy Default.inf “dev:\Storage\My Documents”

CommunicatorMobile.msi

The following is a sample batch script for all other Windows Mobile powered devices.

echo off

cecopy Default.inf “dev:\My Documents”

CommunicatorMobile.msi

14. Copy the cecopy tool, the batch script, Default.inf, and the Communicator Mobile Windows Installer file (.msi) to the same folder on the computer that you will use to run the installation.

15. Connect your mobile device to the computer that is running ActiveSync.

16. In Windows Explorer, double-click the batch script to copy the client provisioning file to the device and to run the Windows Installer file (.msi) for Communicator Mobile.

17. On the Welcome to the Microsoft Office Communicator Mobile Setup Wizard page, click Next.

18. Review the license agreement, and if you agree to the terms of installation (required to continue installation), click I accept the terms in the license agreement. Click Next to continue.

19. If you want to use the default location to install the program files, click Next. If you want to change the location where the program files are installed, click Location, type the location on your computer where you want to install the Communicator Mobile files, and then click Next.

20. Click Next to start installing files.

21. In the Installing Applications dialog box, click Yes to install Communicator Mobile to the default location.

22. In the Application Downloading Complete dialog box, click OK.

23. Click Close to close the wizard.

Configuring the Client

You need to configure Communicator Mobile with your account details, including your server and account information, before you can sign in. If your server and account information were not preconfigured using a client provisioning file (Default.inf), see the Microsoft Office Communicator Mobile (2007 Release) User’s Guide for information about how to manually configure the client. If the root certificate that is part of the server certificate is already installed on the device, you can proceed to the “Client Post-Setup Verification” section later in this guide.
Choosing a Certificate Installation Method

Certificates help keep your network secure by authenticating the Office Communications Server to which Communicator Mobile connects. In order to perform authentication, Communicator Mobile requires that the root certificate that is part of the server certificate is installed on the device. If your organization uses a public Certificate Authority, it is possible that the root certificate is already installed on your users’ mobile devices.

This section introduces some of the tools and policies that you can use to install root certificates on Windows Mobile powered devices, and it describes various installation procedures. Before you install the certificates, you should familiarize yourself with some of the tools and policies that can be used to install certificates on Windows Mobile-based devices.

SPAddCert

The SPAddCert utility can add root certificates to Windows Mobile-based devices that have the Unrestricted Application Security policy, but it cannot be used to install intermediate certification authority (CA) certificates.

If a device has been restricted by the mobile operator, you will receive the following error message when you try to run SPAddCert: “This device is currently secured such that certificates cannot be added to the root store. For support please contact your device administrator.” SPAddCert can run on restricted devices only if the version of SPAddCert that you are using is signed and distributed by the mobile operator.

For more information or to download the SPAddCert utility, refer to Microsoft Knowledge Base article 841060 at http://support.microsoft.com/kb/841060.

Certinst and Grant Manager Policy

Certinst is a built-in utility on Pocket PC devices that installs certificates when you select them. Certinst can be used to install root certificates or intermediate CA certificates.

The Grant Manager policy is a security policy on Windows Mobile-based devices that specifies the level of access that you have to the resources on the device, such as during the installation of a new application or a certificate. For example, your account must be granted the Manager role on a Pocket PC in order for the device to use the built-in Certinst utility to install a certificate. Your account is granted the Manager role when the value of the Grant Manager policy is set to USER_AUTH (16).
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Caution

If you set the value of the Grant Manager policy to USER_AUTH, new programs can be installed on the device. Modify the device at your own risk.

If your device does not have a built-in registry editor that you can use to modify the Grant Manager policy, you can use one of the free registry editors that are available on the Web.

Device Provisioning Files

If you cannot install a certificate by using the SPAddCert or Certinst utilities or if you need to install a certificate on a smartphone device, you can use a device provisioning file. A provisioning XML file for a Windows Mobile-based device contains configuration information that the Configuration Manager and configuration service providers on the device use to configure the device. When you create a device provisioning XML file, be sure to use a text editor that does not insert byte order markers (BOMs) when you save files in UTF-8 format.

For more information about device provisioning files, see the Windows Mobile SDK documentation in the Microsoft MSDN Library.

The device provisioning file installation method that is described in this guide relies on several different utilities, including MakeCAB, CECopy, and Rapistart.

MakeCAB

The MakeCAB utility creates the cabinet file that contains the XML provisioning file. The MakeCAB utility is included in the Microsoft Cabinet SDK. To download the Microsoft Cabinet SDK, see Microsoft knowledge base article 310618 at http://support.microsoft.com/kb/310618.

CEcopy and Rapistart

The CECopy utility copies the cabinet file to the device. The Rapistart utility installs the cabinet file on the device. CEcopy and Rapistart are included with the Windows Mobile Developer Power Toys at http://www.microsoft.com/downloads/details.aspx?FamilyId=74473FD6-1DCC-47AA-AB28-6A2B006EDFE9.

Certificate Installation Methods

Figure 2 below provides an overview of the decisions involved in determining the appropriate certificate installation method. The certificate installation methods are described in detail in the “Installing the Certificate” section later in this guide, as well as in flowchart format in the Appendix. 
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Figure 2  Determine your root certificate installation method 

Installing the Certificate

When you install the certificates, ensure that Communicator Mobile is not running; otherwise, you may have to restart your device in order to use the certificates.

Install a Self-Signed Certificate on a Pocket PC 

If your mobile device allows you to install self-signed certificates, you can copy certificates to your device by using ActiveSync and then use the Certinst program to install the certificates. 
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Note

In order for Certinst to run properly, the Grant Manager Policy (4119) on the device must be set to 16, which identifies the USER_AUTH role. By default, the policy is set to 128 (the OPERATOR_TPS role). If the policy is not configured properly, Certinst will fail. 

You can add the USER_AUTH role by manually editing the registry or a device provisioning file. Doing so, however, will elevate the privileges of the USER_AUTH security role to system administrative privileges. Changing these privileges can be a security risk. 

To modify this policy setting in the registry, go to the registry key HKEY\LOCAL_MACHINE\Security\Policies\Policies\. Under ‘00001017’ (4119), change the value to 16. 

If you prefer to install a root certificate without programmatically checking the Grant Manager Policy, use SPAddCert instead of Certinst. For information about using SPAddCert, see “Install a Self-Signed Certificate on a Smartphone” later in this guide.

To install a self-signed certificate on a Pocket PC

24. Connect the mobile device to your computer.

25. Do one of the following:

· If you are using a computer running Windows Vista®, open Windows Mobile Device Center, click File Management, and then click Browse the contents of your device.

· If you are using a computer running another Windows operating system, open ActiveSync, click Explore, and then double-click My Windows Mobile-Based Device.

26. Copy the certificate from your computer or from the network location where the certificates have been saved to a folder on the device.

27. On the mobile device, use File Explorer to go to the location where you copied the certificate.

28. Tap the certificate to run Certinst, and then tap Yes to install.
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Note

If you receive an error message that states that you have insufficient security permissions to install the certificate or update the device, contact your device provider for certificate installation instructions.

Install a Self-Signed Certificate on a Smartphone

If your mobile device allows you to install self-signed certificates, you can copy certificates to your smartphone by using ActiveSync and then use the SPAddCert utility to install the certificates. Download SPAddCert from Microsoft Knowledge Base article 841060 at http://support.microsoft.com/?kbid=841060, and then copy SPAddCert to the mobile device by using ActiveSync.
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Note

In order for unsigned applications such as SPAddCert to run on the device, the Unsigned Applications Policy (4102) on the device must be set to 1.The default value is 0. If the policy is not configured properly, SPAddCert will fail.

You can modify this policy setting by manually editing the registry or a device provisioning file. Doing so, however, will also make it possible for other unsigned applications to run. Changing this setting can be a security risk.

To modify this policy setting in the registry, go to the registry key HKEY\LOCAL_MACHINE\Security\Policies\Policies\. Under 00001006 (4102), change the value to 1. Create the new DWORD value if necessary

To install a self-signed certificate on a smartphone

29. Connect the mobile device to your computer.

30. In ActiveSync, click Explore, and then double-click My Windows Mobile-Based Device.

31. Copy the certificate from your computer or from the network location where the certificates have been saved to the \storage folder on the device.

32. On the device, double-tap SPAddCert, and then select the certificate that you copied to the device in the previous step.
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Notes

If the installation is not successful, verify your steps. If you can install a root certificate without mobile operator support, the alternative is to use a device provisioning file, as described later in this guide.

If you report a problem with this installation method, be sure to include the Windows Mobile version, device type, current policy settings, and the certificate used.

Device Provisioning File Certificate Installation Method

If you cannot install your certificates by using the methods described previously and also shown in the figures in the Appendix, you can install your certificates by using a device provisioning file.

To install a certificate using a device provisioning file

4. Ensure that you have installed a registry editor on the device and the software tools required for the device provisioning file certificate installation method.
5. Connect the mobile device to your computer.
6. Open the registry editor, and then modify the Unsigned CAB Policy (4101) setting by going to the registry key HKEY_LOCAL_MACHINE\Security\Policies\Policies\. Edit ‘00001005’ (4101), changing the value to 16.
7. Generate a _setup.xml file that contains the following, where the THUMBPRINT and BASE64 values are derived from the certificate file, as described in the subsequent steps:
<wap-provisioningdoc>


     <characteristic type=“CertificateStore”>


          <characteristic type=“ROOT”>


               <characteristic type=“THUMBPRINT”>


                    <parm name=“EncodedCertificate”value=“BASE64 Data”/>


               </characteristic>


          </characteristic>


     </characteristic>


</wap-provisioningdoc>
8. On the computer, open the certificate (.cer) file that you want to install on the device. Click the Details tab, click Thumbprint, and then copy the Thumbprint value. Paste the value into the _setup.xml file, and then remove all spaces from the value.
9. Also on the Details tab of the certificate, click Copy to File, and then follow instructions in the wizard to export the file to a Base64 format. Use a text editor to open the exported file, and then copy the encoded portion between BEGIN and END. Paste that value into the _setup.xml file, and then remove all spaces and carriage returns from the encoded portion.

10. To create a cabinet file, open a command window, and then navigate to the directory where you installed MakeCAB. Type makecab /D COMPRESS=OFF _setup.xml mycpf_Uncompressed.cpf.

11. To sign the cabinet file, navigate to the directory where you installed SignTool, and then type signtool sign /f someprivatekey.pfx mycpf_Uncompressed.cpf, where someprivatekey must be chained to a certificate in the SPC certificate store.

12. To copy the cabinet file to the device, navigate to the directory where you installed CECopy, and then type cecopy <certificate>.cpf “dev:\Windows\Start Menu”.

13. To install the cabinet file on the device, navigate to the device’s Windows\Start Menu directory, and then tap the double-tap the file. If necessary, navigate to the directory where you installed RAPIStart, and then type rapistart \Windows\wceloadsp.exe “\“\Windows\Start Menu\<certificate>.cpf\”” /silent /confignotify /verifyconfig.

DisableCertCheck

If you continue to have problems installing the certificates or Communicator Mobile has problems verifying the certificates when you sign in, you can disable Certificate Revocation List (CRL) checking by using a registry editor or by installing a provisioning file when you install the client.
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Caution

If you disable CRL checking, the device cannot verify the authenticity or certificate revocation status of the servers to which you connect . Connecting to unknown servers is a serious security risk.

Use a registry editor to set the following registry key on your mobile device:

[HKEY_CURRENT_USER\Software\Microsoft\Communicator\System Settings\DisableCertCheck]

"Enabled"=dword:00000001

Client Post-Setup Verification

After you configure the client and sign in successfully, use the following test to verify your setup.

Global Address List Contact Search

33. Tap Menu, and then tap Find/Add Someone.

34. Search for a contact that exists only in the global address list.

35. Ensure that the contact name appears in the search results.

36. Tap the contact name, tap Menu, and then select Add Contact.

Removing Communicator Mobile

You can remove Communicator Mobile in the following ways:

· By removing Communicator Mobile from both the device and the computer

· By removing Communicator Mobile from the desktop computer
· By removing Communicator Mobile from the device

To remove Communicator Mobile from both the device and the computer
37. Connect your mobile device to the computer that you used to install Communicator Mobile.

38. Do one of the following:

· If you have Windows Mobile Device Center installed on your computer, open Windows Mobile Device Center, click Programs and Services, click >>more, and then click Add/Remove Programs. 

· If you have ActiveSync installed on your computer, open ActiveSync, click Tools, and then click Add/Remove Programs.

39. Clear the Microsoft Communicator check box, and then click OK.

40. On the computer, click Start, click Control Panel, and then click Add or Remove Programs.

41. Click Microsoft Office Communicator Mobile, click Remove, and then click Yes to confirm removal of the installer file from your desktop computer.

You can remove Communicator Mobile from your desktop computer, but doing so does not remove Communicator Mobile from your Windows Mobile powered device.

To remove Communicator Mobile from the desktop computer

1. On your desktop computer, click Start, click Control Panel, and then click Add or Remove Programs.

2. Click Microsoft Office Communicator Mobile, and then click Remove.

3. In the Add or Remove Programs dialog box, click Yes to confirm.

You can remove Communicator Mobile from the device without removing the installer file from the desktop computer. 

To remove Communicator Mobile from the device

1. Connect your mobile device to the computer that you used to install Communicator Mobile.

2. Do one of the following:

· If you have Windows Mobile Device Center installed on your computer, open Windows Mobile Device Center, click Programs and Services, click >>more, and then click Add/Remove Programs.

· If you have ActiveSync installed on your computer, open ActiveSync, click Tools, and then click Add/Remove Programs.

3. Clear the Microsoft Communicator check box, and then click OK.

Deploying Communicator Mobile in an Enterprise Edition Topology

You can deploy Communicator Mobile in a Microsoft Office Communications Server 2007 Enterprise Edition topology. All deployment steps are the same as described earlier in this guide for the Standard Edition environment. If you already support Communicator 2007 in the Enterprise Edition topology in which you plan to deploy Communicator Mobile, no additional changes are necessary in the server topology.

For more information, see the Microsoft Office Communicator 2007 Planning and Deployment Guide. 

Appendix
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Figure 3  Install a self-signed certificate on a Pocket PC 
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Figure 4  Install a self-signed certificate on a smartphone 
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Extract THUMBPRINT

Using a Windows XP computer, double-click the .cer file, and 

then view the Detail tab. Copy the THUMBPRINT into the 

_setup.xml file. NOTE: Remove all spaces.

Extract 

BASE64

Also on the Detail tab of the certificate, select Copy To 

File. Follow the instructions in the wizard to export the file 

to a Base64 format. Use a text editor to open the exported 

file, copy the encoded portion between BEGIN and END, 
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<wap-provisioningdoc>

<characteristictype="CertificateStore">

<characteristictype="ROOT">

<characteristictype="THUMBPRINT">

<parmname="EncodedCertificate"value="BASE64 Data"/>

</characteristic>

</characteristic>

</characteristic>

</wap-provisioningdoc>  
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NOTE: CPF files must be signed before they can be 

copied to a SP device. CPF files do not have to be 

signed to be copied to a PPC device. 

To copy the CPF to the device, run:

Cecopy <certificate>.cpf "dev:\windows\start menu"

To install the CPF on the device, run:

Rapistart.exe \windows\wceloadsp.exe "\"\windows\start menu\

<certificate>.cpf\"" /silent /confignotify /verifyconfig


Figure 5   How to create and use a device provisioning file
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Determine how to install certificates to Windows Mobile 6.0 and Windows Mobile 5.0 devices.


Using
Trusted 3rd Party CA
on device.


Yes


Read KB article 841060 for an overview.



Pocket PC


Smartphone


Grant Manager Policy
[HKEY_LOCAL_MACHINE\Security\Policies\Policies]
    "00001017"(4119)
   = 128  (OPERATOR_TPS)  -> No
   = 16  (USER_AUTH)  -> Yes

The Grant Manager policy is a bit mask. So, for example, a value of 144 grants the Manager role to both OPERATOR_TPS (128) and USER_AUTH (16) roles.


Yes


No


If you do not have the security permissions required by your smartphone, you will need to contact your mobile operator to add root certificates. There are no exceptions.


Work with VeriSign, CyberTrust, Entrust, or other Trusted 3rd Party CA to provide you a certificate.


Using
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No


No


Request mobile operator to install certificate(s) on device.


Yes
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Mobile operators known to lock devices:
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Does the mobile operator support signed  SPAddCert?


Yes


Use the mobile operator-signed copy of SPAddCert to install the self-signed root certificate.


No


Mobile operators known to support  signed SPAddCert::
- Verizon
- Sprint


Preferred Method


Preferred Method


If your device has been restricted by the mobile operator, you will receive the following message:
This device is currently secured such that certificates cannot be added to the root store. For support please contact your device administrator.
For the SPAddCert utility to run on restricted devices, it must be signed and distributed by the mobile operator. Contact your mobile operator for support.



Install self-signed certificates on a Pocket PC (Fig. 4).


Install self-signed certificates on a smartphone (Fig. 5)
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End user or Enterprise user can install root certificate without mobile operator support


Use SPAddCert


Use ActiveSync to copy SPAddCert from KB 841060 to the SP


Use ActiveSync to copy the .cer file to the \storage directory on the smartphone


On the device, double-tap SPAddCert, and then select the .cer file that you copied to the SP


Was your installation successful?


Success


Yes


In order for unsigned applications, such as SPAddCert, to run on the device, the Unsigned Applications Policy (4102) on the device must be set to 1. The default value is 0. If the policy is not configured properly, SPAddCert will fail.
You can modify this policy setting by manually editing the registry or a device provisioning file. Doing so, however, will also make it possible for other unsigned applications to run. Changing this setting can be a security risk.
To modify this policy setting in the registry, go to the registry key HKEY\LOCAL_MACHINE\Security\Policies\Policies\. Under 00001006 (4102), change the value to 1. Create the new DWORD value, if necessary.


Verify your steps, and then retry. The alternative is to install the root certificate by using a device provisioning file (Fig. 5).
 NOTE: If you report this problem, be sure to include the Windows Mobile version, device type, current policy settings, and certificate used.


No


Install a self-signed certificate on a smartphone
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Use Certinst to install the certificate


Was your installation successful?


Use ActiveSync to copy the .cer file to any directory on the Pocket PC


On the device, use File Explorer to navigate to the .cer file


Double-tap the .cer file to run Certinst and install the certificate


Success


Yes


Use SPAddCert


Use ActiveSync to copy SPAddCert to the Pocket PC


Use ActiveSync to copy the .cer file to the \storage directory on the Pocket PC


On the device, double-tap SPAddCert, and then select the .cer file that you copied to the Pocket PC


Was your installation successful?


Success


Yes


No


If you can install a root certificate without mobile operator support, the alternative is to use the procedures for installing a device provisioning file (Fig. 5). 


 The Grant Manager policy (4119) does not include the USER_AUTH role.


No


In order for Certinst to run properly, the Grant Manager Policy (4119) on the device must be set to 16, which identifies the USER_AUTH role. By default, the policy is set to 128 (the OPERATOR_TPS role). If the policy is not configured properly, Certinst will fail. 
You can modify the policy by manually editing the registry, or you can use SPAddCert as described in this diagram. Doing so, however, will elevate the privileges of the USER_AUTH security role to system administrative privileges. Changing these privileges can be a security risk. 
To modify this policy setting in the registry, go to the registry key HKEY\LOCAL_MACHINE\Security\Policies\Policies\. Under 00001017 (4119), change the value to 16.


Verify your steps, and then retry. NOTE: If you report this problem, be sure to include the Windows Mobile version, device type, current policy settings, and certificate used.


Install a self-signed SSL root certificate on a Pocket PC


You can use SPAddCert to complete Certinst tasks without programmatically checking the Grant Manager policy (4119).
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Generate a _setup.xml file 


Use MakeCAB


makecab /D COMPRESS=OFF _setup.xml mycpf_Uncompressed.cpf


On legacy devices, the CAB must have the CPF extension in order to be recognized as a valid CAB file.


Copy the CPF file onto the device, and then double-tap it.


Was your installation successful?


Success


Yes


No


Verify your steps, and then retry. NOTE: If you report this problem, be sure to include the Windows Mobile version, device type, current policy settings, and certificate used.


On the device, grant the Manager security role to the Unsigned CAB Policy (4101) by setting the USER_AUTH value to 16


Extract THUMBPRINT


Using a Windows XP computer, double-click the .cer file, and then view the Detail tab. Copy the THUMBPRINT into the _setup.xml file. NOTE: Remove all spaces.


Extract BASE64


Also on the Detail tab of the certificate, select Copy To File. Follow the instructions in the wizard to export the file to a Base64 format. Use a text editor to open the exported file, copy the encoded portion between BEGIN and END, and then paste into the _setup.xml file. NOTE: Remove all spaces and carriage returns from the encoded portion. 


<wap-provisioningdoc>
     <characteristictype="CertificateStore">
           <characteristictype="ROOT">
                 <characteristictype="THUMBPRINT">
                       <parmname="EncodedCertificate"value="BASE64 Data"/>
                 </characteristic>
           </characteristic>
     </characteristic>
</wap-provisioningdoc>  



Signtool sign /f someprivatekey.pfx mycpf_Uncompressed.cpf


Use Signtool in order to sign your CPF file


Someprivatekey must be chained to a certificate in the SPC store.


NOTE: Signed CAB files are not supported on PPCs running Windows Mobile 2003 SE.  


How to use a device provisioning file


NOTE: CPF files must be signed before they can be copied to a SP device. CPF files do not have to be signed to be copied to a PPC device. 


To copy the CPF to the device, run:
Cecopy <certificate>.cpf "dev:\windows\start menu"

To install the CPF on the device, run:
Rapistart.exe \windows\wceloadsp.exe "\"\windows\start menu\<certificate>.cpf\"" /silent /confignotify /verifyconfig



