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Abstract

While Microsoft diligently strives to reduce vulnerabilities in its code, software patches and updates continue to be an ongoing and important part of an organization’s system management and security strategy. Software is complex by its very nature, and it is generally accepted that flaws may be discovered in well-tested and well-respected products, even after they have been in the market place for years. As a result, Microsoft customers must be able to identify the patches and updates they need to deploy, and to quickly and efficiently install those patches and updates across their enterprises. This white paper describes Microsoft guidelines for maintaining a Windows Storage Server device and provides direction for effectively using the software update tools and resources currently available.
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Note

The content in this paper applies to Windows Storage Server, which is based on the Windows Server 2003 operating system. It also applies to the Windows Powered NAS family, which is based on Windows Server 2000. 
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Introduction

With more devices and mobile users accessing corporate networks, a consistent stream of security patches from software and hardware vendors, expanding footprints for systems and applications, almost daily identification of new security threats, and a much more sophisticated hacking community, today’s IT professionals face immense challenges in implementing an effective software update and security patch management strategy. 

This white paper reviews the best practices for maintaining a Microsoft( Windows( Storage Server 2003 device. It also discusses patch and update management tools meant to simplify the overall patch and update management process.
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Note

The Microsoft Security Guidance Center: Patch Management Index (http://go.microsoft.com/fwlink/?LinkId=27980) provides concise information, prescriptive techniques, tools, and templates to help organizations cost-effectively maintain a secure and reliable Microsoft environment through the proactive assessment of vulnerabilities and the application of security patches and appropriate countermeasures. For additional information, see “Patch Management, Security Updates, and Downloads” (http://go.microsoft.com/fwlink/?LinkId=21168).

Understanding the Patch Management Process

The nature of patch management on a Windows Storage Server 2003 computer differs from other Windows Server family products due to the additional complexity from coupling the hardware and software components used to create a network attached storage (NAS) device.

This section describes the best practices for maintaining a Windows Storage Server device.

How Does Windows Storage Server Relate to the Windows Server Family?

Windows Storage Server is a Windows Server family product that is optimized as a Windows-based NAS offering. Windows Storage Server is built on the Standard and Enterprise Editions of the Windows Server operating system, with additional components included that create a fixed function appliance. It is important to note that any updates issued for the Windows Server family are applicable to the Windows Storage Server family as well. The customer should verify the base operating system used for the Windows Storage Server device from the place of purchase. This information will be used to determine which patches are required for the particular Windows Storage Server device in order to keep the system up-to-date. For example, if Windows Server 2003, Standard Edition is used to build the Windows Storage Server, then the updates relevant to the Standard Edition of Windows Server would also then be applicable to the Windows Storage Server. 

If the Windows Storage Server device was purchased from an original equipment manufacturer (OEM), the OEM offers frontline support for that system. Microsoft will support the OEM and be a point of escalation for the OEM should escalation be required. The customer will need to understand the OEM-specific methodology for distributing follow-up support information. The recommended method is for each OEM to provide a Web site that includes the process and policies for support and maintain the site for any updates that need to be communicated to the end user.

What Types of Software Updates Are Available?

Several types of patches are required to keep a Windows Storage Server computer current. Individual patches are available for specific issues including security related items, while service packs are a rollup of available patches that are released periodically. 

The following table lists the current Microsoft standard terms for software updates. For more information about standard terminology used to describe Microsoft software updates, see Microsoft Knowledge Base Article number 824684 (http://go.microsoft.com/fwlink/?LinkId=22935) in the Microsoft Knowledge Base.
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Note

Note that the term “patch” is no longer used by Microsoft to describe a software update, except when describing the process of patch management (which is well understood terminology in the software industry). 

	Term
	Definition

	security update
	A security update is a broadly released fix for a product-specific, security-related vulnerability. Security vulnerabilities are rated based on their severity. The severity rating is indicated in the Microsoft security bulletin as “critical,” “important,” “moderate,” or “low.”

	critical update
	A broadly released fix for a specific problem, addressing a critical, non-security related bug.

	update
	A broadly released fix for a specific problem, addressing a non-critical, non-security related bug.

	hotfix
	A single package composed of one or more files used to address a problem in a product. Hotfixes address a specific customer situation, are only available through a support relationship with Microsoft, and may not be distributed outside the customer organization without written legal consent from Microsoft. The terms “QFE” (Quick Fix Engineering update), “patch,” and “update” have been used in the past as synonyms for hotfix.

	update rollup
	A tested, cumulative set of hotfixes, security updates, critical updates, and updates that are packaged together for easy deployment. A rollup generally targets a specific area, such as security, or a component of a product, such as Internet Information Services (IIS).

Microsoft update rollups are available for customers to download and are accompanied by a Microsoft Knowledge Base article. 

	service pack
	A tested, cumulative set of all hotfixes, security updates, critical updates, and updates. Service packs may also contain additional fixes for problems that are found internally since the release of the product and a limited number of customer-requested design changes or features.

Microsoft service packs are available for download and are accompanied by Microsoft Knowledge Base articles.

	feature pack
	New product functionality that is first distributed outside the context of a product release and that is typically included in the next full product release.


Determining Which Software Updates are Not Yet Installed

As part of the Microsoft Strategic Technology Protection Program (http://go.microsoft.com/fwlink/?LinkId=8357), and in response to customer requests for a streamlined method of identifying common security misconfigurations, Microsoft has developed the Microsoft Baseline Security Analyzer (MBSA) tool.

MBSA Version 1.2 includes a graphical and command-line interface that can perform local or remote scans of Windows Server operating systems. MBSA will scan for common system misconfigurations in the following products: 

· Windows Server 2003 operating systems
· Internet Information Services (IIS)

· Internet Explorer (IE)

MBSA 1.2 will also scan for missing security updates for the following products: 

· Windows Server 2003

· Windows Storage Server

· IIS

· IE

· Microsoft Data Access Components (MDAC)

· Microsoft( XML Parser (MSXML)

· The Microsoft( Virtual Machine

For more information about MBSA, see the Microsoft Technologies for Patch and Update Management section later in this white paper.
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Note

For Windows Storage Server, use MBSA according to the instructions provided later in this paper. For non-critical software updates, the customer should contact the OEM for prescriptive guidance.

Best Practices for Deploying Software Updates on a Windows Storage Server

Microsoft recommends the following best practices for deploying the various types of software updates to a Windows Storage Server device.

Security Patches, Critical Updates, Update Rollups, and Service Packs

To protect the Windows Storage Server computers, Microsoft recommends that Windows Storage Server users install all of the following critical updates that are appropriate for their version of the operating system:

· Microsoft security patches

· Critical updates and update rollups

· Service packs 
It is especially critical for end customers to have the latest security patches installed on their Windows Storage Server computers in order to best protect their data. The computer will be fully supported in the event a problem should occur with any security patches. It is recommended that all critical patches be applied as soon as they are available. 

The recommended best practice is to subscribe to the Security Bulletin Notification Service (http://go.microsoft.com/fwlink/?LinkId=20146) to receive immediate notification of security updates. It is also recommended that you visit the Microsoft Security Bulletin Search Page (http://go.microsoft.com/fwlink/?LinkId=20146) to view a listing of all of the current security bulletins.

Microsoft tests these patches on the applicable Windows platform prior to release. OEMs will also test these updates and service packs on their specific OEM systems, and Microsoft will support the OEMs should any problem occur. 

Non-critical Updates (Driver Updates and Windows Available Updates)

Any non-critical patches for the system will be directed by OEMs to the end customer if that patch is valid for that particular system.  
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Important

Do not install non-critical updates unless specifically advised to do so by the OEM. Contact the OEM to obtain guidance on installing non-critical patches for their specific Windows Storage Server product. This will ensure that the OEM has tested and validated the non-critical update for the OEM-specific system, and has corrected the specific problem related to the non-critical update fix. The OEM is the point of support should any problem occur. 
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Note

For localized operating systems, apply only the updates that are applicable to the language of the current operating system.
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Note for Windows Powered NAS only

For customers using the Multilingual User Interface (MUI) for Windows Powered NAS, please see the following articles prior to applying any software updates:

· For more information about the recommended installation order for Windows 2000 MultiLanguage version, see Microsoft Knowledge Base Article Number 323282, “Recommended Installation Order for Windows 2000 MultiLanguage Version,” (http://go.microsoft.com/fwlink/?LinkId=28507). 

· For more information about problems installing a Windows 2000 hotfix on a computer running the MUI Version of Windows 2000, see Microsoft Knowledge Base Article Number 313734, “Problems When You Install a Windows 2000 Hotfix on a Computer Running the MUI Version of Windows 2000” (http://go.microsoft.com/fwlink/?LinkId=28508).
Microsoft Technologies for Patch and Update Management

This section describes the products and utilities developed by Microsoft to help its customers deploy software updates and security patches and analyze an IT infrastructure’s level of vulnerability to information security breaches. Additionally, this section offers technical overviews, guidance, and best practices related to using these tools in various scenarios and at organizations of all sizes. 

For Small Organizations

The following software update tools are recommended for small organizations. 

· Windows Update

· Microsoft Baseline Security Analyzer V1.2

Windows Update

Windows Update is the online extension of Windows that helps keep computers up-to-date. Windows Update currently supports the Windows Server family, including Windows Storage Server products. When the computer is directly connected to the Internet, use Windows Update to choose updates for a computer’s operating system, software, and hardware. New content is added to the site regularly providing the most recent updates and fixes to protect computers. 
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Note

Please refer to the “How Does Windows Storage Server Relate to the Windows Server Family?” section in this white paper. The edition of the Windows Server used for your device is the one to which you will map for updates from the Windows Update site.

Using Windows Update is a simple three-step process.

1. Enter Windows Update (http://windowsupdate.microsoft.com/) and click Scan for updates.

2. For Windows Storage Server, when using Windows Update, select only the Security Patches, Critical Updates, Update rollups, and Service Packs that are appropriate for your version of the operating system. It is important to note that any other recommended patches for your Windows Storage Server device will be prescribed by the OEM. Click Add to select an update and add it to the collection of updates to install. If necessary, read a full description of each item by clicking the Read more link.

3. When all required updates are selected, click Review and install updates, and then click Install Now.

The Windows Update Catalog (WUC) extends the basic operations of Windows Update by allowing users or administrators to solicit updates for individual categories—operating systems or hardware—and download them to a fixed location for later deployment. WUC pre-packages the updates in a subdirectory structure, offers a download history displaying the updates that have been downloaded and where they reside, and a brief description of each update.

WUC is available through the Windows Update site; a link should be visible at the bottom of the table of contents. If a link is not visible, change the settings under Personalize Windows Update to display the link to the Windows Update Catalog.

Microsoft Baseline Security Analyzer V1.2

The Microsoft Baseline Security Analyzer (MBSA) is a tool that allows users to scan one or more Windows-based computers for common security misconfigurations. MBSA is compatible with the Windows Server family, including Windows Storage Server computers. It scans for common misconfigurations in the operating system and IIS, and can check for missing security updates. MBSA V1.2 was released in January 2004. MBSA V1.2 is now localized for English, German, French, and Japanese versions of Windows. Users can download builds of MBSA in each language.

MBSA V1.2 provides support for performing the security updates portion of a scan against a local Software Update Services (SUS) server. Users can select this option in the MBSA UI or in the MBSA command-line interface. This portion of the scan will then be performed against the list of approved security updates on the local SUS server, rather than against the complete list of available security updates listed in the mssecure.xml file downloaded by the tool at run time.

MBSA offers a Graphical User Interface (GUI) as well as command-line operations for scanning one or more Windows-based computers. Individual users can quickly launch a system scan from the GUI by selecting Scan a computer from the MBSA Web Interface Welcome page. The scan will default to the local computer and include a security check for all common misconfigurations as well as security updates. For the individual user, running the scan will provide a comprehensive report scoring the computer’s security readiness, providing an explanation of each result, and detailing recommended procedures for correctly addressing the issue.

For the small organization, in addition to a single computer, MBSA scans can target a group of computers through domain membership or a range of IP addresses. Small organizations can benefit from the simplicity of the MBSA GUI, although a more practical application may be invoked through MBSA’s command-line interface.

By combining the MBSA command-line interface with available scheduling tools such as Task Scheduler, small organizations can script MBSA operations to occur on predetermined schedules with a defined set of options, on a defined set of targets. For example, a scan could include an entire domain with all available checks during a low resource utilization time. Conversely, a more advanced usage may be creating an MBSA script that ties into Group Policy and is run as part of a user logon process.

For additional information, see:

· Microsoft Baseline Security Analyzer V1.2, (http://go.microsoft.com/fwlink/?LinkId=8560) available for download on the Microsoft Web site.

· For a comprehensive discussion on MBSA’s capabilities, see the white paper “Microsoft Baseline Security Analyzer V1.2” (http://go.microsoft.com/fwlink/?LinkId=18792).

· For more information on MBSA command-line syntax, see “Scripting with the Microsoft Baseline Security Analyzer V1.2” (http://go.microsoft.com/fwlink/?LinkId=27964).

Additional Tools and Functionality for Medium-Sized Organizations

The following software update tools are recommended for medium-sized organizations. 

· Software Update Services (SUS)

· Microsoft Baseline Security Analyzer V1.2

Software Update Services (SUS)

SUS is a version of Windows Update designed for organizations that want to approve each software update before installing it. SUS allows administrators to quickly and easily deploy Windows-related security patches and critical updates to any computer running Windows 2000, Windows XP Professional, or Windows Server 2003 systems. 

SUS includes the following capabilities:

· Software updates can be approved uniquely on each SUS server, enabling testing in a separate environment as well as phased deployments across an enterprise.

· Software updates can be distributed through SUS (saving bandwidth on shared Internet connections), or SUS clients can be configured to download software updates from Windows Update.

· Software updates can be copied onto a CD-ROM from an SUS server connected to the Internet and then transferred to SUS server architecture with no Internet access.

SUS servers require the following:

· Windows 2000 Server or Windows Server 2003

· IIS

· Port 80 communications with SUS clients

Every SUS server can be configured to synchronize software update packages and approvals either manually or automatically from its parent SUS server, enabling flexibility in how the environment is maintained. SUS clients use the same Automatic Updates client as Windows Update. Clients are configured to connect to specific servers and can be configured for automatic software update installations or end-user prompting.

For medium-sized organizations, the decision to deploy SUS is driven by an organization’s scalability requirements for system updates. Although a single SUS server can accommodate the patch management needs of an organization, it is recommended that organizations deploy multiple SUS servers. 

A SUS server should be deployed in a test environment for pre-deployment testing to determine the impact of any patch on the organization. This SUS server should communicate directly with the Windows Update site to determine patch availability. Once particular patches are tested, the tested updates should be approved on a production SUS server. This production SUS server should obtain patch availability from the Windows Update site and can be configured to download updates locally or modify a local SUS metafile with patch information. Once the “root” SUS server has the appropriate updates, then tiered SUS servers that are localized or referenced and deployed closer to an organization’s desktops should be configured to synchronize with the “root” SUS server for available and approved updates. The synchronization process can be manual or scheduled.

Once the software updates are available for distribution on the SUS infrastructure, desktop clients are configured to interoperate with a SUS server through the familiar Windows Automatic Updates client. Automatic Updates behavior can be driven by configuring Group Policy settings in a Microsoft( Active Directory( directory service environment. Administrator-defined configuration options driven by Group Policy always take precedence over user-defined options. In addition, Automatic Updates Control Panel options are disabled on the target computer when administrative policies have been set.

Administrators can use Group Policy in an Active Directory environment or they can configure registry keys to specify a server running Software Update Services. Computers running Automatic Updates then use this specified server to receive updates. Administrators can also use a Web server to log statistical information from Automatic Updates about updates that have been downloaded and their installation status. These statistics are sent using the HTTP protocol, so the Web server can collect this information in its logs. The statistics server must be a computer running IIS 5.0 or later with logging enabled.

For more information, see Windows Update Services (http://go.microsoft.com/fwlink/?LinkId=27964) on the Microsoft Web site. 

Microsoft Baseline Security Analyzer V1.2

As mentioned previously, in addition to the functionality identified previously under individual users and small organizations, MBSA V1.2 provides support for performing the security updates portion of a scan against a local SUS server. Users can select this option in the MBSA GUI or in the MBSA command-line interface. This portion of the scan will then be performed against the list of approved security updates on the local SUS server, rather than against the complete list of available security updates listed in the mssecure.xml file downloaded by the tool at run time.

Additional Tools and Functionality for Large Organizations

The following software update tools are recommended for large organizations. 

· Systems Management Server 2.0 and the Software Update Services Feature Pack

Systems Management Server 2.0 and the Software Update Services Feature Pack

With Systems Management Server (SMS) and the SUS Feature Pack (Feature Pack), administrators can easily manage security patches throughout the enterprise. SMS has always been able to distribute any type of software, but the SUS Feature Pack adds functionality and streamlines the security patch management process. 

SMS includes comprehensive inventory, vulnerability, and software update assessment capabilities, Web-based reports to show compliance and installation results, and wizards that simplify security patch management. The SUS Feature Pack assesses and deploys security patches for Windows, Office, and other products scanned by MBSA. The Feature Pack includes the tools shown in the following table:

	Feature Pack tool
	Description

	Security Update Inventory Installer 
	Used to create an inventory of applicable and installed security updates for your client computers. It consists of three main components: 

· Security Update Inventory Installer runs on the SMS site server and automatically builds the package, collection, and advertisement needed to deploy the other tool components within your SMS system.

· Security Update Inventory Tool uses the existing technology of the Microsoft Baseline Security Analyzer (MBSA), in addition to the Security Patch Bulletin Catalog (MSSecure.xml), and the Microsoft XML parser (MSXML) to carry out automated, ongoing scans of client computers for installed or applicable security updates. It then converts the data gathered by those tools into SMS inventory data.

· Security Update Sync tool is deployed by the Installer and runs on a single computer that has an Internet connection. It periodically checks the Microsoft downloads Website to download the latest security update bulletin catalog. It then uses SMS distribution points within your SMS infrastructure to send the latest versions of these items to client computers.

	Office Update Inventory Tool 
	Used to create an inventory of applicable and installed Office updates for your client computers, and it consists of three main components: 

· Office Update Inventory Installer runs on the SMS site server and automatically builds the package, collection, and advertisement needed to deploy the other tool components within your SMS system.

· Office Update Inventory Tool uses the existing technology of the Microsoft Network Office Update Tool (Invcm.exe), the Office Update Database (Invcif.exe), and the Microsoft XML parser (MSXML) to carry out automated, ongoing scans of client computers for installed or applicable Office updates. It then converts the data gathered by those tools into SMS inventory data.

· Office Update Sync tool is deployed by the Installer and runs on a single computer that has an Internet connection. It periodically checks the Microsoft downloads Website to download the latest Office Update Inventory Tool and Office Update Inventory Database. It then uses SMS distribution points within your SMS infrastructure to send the latest versions of these items to client computers.

	Distribute Software Updates Wizard Installer 


	Used to perform software update distribution tasks and consists of three main components: 

· Distribute Software Updates Wizard Installer runs on the SMS Site Server and installs the Distribute Software Updates Wizard component.

· Distribute Software Updates Wizard performs the following software update distribution tasks from the SMS site server:

· Uses inventory information to analyze applicable update status for the clients in your enterprise

· Provides you with a method of reviewing and authorizing suggested updates

· Downloads authorized updates and installation information

· Builds packages and advertisements tailored to each update or set of updates

· Distributes the update advertisements to client computers in your enterprise by using SMS software distribution features

· Deploys the Software Updates Installation Agent, described below, to client computers. 

· Software Updates Installation Agent used to evaluate advertised software updates against missing and previously installed updates on your client computers.

It facilitates the installation process for necessary updates and prevents the installation of redundant or unnecessary updates, reducing system overhead.

	Web Reports Add-In for Software Updates  
	Provides added functionality to the SMS Web Reporting Tool features, and it allows you to view a set of reports that was created from information gathered by software update inventory tools. 

These reports allow you to track the status of software updates for:

· Individual updates

· Individual computers

· Groups of updates or computers

· All updates or all computers in your enterprise. 

In addition to the preconfigured reports available from the Web Reports Add-In, you can also create custom inventory reports by using Microsoft® SQL Server™ views and the inventory schema.


Large organizations seeking to consolidate patch and update management technologies should investigate Systems Management Server with the SUS Feature Pack as a viable and comprehensive solution. SMS with the SUS Feature Pack deployment scenarios are beyond the scope of this paper; however, they are addressed in greater detail in the Microsoft Security Guidance Center: Patch Management Index (http://go.microsoft.com/fwlink/?LinkId=27980). The following tables provide an at-a-glance look at the information provided in this section of this white paper.
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Related Links

Windows Storage Server related information (http://go.microsoft.com/fwlink/?LinkId=19650)

Security Tools and Checklists (http://go.microsoft.com/fwlink/?LinkId=27965).
Microsoft’s latest Patch Management Information for IT Professionals, “Patch Management, Security Updates, and Downloads” (http://go.microsoft.com/fwlink/?LinkId=21168).
Windows Security and Updates Download Center (http://go.microsoft.com/fwlink/?LinkId=27966).
Microsoft Security site (http://go.microsoft.com/fwlink/?LinkId=102).
Improve Platform Manageability (http://go.microsoft.com/fwlink/?LinkId=22230).
Patch Management using Microsoft Systems Management Server 2003 (http://go.microsoft.com/fwlink/?LinkId=27967).
Patch Management using Microsoft Software Update (http://go.microsoft.com/fwlink/?LinkId=27968).
Microsoft Storage Community (http://go.microsoft.com/fwlink/?LinkId=19648). 

Understanding Patch and Update Management: Microsoft's Software Update Strategy (http://go.microsoft.com/fwlink/?LinkId=27969). 

Distributing Software Using Microsoft Management Technologies (http://go.microsoft.com/fwlink/?LinkId=27970). 
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Windows Server System is the comprehensive, integrated
server software that simplifies the development, deployment, and operation of agile business solutions.
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