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Abstract

No matter what business you are in, certain applications and systems are vital to the daily operation and long-term success of your enterprise. E-mail, databases, and other business applications require the most reliable, scalable, and secure operating system platform to achieve maximum performance and reliability. To support these important workloads, Microsoft® has developed Windows Server™ 2003 R2 Enterprise Edition as the premier operating system for your mission-critical applications. This paper examines key aspects of Enterprise Edition and proves how they are essential to running applications critical to the success of your business.
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Introduction

From the manufacturing floor to the retail point of sale, no matter what business you are in, you depend on certain systems to run your business. Computer software is increasingly playing a mission-critical role in the enterprise. The operating system is the cornerstone of IT configurations, and mission-critical technology relies on it. As such, it's the last thing you should have to worry about.
To ensure that you have minimal problems with your business’s software systems, Microsoft has designed Windows Server 2003 R2 Enterprise Edition to provide a solid IT foundation for your business applications. Your enterprise relies on key applications to be available 24 hours a day, seven days a week. They need to be secure from both malicious intrusion and accidental user error, easily configurable, and easy to expand with the needs of a growing business operation. Since the most common mission-critical applications include e-mail, databases, and business applications, these applications are the first to reap specific benefits when installed on Enterprise Edition.
Key Benefits of Microsoft Windows Server 2003 R2 Enterprise Edition
Microsoft provides you with the premier server operating system with Windows Server 2003 R2 Enterprise Edition. A recent review of Enterprise Edition by ServerWatch, who rated Enterprise Edition at five out of five stars,
 concluded that Windows Server 2003 is “the most stable and secure operating system Microsoft has produced.”
 Microsoft has issued an update release, built on the reliable and scalable foundation of Windows Server 2003 SP1, named Windows Server 2003 R2. Windows Server 2003 R2 Enterprise Edition supports several key scenarios that help you effectively run enterprise applications across your enterprise, including UNIX interoperability and enhanced virtualization support. Altogether, Windows Server 2003 R2 Enterprise Edition delivers the reliability, scalability, security, and manageability that can help ensure that your mission-critical applications, such as e-mail, databases and business applications, continue to run and serve you and your customers. 
Reliability
Windows Server 2003 R2 Enterprise Edition is the most reliable operating system Microsoft has ever offered. Reaching 99.99 percent (four nines) uptime—that’s less than an hour of downtime per year—has become much easier with Microsoft Windows Server 2003 R2 Enterprise Edition. With a reliable software system, you can ensure that your enterprise’s servers are consistently available to you and your customers.
When you think of reliability, you usually think of preventing unplanned downtown. There are also two other important issues to consider: easy recovery and security. Windows Server 2003 R2 Enterprise Edition addresses both of these considerations. Easy recovery includes recovery from both application and hardware failure. In addition, it allows you to handle upgrades, both hardware and software, without downtime; reconfigure without downtime; and rapidly respond to problems like viruses. The enhanced reliability of Windows Server 2003 R2 Enterprise Edition has a growing number of customers expanding their use of Enterprise Edition to their most critical environments. In a recent study, Forrester Research found that two-thirds of the companies interviewed are using Windows Server 2003 to run their mission-critical applications.
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	The Austrian Ministry of the Interior provides law enforcement and security services for the people of Austria, managing police and border control and coordinating response to problems such as drug trafficking and terrorism. The ministry has been a model governmental body in its relentless drive to streamline bureaucracy and use technology to operate more efficiently and cost effectively. After pruning its countrywide server computer holdings from 1,500 to 500 and upgrading those servers to Microsoft Windows Server 2003 with Service Pack 1, the ministry is poised to take advantage of the file replication efficiencies of Windows Server 2003 R2. With it, the ministry has been able to improve the reliability of routine software updates.
"With Windows Server 2003 R2, we’ve been able to eliminate two days of lost productivity per month for two to three IT staff members,” Project Lead Wolfgang Müller says. “Similarly, we’ve eliminated one to two days per month of lost productivity for entire branch office staffs that used to be hobbled by failed servers."


Scalability
Microsoft designed Windows Server 2003 R2 Enterprise Edition to maximize the flexibility provided by an organization’s software, allowing users to adapt and add different components very quickly. Windows Server 2003 R2 Enterprise Edition and the Windows Server System™ were designed with both scaling up (adding memory and processing power) and scaling out (adding additional servers) in mind. Since your enterprise may expand to deal with more clients, customers, or simply greater workload, the ability to easily scale can help keep your IT infrastructure in line with your business goals. Furthermore, improvements in the R2 release of Windows Server allow for increased scalability in a branch office scenario.
Take, for instance, the scalability needs of a major credit card transaction company. At peak times, such a company may process up to 3,700 transactions every second, or 296,000,000 per day if operating at peak all day. While your enterprise may not handle this many transactions today, Windows Server 2003 R2 Enterprise Edition gives you the opportunity to expand without concern and grow without restraint. 
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	A New York hospital had a request for solutions to manage donated Microsoft Windows PCs for a children’s learning lab. The challenge: to provide an effective way to safeguard and secure PCs at minimal cost by automating administrative policy. In response, FullArmor adopted Microsoft Windows Server 2003 R2 x64 Enterprise Edition to create PolicyPortal, an application that enables remotely hosted Active Directory® services for PCs. FullArmor took advantage of the high performance capabilities of the Windows x64-bit platform to enable many people to log in and to manage user profiles for remote computers. The Microsoft products—including Windows Server 2003 R2 x64 running Internet Information Services version 6.0, ASP.NET version 2.0, and SQL Server 2005—make possible the remote management of thousands or even tens of thousands of PCs.
FullArmor Chief Technical Officer, Danny Kim, says, “With the power of the 64-bit Windows Server System family, building high-value products using the latest integrated development environment tools like Visual Studio® 2005 is easy and helps developers create compelling new solutions like PolicyPortal.”



Security
Along with reliability and scalability, security has quickly become one of the biggest concerns for an enterprise. To provide you with a more secure computing environment, the Microsoft Windows Server 2003 operating system includes many important new security features and improves on the security features originally included in Microsoft Windows 2000 Server. While robust IT security is intrinsically valuable, a well-secured infrastructure can also help you improve server reliability to meet the ever increasing demands of commerce and industry. Additionally, Windows Server 2003 Service Pack 1, included automatically with Windows Server 2003 R2, provides further enhancement by taking a preemptive approach to security with engineering enhancements. 
	[image: image4.png]



	Yapi Kredi Bank, with its state-of-the-art technology infrastructure, providing telephone banking, internet banking, PC banking, and WAP banking services, is one of Turkey’s leading banks that offers its clientele cutting edge technology. When Yapi Kredi considered replacement technology, a total cost of ownership survey exploring licensing, training, and support costs, revealed Microsoft software was a more cost effective, long term investment.
Technology Development Directory and eBranch Project Director, Adullah Bilgin says, "Microsoft clearly demonstrates the effectiveness of its security. This gives me confidence in Microsoft security. "


Manageability

Finally, Enterprise Edition provides manageability. If you can better manage your IT systems, you can better manage your workload. This ease of manageability, in turn, has a direct effect on your ability to deliver to your customers. Easier to deploy, configure, and use than previous products, Windows Server 2003 R2 Enterprise Edition provides centralized, customizable management services to help reduce the total cost of ownership (TCO). Thus, you can take advantage of the cost saving capabilities of industry-standard change and configuration management practices.

As a foundation release of the Dynamic Systems Initiative (DSI) from Microsoft, Windows Server 2003 delivers new and enhanced management services. These services simplify and automate the management of Windows-based environments and increase IT effectiveness while reducing overall administration costs. The Dynamic Systems Initiative is a Microsoft-led industry effort to dramatically simplify and automate how businesses design, deploy, and operate their increasingly complex and distributed computing systems. Windows Server 2003 R2 enables automated one-to-many management through enhanced Active Directory services, Group Policy-based management, and script-based administration. New deployment capabilities and the new Emergency Management Services along with the Windows Terminal Server functionality enable fully remote management and recovery of traditional or headless systems. Windows Server 2003 R2 also includes enhanced security management, performance management, branch office management, and troubleshooting capabilities.
UNIX Interoperability

With Windows Server 2003 R2 Enterprise Edition, interoperability with UNIX-based systems will be easier and more cost effective than ever. If your enterprise includes branch offices with UNIX systems, with Windows Server 2003 R2, communication with your base server will be simpler, and you will not need to eliminate existing infrastructure or personnel to keep your IT ecosystem running healthily. Additionally, if your long term goal is to migrate all of your software to Windows, the interoperability components of Windows Server 2003 R2 Enterprise Edition will allow you to migrate over time.

The R2 release of Windows Server 2003, unlike previous versions of Windows Server, ships with Windows Subsystem for UNIX-based Applications (SUA). SUA replaces and improves upon Services for UNIX (SFU), which had been available separately. SUA allows developers to have access to a command line environment with everything that a UNIX user would expect, making those familiar with UNIX feel more comfortable. In addition, Visual Studio 2005 allows for full integration with SUA applications, allowing you to use the world's best integrated development environment for UNIX applications hosted on Windows.
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	The Bank of New York, one of the largest banks in the United States, wanted to upgrade from a mixed-environment system—including UNIX based systems, NetWare, and a mixture of the Microsoft Windows® 2000 and Microsoft Windows NT® Server 4.0 operating systems. Their goal: to achieve higher levels of reliability and manageability.

"When we began to take a close look at Windows Server 2003, we quickly realized that Windows has become the reliable infrastructure platform we need to run bank-critical applications," says Gordon Green, Vice President, The Bank of New York. 

By migrating to Windows Server 2003, Enterprise Edition, The Bank of New York has been able to achieve the desired increase in dependability and manageability, while cutting cost.



Essential Applications that Benefit from Windows Server 2003 R2 Enterprise Edition

Windows Server 2003 R2 Enterprise Edition is the premier platform for an enterprise because it is designed so that the end user won’t even notice it: things will just work when they are supposed to work. This reliable operation occurs because of features built into the operating system, and because of the integration which exists between Enterprise Edition and the software that runs on it.

When it comes right down to it, the thing most people want to see an IT system do is function when needed. If you are an employee, you want to be able to check your e-mail and respond to customers or co-workers. If you are a customer, you want to be able to make purchases or otherwise interact with the business. If these vital functions aren’t working, whether you are an employee or a customer, there’s an impact to your productivity and your business.

For an enterprise, the benefits of Windows Server 2003 R2 Enterprise Edition can be best understood through its benefits to vital applications. Throughout the rest of this paper, we will focus on how these benefits are linked to specific business workloads such as e-mail, databases, and business applications.
E-Mail

First, let’s take a look at how Enterprise Edition enhances user experience with e-mail. Today’s enterprise relies on e-mail as a primary source of communication. Microsoft Exchange Server 2003 Enterprise Edition, running on Microsoft Windows Server 2003 R2 Enterprise Edition, provides a premier e-mail solution for an enterprise. In accordance with the Microsoft company-wide Trustworthy Computing Initiative, Exchange 2003 running on Windows Server 2003 R2 Enterprise Edition provides many new features and enhancements to improve reliability, manageability, and security. Furthermore, only when installed on Windows Server 2003 R2 Enterprise Edition, will Exchange Server 2003 be able to take advantage of features such as clustering.

Exchange Server 2003

E-mail works best when Exchange and Enterprise Edition work together. Exchange Server 2003 Enterprise Edition is the latest version of Microsoft’s industry leading communications server. Exchange Server 2003 provides many new features that increase worker productivity and help organizations reduce their total cost of ownership (TCO). One example is improvements in the way Exchange Server 2003 and Outlook® 2003 work together to dramatically improve the performance. Checking e-mail over a dial-up connection or low-bandwidth mobile network feels much more like working in the office.

E-Mail Reliability

Installing and running Exchange Server 2003 Enterprise Edition on Windows Server 2003 R2 Enterprise Edition ensures that e-mail is up as frequently as possible. With Exchange Server 2003 built on a Windows Server 2003 R2 Enterprise Edition system, it is possible to achieve 99.99 percent uptime, or less than an hour of downtime per year.
Failover Clustering

With Windows Server 2003 R2 Enterprise Edition, you can take advantage of failover clustering to minimize e-mail downtime. The distribution of e-mail servers over multiple nodes in a cluster will ensure that if one node goes down, another node will take over, so that customers and employees continue receiving e-mail uninterrupted. Geographically dispersed cluster environments also extend clustering benefits to companies that operate without preference to a particular location.
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	Advised by Microsoft Consulting Services (MCS), Linklaters, a global law firm with 30 offices in 22 countries, uses Exchange Server 2003 with Microsoft Windows Server 2003 Enterprise Edition. The firm uses multi-node clusters of servers to centrally manage its e-mail architecture for more than seven thousand users. As a result, Linklaters has reduced administration and licensing costs while minimizing downtime.

"Exchange Server 2003 greatly increases our server availability and reliability. We are benefiting from improved virtual memory management and support for up to eight-node clustering, with Windows Server 2003. They are all single clusters, with varying numbers of servers per cluster. This is helping us to reduce costs, as well as providing for future growth in the firm's use of e-mail messaging for communication with customers,” says Jon Segger, Technical Consultant for Linklaters.



E-Mail Security

In addition to being reliable, e-mail must be secure. The constant use of e-mail poses the ever present threat of security breach that could be disastrous. Windows Server 2003 R2 Enterprise Edition provides the framework for more secure e-mail. With the security enhancements of Windows Server 2003 Service Pack 1, aimed at dramatically shrinking the attack surface of Windows Server 2003 by both reactively addressing known threats and proactively preempting potential threats, running e-mail servers on Windows Server 2003 has become even more secure.
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	Forbes is a privately held, nine hundred-employee company that is best known for its financial reporting magazines. After moving to Windows Server 2003, Forbes Network Manager Peter Menoni said, “Initially, I was hesitant about moving to Microsoft Windows Server 2003 because of security concerns, but any misgivings have long since disappeared. The solution has proved itself by keeping the Forbes environment protected ever since our deployment.”



Databases
Along with enhancing e-mail, Windows Server 2003 R2 Enterprise Edition enhances the capability of your databases. As your customer base and sheer volumes of information grow, reliable database systems become more important. 
The key to database scalability and reliability is to integrate a database solution with an operating system. Microsoft SQL Server 2005 Enterprise Edition brings the enterprise superior reliability and scalability, and provides a lower TCO than competing products. Reliability and scalability features of Microsoft Windows Server 2003 R2 Enterprise Edition augment the features of SQL Server. In fact, the use of a 64-bit of version of Windows Server is required to run the 64-bit version of SQL Server. Therefore, with the 64-bit version of Windows Server 2003 R2, you'll have no trouble integrating your 64-bit systems. ServerWatch also points out that the performance enhancements produced by Windows Server 2003 Enterprise Edition become clearer when the operating system is used in concert with SQL Server.

By balancing low TCO with performance, it’s no wonder that seven of the top ten, including all of the top three, systems listed by the Transaction Processing Performance Council for TPC-C by price/performance are Microsoft SQL Server databases built on Windows Server 2003 systems.
 
SQL Server 2005 Enterprise Edition
You need your people to make faster and more data-driven decisions, your developers to be more productive and flexible, and your managers to reduce their overall information technology budgets even as they scale your infrastructure to meet ever-increasing demands. SQL Server 2005 built on Windows Server 2003 R2 Enterprise Edition will help your enterprise to meet these goals. Also, with the lowest implementation and maintenance costs in the industry, SQL Server 2005 delivers rapid return on your data management investment. 

SQL Server 2005 Enterprise Edition exceeds dependability requirements and provides innovative capabilities that increase employee effectiveness, integrate heterogeneous IT ecosystems, and maximize capital and operating budgets. SQL Server 2005 supports the easy development and deployment of enterprise-class business applications that can give your company a critical competitive advantage. 
Database Scalability

Enterprise Edition makes your database solution more scalable. Instead of making all design and implementation decisions up front, the Windows Server 2003 architecture empowers you to move from scale up to scale out and does not lock you into one mode of scalability, thus allowing developers to avoid the need to make design decisions prematurely. The only changes required are to the configuration of the server—not the application. You can also scale up and scale out in the same server farm, adjusting both the number of servers and the capabilities of each server to meet your needs. This reduces development and deployment costs compared with mainframes or overbuilt server farms, and speeds time to market without undermining future scalability.

Because SQL Server is part of the Windows Server System, customers gain the benefits of reduced total cost of ownership and faster development time. This is due to the increased manageability and integration resulting from the common engineering strategy implemented across Windows Server System products.

8-way Symmetric Multiprocessing (SMP)

You can add up to eight processors to your database system with Enterprise Edition. SQL Server 2005 and Windows Server 2003 R2 Enterprise Edition can run on SMP hardware systems with up to 64 nodes. These systems can have up to 32 gigabytes (GB) of memory with the 32-bit Intel architecture, and up to 64 GB of memory with 64-bit architecture. These systems demonstrate excellent SMP scalability, both on audited benchmarks and in real applications. The largest of these servers are capable of processing more than 1 billion business transactions per day.

Hot Add Memory

When you want to increase the memory of your database system, you don’t want to have to shut the server down. Hot Add Memory gives you the ability to add additional RAM to your server without the need to interrupt service. So, should you have a sudden increase in volume, Microsoft Windows Server 2003 R2 Enterprise Edition allows you to scale up your IT infrastructure to keep pace with your business needs without downtime.
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	Citrix Systems, Inc.—whose Citrix MetaFrame Access Suite enables people to securely, easily, and instantly access their applications and data from anywhere, anytime, on any device, over any connection—is the global leader in access infrastructure solutions. Citrix now takes full advantage of Windows Server 2003 Enterprise Edition. Terry Treder, Principal Architect of Citrix Systems, Inc. says, “Windows Server 2003 gives us better scalability and stability. Our customers get more users per server, and don't have to do as much maintenance.” 
 


Database Reliability

Along with being scalable, your database must be reliable. The database tier of your infrastructure is an essential component of many of your key systems. SQL Server supports high availability through built-in failover and replication technologies enhanced by complimentary features of Windows Server 2003 R2 Enterprise Edition. The data stored in a database is most likely crucial to your enterprise, whether it be customer information, human resources information, or other data warehouses. Therefore, a database must be available whenever you need to access it, even if that means constant access. 
SQL Server 2005 has been designed with 'always on, always available' advanced data management capabilities. These capabilities can dramatically reduce the potential for lost revenue due to a database failure, whether caused by hardware or software. The potential cost savings are enormous for critical applications that can shut down retail systems, customer service applications, or manufacturing production lines.
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	“If we deliver faster than our customers can calculate the information for themselves, the whole market will benefit,” says David Lester, CIO of the London Stock Exchange. The London Stock Exchange, with technology partner Accenture, decided on the Microsoft Windows Server 2003 operating system Enterprise Edition, with the Microsoft .NET Framework connection software and the Microsoft Visual Studio® .NET 2003 development system. For the database component, they chose Microsoft SQL Server. Its new system provides the London Stock Exchange with a platform on which to deliver new information services products that will help it meet long-term strategic goals as well as nearer-term revenue targets. It can deliver value-added information to customers in less than a second and, if there is a hardware failure, the software keeps the service going. No data is lost during hot failover between servers, so server outages are transparent to end users. “This is an innovative, high-performance system that delivers time-critical information faster—an important advantage to both our customers and our market,” says Lester. “The system is designed for the demanding real-time environment in which market professionals work. We are confident that the Microsoft solution has all the reliability, performance, and scalability needed for many years to come.”



Volume Shadow Copy Service (VSS)
When you consider reliability, it is not only key to factor in prevention of downtime (as provided by failover clustering), but also recovery time. In addition, the sensitivity and importance of information stored in a database necessitates frequent and reliable backups. VSS provides such a reliable backup method, ensuring that data can be quickly restored in the event of an unforeseen disaster. In addition, VSS creates the backup without causing downtime, and minimizes restoration time when restoring a backup. Both of these aspects minimize downtime, thus helping an enterprise achieve the desired four nines uptime. 
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	A world-wide leader in convenience retailing, with more than 5,800 stores, 7-Eleven, Inc. knows what it means to be constantly available to consumers. After considering alternate options such as Linux, when upgrading from Microsoft Windows NT Server, the choice for 7-Eleven became clear: Microsoft Windows Server 2003 Enterprise Edition. “We trust the product's reliability. Who is really standing behind the open-source operating system? Given the reliability and predictability that we need in our stores, we realized that we could not risk stepping into the open-source world. We know Microsoft and we know we can depend on Microsoft,” said Keith Morrow, CIO of 7-Eleven. “When we compared the TCO of Windows Server 2003 to Linux, we found a 20 percent cost differential in Microsoft's favor, and in this industry, in today's business climate, 20 percent is very significant. It's huge.”



Database Mirroring

Database Mirroring is a new SQL Server 2005 technology available for increasing database availability. Database Mirroring transfers transaction log records directly from one server to another and can quickly fail over to the standby server. You can code client applications to automatically redirect their connection information, and in the event of a failover, automatically connect to the standby server and database. Fast failover with minimal data loss has traditionally involved higher hardware cost and greater software complexity. Database Mirroring, however, can fail over quickly with no loss of committed data, does not require proprietary hardware, and is easy to set up and manage. Database Mirroring with SQL Server 2005 can be used in conjunction with the Failover Clustering feature of Windows Server 2003 R2 Enterprise Edition for maximized reliability. Database Mirroring provides protection at the database level, whereas clustering provides protection at the server instance level, and can be used as a method for creating a hot standby for a cluster instance database. 
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	Koehler Paper, which operates five plants in Germany to produce more than 400,000 tons of paper per year, recently upgraded to Microsoft SQL Server 2005 because of Database Mirroring Technologies. 
The enhanced availability of SQL Server 2005 immediately caught the attention of Koehler Paper because the company was seeking ways to improve its failover scenario to provide better availability for its mission-critical SAP database. “While our current database shadowing provides us with a failover solution, it requires use of third-party tools, and is difficult to manage,” says Alexander Fischer, Team Leader, IT Basics Department. “The log shipping in SQL Server 2005 is easier to work with and provides us with a much better administrative interface.”

While failures are rare, if SQL Server 2005 can prevent one plant shutdown over the next five years, the savings provide a 200 percent return on Koehler’s investment.



Business Applications

Microsoft is committed to its customers and will continue developing products to provide the finest tools to meet your business’s needs. The integrated nature of Microsoft Server 2003 R2 Enterprise Edition results in a lower TCO for an enterprise. A study in 2003 by the META Group followed companies who had re-platformed their UNIX based ERP systems to Windows Server 2003 with SQL Server 2000.
 This study showed savings for these companies of over 50 percent in several less tangible areas, such as accessibility and responsiveness, with savings in real costs and IT staff time of nearly 25 percent. In addition to allowing your business applications to run more reliably and function on a more scalable system, Enterprise Edition allows for greater ease in management and increased security. Because of its reliability, low TCO, manageability, and security, Windows Server 2003 R2 Enterprise Edition is the industry leader for new business application systems. 

Business Application Manageability

Business applications are more efficient when they are properly managed. For example, managing an ERP system can be difficult and costly. Windows Server 2003 R2 Enterprise Edition makes solutions for enterprises simpler by providing features that increase overall manageability. Windows Server 2003 delivers enhanced management services that simplify and automate the management of Windows-based environments and increase IT effectiveness while reducing overall administration costs. 
Active Directory

Perhaps the most important management tool in Windows Server 2003 is Active Directory. Active Directory is the integrated, distributed directory service that is included with Microsoft Windows Server 2003 R2 Enterprise Edition. Integrated with Active Directory are many of the applications and services that previously required a separate, distinct directory and user id/password to be managed for each application or service. With Active Directory, the administrator of the organization can add a user, and through that single entry, enable remote access to the network, permissions on Exchange, database access, client relationship management, and other permissions. 

Windows Server 2003 and Active Directory provide a reliable working environment for the end user, which offers the highest levels of reliability and performance so users can get their work done as efficiently as possible, as well as providing a more secure and manageable environment to make the lives of the IT staff easier.
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	When K2 moved to Windows Server 2003 Enterprise Edition, the result was a more secure platform and more efficient tools to manage, monitor, and maintain its network, servers, and desktops throughout the enterprise. Says Jonathon Addington, Network Administrator for K2, "After spending so many years banging our heads on the top of our servers, begging the Powers-That-Be to send us an intuitive and secure server operating system, Microsoft finally answered our pleas with the release of Windows Server 2003." The upgrade allowed K2 to retire the old hardware and software, migrate all databases and services to the new operating system, and begin to use Group Policy management tools and the Microsoft Active Directory to administer its new environment.



Active Directory Federation Services (ADFS)

ADFS essentially extends the power of Active Directory to the Internet. It provides Web single-sign-on (SSO) technologies to authenticate a user to multiple Web applications over the life a single online session. ADFS accomplishes this by securely sharing digital identity and entitlement rights, or "Claims," across security and enterprise boundaries. With ADFS, you will be able to extend the value of an Active Directory investment to B2C extranet, intra-company (multi-forest) federation, and B2B internet federation scenarios using browser applications. ADFS provides a flexible, secure, easy-to-deploy solution for extranet user management tightly integrated with the Windows platform, while simultaneously built on standards-based concepts to ensure interoperability with existing access management solutions. Ultimately, ADFS promotes increased IT efficiency, while providing for easier secure collaboration among business partners.
Group Policy Management Console (GPMC)

Along with Active Directory, Group Policy Management Console makes it easier to manage users and computers. Microsoft Group Policy Management Console provides a single solution for managing all Group Policy-related tasks. GPMC lets administrators manage Group Policy for multiple domains and sites within one or more forests, in a simplified user interface (UI) with drag-and-drop support. Highlights include new functionality such as backup, restore, import, copy, and reporting of Group Policy Objects (GPOs). These operations are fully scriptable, which lets administrators customize and automate management. Together, these advantages make Group Policy much easier to use and help you manage your enterprise more cost effectively. 
Windows System Resource Manager (WSRM)

Enterprise Edition gives greater control over the management of resources. Using WSRM, which is not available in Standard Edition, administrators can control how CPU resources are allocated to applications, services, and processes. Managing these resources improves system performance and reduces the chance that these applications, services, or processes will interfere with the rest of the system. WSRM also creates a more consistent and predictable experience for users. This feature will allow you to allocate necessary resources to your most important business applications to ensure that the programs that you need most need are the most reliable.
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	“Windows Rights Management Services helps to enforce existing corporate security policies governing intellectual contents,” says Hong L. Choing, Manager for Applications Development, CDP Technology Management, Merck & Co., Inc.
Information confidentiality is of critical importance to pharmaceutical firms. During clinical trials, Merck & Co., Inc., a leading world-wide pharmaceutical products and services company, exchanges sensitive information with participating partner physicians. This poses a security challenge because Merck must make every effort to protect the confidentiality of the information during transmission as well as after it is in the physicians' possession. 

Microsoft Windows Rights Management Services for Microsoft Windows Server 2003 offers the perfect solution to meet Merck's challenge. Without RMS, Merck delivers only hardcopy documents via express couriers to physicians. Even then, it is difficult for Merck to ensure that the information remains confidential after it has been received by the physician. With RMS, documents continue to be protected even after delivery.
 


Automated Deployment Services (ADS)

One of the most time-consuming and difficult to manage processes for an enterprise is the deployment of new and updated software. With Microsoft Windows Server 2003 R2, Microsoft enables rapid, flexible deployment and seamless, script-based administration of a large number of Windows servers. ADS is a new deliverable in support of the Dynamic Systems Initiative (DSI), an initiative that unites hardware, software, and service vendors around a software architecture that enables customers to harness the power of industry standard hardware and brings greater simplicity, automation, and flexibility to IT operations. Included with ADS is a new set of imaging tools and an XML-driven infrastructure for rapidly deploying Windows Server 2003 R2 Enterprise Edition onto bare metal server hardware. In addition, ADS offers a more secure, reliable script execution framework that lets administrators perform script-based administration on one thousand servers as easily as they once did on a single server.
Terminal Services Session Directory

Terminal Services Session Directory works with your load-balancing solution, enabling users to easily reconnect to a disconnected session on a server farm running Terminal Services. The Session Directory is a database that tracks user sessions that are running on load-balanced terminal servers. It provides information when a user reconnects (after disconnecting intentionally or because of a network failure) to ensure that the user reconnects to the same session rather than starting a new session. Session Directory, which can support several thousand sessions, is also cluster-aware. 
Virtualization
At a recent Gartner Symposium/ITxpo, Gartner Inc. Vice President John Enck called virtualization a "megatrend." "We see virtualization being extremely important across all server types," and "virtualization is the best tool you have right now in the market to increase efficiency and drive up the utilization of your servers," said Enck.
 Because virtualization continues to become a more important part of computing, Microsoft has taken the initiative and changed its licensing model with regards to virtualization. Four changes have been made to the licensing model:

· Up to four virtual instances of Windows Server 2003 R2 Enterprise Edition can be installed at no additional cost. This licensing change will allow you to consolidate servers at a greatly reduced cost.

· Rather than licensing by stored instance, Microsoft is now licensing by running instance. Therefore, if you have a large number of virtual servers in storage, you no longer have to purchase a license for all of them. Rather, under the new licensing model, you will only have to license the maximum number of running instances. Among other benefits, this model will allow you to store backup virtual images without incurring the additional licensing cost for the operating system

· Active instances can now be moved from one licensed server to another without limitation, as long as the physical server is licensed for that product.

· Some Windows Server System Products, such as Microsoft SQL Server, BizTalk® Server, Internet Security Accelerator Server, and others will also be licensed for virtual processors instead of physical processors.
Business Application Security

Windows Server 2003 R2 Enterprise Edition enhances the security of your business applications. With increasing volumes of sensitive data available through internal business applications, such as customer and financial information, organizations must take every possible measure to maximize security. However, managing a secure environment presents an increasing challenge as an organization and the systems on which it depends grow in complexity. Moreover, with today’s extended organizations involving suppliers and customers increasingly linked together, managing security can be overwhelming and costly without the right infrastructure. Microsoft has addressed this need with the industry’s most mature and widely adopted technology for identity management, data integrity, and protection from intentional attack.
In an industry beset with security issues, Microsoft continues to prove an attractive choice
 In addition, when vulnerabilities have been discovered, Microsoft leads the industry in providing timely fixes. Our average of 25 days between the discovery of a vulnerability and the release of a fix is less than half of the next closest competitor.
 Microsoft has taken a leadership position on trustworthy solutions for secure software and services with tools and guidance to keep customers safe. Our security focus includes three main areas: technology investments, prescriptive guidance, and industry partnership.
Microsoft understands that clear and effective communication with users is critical to providing enterprise-class security. Toward this end, Microsoft has created a system for providing customers with timely security updates. The Security Bulletin Notification Service enables customers to receive timely and accurate information directly from Microsoft about worms, viruses, and other security events. It represents one of the first steps taken to help customers determine if an event is relevant to their environments, how and when to download and deploy the security updates, and how the software updates or security updates affect their overall IT infrastructures. Customers can sign up to be notified via e-mail when security bulletins are posted, with versions for business IT professionals and end users.
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	Security was an essential consideration for QUALCOMM, leader in developing and delivering innovative digital wireless communications products and services based on the company's CDMA digital wireless technology, when choosing an operating system. 

“Security isn’t a single-solution issue. The more ways we can enhance security, the better. Windows Server 2003 offers several ways to improve security—via quarantine and ICF, for example. It also provides improved user authentication and management of security technology,” says Stephen McFarland, CISSP Senior IT Security Engineer at QUALCOMM.



Conclusion

Microsoft Windows Server 2003 R2 Enterprise Edition is the premier operating system for the contemporary enterprise. Enterprise Edition has features which ensure that your key systems are always up and running, while remaining scalable, manageable, and secure. Applications such as e-mail, database, ERP, and other business applications are vital to the survival of any business. These applications should be safeguarded by being run on a reliable and secure operating system, an operating system like Windows Server 2003 R2 Enterprise Edition.

As J. Fred Maples, Director of Software Engineering for NASDAQ Stock Market, Inc., put it, “Windows Server 2003 gives us higher availability, greater dependability, and faster time-to-market. It makes our engineers’ lives much easier; it makes our overall operations much better.”

By installing and running your mission-critical software on Microsoft Windows Server 2003 R2 Enterprise Edition, you can ensure that these essential systems perform as you need them, when you need them. The reliability of Windows Server 2003 R2 Enterprise Edition helps you to build an IT infrastructure that provides high levels of system uptime and support, so that you can maintain the high quality IT performance essential to the success of your business. By combining the reliability, scalability, manageability, and security of Microsoft Windows Server 2003 R2 Enterprise Edition with critical business applications, your enterprise can have the optimally performing system it needs and deserves.
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